Task 1a
Cybersecurity requires a range of academic and employability skills. Critical thinking and research support learning in higher education, while problem-solving and communication are important when working within cybersecurity.
Critical thinking means analysing information, questioning it, and checking how reliable it is. V. I. et al. explain that critical thinking involves combining attitudes and higher‑order thinking skills, “not just in education but in wider life too” [1]. This is particularly important in cybersecurity, as professionals need to assess information carefully to identify potential risks, threats and security issues.
Research skills are equally important. When asked “What academic skills are important for a career in cybersecurity, and why are they important?”, ChatGPT emphasised the need to locate trustworthy information and use credible sources. This is essential because cybersecurity “threats, technologies, and security practices constantly change” [2]. Developing strong research skills can therefore help cybersecurity professionals keep their knowledge up to date throughout their career.
Communication is another key skill for cybersecurity professionals, as they often need to explain technical problems clearly to colleagues, customers, and others within the business. It is also considered one of the most sought-after non-technical skills within cybersecurity [3]. According to CareerEra, communication is important in cybersecurity as it helps keep businesses up to date with ever-evolving policies [4]. Effective communication ensures that risks and security issues are understood by individuals who may not have technical expertise.
Problem-solving is an important employment skill within cybersecurity. The National Careers Service lists complex problem-solving as a skill needed for a forensic computer analyst [5]. Developing this skill can help when identifying security issues and finding suitable solutions.
Overall, developing these skills can help with studying cybersecurity at university and prepare students for working within the industry after graduating.
[image: Infographic for Bloom’s Taxonomy: Many teachers use Bloom’s Revised Taxonomy (2001) as a framework for levels of active learning and critical thinking. The measurable verbs provide a vocabulary to describe learning goals and to determine learning acquired, so they’re essential to how we teach lessons and classes. Note that it’s a flexible guide. Not all learning is linear. Knowledge: recognize, recall concepts, listen, define; Understand: explain, interpret, , describe, rephrase, summarize, classify, compare, infer. Student-centered includes Apply: implement, execute, interpret, use information in new situations, practice; Analyze: question, differentiate, organize, attribute, break down, draw connections, relate, research; Evaluate: justify, check, detect, critique, debate, verify, synthesize; and Create: produce original work, construct, generate, hypothesize, plan, design, organize. Created by Rachael M. Benavidez. Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0).][image: ] 
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Task 1b

Table of different AI models and their best uses. 
	AI Model
	Best Uses

	ChatGPT
	General problem-solving, explaining concepts, generating/debugging code and analysing information. [6]

	Microsoft Copilot
	Working alongside Microsoft tools and assisting with productivity/work tasks. [7]

	Google Gemini
	General AI assistance, general problem-solving, day-to-day use and integration with Google's services.  [8]

	Claude
	Analysing and summarising large amounts of text/documents. [9]



Demonstration of using ChatGPT for cybersecurity phishing awareness training. 
[image: ]
Figure 3: ChatGPT was used to generate a fictional phishing email for a cybersecurity training exercise and identify common warning signs. 

[image: ]
Figure 4: A follow-up prompt was used to analyse why each warning sign may be suspicious and whether it proves that an email is phishing.
[image: ]
Figure 5: ChatGPT simplified the information into a short checklist that could help someone with little cybersecurity knowledge identify suspicious emails.
ChatGPT can support a career in cybersecurity by helping analyse potential threats and explain technical information. In this example, it was used to create a fictional phishing email, analyse common warning signs and turn the information into a simple checklist. This demonstrates how AI could be used to support cybersecurity awareness and training for people with different levels of technical knowledge. However, information generated by AI should still be checked, as it may make mistakes or provide inaccurate information.
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Phishing Email Training - Work

Fictional phishing email — training example

helpdesk.
Subject: Urgent: Your account will be suspended today

Dear Employee,

We have detected unusual activity on your work account. To prevent your account from
being suspended, you must verify your login details within two hours.

Click below to confirm your username and password:
[Verify your account — fictional link]

Do not contact the IT department while verification is in progress, as this may delay the

process.

Thank you,
IT Support Team

This email is fictional. The | .example domain is reserved for examples.
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Suspicious email? Use this checklist:

e [ Check who sent it. Does the email address match one you know and trust?

e [ Pause if it pressures you. Threats or urgent deadlines are reasons to be cautious.

* O Don't click links or open attachments until you've checked the email.

e [ Don't share passwords or security codes.

e [0 Check another way. Contact IT or the company using contact details you already
trust.

* [ Report it. At work, use the “Report phishing” button or tell IT.

* [ Already clicked or shared details? Tell IT immediately. If you shared a password,
change it through the genuine app or website.

One warning sign doesn’t prove it's a scam—but it's a reason to stop and check.

ChatGPT can make mistakes. Check important info.
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