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[bookmark: _Toc224567212]Introduction
This assignment documents the design, deployment, and testing of a secure, multi-site network infrastructure for a corporate environment, split between Birmingham and London. The project objective is to transition from a conceptual topology to a fully functional virtualized network. To achieve a high-standard deployment, the project moves beyond basic configurations by implementing a custom Variable Length Subnet Masking (VLSM) scheme. This ensures optimized IP address allocation and logical segmentation of broadcast domains. The core of the infrastructure relies on a Windows Server 2022 environment in Birmingham, and a Debian Linux environment in London to demonstrate cross-platform interoperability. This report details the systematic approach taken to overcome virtualization challenges, the troubleshooting of connectivity issues, and the validation of network isolation, providing a complex foundation for scalable enterprise services.
[bookmark: _Toc224567213]Task 1

[bookmark: _Toc224567214]1.Research on Hypervisor
Hypervisors are divided into two main architectures: Type 1 (Bare metal) and Type 2 (Hosted). A Type 1 hypervisor, such as VMware ESXi, runs directly on the physical hardware without needing a host operating system. Because it works at hardware level, it provides very high performance, better resource management, and stronger security. For this reason, Type 1 hypervisors are commonly used in enterprise data centres and production environments where stability, efficiency, and reliability are very important. A Type 2 hypervisor, such as UTM, runs as a normal application on top of an existing operating system like macOS. This means it depends on the host system to function. Although it does not offer the same level of performance as Type 1, it is highly practical for development, testing, learning, and cross-architecture emulation. It allows users to create and manage virtual machines easily without needing dedicated server hardware. For the NOSSLONDON2026 project, a Type 1 hypervisor would normally be the industry standard choice for a multinational company’s server room. 
However, for this implementation phase, using a Type 2 hypervisor like UTM is a strategic and practical decision. Since I am working in a Mac environment, UTM provides full compatibility to run both Windows Server 2022 and Debian at the same time. It also allows simple network configuration between virtual machines and makes it possible to simulate the BIRMINGHAM.ACCA domain environment efficiently, without requiring physical enterprise servers.[1][2]

[bookmark: _Toc224567215]2.Research on IP Addressing 
IP addressing is the main system used to identify devices and allow data to travel across the Internet and private networks. When a computer sends data to another computer, the information is divided into small packets. Each packet contains a header with the source IP address and the destination IP address. These addresses make sure the data knows where it is coming from and where it needs to go. Without IP addressing, communication between devices would not be possible.
Switches and routers both play important roles in this process. A switch works inside a local network (LAN), such as the Birmingham office. It uses hardware addresses (MAC addresses) to deliver data to the correct device within the same site. For example, if the Windows Server sends data to a local client, the switch ensures the packet stays inside the Birmingham network and reaches the correct computer. This reduces unnecessary traffic and improves performance.
A router, on the other hand, connects different networks together. It reads the destination IP address and decides the best path to send the packet through the “Internet” cloud to another location, such as the London branch. Routers make communication between separate sites possible.
[image: A diagram of a computer network

AI-generated content may be incorrect.]IPv4 uses a 32-bit address written in four decimal numbers, while IPv6 uses a 128-bit address to provide many more unique addresses. In NOSSLONDON2026, subnetting is very important. Dividing networks into smaller parts, such as using a /30 subnet for the server link, prevents wasted addresses and improves security. Proper IP addressing and subnetting keep the 172.16.1.0/24 and 172.16.2.0/24 networks organized, reduce broadcast traffic, and ensure efficient data flow.[3][4]
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[bookmark: _Toc224567216]3.Research on Routing
Routing is the process of selecting the most efficient path for data packets to travel across interconnected networks. It is the primary function of routers, which use routing tables to decide where to send information. Static routing requires an administrator to manually configure the paths in the router’s settings. This approach is highly predictable, secure, and uses minimal system resources. On the other hand, dynamic routing uses protocols like OSPF or RIP to allow routers to communicate with each other and automatically update their paths based on the current state of the network. While dynamic routing is better for massive, changing networks, it adds complexity and consumes more CPU power.
For the NOSSLONDON2026 topology, Static Routing is the superior approach. Since the network consists of only two fixed locations (Birmingham and London) with a single point-to-point link, there is no need for the complexity of dynamic protocols. Static routing provides a stable environment for the Debian Server, which acts as a DHCP Relay. It ensures that when a client in London requests an IP address, the request follows a guaranteed path to the Windows DHCP Server in Birmingham. This reliability is essential for maintaining the connectivity of the Windows Server 2022 and ensuring that all domain members can communicate without interruption, making it the most efficient choice for this specific corporate setup.[6][7]
[bookmark: _Toc224567217]4. Research on Network Services
Network services are applications that provide important functions in a company network. One of the most important services for NOSSLONDON2026 is Active Directory Domain Services. AD DS centralizes the management of users, computers, and security policies inside the birmingham.noss domain. This means employees at both sites can use one unified login system, making access control easier and more secure.
Another key service is DHCP (Dynamic Host Configuration Protocol). DHCP automatically gives IP addresses to devices when they join the network. This removes the need to configure each device manually. In this topology, a DHCP Relay is configured on the Debian server. This allows the main Windows Server in Birmingham to assign IP addresses to devices in the London site. It is considered best practice because it centralizes management, reduces administrative work, and keeps control in one location. To protect company data, VPNs and Certificate Authorities (CA) are also essential. 

A VPN creates a secure and encrypted tunnel over the public Internet. This ensures that communication between Birmingham and London stays private and protected from external threats. A Certificate Authority issues and manages digital certificates, which verify the identity of devices and users on the network. This helps prevent “man-in-the-middle” attacks and ensures that only trusted machines can join the domain.
For these services to work properly, best practices must be followed. For example, AD DS should have reliable DNS records, and the CA must be strongly secured. Together, these services create a secure, scalable, and well-organized network for the corporation.[8][9][10]
[bookmark: _Toc224567218]Task 2 

[bookmark: _Toc224567219]2.1 Choice of Hypervisor

Choosing the right hypervisor is an important technical decision, especially when working with Apple Silicon (M3) ARM-based hardware. After comparing different options, UTM was selected as the main hypervisor for this project because it is built to work well with macOS and Apple Silicon. Unlike traditional hypervisors like VirtualBox or VMware, which often have problems translating x86_64 to ARM, UTM uses the QEMU system to provide strong emulation. This is important for this coursework because it allows Windows Server 2022 (an x86_64 operating system) to run on an ARM64 machine without losing stability.
UTM gives a lot of flexibility for virtual networking, which is essential for setting up the planned multi-site network. It allows the creation of multiple Host-only networks, making it possible to keep the Birmingham and London LANs separate while keeping a dedicated link between them. This is important for Coursework 2, where advanced network services like Active Directory Domain Services, DHCP Relay, and Internal Routing will be configured. By using UTM, the system stays scalable and can manage the added complexity of traffic between subnets and domain synchronization across different simulated locations.



[bookmark: _Toc224567220]2.2 Download and Setup
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	UTM Download page 
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AI-generated content may be incorrect.]Evidence of downloading the UTM Hypervisor from the official repository, ensuring a secure and verified installation for the Apple Silicon platform.
                                                                     Windows Server Download page
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                                                                               Debian Download Page
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                                                                       Debian Download Page

Downloading Windows Server 2022 and Debian 12 ARM64 from their respective official distribution centres to guarantee software authenticity.



[bookmark: _Toc224567221]2.2.2 Deployment 

The deployment phase included the manual creation and setup of four virtual machines in the UTM environment. To meet the project requirements and optimize for the Apple Silicon M3 architecture, the Debian machines and Windows Client used native ARM64 virtualization, while the Windows Server machine used x86_64 emulation. 
The infrastructure utilizes a strategic combination of UTM network modes to ensure both security and functional connectivity. For the Birmingham site, the Windows Server (B-DC) and its client are configured in Host-only mode, providing a strictly isolated environment. Conversely, the Debian Server (L-CD) and its client at the London site utilize the Shared Network mode to leverage the hypervisor’s virtual bridge, ensuring stable communication between the Linux nodes while maintaining a custom Layer 3 logical separation. Despite these different hardware-level modes, the primary network isolation between Birmingham and London is enforced through a custom VLSM IP addressing scheme. 
By placing the sites in distinct subnets (10.10.12.0/24 and 10.10.10.0/25), they remain in separate broadcast domains. As demonstrated in the connectivity tests, this design ensures that the two locations cannot communicate by default. Each server is prepared to function as a multihomed gateway, where inter-site routing will be manually implemented in the next phase to bridge these logically isolated segments via a dedicated link.
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Overview of the UTM Dashboard
Overview of the UTM Dashboard showing the successful deployment of the four virtualized nodes (Windows Server, Windows Client, Debian Server, and Debian Client).
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Hardware configuration of the Debian Server (L-CD) showing dual network interfaces for LAN and WAN connectivity.
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Interface details confirming the use of Host-only mode to ensure network isolation and security.













[bookmark: _Toc224567222]2.3 Configure IP Addressing

[bookmark: _Toc224567223]2.3.1 Appropriate IP Addressing
I have assigned a /24 mask for Birmingham to allow for a larger number of hosts, while London uses a /25 mask. The inter-site link uses a /30 mask to strictly limit the connection to only the two router-servers, minimizing IP waste and enhancing security.

[bookmark: _Toc224567224]Birmingham site (Windows)
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                                         Static IP configuration for Windows Server (Birmingham)

[image: A computer screen shot of a computer

AI-generated content may be incorrect.]	Proof of addressing IP address





[image: A screenshot of a computer

AI-generated content may be incorrect.]
IP configuration for Windows Client
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                                       Verifying IP configuration on Windows Client via CMD.
[bookmark: _Toc224567225]London site (Debian)

[image: A screenshot of a computer
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Successful IP assignment on Debian Server using the identified hardware interface name.
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Manual IP configuration of the London Debian Client.
To conclude, the implementation of a custom VLSM scheme using the 10.10.12.0/24 (Birmingham) and 10.10.10.0/25 (London) subnets has been successfully documented. While the internal OS configurations are technically accurate, the initial connectivity tests highlight the strict isolation enforced by the UTM Host-only environment on the Apple Silicon M3 architecture. This isolation is a deliberate security feature of the hypervisor, ensuring that each network segment remains a dedicated sandbox until formal routing protocols are established. By choosing to manually assign these specific IP ranges rather than relying on default settings.



[bookmark: _Toc224567226]2.4. Test and Troubleshoot
[bookmark: _Toc224567227]2.4.1. Perform Connectivity Tests - Outcome 1 (Birmingham Site)

[image: ]
Successful ICMP connectivity test within the Birmingham local network.


This screenshot confirms successful communication between the Windows Client (10.10.12.10) and the Windows Server (10.10.12.1) at the Birmingham site. This test was performed after manually adjusting the Windows Defender Firewall settings to allow ICMP Echo Requests, which are blocked by default on Windows Server operating systems. The successful Reply messages demonstrate that the internal virtual switch within UTM is correctly bridging the two nodes. This validation ensures that the Birmingham infrastructure is ready for the promotion of the server to a Domain Controller, as reliable network connectivity is mandatory for Active Directory joins and DNS resolution.
[bookmark: _Toc224567228]2.4.2. Perform Connectivity Tests - Outcome 1 (London Site)
[image: ]
Successful ICMP connectivity test within the London local area network.

This screenshot demonstrates that Layer 3 connectivity has been successfully established between the client and the server at the London site. By executing the ping command, I have confirmed that ICMP packets are flowing correctly within the custom VLSM subnet (10.10.10.0/25). The successful replies indicate a healthy virtual network configuration where both nodes are residing on the same logical segment. This validation is a critical prerequisite, ensuring that local firewalls are not obstructing internal traffic required for upcoming services such as Active Directory and DNS synchronization.
[bookmark: _Toc224567229]2.4.2. Perform Connectivity Tests - Outcome 2

[image: ]
Intentional connectivity failure between the London and Birmingham subnets.


As illustrated in this capture, a ping attempt from the London Client (10.10.10.10) to the Birmingham Server (10.10.12.1) results in a Destination Host Unreachable error. This outcome is the expected result at this stage of the infrastructure deployment. It validates the effective Layer 3 segmentation achieved through my custom VLSM addressing scheme. The two sites are currently isolated within distinct broadcast domains. This confirms the security of the infrastructure, no traffic can flow between the two cities until an inter-site routing service is explicitly configured, thereby preventing unauthorized access between critical corporate segments.








[bookmark: _Toc224567230]Task 3

[bookmark: _Toc224567231]3.1. Reflect on the following

[bookmark: _Toc224567232]3.1.1. Technical Reflection: Network Deployment and Testing
The deployment of the dual-site infrastructure on an Apple Silicon M3 architecture presented several technical challenges that required a systematic troubleshooting approach. The primary obstacle encountered was the default behaviour of the Windows Defender Firewall, which initially blocked ICMP traffic despite correct Layer 3 configurations. I diagnosed this by observing a 'Request Timed Out' error and subsequently resolved it by creating custom inbound rules to allow Echo Requests, validating internal Birmingham connectivity.
In the Linux environment, I encountered a 'Device Not Found' error when attempting to configure eth0. By using the IP link show command, I identified that the UTM hypervisor utilized enp0s1 as the active interface. Furthermore, I managed a privilege escalation issue where the standard user lacked Sudo permissions; I resolved this by switching to the Root account (su -) to finalize the IP assignments.
Finally, I addressed a connectivity gap in the London site by transitioning from Host-only to Shared Network mode. This adjustment proved that while the logical VLSM plan was accurate, the hypervisor required a virtual bridge to allow inter-guest communication. These issues highlighted the necessity of verifying both the virtual hardware and the OS configuration layers of the OSI model during deployment.






[bookmark: _Toc224567233]3.1.2. Personal Reflection
This task has been a very good learning experience in my journey through Applied Computing. I realized that setting up a network involves much more than just following a topology diagram, it requires adaptability and a deep understanding of how different operating systems interact with virtualized hardware.
The most rewarding aspect was successfully implementing a VLSM addressing scheme. Initially, I felt overwhelmed by the potential for IP conflicts, but by maintaining a detailed allocation table, I gained confidence in my ability to design efficient subnets. Dealing with the Linux terminal errors was frustrating at first, but it taught me the importance of technical documentation and persistence. I have learned that troubleshooting is not a sign of failure but an essential part of the engineering process. Moving forward, I feel much better prepared knowing that I can systematically diagnose and solve connectivity issues as they arise.

[bookmark: _Toc224567234]Conclusion 
The successful deployment of this dual-site infrastructure demonstrates a robust understanding of Layer 3 networking and virtualized systems management. The transition from a basic topology to a structured VLSM-based network using the 10.10.x.x range was achieved, ensuring that the Birmingham and London sites are logically isolated and ready for future service implementation.
The testing phase Outcome 1 and 2 successfully validated that internal connectivity is functional within each site while maintaining strict inter-site isolation. Overcoming the technical challenges such as identifying virtual interface names on Debian and troubleshooting the Windows Defender Firewall has provided critical insights into the complexities of deploying multi-platform systems on ARM64 architecture. This assignment creates a secure and scalable foundation, showing that the infrastructure is correctly set up to support future enterprise services and secure communication between sites.
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valid_Lft forever preferred_lft forever
inet fdB7:a319:7688:7fd:890:C17f: fe0d:hicas64 scope global dynamic mngtmpaddr proto kernel_ra
valid_Lft 2532000sec preferred_Lft 604808sec
inet fd67:a319:7688:7fd: 9ed9: eeh2:6762:2c07/64 scope global dunamic mngtmpaddr nopref ixroute
valid_Lft 2532000sec preferred_Lft 604808sec
inete fed0::f76a:f2ac:2712:6207/64 scope link
| valid_Lft forever preferred_lft forever
3: enpes2: <BROADCAST,MULTICAST> mtu 1560 gdisc noop state DOWN group default glen 1008
Link/ether 4e:58:96:1d:a9:0d brd Ffff:ff:ffiffiff
altname enxdessdsidaderd
lucas@debianserver:~s
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lucas@debian: ~

lucasedebian:~$ su -
Password
rootedebian:~# ip addr add 10.10.10.10/25 dev enp@sl
rootedebian:~# ip link set enp@sl up
rootedebian:~# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: enp@sl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1e0@
link/ether Sa:4f:aa:34:fd:1f brd ff:ff:ff:ffff:ff
inet 192.168.128.3/24 brd 192.168.128.255 scope global dynamic noprefixroute enp@sl
valid_1ft 19@5sec preferred_lft 19@5sec
inet 10.10.10.10/25 scope global enp@sl
valid_1ft forever preferred_lft forever
inet6 fd87:a319:7688:e7fd:4d84:8ccb:985c:be22/64 scope global temporary dynamic
valid_1ft 6@31@7sec preferred_1ft 84377sec
inet6 fd87:a319:7688:e7fd:584f:aaff:fe34:fd1f/64 scope global dynamic mngtmpaddr noprefixroute
valid_1ft 2591925sec preferred_1ft 604725sec
inet6 fe8@::584f:aaff:fe34:fd1f/64 scope link noprefixroute
valid_1ft forever preferred_lft forever
rootedebian:~# ||





image16.png
. x&_— - L2 © ¢ D ) 8 T Q@ B8 TuelOMrie
0 @ =
A
A

 ®@0 O I < Windows 11 Client
o

s

o

C:\Users\Lucas>ping 10.10.12.1

| Pinging 10.10.12.1 with 32 bytes of data:
_ Reply from 16.10.12.1: bytes=32 time=tms TTL=128
! Reply from 10.10.12.1: bytes=32 time=2ms TTL=128 |
Reply from 16.10.12.1: bytes=32 time=3ms TTL=128
Reply from 16.10.12.1: bytes=32 time=3ms TTL=128

Ping statistics for 10.10.12.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ns, Maximum = ums, Average = 3ms

C:\Users\Lucas>| |
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lucas@debian: ~

rootedebian:~# ping 10.10.10.1
PING 10.10.10.1 (10.10.10.1) 56(84) bytes of data
bytes from 10.10.10.1: icmp_seq=1 ttl=64 time=1.77 ms
bytes from 10.10.10.1: icmp_seq=2 ttl=64 time=1.18 ms
bytes from 10.10.10.1: icmp_seq=3 ttl=64 time=1.96 ms
bytes from 10.10.10.1: icmp_seq=4 ttl=64 time=1.13 ms
bytes from 10.10.10.1: icmp_seq=5 ttl=64 time=1.19 ms
bytes from 10.10.10.1: icmp_seq=6 ttl=64 time=1.06 ms
bytes from 10.10.10.1: icmp_seq=7 ttl=64 time=0.608 ms
bytes from 10.10.10.1: icmp_seq=8 ttl=64 time=0.945 ms
bytes from 10.10.10.1: icmp_seq=9 ttl=64 time=1.12 ms
bytes from 10.10.10.1: icmp_seq=10 ttl=64 time=1.28 ms
bytes from 1.10.10.1: icmp_seq=11 tt. 39 ms
bytes from 10.10.10.1: icmp_seq=12 tt. 08 ms
bytes from 1.10.10.1: icmp_seq=13 tt.
bytes from 1.10.10.1: icmp_seq=14 tt.
bytes from 1.10.10.1: icmp_seq=15 tt.
bytes from 10.10.10.1: icmp_seq=16 tt.
bytes from 10.10.10.1: icmp_seq=17 tt.
bytes from 10.10.10.1: icmp_seq=18 ttl=64 time=1.15 ms
bytes from 10.10.10.1: icmp_seq=19 tt.
bytes from 10.10.10.1: icmp_seq=20 ttl=64 time=1.02 ms

--- 10.10.10.1 ping statistics ---
20 packets transmitted, 20 received, @% packet loss, time 19088ms
rtt min/avg/max/mdev = @.494/1.124/1.955/@.352 ms

rootedebian: ~#
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