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Lecture 9c Lab Tutorial Exercise
Authentication and Authorisation
Objectives
The aim of this lab exercise is to add authentication and authorisation functionality to the application. 
We will be using the ASP.NET Core Identity API to add this functionality.
This exercise focuses on authorisation.
Authorisation
Admin User Policy
You will create a policy to restrict access to Admin user(s) only.
1. Go the GoMovies2020.Web project.
2. Open up Startup.cs.
3. Go to the ConfigureServices method and locate the following comment (it should be the last line in this method).
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4. Add the following code to create an Admin User Policy:
a. Name: IsAdmin
b. Requires: user belonging to Amin role (this is the setting configured in appsettings.json)
// Add authorisation options here
services.AddAuthorization(options => {
    options.AddPolicy("IsAdmin", policy => policy.RequireClaim(ClaimTypes.Role, Configuration["ApplicationUsers:Roles:AdminRole"]));
                
    // Add customer policy option
});

Customer User Policy: Challenge Exercise
5. Try adding the option for a Customer User policy – just add the options.AddPolicy(…) line with the appropriate settings.
Restricting Access to Admin
The views for creating, updating, and deleting views should only be accessible to Admin users.
The Controller
6. Go the GoMovies2020.Web project.
7. Open up the FilmsController file in the Controllers folder.
8. Import the following library:
using Microsoft.AspNetCore.Authorization;
9. Locate the Create GET method and add the IsAdmin policy to restrict access to this method to Admin users as shown below.
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10. Now repeat the same for the Create POST method.
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11. Now repeat the same for the following methods.
a. Edit method (GET)
b. Edit method (POST)
c. Delete method (GET)
d. Delete method (POST)
12. Save your changes.
13. Run your application.
14. Make sure you are logged in as a customer. 
a. Navigate to the Films.
b. Try clicking on the create/edit/delete links.
c. You should get an error message similar to the following
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15. Try logging in as your admin user. You should now be able to access the Edit pages.
The Views
You can also hide/show links based on user policies.
16. Go the GoMovies2020.Web project.
Films Index View
17. Open up the Index view in the Views  Films folder.
18. Add the following at the top of the view page:
@using Microsoft.AspNetCore.Authorization
@inject IAuthorizationService AuthorisationService

19. Next check if you have a link on the page for Create New
a. If yes, wrap the following if { … } block around it
b. If no, add the following code
The code checks if the currently logged in user has the IsAdmin policy. If successful, it displays the link.
@if ((await AuthorisationService.AuthorizeAsync(User, "IsAdmin")).Succeeded)
{
    <p>
        <a asp-action="Create">Create New</a>
    </p>
}

Films Details View
20. Open up the Details view in the Views  Films folder.
21. Import the Authorisation libraries
22. Locate the following links.
<a asp-action="Create">Create</a> |
<a asp-action="Edit" asp-route-id="@Model.FilmId">Edit</a> <text>|</text>
<a asp-action="Delete" asp-route-id="@Model.FilmId">Delete</a> |
<a asp-action="Index">Back to List</a>

a. Replace all the pipe symbols (|) with <text>|</text> (see screenshot below).
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b. Wrap the if { … } block (see above) around the links for Create, Edit, and Delete (not Index).

23. Save your changes.
24. Test your application.
a. If you are logged in as an admin user, the links should be visible
b. If you are not logged in or logged in as a customer, the links should not be visible.
25. That’s all! Phew 
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Films/Create

0 excepti
public TActionResult Create()

ViewData["AgeRatingId"] = new SelectList(_context.AgeRating, "AgeRatingld”, "Classification”);
return View();
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/1 POST: Films/Create
/11To protect fron overposting attacks, please enable the Speclflc properties you want to bind to, for
// more details see =

HttpPost
[validateAntiForgeryToken]
Orsferences | O requests | 0 exceptions
public async Task<IActionResult> Create([8ind
("FilnTd, Title,Genre, AgeRatingTd, Summary,Duration, Cast,Director, Trailer, Postersmall, PosterLarge, CinemaReleaseDate, BuyReleaseDate, Renta
rgeFile”)] Filn film)

if (ModelState.IsValid)

1{
/1 Upload specified poster files using the UploadPoster function.
/1 1f the upload is successful a new random file name will be created for security reasons
/1 Set the film's Postersmall and PosterLarge properties (which are saved in the database) to the new random file name generated
£ilm.PosterSmall = await UploadPosterImage(film.PosterSmallFile. film.PosterSmall
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Access denied

You do not have access to this resource.
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public void ConfigureServices(IServiceCollection services)
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services.AddHvc() . SetCompatibilityVersion(CompatibilityVersion.Version 2 2);
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