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1. [bookmark: _Toc7595209][bookmark: _Toc49513418]Introduction

In this report I will focus to present to the management of the surgery mitigating approaches that I have put in place and how this functionalities work. Also I will present my security approach and outline why I have chosen them.
In the report, we will see the strategies that can be employed by the surgery to prevent further fraud activities 

2. [bookmark: _Toc49513419]Screenshots of treatment and audit data table and how they can be used to detect any DDL and DML transaction occurring. 
 

Creating tables PRGDatabaseAudit and PRGTreatmentAudit shown on Figure 1, that can store data and triggers that detects INSERT, DELETE and UPDATE commands (Figure 2 and Figure 3) on specific and sensitive data table is a very powerful tool for auditing and detection of any DDL and DML transactions occurring in our database. Any change will be stored in tables PRGDatabaseAudit and PRGTreatmentAudit. Further more, if it is needed, we can use user management to set access levels and even we can configure the system to send emails or text massages when the trigger is activated and the data is INSERTED, DELETED or UPDATED
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Figure 1: Creating tables Creating tables PRGDatabaseAudit and PRGTreatmentAudit
(Source: Created by the author)
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Figure 2: Triggers that detects INSERT and DELETE commands
(Source: Created by the author)
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Figure 3: Triggers that detects UPDATE commands
(Source: Created by the author)
3. [bookmark: _Toc49513420]Identify the advantages to be gained from your proposed solution and use appropriate examples from your solution (in Task 1) to support your discussion. Show queries that can be ran using the database. 
 
This could be useful when we have new and not so well trained staff that is using the database. Any data loss is a waste of time and money for any organization and those tables and triggers can store the data that is INSERTED, DELETED or UPDATED by mistake or it could be even on purpose from some malicious staff (Figure 4, Figure 5, Figure 6). Having this kind of tables and trigger that works together we will always be on the safe side and will have all the details we need to find out who is responsible for particular action and the date will be stored safely.
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Figure 4: Triggers that saves Details of @Old and @New data, Date of update, User responsible for the update
(Source: Created by the author)
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Figure 5: Trigger that responds to Delete commands
(Source: Created by the author)
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Figure 6: Trigger that responds to Insert commands
(Source: Created by the author)


4. [bookmark: _Toc49513421]Discuss the term Transaction and Concurrency as used in the DBMS. What is Transaction Management?

Transaction management is a series of several acts that are used as a single atomic work unit. A transaction is a set of operations in a database which involve data items. As Tiwari, 2020 explains there are four important transaction properties which must be ensured by a DBMS to keep data in the face of concurrent access and system failures (Tiwari, 2020):
Atomicity - includes all or none in any transaction. When a portion of the transaction fails and the database status stays unchanged, then this whole process fails.
Consistency - When each transaction begins consistent with the database, it ends up being consistent
Isolation - The operation of one activity is segregated from the execution of another. It ensures that simultaneous transaction execution results in a system state that would be achieved if the transaction was performed one after the other serially.
Durability - means it stays in case of loss of control, crashes or errors once a transaction has been made. For example, when a set of SQL statements is executed, the results must be permanently stored in a relational database.
If the transaction commits, its effects will persist (Tiwari, 2020).
· All the transactions that begins with SQL statement and ends with a COMMIT or ROLLBACK.
· COMMIT statements make changes constant to the database.
· ROLLBACK statements shifts back changes.
A transaction includes one or additional information access operations. These will embrace insert, delete, modification or retrieval operations shown in Figure 7.
[image: ]
Figure 7: Transaction
(Source: Tiwari, 2020)
5. [bookmark: _Toc49513422]Explain the ACID properties of Transaction and why they are necessary? Which of the properties are responsible for user? 
 

ACID refers to the four main properties of a transaction: atomicity, consistency, isolation, and durability. (IBM®, 2020)

a) [bookmark: _Toc49513423]Atomicity

Every data change is made as if it is a single operation. That is, all or none of the changes are carried out. 
For example, the Atomicity property ensures that, if debits are made from one account successfully, the relevant credit is made to the other in a transaction that transfers funds from one account to another. (IBM®, 2020)

b) [bookmark: _Toc49513424]Consistency
When an operation begins and ends, the data is in a consistent state.
The consistency property for example ensures that the total value of the funds of both accounts are the same at the beginning and end of each transaction in a request that transfers funds from one account to another. (IBM®, 2020)

c) [bookmark: _Toc49513425]Isolation
In other transactions, the intermediate condition of a transaction is invisible. Consequently, simultaneous transactions seem to be serialised.
For example the isolation property ensures, in an application that transfers funds from one account to another, that the transferred funds are viewed in one account or the other, but not in both. (IBM®, 2020)

d) [bookmark: _Toc49513426]Durability
After a transaction has been completed successfully, data changes persist and will not be undone, even if the system fails.
The durability property, for example, ensures that changes made to each account will not be reverted when applying to transfers money from one account to another. (IBM®, 2020)

We assume for the moment that a computer system failure can cause data to be lost in the main memory. Sustainability is guaranteed by ensuring (Silberschatz, Korth, & Sudarshan, 2011):
1. The transaction updates were placed on the disc before completing the transaction.
2. Information about the transaction updates written to the disc is adequate to allow the database to rebuild updates once the database system has rebooted.
6. [bookmark: _Toc49513427] Discuss the three anomalies such as Dirty Read, Unrepeatable Read and Lost Update caused by interleaved schedule with suitable example for each anomaly. 

1. Dirty read is uncommitted dependency issues that occur when another transaction selects a row that is updated.
Figure 8 shows an example of an uncommitted dependency resulting in an error, using the same initial balance balx value as in the previous example. Transaction T4 updates balx to £200 here, but aborts the transaction so that balx is restored to its original £ 100 value. However, T3 has read the new value of balx (£200) by this time transaction and is using this value as the basis for the £ 10 reduction, giving a new, incorrect balance of £ 190, instead of £90. T3's balx reading value is called dirty data which gives rise to the alternative name, the dirty read anomaly. (CONNOLLY & BEGG, 2005)
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Figure 8: Dirty read
(Source: (CONNOLLY & BEGG, 2005))

The two concerns in this case rely on transactions that change the database, and their intervention may corrupt the database. But transactions that only read the database can also produce inaccurate results if they are allowed to read partial results from incomplete transactions that update the database at the same time. This is illustrated with the following example (CONNOLLY & BEGG, 2005)

2. Unrepeatable Read, shown on Figure 9, occurs when a second transaction tries several times to access the same row and reads different data each time.
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Figure 9: Unrepeatable read
(Source: (CONNOLLY & BEGG, 2005))

Problem may arise when a transaction T re-reads a data item that it has previously read but has been modified by another transaction in between. Thus T receives the same data item with two different values. Sometimes this is called a non-repeatable (or fuzzy) reading. (CONNOLLY & BEGG, 2005)

3. Lost Updates occur when multiple transactions choose the same line and update the row based 
on the selected value (Figure 10).
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Figure 10: Lost Updates
(Source: (CONNOLLY & BEGG, 2005))

Transaction T1 executes at the same time as transaction T2. T1 waives £ 10 from a balance balx account, initially £100, and T2 deposits £100 into the same account. If these transactions are executed serially, with no interlinkage of operations one after the other, the final balance would be £190 regardless of which transaction is carried out first. Transactions T1 and T2 commence almost simultaneously, and both read the balance as £100. T2 raises the balx to £200 by £100 and stores the update in the database.
In the meantime, transaction T1 decreases its balx copy by £10 to £90 and stores that value in the database, overwriting the previous update and thus 'losing' the previously added £100 to the balance. Loss of update to T2 is avoided by preventing T1 from reading the balx value until after the update to T2 has been completed. (CONNOLLY & BEGG, 2005)
There are also some issues in the distributed environment. However, there are additional concerns which can occur as a consequence of the dissemination of data. One such challenge is the challenge of replication with several copies, which happens when a data object is repeated at various locations. Clearly, if a shared data item is modified at one location all other copies of the data item must always be updated to ensure continuity with the global database. The archive is incoherent if a copy is not modified. In this portion, we presume that changes to replicated objects are coordinated as part of the transaction included. (CONNOLLY & BEGG, 2005)

 
7. [bookmark: _Toc49513428]Explain the two-phase locking and demonstrate how two-phase locking would help to avoid problem caused by Dirty Read using the Dirty Read schedule example mentioned in the above question (6).

Аccording to the rules of this prоtocol, each transаction can be divided into two phases: first a growing phаse, in which it acquires all the necessary lоcks but cannot release any locks, and then a shrinking phаse, in which it releases its locks but cannot acquirе аny nеw lоcks. No requirement to obtain all lоcks at the same time. The transaction normally acquires some locks, processes some locks, and then acquires additional locks where necessary. It never releases any lock, however, until it has reached a stage where no new locks are required. The rulеs are as follows:
· [bookmark: _GoBack]Before operating on the item, a transaction must acquire a lock at item. Depending on the type of access required the lock may be read or write.
· Once the transaction releases a lock it will never be able to acquire new locks.

If locks can be upgraded, upgrading can only take place during the growing phase, and may require the transaction to wait until another transaction releases a shared lock on the item. Only during the shrinking phase can the downgrading occur. Now we're looking at how two-phase locking is used to solve the three issues discussed in the question above (6). (CONNOLLY & BEGG, 2005)

The 2PL Protocol allows each transaction to make a request for lock or unlock in two steps:
- Growing Phase: Locks may be obtained in this phase of transaction but no locks may be released.
- Shrinking Phase : This phase may result in a transaction releasing locks but not obtaining any new locks

It's true the Two-phase locking protocol provides repeatability. It does not however ensure that deadlocks do not occur. (IBM®, 2020)
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SICREATE TABLE PRGDatabaseAudit (
DatabaseName nvarchar(250),
TableName nvarchar(250),
EventType nvarchar(250),
LoginName nvarchar(250),
sQLCommand nvarchar(2500),
AuditDateTime datetime
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“create table PRGTreatmentAudit

(
AuditID int identity(1,1),]
customerId int,
petID int,
visitID int,
treatmentDetails varchar (200),
User_name SYSNAME DEFAULT SUSER_SNAME(),
date_due datetime default Getdate()

)

select” from PRGTreatmentAudit
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CREATE TRIGGER TRGTreatmentAuditUpdate ON Treatment
FOR UPDATE
AS
BEGIN
DECLARE

@ldpate varchar(15e),

@NewDate varchar(150)

select @ldpate - @oldpate from inserted ;
select @NewDate - @ewdate from inserted

insert into TreatmentAuditUpdate(OldDate,NewDate,User rrespo,Date due)
values (@0ldDate,@NewDate,SUSER NAME(),Getdate())

END
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FICREATE TRIGGER TRGTreatmentAuditDelete ON Treatment
FOR DELETE
As

= BEGIN

Bl DECLARE |

@ateDelete varchar(5e),
@userResponsibleDelete varchar(50)
select @ateDelete - @ateDelete from deleted ;

select @UserResponsibleDelete - @UserResponsibleDelete from deleted

= insert into TreatmentAuditDelete(DateDelete,UserResponsibleDelete)
values (@DateDelete,GETDATE())

END
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CREATE TRIGGER TRGVisitAudit ON Visits
FOR INSERT
AS
BEGIN
DECLARE

@ateInserted varchar(se),
@UserResponsible varchar(5e)

select @ateInserted - @ateInserted from inserted ;
select @UserResponsible - @serResponsible from inserted

insert into visitTreatment (DateInserted,UserResponsible)
values (@ateInserted,GETDATE())

END
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