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Abstract

This study examines the changing technology drivers, value creation, structural
changes and financial aspects of digital transformation in The Company with special
attention to computation for engineering analysis. Fundamental technologies and
associate terminologies are reviewed in order to level the understanding of digital
transformation. Key stakeholders were surveyed and interviewed to better
appreciate the current state, expectations and potential for computation and other
cloud based services. Measures are identified to aid benchmarking of the current
and potential solutions. Recommendations are made to migrate the primary
engineering analysis tool to a SaaS solution in order to improve access, reliability,
elasticity and scalability amongst other attributes. Consideration is given to the
additional analysis tools in the company and how computational demands can be
satisfied for them with respect to performance and financial efficiencies. The work
reveals a gap between the strategic approach to IT services, infrastructure and
support today and the emerging needs of the organisation. Recommendations are
made to consider a CIO, a Strategy for IT and establish visible status and metrics for

the currently unknown tools and services landscape.
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1 Introduction

1.1 The Purpose

This investigation considers the future needs of the Company? relating to cloud
computing. There will be a specific focus on the engineering analysis needs for the
Company and a view of other types of cloud based services and needs in the

business will also be captured for context.

The primary aim is to recommend a cloud based solver solution that can support
engineering analysis in the coming years but is considerate of the evolution in the
rest of the business. Solutions and recommendations for the entire company are not
in scope however these are considered where appropriate to help promote a more
constructive discussion about enterprise service tool management in the Company
and to bring robustness to the proposed engineering solution. The secondary aim is
to provide a method and framework for a holistic review of the cloud enterprise

strategy for the Company.

1.2 The Company

The Company is a large multinational cooperation specialising in sensor design and
manufacture for multiple markets. These include automotive, aerospace, industrial
and medical. The Company has an annual revenue in excess of 3.5 billion US
dollars, over 20,000 employees and operates in 11 countries around the world. They
have an aggressive growth plan which is reliant on success in emerging
technologies over the next 3-4 years. This will rely on leveraging existing

technologies and IP in the business for new applications and developing new skills

1 Where “The Company” or “Company” is used to protect the identity and business information
relating to this work
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and knowledge to compete in new areas. The Company is on the NYSE is governed
by a board of directors. Operation of the business is overseen by the CEO and an
executive leadership team comprised of a Chief Financial, Technical, Strategic,
Supply Chain, Human Resource & Legal Officers and several vice president roles
aligned with market segments. (Note, there is no Chief Information Officer, this will

be explored in later sections.)

1.3 The Approach

This work will help summarise and clarify the systems and associated terminology
common to cloud computing and enterprise solutions in business. It will present the
industry trends and provide comparison of the Company status. It will explore the
financial aspects of our solutions today and the potential alternative technology and
business models. The value of solutions will be discussed and considered against
the Company vision. Engineering leaders and IT leaders will be engaged to
establish views, needs and aspirations in the Company. The consumers
(engineering population) will be surveyed to understand current needs & satisfaction
levels. Incumbent suppliers will be approached to demonstrate technology &
solutions that align with Company needs. Recommendations will be made for the

Company to consider ahead of their next Annual Planning cycle.

1.4 Objectives

e Clarify the digital transformation landscape for the organisation
e Assess the state of cloud services in The Company
e Assess the demand & satisfaction for computation in Engineering

e Recommend actions for Engineering computation services in the Company
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e Recommend steps The Company can take to compliment IT service delivery

and business strategy
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2 Literature Review

2.1 Digital Transformation

Digital Transformation is a popular phrase in business today. This is perhaps over
utilised to describe anything that is a change from the traditional way of doing things
however, it has a specific scope. Hess et al. (2016) writes that “it is concerned with
changes digital technologies can bring about in a company’s business model, which
results in changed products or organisational structures or in the automation of
processes. [...] (The) conceptual framework for formulating digital transformation
strategy identifies the four key dimensions of every digital transformation endeavour:
(a) The use of technologies reflects a firm’s approach and capability to explore and
exploit new digital technologies. (b) Changes in value creation reflect the influence
of digital transformation on a firm’s value creation. (c) Structural changes refer to the
modifications in organisational structures, processes and skill set that are necessary
to cope with and exploit new technologies. (d) The financial aspects dimension
relates to both a firm’s need for action in response to struggling core business as

well as its ability to finance digital transformation endeavour.”

The IDC (2020) states that Digital Transformation (DX) is at the center of modern
organisational structures. There are four key technologies that both drive and

enable Digital Transformation (Haque, 2020, p. 12):

2.1.1 Cloud computing
Haque goes on to highlight that Cloud computing is the first and most crucial enabler
for digital transformation, the other 3 coming in sequential order as shown in

subsequent sub-headings.
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Research and literature is consistent in underlining the necessity of cloud strategy for
a ClO. This should lead to meaningful, self evident value for the business. (Abdula,

et al., 2018)

This will be explored in more detail in later sections. The resumption of the literature
review will aid familiarity with the key topics in cloud computing and digital

transformation.

2.1.2 Big Data: Trends, Patterns, Behaviours, Interactions

Data is a valuable asset and outgrowing traditional database and warehouse
models. It is a combination of organised and unorganised data that can be
searched, analysed and used to support predictive modelling. Gartner (Gartner,
n.d.) initially presented the 3Vs of Big Data which are Volume, Velocity & Variety.
This was later expanded by the industry to include Veracity, Complexity & Variability

and is referred to as the 5Vs (as “complexity” is an inconvenient break of alliteration).

Benefits of big data for business can include increased visibility of the customer,
security awareness, reduced burdens on data warehousing, use of analytics for price
optimisation, improvement of operational efficiency, preventative maintenance &
guidance, introducing recommendation engines for internal and external users (akin

to “you may also like” on a streaming platform), enabling the internet of things.

2.1.3 Artificial Intelligence (Al): Machine Learning, Robotics, Deep Learning
Al can still seem like sci-fi to many, but it is very much part of today’s business.
There is plenty of hype and increasing awareness, studying applications and
understanding key points of human value contribution in a company is essential to

appreciate the value of Al. Beside the cacophony of views around Al, it is very real
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for business; a ClIO survey looking at Al implementation in industry during 2015-2019

noted a 270% increase (Gartner, 2019).

Al is the combination of Machine Learning (ML), Deep Learning (DL) and Data
Science. DL is the architecture by which the machine will operate (think) and ML is
the statistical tool set to explore the data. Data Science touches on all layers and is

mainly focussed on the mathematical tools used.

Al can bring substantial benefits to business: automating processes, gaining insights
through data analysis, and engaging with customers and employees (Haque, 2020,

p. 25). More tangible examples might include:

e Automating routine processes and removing drudgery to free up valuable

human resource
e Enabling real-time insights to internal operations performance
e Improving threat detection in the digital landscape

e Transforming IT infrastructure to optimise services

2.1.4 Internet of Thins (IoT): Computing Devices, Connected Systems
In short, 10T is the integration of data from different devices via the internet. Many
devices communicate or connect with each other to bring a user insights on an

individual device (component), system (machine), or network (factory, city, ...).
There are four key elements involved in the 10T:

= Sensors — device measuring something of interest
= Connectivity — Gateways that enable the secure sharing of sensor data
= Data Processing — clouds or servers that enable the query or calculation

of collective data sets
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= User Interface — applications that allow a use to visualise or interrogate

everything in that is connected and the sum of the data

2.2 Cloud Computing & Characteristics

It is important to understand what cloud computing is and what it does. There are 3
realms to consider: Characteristics, Service Models & Deployment Models. This is
well defined by the National Institute of Standards and Technology (NIST) (Mell &

Grance, 2011).

2.2.1 Characteristics
It is essential to keep the following characteristics in mind when considering the

adoption of cloud with respect to one’s business.

2.2.1.1 Rapid Scalability or Elasticity
Scaling of resource is per the real time need, not a fixed design based on a predicted
peek use. In other words, the company can quickly add or reduce computing or

storage capacity to meet the transient demand.

2.2.1.2 Resource Pooling

Where several clients can be serviced from the same resource. In the case of the
Company this would remove the need for domain integration before acquisitions or
partners could utilise the primary cloud resources. It also applies at a macro scale
where regions or sites can share the central resource and remove or reduce the

complexity of site license configuration.

2.2.1.3 Broad Network

12 September 2021 Page 20 of 107



BMMB7003D Dissertation Oct 2020 2 Prifysgol Cymru

Py
" University of Wales

1803749 Trinity Saint David

Ensuring the resources can be accessed on a multiplicity of digital devices, not just
on premise desktop computers. Provided there is internet, a device and the staff
member using said device can be effective regardless of location. Whilst having
precedent, this is perhaps never more pertinent to the new world we are working in

post Covid-19.

2.2.1.4 On-Demand
The self service of resource; the service provider is not involved in the use or
consumption of the cloud resources. Typically, a portal is setup by the provider to

enable a company to manage the level of use, approved devices, etc.

2.2.1.5 Measurement
The resource is inherently metered and as such allows for automatic optimisation
and control of the resource. User accounts, storage, bandwidth, processing power

can all be configured with respect to measurement.

2.2.2 Cloud Computing Taxonomy
The taxonomy has been develop from the NIST tool by the IT community. Jackson
& Goessling (2018) effectively map this out in their graphical model of cloud

taxonomy.
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Figure 1 - Jackson & Goessling’s (2018) Cloud taxonomy model

2.2.3 Cloud Service Models

. Infrastructure as a Service (laaS)
The foundation layer and home to storage, computing resources, networks etc. This
is where the Company’s IT group leverage Azure & Viptela today for virtual servers

and infrastructure.

o Platform as a Service (PaaS)

Sitting on top of laaS this layer enables application deployment.

o Software as a Service (PaaS)
Stacked on the prior services, this allows the consumer (employees or customers) to
use applications on the cloud via internet connected devices. Workday is a

prominent example of this in The Company.
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o Anything as a Service (XaaS)

Crucially avoiding an awkward overly enunciated acronym, Xaas is the ready term
used to describe the cloud delivery model. Consumption can be per user, per unit of
time or per unit of use (e.g. data transfer). This is where the Company’s engineering

analysis cloud, Nimbix, sits today.

2.2.4 Cloud Deployment Models

° Private

As implied, this is a wholly owned cloud environment establish on the
premises of the host or the client. Typically more expensive due to the

investment to establish and support, but the most secure environment.

° Public

An infrastructure designed for the use of any individual or organisation.

o Hybrid
Combining two or more types of cloud. Useful for rapid upscaling or
complimenting existing cloud or infrastructure capacity with other cloud

spaces.

o Community

A collective of users that share standards for security or legislation.
Government departments would operate like this; separate environments but

on the same private infrastructure.
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Where multiple cloud spaces and providers are used to provide storage or
computing in a single architecture. This can be used effectively to get the

unique benefits from each service.

° Gaia-x
A 2018 innovation to allow EU countries to move data across borders whilst
preserving digital sovereignty. Not technically a cloud but a federated

infrastructure. (GAIA-X, 2020)

Jackson & Goessling (2018) provide excellent use case evaluations for cloud

models in chapter 6 (p. 113-114) of Architecting Cloud Computing Solutions.

2.2.5 Cloud Ecosystem

2.2.6 Benefits & Challenges of Cloud

Haque (2020, p. 62) comprehensively explores the benefits of the cloud in his book.
Chang, et al., (2015, p. 10) effectively summarise the risks of cloud adoption
explored in previous work by Catteddu & Hogben (2009), Khajeh-Hosseini, et al.,
(2012). Yan (2010) provides a summary on the advantages & challenges of cloud

computing with useful scenario based descriptions to aid relateability.

These combined assessments are adapted and shown in Table 1 - Benefits &

challenges of cloud.
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Benefits

Challenges

Increased Agility

Security — sensitive information outside the

premises

Consumption based Delivery

Compliance

Elasticity

IT Operating Model — governance and

responsibilities get blurred

TCO & OPEX Smoothing

Service Assurance — flexibility to adapt to

business demand

Accessibility

Consistent Performance — cross platform issues

Innovation & Currency

Financials — business model readiness

Sustainability

Integrations — cost to join up

Visible and Contractual SLAs

Vendor Lock In — being held to ransom with a

flawed design

Portability

Cloud Expertise — skills not present in IT today,
investment cycle to upskill within the company is

prohibitive and lags the evolving needs

No Maintenance Cost

Change Management — running the transition is
crucial and needs expertise that may not be

present in the incumbent IT org.

Availability Guaranteed

Adoption

Cyber & Physical Security

Performance — less than expected due to

ineffective scope of needs or provider capability

Disaster Recovery

Connectivity — reliant on a fast, stable internet

connection

DevOps

Futureproof

More Business Focus
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For key cases, mitigation approaches, indicators and alternatives are published by

Chang, et al. (2015).

2.2.7 Cloud Infrastructure Management

Moving to a cloud requires thorough evaluation of the business and potential
solutions. Moving and managing multiple clouds in parallel with traditional IT
infrastructures would exceed most of the incumbent IT resources and skills. This is
well recognised in the industry and a growing market of infrastructure/enterprise

management is established.

2.2.8 Cloud Service Brokerage
Aggregators bundle a variety of service into a singular interface. Integrators bring
value by automating within and across a variety of environments. Customizers

adjust or modify the existing solutions.

In general, brokers bring expertise and experience to their customer as well as an
ability to negotiate with more intelligence and scale. CSBs are an effective way to
align a more traditional IT function with the business ambitions relating to cloud and

digital transformation.

2.2.9 Governance & Change Management

The change to cloud can be complex, but some of the common drivers are:

e New knowledge required

e Dynamic nature of Infrastructure

¢ New cloud service management tools

e Rapid Innovation and fast moving market

¢ New management models
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e Distributed Ownership

e Continuous optimisation

The technology is not the only change, as with most technology adoptions, the
culture and mindset will also evolve. Jackson & Goessling (2018) accurately capture

these in Table 2 - Transitions in affected domains of cloud migration.

Table 2 - Transitions in affected domains of cloud migration

Security Framework Infrastructure-centric Data-centric
Application Development Tightly Coupled Loosely Coupled
Data Mostly Structures Mostly Unstructured
Business Processes Mostly Serial Mostly Parallel
Security Controls Enterprise responsibility Shared Responsibility
Economic Model Mostly Capex Mostly OPEX
Infrastructure Mostly Physical Mostly Virtual

IT Operations Mostly Manual Mostly Automated
Technology Operational Scope Local/Regional International/Global

Haque (2020, p. 117) highlights 3 stages of change as; Application, Network,

Security.

2.3 Business Analysis

2.3.1 Drivers, Metrics & Use Cases
TOGAF provides a thorough overview of ODCA (Open Data Center Alliance), CSA

(Cloud Security Alliance), Information Technology Infrastructure Library (ITIL),
Control Objectives for Information and Related Technologies (COBIT), ISO 20022

with respect to Software, Business and Operational metrics. In short, “KPIs are used
to measure the achievement of Critical Success Factors (CSFs) and so many

metrics may be measured. However, only the most important of these are defined
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as KPIs and used to actively manage and report on the process, IT service, or
activity. KPIs should be selected to ensure that efficiency; effectiveness, and cost-

effectiveness are all managed. (The Open Group, 2013)”

2.3.2 Return on Investment
There are only four ways to increase revenues or lower costs: decrease investment,
increase revenue, decrease costs associated with the activity, reduce the time

required to attain revenue (Jackson & Goessling, 2018, p. 79).

A benchmarking study completed by the same authors highlighted variation of 700%
in performance and 3200% in pricing for the same configurations across multiple
providers. This highlights the complexity of consideration, the many metrics that
describe the environment and factors that surround performance such as; quality,
security, support, and many more. Mulder (2020) provides a “single Pane of Glass
View” concept to aid comparative evaluation of cloud solutions; this is a fundamental
part of Enterprise Architect systems and their ability to manage multi-cloud
environments (this is explored further in 2.2.9 Governance & Change Management).
Therefore, KPIs become crucial to aid the description of any potential or incumbent

cloud solution.

In short, ROI is a function of time, cost, quality and the ability to optimise the margin.

2.3.3 KPlIs

The Open Group’s Guide on Cloud Performance Metrics (2013) groups KPIs as
Business, Operational or a hybrid of the former. It then classifies the metrics as;
Technology, Security, Sustainability, Service & Orchestration, Development &
Operational, People & Organisation, Financial, Marketability and finally Legal &

Contractual.
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This landscape is effectively mapped out in the TOGAF Cloud Performance Metrics
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Framework.
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Figure 2 - TOGAF Cloud Business Framework

Key attributes are also an important consideration here and are thoroughly expanded
upon in the TOGAF guide, these have been adapted from the guide in Table 3 -

Attributes of Cloud.

Table 3 - Attributes of Cloud
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Key Functional Attributes

Standards-based

Design once, deploy many

Virtualisation

Atomic vs Molecular

Versatile Deployments

Amount of re-used standard deployments

Elasticity & Scalability

Responsive but with large shoulders

Density

Shared middleware

Security and Isolation

Tenants vs isolation

Persistence & Resilience

Intelligent workload management.

Simplicity

Self-service, Appliance, Hosted

Integrated

Extends beyond Cloud Boundaries

Key Non-Functional Attributes

Time to Deploy

Density

Number of tenants

Elastic Scale

User response vs load

Resiliency (security/ isolation)

Ability to run under adverse conditions

Runtime Performance

Performance of many cases, loads, SLAs.

Time to Genesis

Time to enable service

Cost

OPEX v CAPEX

Persistence

Session maintenance between consumer & provider.

Accessibility

Identity & access management

In terms of usable metrics, TOGAFs Guide for Cloud Performance (The Open

Group, 2013) details an extensive range of metrics and examples in chapter 5 under

the previously mentioned classifications.

Jackson & Goessling (2018, p. 87) Provide further direction on KPIs in chapter 4 of

their book and group them as technological, business or economic.
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2.3.4 Total Cost of Ownership & Total Economic Impact

Total cost of ownership (TCO) as mentioned in 2.2.6 is seen as a key benefit for
cloud. Most vendors provide TCO analysis or calulators to aid the comparison of
traditional on premise computing and cloud solutions. However, TCO does not
consider some key factors that, whilst dificult to quantify, can still be recognised as
having significant impact on business performance. AWS (2019) dig into these

factors in more detail to allow consideration by a prospective customer / business.

= Lost productivity

= Missed innovation

=  Technology refresh cost
= |ncreasing technical debt
= Longer time to results

= Risk management

Rescale (2019) also highlight the failings of applying TCO evaluation to dynamic
environments, suggesting it is at best misleading. Essentially, cloud solutions have

no capacity threshold and are not bound by realtime load relationships.

Forrester (2020) builds on the TCO idea but considers the cumulative net benefits for
the business in a Total Economic Impact (TEI) assessment. Several business cases
are studied by Forrester with risk adjustment, ROI, and NPV agaist Cost Benefit
analysis. Appendix A of the Forrester report explains each aspect of the TEI in

fundamental terms.
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2.4 Executive Decisions for Architecture

Cloud technology is a solution to an economic problem, not a technical one. The
design of any cloud solution considers the economic efficiency as much as the
performance. Jackson & Goessling (2018, p. 63) pose 5 key questions to aid the

consideration of cloud in a business:

¢ What are the non-negotiable constraints and characteristics?

e What are the economic attributes and their impact?

e How does this affect the strategy?

o What is the discriminating technical attributes and characteristics?
e Is there abnormal or excessive risk associated and does it affect

economics?

Further more, the size of the company, relevance in sector, geography (and local
economics, skills, regulations, energy & risks), legislation & requirements need to be

evaluated.

2.4.1 Economics

Pricing is not the primary concern, it is part of the equation but not representative of
value. A balanced review must be undertaken to understand the value of the
solution to the business and in context of the total cost of ownership of any past or

potential solutions.

2.4.2 Technology

Moving away from traditional hardware based discussions (servers, connections,
databases etc) to solution focussed discussions in context of the business and

business strategy is crucial.
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2.4.3 Risk

Risk and the economics are strongly linked and as such need a balanced view. Low
cost typically correlates with the amount of risk being adopted. One key change in
perspective here is the scale of expertise available via cloud services to address
administration, security, support and engineering of the solution versus what a

company traditional has to provision for.

2.4.4 Culture

Even with the best solution, adoption is not a given. Adopting cloud is a change like
any other and will typically involve many aspects of the business, not just IT. As
such, the strategy, roadmap, and vision are crucial to helping the workforce to
understand, adapt and successfully migrate in line with overarching objectives. It

needs to make sense for users as much as it is useable.

2.5 Implementation & Managing the Transition

This is typically and primarily designed by IT. Other functions must be included but

IT should own the solution implementation and manage the transition.
Broadly speaking, strategies include:

e Competitive advantage: Reinvention of relationships, rapid innovation of
products & services or improved business model.
e Improved decision making: leveraging improved analytics, improved sharing

of data across application and exploitation of data driven decisions.
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e Collaboration across systems: deeper integration of operations and
development and into the other aspects of the organisation. The location and

utilisation of knowledge across the business.

(Dietz, et al., n.d.) provide a 4 phase approach to deployment which clearly denotes
the responsibilities & involvement between Engineering, Management, IT & the

Cloud provider.

Phase 0: no cloud
Phase 1: Cloud for Overflow
Phase 2: Hybrid Cloud and On-Premise

Phase 3: Full Cloud Migration

The Company is operating at differing phases across many functions today. This
adds to the complexity of cloud management in the Company. It should also be

noted that each phase relates to a different economic, risk and value model.

Haque (2020, p. 119) describes 3 pillars of Organisational, Technological and
Environemental Context that are transected by Governance and Change
management as a means to set the scene for a business. The susquent framework,
assessment and migration are bespoke to any business and require exectuive

oversight.

It's been indicated many times in the research thus far, but a CIO led IT strategy is
key to digital transformation in a company. With specific reference to the cloud,

there are some key executive steps to successful adoption.

1 Make a Cloud-First Commitment
2 Know Your Cloud Economics

3 Discover the Inner-workings of you Application Estate
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4 Perform Security and Governance Gap Assessment

5 Plan for Continuous Compliance

2.6 Strategy

Abdula, et al. (2018, p. 31) present the key considerations for strategy development

in an adapted input-process-output kind of schematic.

Table 4 - Considerations for strategy development

Key Considerations =

Inputs:

Adoption & Tranformation
Dimensions =

Process:

Prescriptive Steps to

Develop a Cloud Strategy

Outputs:

Service Types

Culture Organisation

Business Objectives

Deployment Models

Security & Compliance

Portofilio Analysis

Roles Architecture & Technology | State Definition

Controls Emerging Innovation Appraoch Selection
Spaces

Vendor Management Methodology Readiness Assessment

Service Management &

Operations

Execuition Roadmap

Governance

It is beyond the scope of this particular study to analyse all of the Considerations,

Dimensions and Steps above however there are a few worth briefly exploring as their

relevance is pertinent to the Company throughout the working layers.
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e Culture & Organisation
o The cultural aims from the Company in the last 12 months have
included; innovation, collaboration, flexibility.
e Emerging Innovation Spaces
o The Company has clearly mapped it’s innovation plans in the reach for
share in ADAS, Electrification and Connected markets. The innovation
challenges may be different but the need to move fast, think different,
work different is omnipresent.
e Business Objectives
o Abdula, et al. (2018), Haque (2020), Jackson & Goessling (2018) all
discuss objectives but these can ccommonly be categorised as:
= Competitiveness — ability to differentiate and respond to market
= Agility - Ability to pivot, react and respond repeatedly and
sustainably to demand. Crucially, this needs to be a trait that is
present across all business functions — the Company is only as
good as it's weakest part.
= Speed - the rate of innovation, time to market, delivery.
= Efficiency (operational cost saving) — as implied, reduce the
expenditure and capital required to achieve or increase the
revenue streams.
= Focus — the ability to invest precisely, time & money, on the
delivery of the core business. End to end cost awareness.
o The Company regularly states these aims in varying language and
context but speed and efficiency were more frequently stated in the

current corporate objectives, the “5 in 5” slide [not shareable].
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e Portfolio Analysis
o No singular view of suppliers, utilisation, variety or assessment is
available today in the Company.
e Execution Roadmap
o Mulder (2020) provides a template for buisness roadmap in Multicloud
Architecture and Governance founded on common drivers such as;
revenue, margin, volume, time to market, satistfaction, ROI. A variety
of ways to approach the cloud are explored including: rehost,
replatform, repurchase, refactor, rearchitect, rebuild, retire and retain.
The associated strateies are then categorised as:
= Traditional — Lift & shit or modernise or a mix to leverage the
traditional IT setup. Mainly laaS focussed.
= Rationlaised — PaaS & SaaS are indluded to benefit form native
laaS technology.
= Dynamic — Fully cloud native and as such, fully dynamic or agile
& scalable.
o No such roadmap is present today in the Company despite clear

evidence of growing spend, utilisation and reliance on cloud services.

2.7 Market & Industry

The following table summarises industrial examples of cloud deployment for
engineering analysis and the impact on specific simulation cases (details can be

explored in the references):
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Table 5 - Industrial examples of cloud computing impact

Company / User Cloud Impact Case Reference

Callaway Golf Reduced from 15hr singular to (Penguin, 2015)
1.5hr x3 parallel
NEC Soft Reduced from 9 days singular
task to 7hr x20 parallel
Rolls Royce Reduced by a factor of 5 (Gentzsch & Yenier,
FLSmidth Reduced from 5 days to 2 days = 2014)
Poyry Energy GmbH Reduced from 5hr to 3hr

Lobo Engineering Reduced from 800hr to 24hr

2.8 Further reading

See appendix IV Recommended Reading Topics.
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3 Methodology

Early research within the Company quickly established an absence of standard
metrics or reporting associated with effective IT operations. As such a mixed mode
of cohort analysis, meta-analytics, qualitative surveys and interviews (Marr, 2016)
were the dominant means of assessing the status, needs and perspectives of
Engineering leaders (responsible for business delivery), Engineers (active users),
the IT team members, suppliers, and industry contacts/references. This constituted
a phenomenological approach to the research. Internal interviewees were selected

purposively based on their role. External interviews were sampled by convenience.

No personal credentials were associated with responses, relationships were by
function only and as such, disclosure of this method was in line with protection and

standards for ethics already establishing in the Company.

The small sample sets relating to the IT, supplier and industry groups introduce
reliability concerns for trend analysis however the potential for bias in each case has

been stated and interpretations are sensitive these conditions.

The portfolio analysis (adapted from Jackson & Goessling, 2018) was used to help
categorise topics of discussion in an interpretivist approach which was then used for

thematic analysis of the responses.
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Table 6 - Portfolio Analysis Template
Portfolio Analysis
Technology Business Value Risk
Design Mitigation Cost Time to Maturity | Compliance
market
Stack Democratisation | Criticality | Mitigation Security SLA
fulfilment

Integration Control

3.1 Engineering Management

Engineering leaders in each of the key business units in Company were surveyed to

gauge their horizon for computational needs, data warehousing and big data
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insights. The following questions were used to survey this demographic.

1. Are you aware of cloud based services being used around <The Company>
today? Name the top 3 you know of.

2. What cloud tools are your teams using today for engineering & why?
(Consider data, services & computing)

3. Have you considered moving any of your traditional engineering software,
data needs or computing needs to the cloud; if so, what & why?

4. What are the key problems or risks to moving to cloud solutions?

5. Do you have clear metrics that demonstrate the loading of existing
engineering tools (licenses) and or computational needs (performance) in
your organisation today?

6. Are cloud services (software, data, computing) at any level, an essential part
of your organization's ability to succeed?

7. Are you aware that the cloud can provide more cost effective & more rapid
ways to deliver software, computation and data handling (compared to our
traditional approaches)?

8. Can you accurately state the total cost (amortization, depreciation,
maintenance, relative performance, uptime, etc) of specialist computing
(servers or high performance computers), data handling (database servers for
example) and software (licenses, leases, maintenance etc) for your
engineering organization today?

9. Do you expect IT to lead the provision & management of cloud services in the

same way they provide Office 365 for example?
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Subsequently, some guided follow up discussion was had with key respondents.

3.2 Engineering Staff

Engineering staff were surveyed as follows (logic branching not demonstrated):

1. Do you run any kind of calculations, analyses or other computationally
intensive processes?

2. What software tools are you using for you calculation or analysis needs?
(Select all that apply)

3. How often do you run the software tool that you use most frequently?

4. Does your local hardware/computer meet your needs?

5. What hardware do you have today? (Select one from the list below.)

6. What hardware specification do you need and why?

7. If you use remote-computing solutions (local servers or cloud), do they satisfy
your needs?

8. If you answered "No" to the question above, please describe what problems
you're experiencing with remote computation in the field below.

9. Do you have any other comments or thoughts that you'd like to share?

This was a primary source for determining the need for computation.

3.3 IT Team

Interviews with key members of the IT function were held to explore & establish their

strategy, metrics and ways of working today. Anonymity was assured in this case as
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the feedback from this group was seen to be controversial. It is suspected that
residual anxiety of exposure in interviewees despite ethical assurances may have
biased the responses. Sample questions included:

e Whatis the IT strategy for Company?

e What is the cost to operate IT today?

e How many servers do we run, what is the total cost of ownership?

e What is our split between on physical, virtual or cloud services?

e What KPIs do we have that drive improvement or flag problems?

e What are the top needs in the business today from your perspective?

3.4 Suppliers

Established supplier representatives were engaged to review & clarify models and
provisions in cloud and computational services. Commercial negotiation was not
possible at this point and so idealised pricing was the core of discussion and should
enable a level of comparison to be drawn in terms of performance or coverage and
financially. This activity was used as a primary source for determining the possible
solutions and was a notably difficult area to achieve transparency. Motivations to
sell form this group will have biased responses and as such, care has been taken

not to make direct inferences.

3.5 External References

Analysis of existing research and contacts was used to discover best practices and

agnostic examples of deployment.
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The authors contacts in these groups were both convenient and purposeful (not
exhaustive) and used to explore ratios for simulation resources in particular. These

contacts were independent of The Company and can be treated as having no bias.
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4 Results

4.1 Company

Today, the Company already operates in a hybrid/multi cloud fashion. This is not
entirely by design but through innovation needs. IT efforts have been focussed on
core enterprise tools and services, as such, Azure is utilised extensively for virtual
server and data centres in parallel with on-premise server solutions to sustain the
primary business tools. An initial effort to migrate IT services to cloud in 2017
incurred unexpected costs and a further change in infrastructure design to regain
control of costs & efficiencies (this was perhaps indicative of a lack of expertise in
The Company and a lack of Understanding of The Company’s operations).
Workday, Salesforce and Office 365 are visible examples of SaaS in The Company
today. However, the growth in cloud services in other areas, notably engineering, is

not aligned with an IT strategy.
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Figure 3 - Cloud landscape in The Company today

Considering Error! Reference source not found. as the only map including cloud

activity the following challenges are evident:

Missing visibility (activity, growth, dependency not known)

Uncontrolled cost (no tracking of total costs, no commercial activity for VFM

assessment)

e Uncontrolled risk (especially for security and resilience)

¢ No measure of performance (no idea if good enough, suitability or
alternatives)

High barriers to integration / connection of information

Subsequently it is clear that future planning for solutions should include:
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e Visibility & Transparency

e Alignment with stakeholders
e Governance to optimise the provision & protect the company

e Central support for cloud initiatives

Multi-cloud architectures are inherently challenging to manage with a traditional
application, infrastructure and service focussed IT team unable to see up the stack
or across stacks. This lack of visibility and cross functional awareness within the
team and for the wider business (typically the internal customer or innovator) makes

optimisation impossible today.

Table 7 - The Company's Portfolio Analysis

Portfolio Analysis
Technology Business Value Risk
Design Mitigation Cost Time to Maturity | Compliance
market
Stack Democratisation | Criticality | Mitigation | Security SLA
fulfilment
Integration Control

Discussion with IT highlighted their focus on Cost, Security and Control.
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Table 8 - Thematic analysis of IT interviews

Trinity Saint David

Respondent

Cost

Security

Control

1

“..budget reduction is
expected year on year so
it's not in our interest to

add more tools”

“Our priority is to keep

The Company secure”

“...applications are often
not suitable for enterprise
but engineering use them

anyway”

second thought. We are
not able to do what we

need to.”

record but we definitely
compromise a lot of

integration for this.”

2 “...cost is the main focus. “l don’t have any way to
| can’t think of a case show you everything that
where we value is being used. We have
performance and pay a good grip on key
more for it.” systems but no sight of
what real tool useage is.”
3 “Security should be paramount, functionality second
and cost third”
4 “It is the job of the users
to justify the value, not
™
5 “IT is underfunded, a “We have a good security | “We have excessive

control of core systems
and no control of many

others. It's an odd mix.”

Discussion with Engineering highlighted focus on Design, Time to market, Stack &

Democratisation.
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As the primary functions leading the investment in cloud services to date, there is a
clear lack of analysis for Risk and some components of business value. There is a

distinct lack of collaboration and overlap on the assessment of solutions.

4.2 Engineering Management

21 managers were contacted (representing a wider group of ~50), 8 responded
(38%) across the various business units in The Company giving at best a confidence
interval 16 at 95% level; as such, this data should be treated with caution. Of the

respondents, the following measures could be made:
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Sum of ID

Do you have metrics that
demonstrate loading of the
tools, licesnes or services you
use?

(blank)

No Partial

4

Do you have dlear metrics that...

Sum of ID

Can you accurately account for
IT tools, service & equipment
you rely on?

————
No Yes

Can you accurately state the total cost... ~

succeed?
Maybe in the No Yes
future
Are doud services (software, data, .. Z
Sum of ID

Do you expect IT to lead the provision &... »

Sum of ID

Are cloud services of any kind
an essential part of your
organisation'sability to

Do you expect IT to lead the
provision and management of
cloud services?

No Yes

Figure 4 - Engineering Leadership Responses

Feedback from engineering leadership highlighted:
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e Limited to no understanding of total costs for incumbent tools or potential tools

e Appreciation of potential but not able to quantify

e A recognised need to do “something” with cloud

e Acknowledgement that incorporating digital transformation was key to future
success for engineering

e Recognition that it is not a one tool solution

e Expectation that IT should be showing strategic leadership in this area

4.3 Engineering Staff

Of a population of ~2100, 300 responded to the survey on computational needs.

This results in a confidence interval of 5 at 95% level and is therefore reliable.

As per Figure 5 - Demographic of Engineering Staff, Design & Process Engineering
departments accounted for the majority of the responses. Mechanical, Software,

Electrical and Process engineers account for ~70% of the responses.

As per Figure 6 - Analysis / Computation Needs within Engineering Staff, 70% of
respondents are running analysis and therefore, consuming computation of some
kind. 66% of that group are running computation of some kind every day or routinely

during a week — this is a significant portion of the group.

67% of confirmed analysis users are satisfied with their hardware. But where those
users are not satisfied, the reasons (needs for improvement) are almost equally split
across the main factors for computer performance shown in Figure 8 - Desired

Improvements in Computational Hardware.
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What is your department? (Choose one from the list below.)

5.00%
0.00%

Page 52 of 107

H Total

Functional users of computation

What is your role at Sensata? (Select the option below that most closely matches your role.)

Count of ID

35.00%
30.00%
25.00%
20.00%
15.00%
10.00%

5.00%

0.00%
Figure 5 - Demographic of Engineering Staff
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Countof I
Ratio of engineers running Frequency with which
ana]ysis/ Computation ana|YS|S users run an
analysis

How often do you run the software tool that you use most... ~ .'¥
H Intensively - daily

B Occasionally - a few times a month
® Rarely - a few times quarter or less

i Routinely - a few times a week

29.57%

No Yes

‘Do you run any kind of calculations, analyses or other... S

Figure 6 - Analysis / Computation Needs within Engineering Staff

analyses orother, computati

Satisfaction with current

Satisfaction of confirmed remote computing solutions
analysis / computation users 1f you use remote-computing solutions (local servers or doud),... ~
With hardware mNo mYes m (blank)

v

ENo

mYes

‘ ® No - I lean on a shared HPC or Cloud

‘ i Yes - but | lean on both a local and remote solution

16%
3%

Figure 7 - Engineering Staff satisfaction with Computation Resources
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What hardware specification do you need and why?

Mare Details

@ More RAM 28

. Maore Storage 23

@ More s Better CPUs 29

. Improved GPU J Graphics 25

Figure 8 - Desired Improvements in Computational Hardware

In relation to the dissatisfaction with remote computation solutions (including on

premise HPCs and cloud solutions) a heat map of terms is shown in Figure 9.

9 respondents (47%) answered slow for this question.

desktop PC

servers / sharepoints SErver access
VPN has issues

slow connection Local servers

servers often out of space VPN SIDW servers run faster

Carpinteria server
. . laptop Sensata servers
radmin is sometimes slow speed is slow

library servers i Remote Desktop

remote wor
office desktop

Figure 9 - Common terms referenced in relation to dissatisfaction with remote computation

Interrogation of the feedback on remote solutions revealed connectivity, speed and

workflow frustrations as the main source of dissatisfaction.

Further interrogation of the open feedback from engineering staff allowed

categorisation of 4 topics:

e Hardware (25%) — a comment relating to issues or frustrations with hardware

performance
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e Software (67%) — referencing to software not listed as a common or known
engineering application by the survey authors (IT and the author of this work)

e Infrastructure (7%) — referencing issues with VPN, speed of transfer,
permissions, access, up-time/resiliency & availability of licenses

e Policy — referencing frustrations with how equipment and software is

provisioned and managed

4.4 Suppliers

Each supplier has a clear bias to promote their own solution, this bias is important to
acknowledge in review of their solutions. Commercial information is not included

here, instead, a relative indication has been used to aid review in future sections.

Tool providers are going through their own transformation as the demand for
complicated multi-software solutions grows. This has led established tool suppliers
to embrace a level of open interface to allow communication with competitor
solutions. In parallel third party vendors providing interface solutions are growing
and often acquired by the larger incumbent providers. This acknowledgement of
needing to work with the competition is not reflected in the cloud strategy. For cloud
computation, each vendor is exploiting the incumbent streamlining of solving within
the toolset to gain advantage. This is good for the end user but not ideal for a

business such as The Company where several different tools / providers are in use.

Cloud services with simulation tool providers are generally priced higher than tool
agnostic cloud service providers such as Nimbix or Rescale. Competitive pricing
comes with scale and in the context of the portfolio being negotiated. Buying into a

simulation tool cloud solution brings value to The Company in terms of speed, ease
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of use, reduced admin & increased resiliency but will not achieve the economies of

scale, adaptability or commercial competitiveness desired in all cases.

4.5 Engineering Simulation Review

4.5.1 Internally

2020 provided an accelerated test of the Company infrastructure and it’s ability to
cope with remote working. The on premise HPC cluster that carries out computation
for the full time analysis group was limited by the ability to load data to and from the
machines for remote users. Remote Desktop Protocol (RDP) was almost inoperable
due to latency. VPN stability and bandwidth generated instability in software license

handshakes between host servers and remote users.

Problems with VPN performance were accentuated by the global wave of users
coming on an off line per site. The workflow was adapted to work around issues with
secure access, syncing to data repositories and connection to federated tools and
systems. In short, what were previously occasional annoyances became perpetual

barriers to performance.

Our incumbent cloud computation provider, intended to be a ‘plan b’ be in such
cases was also impacted by the company infrastructure requirements, primarily the

speed to load data via our secure domain and VPN.

The problems above were experienced differently and selectively depending on the
location of users, their load and working configuration. As such, the priority of

concern was different for our dispersed group of SMEs working on simulation.
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The work flow differences highlighted here provide a good basis to consider the

contributing factors affecting the efficiency of simulation.

Input  Process

Pre process

* Model

* Mesh
 Contact

* Conditions

Solve

o |tterate
Materials

Post Process

* Interogate

Boundary Conditions o Chart

Table 9 - Workflow in Simulation - Blocks

Input  Process

15%

Robustness of model
Naming
Paramaterisation

Accuracy of Assembly

Data transfer speed

Availability Proficiecny of analyst

Accuracy Robustness of network for license

Variability connection

Speed of computer

Understanding of problem
Ability to Simplify

Table 10 - Workflow performance factors in Simulation

12 September 2021

Output

Job files

Output

8%

Speed of connection
Proficiency of analyst

Data transfer speed
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The single biggest area of opportunity is the processing speed. However, this is not
a simple or linear calculation. Firstly, it is assumed that the supporting hardware is
appropriate for the processor which is the primary focus of consideration for
computational speed. But memory, motherboard, storage speed and type should all
be considered when it comes to assessing hardware optimisation for the application

and task.

Lipasti (2010) lays out the fundamentals of Performance and Cost considerations for
computing architecture and clearly demonstrates the difficulties in calculating and

comparing pure computational solutions.

Moore’s law (the doubling of transistors on chips every 2 years) has been broadly
interpreted as the doubling of processing power every 2 years. Transistor count is
one of 8 major factors in processor speed; device dimension, doping concentration,
voltage, current, capacitance, delay time per circuit, power dissipation per circuit and
power density (Dennard, et al., 1974). The power dissipation factor is notably a
squared term highlighting the non-linear relationship between scale, power demand
and subsequent thermal management which extends to the environment and brings

system & cost, limitations & considerations.

However, as noted in Table 10 - Workflow performance factors in Simulation, the
computational performance is tied to the transfer speed, the ability to get data to and

from said machine via the company infrastructure or in and out of said infrastructure.

The more computation we can do at source the more we can eliminate system level
latencies, such as transfer speeds to the host. This concept is part of what is driving

the continuation of computing performance increases; edge computing.
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4.5.2 Externally

The authors discussions with simulation leaders during the Institute of Mechanical
Engineers Simulation & Modelling 2018 Integration Optimisation and Validation

Initiatives (IMECHE, 2018) can be summarised in the following categories:

e Scale — Simulation Engineers & Analysts are growing rapidly in number
o Jaguar Land Rover (JLR) had tripled their CFD efforts since 2010.
e Democratisation — an ideal view for businesses but requires investment in
skills to govern and regulate the non-specialist, widespread efforts
e Interoperability — enabling the transfer and connectivity of data between tools

and therefore specialists will accelerate innovation

These are not new ideas for The Company but they are a step change in how

engineering analysis is approached and funded.

A NAFEMS online presentation & discussion (Schnitger, 2021) looked at the trends
and possibilities for engineering simulation towards the year 2030. Schnitger’s
analysis of the industry reinforced the growing complexity of problems and the
increasing need for expertise, tools and hardware. Furthermore, speed, agility,
intuition, experience were seen as key to a successful future with simulation in
business. Physics insights will continue to grow in their criticality to business
success and as such will become on a par with financial results. Tools and compute
capacity needs are proportionate to roles and time in the life cycle that they are
utilised, SaaS solutions help deliver the right tools at the right time with the right
performance. Digital transformation is a business wide venture, not possible to do

in isolation, by nature, everything needs to be digitised and connected; at the very
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least in the entire CAE landscape needs alignment from geometric modelling,

through physics solving to twins.
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5 Discussion

5.1 Industry trends

5.1.1 IT strategy and Enterprise Management

Enterprise Architecture (EA) Tools are designed to solve the growing complexity of
enterprise management for companies and their IT department. EA tools now
provide a shared, enterprise wide repository and operating model for change.
Enterprise architecture and technology innovation leaders should select EA tools that
support long-term business transformation, modernization and innovation goals
(Gartner Research, 2020). Gartner lists some of their top 3 leaders by customer

satisfaction in this new market as:

e MEGA International - HOPEX
e LeanlX — Enterprise Arcitecture Suite

e Ardoqg - Ardoq

Forrester (2020) analysed 4 companies and measured a 232% ROI and risk
adjusted NPV of $1.9M with the implementation of BetterCloud Enterprise
Arcitecture SaaS. Benefits were observed over 3 years in; employee onboarding /
offboarding & security, emplyee status management, SaaS security compliance,
security risk avoidance, IT management and support. Detailed metrics and
calculations are published and could be used to help establish key measurements in

The Company today.

A State of SaasOps in 2020 report (BetterCloud, 2020) surveyed 676 IT
professionals across as many businesses of which >30% were in technology,

manufacturing or telecoms. Key findings included:
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=  The main motivations for deploying a Enterprise Architecture Management tool
are to increase prouctivity & reduce costs.

= Typical IT to staff ratio was 1:89 across industries and is reducing.

=  Optimal security does not compliment optimal productivity, but most companies
leaned toward productivity.

= The 3 crucial challenges to solve were; the administration of users, securing
sensitive data, managing the applications in use.

= Since Covid-19, the new priorities for IT include; make IT decisions that directly
impact profitability, better secure remote workplaces and their performance,
make IT’s role more prominent.

= Enterprise Architecture tools are most interesting because they; improve

security, improve ease of use / admin, integrate to the technology stack.

SaaS as a trend is on the up. 73% of organisations state 80% of their applications
would be SaaS by 2020 (bettercloud). It is also recognised that there are new “more
amplified” challenges for IT with managing SaaS. As such, IT roles, processes and

budgets are being rethought.
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2019 2020 2021 2022

Cloud Business Process Services
(BPaaSs) 45,2120 43,438| 46,287 49,509

Cloud Application Infrastructure
Services (PaaS) 37512 43,498| 57,337 72,022

Cloud Application Services (Saa$S) | 102,064 104,672 120,990 140,629

Cloud Management and Security

Services 12,836, 14,663 16,089 18,387
Cloud System Infrastructure

Services (laaS) 44,457 50,393 64,294 80,980
Desktop as a Service (Daa5) 616 1,203 1,951 2,535
Total Market 242,697 257,867306,948364,062

BPaa$S = business process as a service; laaS = infrastructure as a service; PaaS = platform as a
service; SaaS = software as a service
Note: Totals may not add up due to rounding.

Table 11 - Worldwide Public Cloud Service Revenue Forecast (Millions of US Dollars) (Gartner, 2020)

2020 2020 20212021 Growth 20222022 Growth
Spending| Growth (%) | Spending (%) | Spending (%)
Data Center
214,985 0.0 228,360 6.2 236,043 3.4
Systems
cnterprise 465,023 24 505724 8.8 557406 10.2
Software
Devices 653,172 82 705423 80 714762 1.3
T Services 1,011,795 27 1,072,581 6.0 1140057 6.3
Communications 1,349,891 17 1410745 45 1456637 33
Services
Overall IT 3,694,867 -3.2 3,922,833 6.2 4104,906 4.6

Table 12 - Worldwide IT Spending Forecast (Millions of U.S. Dollars) (Gartner, 2021b)
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Gartner research identifies top trends impacting infrastructure & operations in 2021

as follows: (Rimol, 2020)

Anywhere operations
o 48% of employees expected to work from home even after the
pandemic forcing more flexible and resilient business solutions.
e Optimal Infrastructure
o Programmable infrastructure that allows for evolution with the business
demands.
e Operational continuity
o Continuous, global services. New tools will be required to support this
level of continuity.
e Core modernisation
o Infrastructure needs coordinate on and off premise with minimized
legacy drag. The modernisation plans should account for shifting skill
requirements.
e Distributed Cloud
o Distributing cloud resources and shift the burden of support to service
providers through flexible locations reduce latency.
e Critical Skills versus Critical Roles
o There is a shift from infrastructure roles to collective skills. Culture

changes are needed to make this happen.

Gartner also identifies infrastructure innovation as a key driver for enterprise
resilience and business growth in a post pandemic world; four capabilities are

outlined: (Gartner, 2020)
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e Cost intelligence — the ability to show the enterprise how to release capital
through cash, time & creativity

e Workforce transformation — 1&0O teams with a wider skills base than traditional
teams

e Platform Ops — brining people, process and technology together and promote
culture shift to customer centric digital solutions in the enterprise. Customer-
in rather than technology-out view.

e Marketing — reliability is not enough; value of solutions needs to be measured.

The key takeaways from Sid Nag’s (2020) analysis on “How Pandemics Impact

Cloud Migration Today, Tomorrow & Beyond” are shown in Figure 10.

Key Takeaways

* “16% of organizations believe their business can continue as normal in the new pandemic era,
which means that the majority don’t believe they can go on normally.”

* “We identified three cloud migration imperatives to help IT leaders manage their cloud
migration journey in this new era of pandemics:”

» Cost optimization imperatives: Track costs, understand billing anomalies, optimize underused
resources and perform smarter instance allocation.

» Business continuity imperatives: Establish and ensure your business continuity model is built
to continuously respond to your needs in a remote, ever-changing environment.

* Security imperatives: Institute a cloud security framework designed to enable you to move
from temporary remote workers to a full-time remote workforce..

Figure 10 - Key Takeaways on Pandemics Impacting Cloud Migration. (Nag, 2020)

IT operational spend in The Company today is $44M (corporate financial analysis
April 2021). According to Computer Economics Avasant Research data (Computer
Economics Avasant Research, 2021), this ratio is equivalent to a high tech $1.7bn
revenue company or a $3.1bn revenue manufacturing company. Where The

Company sits needs further consideration on two fronts:
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e The type of business

e The shadow costs hidden in other areas of the business

5.1.2 Computational Performance

Innovation, Agility & Flexibility are more important to The Company than ever with
the challenges 2020 has brought to business and the subsequent global acceleration
of Electrification and Connected projects primarily for the Automotive Sector. Global
electric vehicle stock (excluding two/three-wheelers) grows by 36% annually,
reaching 245 million vehicles in 2030 — more than 30 times above today’s level.

(lea, 2020)

Taking a slightly longer term view (beyond 3 years) there are concerns about the
sustainment of performance growth for computing. Hardware (storage & processors)
are already reaching their limit as “Moore’s Law has largely ended, so compute
performance has hit a plateau at the CPU level” according to Justin Boitano (senior
director of enterprise and edge computing at Nvidia (Gillin, 2019). Alternatives are
seeing big investment by leaders like Amazon, Microsoft and Google combining
hardware technologies with Al to optimise performance. Facebook’s Open Compute
Project being supported by Microsoft’s Project Olympus hardware optimisation
serving as one prime example (Deutscher, 2016). Whilst there is quantum
computing technology in use with IBM, Alibaba, lonQ and other cloud research
platforms, it is not ready for wide spread industrial use (Haley, 2019). There are
many additional concerns with quantum (mainly security) that will ensure a healthy
separation is kept between company data and quantum services beyond the 3 year

outlook of this work.
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5.2 Hybrid & Multi-cloud Solutions

There is both a need for multiple cloud systems to operate in parallel with traditional
on-premise systems, and business value in doing so. There are distinct needs

across The Company not all of which can be aligned to one solution.

Today, the optimal tool is chosen for and by the driving function. This is typically not
considerate of existing tools in the company and the possibility to find efficiencies by
trading some functional performance with economic scale. As such, a variety of
clouds are running with potential overlap / redundancy or even offering resilience
opportunities, but they are effectively running in isolation and neutering those

potential benefits.

IT need to take a lead in assessing A) demonstrating the landscape of tools and
services today B) supporting assessment of tools in a corporate risk, value &

technology framework.

A CSB Aggregator may be a better way to gain operational needs and win back

financial benefits with a multi-cloud environment.

5.2.1 Service

Company department heads have clearly voiced a range of needs that are best
serviced with a range of cloud vendors at this time. However, there is no
measurement in place of the quality, robustness of value of service they are
receiving. Whilst functionality is being serviced, business interests are being
overlooked in most cases as there is almost no way to routinely review the effectivity

of the product investment.
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A common frustration is that the Company IT and applications teams are not
resourced sufficiently to support all the functions in assessment of their needs. This

should be of particular concern for security.

5.2.2 Resilience
Multi-cloud deployments offer redundancy in case of hardware/software failures and

avoid vendor lock-in (Mulder, 2020).

5.2.3 Security

Security concerns can justify different solutions depending on the data or activity
being handled. Overarching policies are in place but there is no supervision or
accountability for many applications. Further more, these policies are well intended
but often inconsiderate of emerging needs, this perception is given more context in

the conclusions.

5.2.4 Economy
Although presenting more complication in account management, competition is
preserved and with effective metering; needs can be spread to the portfolio more

cost effectively.

5.3 Engineering Analysis (Simulation):

The Company has moved from component and small product assembly design to
being significant system developers and partners. This has changed the scale and
complexity of analysis needs. Further more, the company has been migrating into

emerging markets and bringing additional uncertainty to the design process as there
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is little legacy to rely on in these new applications. The demand and justification for

simulation has never therefore been so vibrant.

5.4 Cloud for Simulation

Azure allows for Windows and Linux development. This serves the stack
development for Connected business units. GPU and CPU computation is possible
and this allows for optimal choice depending on the physics solver. Azure is the
established choice for our key engineering analysis tools (Ansys, MSC, StarCCM+,
Matlab, Autodesk, JIRA and more) and as such is a low risk, easy to adopt provider.
Azure is also the cloud partner for aforementioned businesses ensuring future
development is aligned and robust. Azure is the cloud backbone for many of The
Company’s existing key business management & operation tools such as Workday,

Salesforce and Office 365.

However, for computation, Azure is more like an laaS than a SaaS solution, as such
there is more reliance on The Company and it's users to setup and administer the
various tools & connections with that environment. The hesitancy IT shows for this
model reflects the lack of maturity and capacity in The Company in this area; vendor
application clouds are the preferred choice today. This may indeed be a more robust
solution but adds admin and inefficiency to the commercial management and a
complexity to manage user issues. In essence, resource migrates to supplier

management whilst securing a variety of cloud base computation options.
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Relative
useable
computation

Total cloud computation

Figure 11 - Relative useable computation with cloud instances

The more cloud instances you introduce, the less effective you become in terms of
the relative computation power that is useable. In other words, only users of the
corresponding software can tap into the native cloud space. Sourcing more clouds
with each software brings usability benefits within the application (typically reduces
or smooths the workflow) but adds more management overhead, complexity of
information flow between tools and potential cloud redundancy. This model will likely
cost more, as such budgets will be stretch and so purchasing the right scale of cloud
for each tool may be limited and impact on the effectivity of service for users
(reduced ROI). This is true for computational and data clouds. Where The
Company is on the curve shown in Error! Reference source not found. is not

measurable today but the trajectory is agreed to be toward the right with pace.

5.5 Measuring Success
Ghahramani, et al. (2017) provide reasoned methods & formulae for assessing the
following key characteristics of computational resources:
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e Performance

e Availability
e Reliability
e Elasticity

e Scalability

Further more, in acknowledgment of the criticality of resource monitoring this same
paper (pg 14) documents capabilities of cloud monitoring tools including

CloudWatch, Azure Watch, CloudStatus, Realiza Hyperic, Nimsoft, Monitis, Aneka,
CloudKick and Up.time against the aforementioned characteristics and additionally

considers Timeliness, Interoperability & Portability.

5.6 Impact assessment

In order to effectively provide a measurable comparison, the computational costs for
the Simulation Centre have been isolated from the total computational costs in The
Company as there are too many unknowns for the later. The Company has invested
$140k in computing hardware for it's dedicated simulation team over the past 4
years. (These machines are used 98% for solving, less demanding pre and post
processing is completed on less expensive machines.) A further $30k in upgrades,
storage and routine repairs has been spent in the same period. The infrastructure to
support this computing cluster includes a dedicated room, HVAC, UPS and cabinets
reaching another $40k in capital and $10k per annum to run. The energy
consumption is continuous as the machines are only dormant for repairs, essentially,
running 24 hours a day every day; annual energy costs for this group of machines is

$14k.
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This does not include the resource commitment from plant & facilities or IT in
supporting the on premise hardware. IT in The Company was unable to produce
cost of ownership for physical assets such as servers of HPC. Industry figures
suggest for a company of our size, the cost to sustain an individual server is
approximately $5k per year (adapted from Motivations and IT roadmap for Cloud

HPC, Dietz, et al., n.d.).

In total it is estimated to cost the Company upwards of $90k per year to run &

support 10 full time simulation servers.

Beyond the specialist team, The Company has a network of simulation users with
much less capable computers at their disposal. Fortunate ones will have a higher
specification engineering computer around $6k and serving 4 years. Most will be

running with a $1.5k laptop.

It has been clearly established that after preparation, speed of computation is the
most significant factor in affecting the value of simulation. A simple model
considering number of simulation users, capability of hardware and time suggest that

we have X hours of project time lost to “slower than possible” simulation.

Users: 25 Ansys users, 10 full time, 15 part time (30% average). = U

Typical job: 20 hours solve, 4 iterations, 750k nodes =T

Load: 300 jobs per year = N

A 20% improvement in computational speed could release 1200 hours of
engineering time for additional simulation, almost 7 months of work for a full time
analyst. In other words, as year passes, we lose almost half a year of an engineer’'s

time in productivity terms.
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In terms of computing, hardware performance has the single biggest influence on

solving speed. Solver performance suffers from a life cycle compounded by:

General efficiency drop

Increasing calculation size (job complexity)

Increasing background demand (parallel processes for OS, security etc)

Increasing stretch on investment cycle (prolonging the used life of hardware)

Whilst Moores’s law may be ending (based on transistor count) the model is still
generally fulfilled by the deployment of ML or similar software engines that take up
the lag in terms of manufacturable improvements. It is clear to see the compound
effect of industry performance (driven by demand in computation / complexity of
problem solving) and reduced efficiency in our own hardware. This is demonstrated

in Error! Reference source not found..

Performance
A
800%

Industry Benchmarks
400%
200%
100%

Owned hardware

50%

25%

» Years
1 2 4 6 8

Figure 12 - Divergence in computational performance

Also, in an attempt to reduce capital costs, hardware is often purchased below the
industry standard at that time, typically 60% of potential performance specification.

Beside not being good value for money when contrasting the cost or resource and
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licensing that is reliant on computational performance; managing hardware renewal

at this rate is not feasible for the Company.

In short, costs today are considered as hardware and software. Hidden costs, not
routinely accounted for, are as follows: Outages, UPS, Power, Cooling,
Maintenance, Security, Recovery, Queues, Back-Up, Staffing, Facilities,

Depreciation, Insurance.
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6 Conclusions

Scale of computation needs in The Company are growing rapidly in both the

complexity of problems being solved by the individual, the number of individuals
solving problems, the variety of tools required and the interoperability of tools &
solutions. Computational performance dictates the efficiency with which human

resource skills, software licenses and facilities costs are consumed.

The current user or function led approach to tool or service selection is not
considerate of the incumbent landscape technologically or commercially. Cost of a
tower computer is commonly perceived and utilised as the sole operational cost for
analysis. This is primarily due to a lack of monitoring, visibility and reporting. This

most significantly affected by a lack of strategic importance and coordination.

The aim of this work was to identify a roadmap in support of cloud computing for
simulation in engineering analysis. This was to be respectful and symbiotic to the
organisation strategy, in particular, the IT strategy for enterprise. It has subsequently
become clear that the organisation does not have a strategic plan to consider the

evolution of IT from a service provider to a strategic partner.

Assessment of the IT organisation by team members (or externally) was challenging
as there was no internal awareness of a model, strategy or roadmap they were
working to. Referencing some industry standards such as Gartner’s 1&0 Model
(Immateriell, n.d.), The Company’s IT professionals suggested they are firmly in the

first pillar (awareness) of a 5 step model to maturity.

Both IT professionals and engineering leaders in the company identified the need for
IT to work as a business partner (maturity level 5) in order to be successful in

delivering the company’s strategic vision.
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The surveys & discussions collectively referred to company policies and controls as
frustrations in progress relating to how people want or need to work. This could be
explored further but is reflective of Greiner's (1998) Growth Model where control &
red tape are growing pains for a maturing organisation in which a key warning of
crisis is when the aforementioned polices or controls become goals instead of a
means. The solution offered by Greiner is to focus on coordination and collaboration
with success characterised by the presence of simplified control mechanisms, real-

time information systems and cross functional problem solving.

Consistent sentiment was present in interviewees that our status today is a
consequence of how the IT function has been considered at the board level and is
reflected by the absence of a CIO. As such, the IT organisation is not positioning
(scale, skills or strategy) to proactively build technology solutions that compliment

the ambitions of the company; of which special reference should be made to:

e transforming operations (industry 4.0),

e smart & connected market verticals (the critical stack which is entwined in the
company and exposed to the market as data insight & services) and finally,

¢ digital transformation of the business which (the infrastructure & services that
meet the changing work requirements and styles for a digitally transforming

company).

Accentuation of the last point has come about through the impact of Covid-19 on

working habits and reliance on adap
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connectivity.

6.1 Engineering Analysis

6.1.1 Migrate ANSYS simulation software to Enterprise License Agreement
(SaaS) model

The simulation manager can make a sound proposal on how to advance the

approach to providing software and hardware solutions for engineering simulation.

This will still be of benefit to the business. However, without metrics and reporting

on the total state of IT services there will be missed opportunities to maximise value

generation.

It is clear that a SaaS solution for the primary engineering simulation tool (ANSYS)
provides the flexibility needed to adapt to the emerging and unknown technical

demands in engineering. It also provides the elasticity (varying capacity) needed
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(primarily in licenses) in parallel with almost immediate access to alternative tools
and computation capacity (cloud) that can come with each new project, problem or
idea. Due to the unavailability of performance indicators, rates & costs for IT
services today, industry norms have been used to demonstrate the potential financial
benefits. SaaS makes sense at a balance sheet level and provides the company the

means to reach further and faster on new opportunities — new value.

Pure computing capacity is not specific to ANSYS, many engineering tools rely on
computational power. As such, there is opportunity to bring efficiencies in sharing
that capacity in a common platform. This may not serve all tools but would be an

effective overspill platform for some and continue to add to efficiencies.

Understanding the true potential is again reliant on establishing metrics within the
company for today’s loading, utilisation and cost of ownership. However, using the
ANSYS model as a reference, looking at supply base’s incumbent cloud
technologies and including some anecdotal evidence from user groups an initial

proposal can be made for further consideration.

This approach will remove a significant maintenance burden on IT, the engineering

applications team & Simulation CoE leadership:

e 120 hours per year saved in license access management (impacting IT, Eng
Apps & CoE)
o 60 line items managed per location (~10) per user (~100)
e 30 hours per year saved in contract management (impacting procurement,
finance, management)
e 40 hours per year saved on connectivity optimisation (impacting IT, CoE

management)
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e 100 hours per year saved in lost work due to Company connectivity problems

(impacting users)

Almost 300 hours per year is estimated to be saved across various functions by
moving away from the traditional on premise licensing approach for this single
application. The time reduction in response to new needs in the business (agility) is

estimated to be around 90 days on average.
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Table 13 - On-premise vs Enterprise Licensing for ANSYS
ANSYS Licensing Today ANSYS Enterprise Agreement
(On premise) (Cloud)

Performance Limited by available hardware & Continue to utilise on premise

hardware age. hardware.

Limited by available licenses (very | Additional in session cloud

lean). capability gives immediate access
to much more powerful computing.

Availability User level administration of access, | All tools, all users, globally.
complex and cumbersome.

Tied to VPN which can be a
bottleneck.

Reliability Many access errors due to Simplifies workflow to internet
convoluted access and permissions | connection critical path only.
schemes and infrastructure.

Elasticity None. Highly elastic with anticipated
elasticity provisioned for at outside
and more on demand if needed.

Scalability At significant cost outside the Highly configurable.
budget plan = >1yr latency. Cloud capacity allows for burst on

demand.

Timeliness As above. Can react in days.

Costs (direct) - + 15% increase in opex

Costs (indirect) + hidden cost of IT support, ‘- reduced cross functional burden
procurement and time lost in ability | ‘- reduced time to responds
to change

Value Critical to success. Potential Much wider impact on systems,
limited by traditional perspective of | integrated workflows and multi
stress analysis. platform solutions and design

exploration.
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6.1.2 Investigate an agnostic company wide could platform to support other
tools
Leveraging cloud capabilities within certain applications can make sense for ease of
use and to provide coherent monitoring of usage levels. However, taking this
approach for all tools will generate a larger problem with managing the multiplicity of
reports and contracts. An Enterprise Management tool such as that posed in section
2)c will go a long way to visualise, report & control this environment. A balance is to
be found in creating affinities with the largest tools and finding common services to
support the smaller tools and populations where appropriate. Security is also an

important factor to consider here and may outweigh the size of the user group.

Nimbix is already provided by the Simulation group for general Engineering use
however, due to lack of central ownership, this has not been well promoted or
adopted and has not slowed the rise of independent cloud instances around

engineering.

User feedback on Nimbix is also poor (see appendix Il) but hard to entirely separate
from Company infrastructure issues (connection reliability, VPN need, speed etc). A
new benchmarking study should be undertaken to understand the current market
offerings. The following requirements should serve as a brief for a Request for

Information (RFI) and/or Quotation (RFQ) with procurement support.

e Cloud based solving to consider the following tool sets as a minimum:
o Abaqus, MSC, Matlab, Faraday, CST, Solidworks

e Selectable performance configurations
o CPU, GPU, RAM, Storage

e Low latency remote sessions
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e Compatible with Remote Solve Machine (RSM) protocols or similar

e Real time reporting to include load, type, user and cost metrics.

6.2 Initiatives to Support Change

It is essential for The Company to re-think the approach to IT delivery in order to
realise efficiencies in operations and development. The reliance and integration of
functions on tools, connectivity, accessibility, management and analysis of data &
information, collaboration through virtual spaces has never been more. In this study,
the focus has been on engineering but the issues presented can be observed in
other areas of the company. The needs of engineering outpace the ability of the
current IT model to adapt. This has driven an increasing number of hidden
investments that have taken root; by the time these become necessary for IT to
engage with, it is often too late to adjust the commitments and reliance on the
unvetted (from IT & security point of view) tools and systems. This results in
financial, governance, and security risks that are not being measured. The lack of
measurement capability & visualisation or mapping on the array of tools actually in
use (users, license loading, etc) makes for an almost impossible state to a) report on

b) control.
The Company should consider:

1. Establishing a Cloud or Digital Transformation Centre of Excellence (CCoE) to
help the company transform.
a. Oversight of strategy, planning, design & deployment, innovation and

value creation.
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b. Operating as functional, advisory and prescriptive entities. (Hutchinson,
2017)
2. Establishing affinity groups to harmonise IT, Engineering Apps and all other
hidden resources supporting applications, services, data or stack work.
3. Map what is actually running in the company (including rogue tools) and work
with finance to attribute wholistic costs and manage them.
4. Establish benchmark cost metrics (dollar per hour rates) for on premise HW
support, SW support and Infrastructure support.
5. Work with affinity groups to focus on opportunities to:
a. Integrate tools or data sets
i. Knowledge is money, connect people and tools to the right data
sets
b. Migrate appropriate tools, services or infrastructure to cloud
I. Efficiency — use the metrics to drive cost of operation or ROI
decisions relating to future needs and current burdens
ii. Capability — enable users with solutions that they can’t normally
justify or utilise in the time frame of a traditional budgetary cycle
iii. Connectivity — utilise secure connections that are not reliant on
the current VPN bottleneck. This will be important to make
remote HPC on cloud a reality.
c. Amalgamate tools

i. Economy of scale, clean up the portfolio & remove redundancy

Some of the key business areas possibly impacted by digital transformation have
been tabbed on the X & Y axis of Figure 13. The goals for engineering analysis are

populated.
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This map format has been adapted from the Project Management Institute’s

guidance for change management (Garfein, et al., 2013).

1 Year1 1 Year2 1 Year3

80% of analysison
Migrate primary /_/_7 Future
analysis tool to SaaS _7)/J,,.J-/-/"”"J State
"
/

_— Enterprise Management

Leverage Azure or CSB
in evaluation against
vendor clouds

Engineering Analysis

c
=l
=1

o
2
©
>
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P
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=
o

Performance monitoring

Map tools & services

Current
State

loT Insight Products Business Operations

Figure 13 - Possible Strategic Change Map for Digital Transformation
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7 Recommendations for Engineering Simulation

Computation

The following recommendations are actionable items that should be delivered in the
6month period following this report. The other considerations discussed in the prior

conclusions need further work and would be impactful in the longer term.

7.1 Migrate ANSYS simulation software to Enterprise (SaaS) model

This will enable the agility and innovation with respect to licensing across The
Company. Furthermore, the cloud component will increase performance capability
for a wider user group have no or insufficient hardware today and add elasticity for
current HPC ANSYS users. The Cloud component will remove criticality from the
unsatisfactory Nimbix solution and allow time for a coordinated enterprise cloud

computation vendor to be selected.

7.1.1 Option A — 2021 Enactment
If possible, accelerate the change within current financial year to deliver capability

and capacity across the organisation to support speed of innovation.

e Finalise ELA (Enterprise License Agreement) July 2021
e Reconfigure equivalent value of licenses in use today
o Maintain Mechanical, CFD, Maxwell, HFSS
o Enable OptiSlang, Granta, SCADE and Cloud
o Increase HPC
o Consider Minerva

e ~$60k USD per month in credit against current amortisation
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e Continue to use Nimbix as the general cloud computation solution to end of
term. Consumption is less than predicted due to usability issues, this is not a

trend that The Company should expend effort to correct.

7.1.2 Option B — 2022 Cycle
Follow Option A except for the premature suspension of current contract and credit
potential. This will fit more conveniently with the budget cycle of the company but

will delay much needed adoption of tools & services for the engineering teams.

7.2 Move IT towards strategic partnership model

As a first step, IT should establish content metamodels as per the TOGAF
framework (TOGAF, n.d.). This will help demonstrate the criticality of IT services &
architectures to consumers (internally & externally) and aid review of associated

funding in The Company.

A maturity model for IT should also be established to demonstrate the status of what
is and what should be. The model should examine the following categories as a

minimum:

e Culture / Organisation

e Architecture + Technology

e Methodology

e Security + Compliance

e Emerging Innovation Spaces

e Service Management + Operations

e Data Science + Governance
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Alternatively, the six elements of transformation (IBM, 2020) could be focussed on if

digital transformation was a strategic priority.

e People

e Process

e Technology
e Compliance
e DevSecOps

e Operations

There is value in digital transformation for The Company but it can not be a business
by business approach. The Company should seriously approach this subject from a
board level and review CIO, CFO and CTO interactions. Ensuring their shared

objectives are not penalising the other.
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| Engineering Leadership Survey Data

Can you accurately
state the total cost

Do you have dear
metrics that

(amortization,

Are you aware that  depreciation,

the cloud can provide maintenance,

more cost effective & relative performance, Do you expect ITto

more rapid waysto  uptime, etc) of fead the provision &

deliver software,  specialist computing  management of cloud
computational needs level, an essential  computation and data (servers or high services in the same
(performance)in  part of your handling (compared ~performance way they provide

What are the key problems or risks to moving _ your organisation __ organization's ability to our traditional  computers), data __ Office 365 for

B2 to doud solutions? B today? B to succeed? K2 approaches)? B2 handling B example?

demonstrate the
loading of existing  Are cloud services

engineeringtools  (software, data,
(licenses) andor  computing) at any
Have you considered moving any of your
Are you aware of cloud based services being traditional engineering software, data needs or
used around XXXXXX today? Name the top 3

B you know of.

‘What cloud tools are your teams using today
for engineering & why? (Consider data,
B services & computing)

computing needs to the cloud; if so, what &

B why? -

‘Teams for meetings, collaboration on
documents, SharePoint for project Document

storage. g o, network.
1 Teams, SharePoint, OneDrive space above issues. We should be able to work off lin No No Yes No Yes
I'minterested in the purpose of this survey;
the move to cloud hosting will happen
naturally, and will be multi-faceted as each
tool will have its own ‘cloud' depending on the
provider of the tool. | don't see a practical
situation in which all XXXXXX Engineering tools
are on one cloud’,
‘When using the term 'cloud" | have defined it as
‘not on-premise hardwiare', as there are, and
will continue to be, many different cloud
Instances for difference tools.
Some thoughts on possible outcomes: The move to the cloud is well underway for
- We need IT/Cybersecurity to support us ‘most tools. Thi o al beyond 11T burden of
moving tools to the cloud and get comfortable I5 actively encouraging t (Iike JIRA stopping  completing the transfer. Typically cloud-hosted
wWith the privacy/security provisions available support for their because prise-gr y
-If there is a desire to keep on-premise y , which is better than what we
hardware for all tools, we need to address as option for because team
this is an outdated model. A few functions
could be justified to stay on-prem long term Aaure for S&C platform).
.g. highly-sensitive data stores or certificate Overall, many engineering tools are well on
authorities. their way i
-1donot see our corporate IT department - Ms Office y
being staffed to provide effective support for - JIRA (soon) which need access outside of the office (e.g.  make it suitable. The move to a hybrid working
all our engineering tools, so we will continue - Jama for or model
tosupport from our it y i i kes cloud (as
2 have the right level of control to support our _ transition to cloud) p g In through VPN). partial Yes Yes No No
Sharepoint
Teams
none Solidwork latency / 5p: Yes Yes. Yes No
Yes, all related to S&C customer and
engineering dev data. Small exposure to tool specific cloud with
Not sure if we use Atlassian on cloud platform, Nimbix.
3150 good question for the new Xirgoteam.  S&C cloud activity out of the Antrim teams.
4 A bov | i i NA No Yes Yes No No
Office 365 No There are export controls wrapped around
Teams most of our data warehousing, 50 we seem
s n/a limited in our ability to do this. See s, No Maybe in the future  Yes No Yes
Bandwidth, inconsistencies between desktop
and cloud. Updates lost because of poor
Goldfire (Technical search), R Studio ( remote intemet access . Cyber security and
6 Yes: SharePoint, Ms Teams, Workday automating data analysis), Workday Learning Power B product specificassigned Keys. Yes Yes No Yes
eams No specific consideration. It would be cost
7 M tools generally None that | am aware of driven. partial Yes Yes No Yes
Office 365
s Don't know Would Iike advice on this standard change, disruption to capability No Yes Yes No Yes
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Il Recommendations for The Company

1) CIO for The Company essential to transform IT to business partner

a. The Company is breaking into 10T, Industry 4.0, Data Insights, both in
terms of internal operations & external offerings and adapting to a way
of working that is more reliant on remote collaboration. This is driving
huge change in what is considered in product development, production
environments, customer engagement and product type (non -physical,
selling data or software). All of these are heavily intertwined with the IT
fabric of the Company; what we can achieve will be shaped by the
information technology capability in the business. Priorities might
include:

i. Enabling The Company to operate proficiently and
collaboratively regardless of where people are.

ii. Mapping and reporting on our services & solutions to ensure
capability, economy and security.

iil. Building a robust insight platform that protects the Company
data whilst maximising the value of that data for customers
internal & external.

iv. Develop IT strategy that reflects the rapidly changing demands
of the business

2) Following from the suggested priorities in previous section, a strategy for IT is
an obvious absence. Without this strategy, the Company will continue to see
diverging and increasing approaches to software, services and infrastructure

that are inconsiderate of governance, commercial or security management.
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Today, the IT function does not have the capacity (resource or funding) to
support the new and developing needs being driven by the business and
developed by engineering teams. Reviewing how the IT function supports
these emerging technologies in partnership will be important for long term
robustness of solutions. Leaving engineers to setup new tools and systems
(whilst encouraging innovation) is adding risk to security, stability and
effectivity. There is no method for innovators or IT to see what is happening
(for systems, services and software) across the company today. Making this
activity visible in a consolidated way is essential for effective development and
procurement.
a. Companywide audit of applications and services
i. The size of the Shadow IT 2 in the company is not known today
but anecdotally referred to as common and significant. Auditing
what is in use could be a first step in providing visibility of known
and hidden tools and services. This might reveal opportunities
for efficiencies, scale, addressing security concerns or help
shape what the Company cares about for enterprise
management and IT strategy/priorities.
b. License Monitoring & Analysis Software as a minimum
i. This is the minimum step needed to enable application owners
and IT to understand activity & loading and make the right
choices about license renewals, additions, models or

permissions in terms of performance and cost. This

2 Refers to IT devices, software and services outside the ownership or control of IT organizations
(Gartner, n.d.)
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understanding is fundamental to considering alternative
configurations or service models and realising efficiencies in
delivery of tools. This should not be limited to engineering tools.
c. Implement Checklist for Cloud
i. Any investment in a cloud solution should at the least consider a
basic checklist of considerations. Such a checklist has been
adapted from proposals by Haque (2020, p. 247).
d. CSB or Enterprise SaaS Management
I. To maximise efficiencies associated with managing the growing
software and services in Company. SaaS management will give
a view to IT of activity in the Company. This will allow effective
decision making on which tools to adjust, deploy, migrate to their
own cloud solution or to run with a generic cloud solution. Either
way, enterprise monitoring is required to understand the loading
and potential opportunities to reshape the licensing levels, scale
of computing and scale of data needs. Enterprise management
software can also bring many efficiencies through admin
reduction (such as automation of onboarding and offboarding
processes for example); this underlines the need to assess the
potential in the context of business strategy as there are wide
reaching cross functional opportunities and implications — these
technologies are not exclusively about IT.
3) The Company, with the aid of a strategy, should encourage IT & Procurement
to re-evaluate supply of tools and services against Kraljic’'s model (Have, et

al., 2003). In the case of engineering analysis alone, these should be
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classified as strategic products and as such become partnerships rather than

competing contracts.
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IV Recommended Reading Topics

The reading so far has been in aid of levelling the general business familiarity with
digital transformation and with specific focus on cloud technology. The following
subject areas will be of interest for The Company where a wholistic review of cloud

and transformation is undertaken.

¢ Cloud Transformation Acceleration
e Cloud Operational Excellence:

e Target Operating Model (TOM)

¢ Cloud Operating Model (COM)

e Cloud Service Management (CSM)
e CSM Value Streams

e CSM Process

e CSM Governance

e Modern Service Management (MSM)
e Cognitive Service Management

e Digital Service Management (DSM)

e Service Integration and Management (SIAM)
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