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A penetration test of 192.168.64.2 (OS: Unknown) identified 26 open services with a composite risk score of 10.0/10. 58 CVES were discovered; 26 match known Metasploit modules, indicating direct exploitation is feasible

without specialized tools.

Exploit highest-scoring CVE first: CVE-2020-1938 on 192.168.64.2:8009

KEY FINDINGS

FiNDING sevemiTy impACT cve
CVE-2008-0122 CRITICAL Off-by-one errorinthe net_network function n ibind in ISC BIND 9.4.2 and & cve-20m8-0122
cvE-20m-2623 cRiTICAL vsttod 2.3.4 downloaded between 20110630 and 20710703 contains a backdoor which a2
CVE-2021-27171 cRiTicAL An isue was discovered on FiberHome HG6245D devices through RPZ6TS. It s possi 271
CVE-2020-1038 cRiTicAL When using the Apache JServ Protocol (AJP), care must be taken when trustng inc cve-2020-19
cvE-2016-7148 HIGH The m_authenticate function in modules/m_sasL.c in UnraalIRCd before 32107 an 20678

Immediate remediation is required for all CRITICAL and HIGH severity findings. Risk score 10.0/10. Patch, harden, and re-test within 30 days.
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VERSION / BANNER
vsftpd 2.34

OpenSSH 4.7p1 Debian Bubuntul
Linux telnetd

Postfix smtpd

ISCBIND 9.4.2

Apache httpd 22.8

2

Samba smbd 3.X - 4.X

Samba smbd 3.X - 4.X

net
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Metasploitable root shell
24
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MySQL 5.0.51a-3ubuntus
disteed vi
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CVES (CLICK TO VIEW)
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CVE-2009-0542 CVE-2008-4242 CVE-2009-0543
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SERVICE

192.168.64.2:53

192.168.64.2:5900

192.168.64.2:5900

192.168.64.2:21

192.168.64.2:23

192.168.64.2:8009

192.168.64.2:5900

192.168.64.2:6667

192.168.64.2:53

192.168.64.2:25

192.168.64.2:23

192.168.64.2:23

192.168.64.2:2121

192.168.64.2:5900

192.168..64.2:5900

192.168.64.2:5900

192.168.64.2:6000

192.168.64.2:6000

192.168.64.2:6000

192.168..64.2:6667

192.168..64..2:

192.168.64.2:6000
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DESCRIPTION
Off-by-one error n the inet_network function in libbind in ISC BIND 9.4.2 and earlier as used in lioc in FreeBSD 6.2 t

The MOSIX Project clump]os 5.4 creates a default VNC account without a password, which allows remote attackers to gain r
VNC server on the AK-Systems Windows Terminal 1.2. EXVLP is not password protected, which allows remote attackers to lo
vsftpd 2.3.4 downloaded between 20110630 and 20110703 contains a backdoor which opens a shell on port 6200/tcp.

An issue was discovered on FiberHome HG6245D devices though RP2613. It s possible o start a Linux telnetd as root on
When using the Apache JServ Protocol (AJP), care must be taken when trusting incoming connections to Apache Tomcat, Tome

Multiple butfer overflows in (e) UltraVNC (aka Ultr@VNC) 1.0.1 and earlier and (b) tabbed_viewer 1.29 (1) alow us

s
‘The m_authenticate function in modules/m_sasl.c in UnreallRCd before 3.2:10.7 and 4.x before 4.0.6 allows remote attacke
Unspecified vuinerabiliy in ISC BIND 9.3.5-P2-W1, 9.4.2-P2-W1, and 9.5.0-P2-W1 on Windows allows remote attackers to ca
Postlix 2:13, when [proc/net/if_inet6 is not available and permit_mx_backup is enabled in smtpd_recipient_restrictions,

telnet daemon (telnetd) from the Linux netkit package before netk

telnet-0.16 allows remote attackers to bypass authen

telnetd in GNU Inetutis through 2.3, MIT krbS-app through 1.0.3, and derivative works has a NULL pointer dereference v

Vulnerabity in ProFTPD Server 13.1 through 1.3.2rc2 allows remote attackers to execute arbitrary SQL co

WInVNC 3.3.3 and ear

generates the same challenge string for multiple connections, which allows remote attackers to
SUNPCi l VNC uses a weak authentication scheme, which allows remote attackers to obtain the VNC password by sniffing th

TightVNC before 1.2.6 ger

s the same challenge siring for multiple connactions, which allows remote attackers to byp
OpenSSH SSH client before 2.3.0 does not properly disable X11 or agent forwarding, which could allow a malicious SSH ser
Buffer overflow i X11 dissector in Ethereal 0.9.3 and earler allows remote attackers to cause a denial of service (cra

Buffer overflow in the X11 dissector in Ethereal 0.8:10 through 0.10.8 allows remote

UnreallRCd 3,281, as distributed on certain mirror sites from November 2009 through June 2010, contains an externally.
Buffer overflow in X11 library (IbX11) on Caldera Open UNIX 8.0.0, UnixWare 711, and possibly other operating systems
Lexmark X185 printer allows local users to gain SYSTEM privileges by navigating to the *Appearance" dialog and selectin

ProFTPD 1.3:1 interprets long commands from an FTP client as multple commands, which allows remote attackers to conduct
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TARGET
+ 192.168.64.2:21

# 19216864.2:512
# 19216864.2:613
# 192168.64.2:3306
# 192.168.64.2:3632
+ 192.168.64.2:5432
+ 192.1686:

15900
+ 192.168.64.2:6667
+ 192.168.64.2:6697
# 19216864.2:8180
+ 192.168.64.2:8787
# 19216864.2:22
# 19216864.2:23
- 192.16864.2:53
# 192168.64.2:80
# 19216864211
+ 192.168.64.2:139
# 19216864.2:612
# 19216864.2:513
+ 192.168.64.2:1099
+ 192.16864.2:1524
# 19216864.2:2049
# 19216864.2:2121

4 192.168.64.2:3306

Automated Pentest Framework

MODULE
exploit/unix/ftp/vsftpd_234_backdoor
auxiliary/scanner/rservices/rexec_login
auxiliary/scanner/rservices/rlogin_login
auxiliary/scanner/aysql/mysql_login
exploit/unix/misc/distcc_exec
exploit/Linux/postgres/postgres_payload
auxiliary/scanner/vnc/vnc_login
exploit/unix/irc/unreal_ircd_3281_backdoor
exploit/unix/irc/unreal_ircd_3281_backdoor
exploit/multi/http/toncat_ngr_upload
exploit/Linux/misc/drb_renote_codeexec
exploit/unix/ssh/sshd_keygen_dsa
exploit/unix/renote/telnet_reverse_shell
exploit/multi/dns/bind9_aaaas
exploit/unix/http/apache_nod_auth_forn_password_hash
exploit/renote/ rpcbind_26887
exploit/windows/snb/ns17_010_eternalblue
exploit/unix/renote/exec
exploit/unix/renote/rlogin
exploit/java/indi_rmi
exploit/multi/bind_shell
exploit/multi/sab/nfs_mount
exploit/ftp/proftpd_131_two_factor_auth

exploit/multi/sqli/mysql_5_0_5la

@ Report —192.168.64.2

PAYLOAD

‘ced/unix/ reverse_bash

Uinux/x86/meterpreter/ reverse_tcp

Java/meterpreter/reverse_tcp
‘cad/unix/ reverse_bash
Uinux/x86/shell_reverse_tcp
Unux/shell/reverse_tcp
Uinux/x86/shell_reverse_tcp
Uinux/x86/shell_reverse_tcp
Uinux/x86/shell_reverse_tcp
windows/x64/meterpreter/reverse_tcp
05x/1386/shell_reverse_tcp
Uinux/x86/shell_reverse_tcp
Java/rni/codebase
Uinux/x86/shell_reverse_tcp
Uinux/x86/shell_reverse_tcp
Uinux/x86/shell_reverse_tcp

0s_commanding

RC FILE
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192.168.64.2:21
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102.168.64.2:21

192.168.64.2:21

192.168.64.2:21

192.168.64.2:21

192.168.64.

192.168.64.2:80

192.168.64.

192.168.64.

192.168.64.2:80

192.168.64.2:80

102.168.64.

:80

192.168.64.2:80

192.168.64.

192.168.64.

:80
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DETAILS

|- The SMTP server is not Exi

{OT VULNERABLE
1_ftp-anon: Anonymous FTP login allowed (FTP code 230)

11tp-vsftpd-backdoor:

| VULNERABLE:

1VFTPd version 2.3.4 backdoor

| State: VULNERABLE (Exploitable)

11Ds: CVECVE-2011-2623 BID:48539

1VSFTPd version 2.3.4 backdoor, this was reported on 2011-07-04.

| Exploit results:

I nttpsilcve.mitre.org/cgi-binjcvename.cgi?name=CVE-2011-2523

I nttpsigithub.com/rapid?/metasploit-framework/blobjmaster/modules/exploits/unix/ftpjvsftpd_234_backdoor.rb

| http:f/scarybeastsecurity.blogspot.com/2011/07/alert-vsftpd-downioad-backdoored.html

[NIKTO) + Target IP: 192.168.64.2
[NIKTO] + Target Hostname: 192.168.64.2
[NIKTO] + Target Port: 80

[NIKTO) + Platform: Unknown

[NIKTO] + Start Time: 2026-05-2116;

:03 (GMTO)

[NIKTO] + Server: Apache/2.2.8 (Ubuntu) DAV/2

INIKTO] + [399986] : Retrieved x-powered-by header: PHP/5.2.4-2ubuntu510.

INIKTO] + [760500] ficons/: Directory indexing found.

[NIKTO] + No CGI Directories found (use '-C al to force check all possible dirs). CG tests skipped.

[NIKTO] + [013587) J: Suggested security header missing: permissions-policy. See: https://developer.mozill.org/en-US/docs/Web/HT TP/Headers/Permissions-Policy

INIKTO] + [013587] J: Suggested security header missing: content-security-policy. See: hitps://developer.mozilla.orglen-US/docs/Web/HTTP/CSP
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REMEDIATION — UNKNOWN (22 SERVICES)

SERVICE HOST:PORT RISK

§ Vsftpd 2.3.4 backdoor (CVE-2011-2623) — tivial remote root
Lt 192:168:640-2:21 ol Anonymous FTP aiso exposes data.

i OpenSSH 4.7p1 is outdated and vuinerable to multiple CVE:
b 192:168.60.2:22 pefauit credentials (msfacminjmsfadmin) allow trivial login.

e Telnet transmits all credentials and data i cleartext, Trivially
e 192:168:64-223 jnterceptable. No reason to run in 2024+,

‘Open SMTP relay allows spam/phishing. User enumeration via

LA 192.168.64.2:25  yREVEXPN. Postix version may have known CVEs.
ey 102.168.64.2:80  APache 2.2.8 with PHP 5.2.4 — multiple critical CVEs. PHP CGI

FIX SUMMARY

Immediately replace vsftpd with a patched version. Disable
anonymous access. Consider replacing FTP with SFTP entirely.

Upgrade OpenSSH, disable password auth, enforce key-based
auth, disable root login, change default credentials.

Disable and remove telnetd immediately. Use SSH for all remote
access.

Disable open relay, disable VRFY/EXPN, require SMTP AUTH for
sending.

Upgrade Apache and PHP immediately. Force HTTPS. Disable

® Report —192.168.64.2

LINUX FIX COMMAND

# Renove backdoored vsftpd and replace

apt-get renove vsftpd -y

apt-get install vsftpd -y

# Disable anonymous login

Sed -1 's/anonynous_enable=YES/anonymous_enable=NO/*
Jetc/vsftpd.cont

# Restrict to local users only

echo 'local_enable=YES' >> /etc/vsftpd. conf
echo *chroot_local_user=YES' >» /etc/vftpd.conf
systenctl restart Usftpd

# Block FTP port from external access

ufw deny 21/tcp

# Marden SSH configuration
Sed -1 's/#PernitRootLogin yes/PernitRootLogin no/"
Jetc/ssh/ssh_contig

Sed -1 's/PernitRootLogin yes/PernitRootLogin no/"
Jetc/ssh/sshd_config

Sed -1 's/sPasswordAuthentication

yes/PasswordAuthent ication no/’ /etc/ssh/sshd_config

sed -1 's/PasswordAuthentication yes/PasswordAuthentication
no/* fetc/ssh/sshd_config

echo "MaxAuthTries 3' >> /etc/ssh/sshd_config

echo "LoginGraceTine 30° > /etc/ssh/sshd_config

echo "Allowlisers YOUR_USER' >> /etc/ssh/sshd_config

# Change default password immediately

passwd ns fadnin

# Upgrade SsH

apt-get upgrade openssh-server -y

systenctl restart sshd

# Disable and resove telnet

systenctl stop telnet.socket 2>/dev/null || true
systenctl disable telnet. socket 2>/dev/null || true
apt-get renove —purge telnetd telnet -y,

# Block port 23

ufw deny 23/tcp

# Disable VRFY and EXPN
postconf e ‘disable_vrfy_command = yes'

# Restrict relay

postconf -e *sntpd_relay_restrictions = perait_mynetworks,
pernit_sasL_authenticated, reject_unauth_destination®

# Require authentication

postconf e *sntpd_sasl_auth_enable = yes'

Systenctl restart postfix

# Upgrade Apache and PHP.
apt-get_upgrade apache2 php -y

# Disable PHP CGI (the vulnerable interface)

a2disnod cgi

# Add security headers

cat >> /etc/apache2/conf-available/security. conf << 'EOF'
Header alvays set X-Frane-Options DENY

Header always set X-Content-Type-Options nosniff

Header alvays set X-XSs-Protection '1; mode=block’
DHGE RO O Lot RS Y St SRS o
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PostgresQL Database directory appears to contain a database; Skipping initialization
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2026-05-26 18:66:59.854 UTC
2026-06-26 18:66:59.855 UTC
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| starting Postgresal 18 dat:

| [+] Starting database

| [i] The database appears to be already configured, skipping initialization

| [SocketI0] async_mode=threading simple_y =yes upgrades=)

* Serving Flask 9o 'app’

starting PostgresQL 15.17 (Debian 15.17-1.pgdgl3+1) on aarchés-unknown-linux-gnu, compiled by gec (Debian 14.2.6-19) 14.2.0, 64-bit
Listening on IPvé address "0.0.8.0", port 5432

listening on IPV6 address *::", port 5432

Listening on Unix socket */var/run/postgresql/.s.POSQL.5432"

database system was shut down at 2026-85-26 18:00:54 UTC

database system is ready to accept connections

main.

This is a development server. Do not use it in a production deployment. Use a production WSGI server instead.
* Running on all addresses (0.0.0.0)
//127.8.0.1: 4444

| Press CTRLYC to quit

| [pentestchain] stdio transport — launched by Claude Desktop
|| D] MSGRPC starting on 6.8..0:55553 (N SSL):Msg
|| [¥] MSGRPC backgrounding at 2026-05-26 18:01:62 +6000. .

|| D] MSGRPC background PID 76

| 172.66.149.28 ~ ~ [26/May/2626 18:01:05) "GET /api/ai_metrics HTTP/1.1" 200 ~

| 172.66.149.20 ~ ~ [26/May/2626 18:01:67) "GET / HTTP/1.1" 200 -

| 172.66.149.20 - - [26/May/2026 18:01:07] "GET /socket.io/?EI0=4&transport=websocket HTTP/1.1% 500 —
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