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Task 1 – Critical Evaluation of Zero Trust Architecture


Abstract 
Modern companies often operate within distributed and cloud-based environments, with systems spread across multiple services and locations. Over time, traditional network perimeters have weakened, exposing fundamental limitations within conventional security models. This paper critically assesses Zero Trust Architecture as a comprehensive security approach, examining how it anticipates potential attacks, responds during active threats, and manages security incidents after an attack has occurred. This analysis is carried out using a standardised approach informed by established cyber security frameworks, incorporating a synthesis of scholarly literature and a comparison with traditional perimeter-based security methods. The findings indicate that Zero Trust can improve an organisation’s ability to monitor user activity and limit unauthorised activity within complex environments: however, its effectiveness is highly dependant on organisational maturity specifically in identity management, continuous monitoring, and automated response capabilities. These findings reinforce that Zero Trust should be implemented as part of a risk aligned, governance-oriented security strategy, rather than treated as a standalone solution, within a comprehensive cybersecurity framework.


Introduction

Modern organisations increasingly operate in distributed and cloud-based environments, where systems, users, and data are no longer contained within a single, well-defined network boundary. The core of traditional security was the concept that internal networks could be trusted once they were protected by perimeter controls. However, as cloud services, remote access, and networked platforms continue to grow, this idea has become less dependable. As a result, attackers who exploit a single vulnerability or steal valid credentials may gain access to internal resources and move across systems with little resistance or visibility. Due to these challenges, Zero Trust Architecture has emerged as a security approach designed to address these problems and maintain stronger control. As a security strategy, it removes implicit trust and requires continuous verification of users, devices, and access requests. This paper critically assesses how well Zero Trust Architecture helps organisations prepare for attacks, protect systems, detect threats, and respond to incidents, while also considering its weaknesses and the role of governance and risk in how it is used.






Why Traditional perimeter-based security struggles
The foundation of traditional cybersecurity models was the idea that organisational systems could be safeguarded by a well-defined network boundary that kept trusted internal resources apart from untrusted external environments. Once they were located within the internal network and verified, people and devices were often trusted under this approach. However modern businesses increasingly rely on cloud services, remote access, and distributed infrastructures, which significantly weaken the reliability of network location as a basis for trust [1]. As systems, data, and users move across many platforms and locations, maintaining a solid and secure perimeter becomes increasingly more difficult.

This change is supported by academic research, which shows that perimeter-based security models are unable to handle the variety and change of modern environments [2]. Research has continuously shown that attackers can now obtain valid access to internal systems by using compromised endpoints or stolen credentials rather than simply breaching a protected perimeter [2]. After gaining access, standard perimeter defences offer few ways to block mobility within the network, making it easy for attackers to move freely across systems and get access to critical information [1]. A basic flaw with perimeter security strategies is the lack of internal sight and control.

Remote access technologies further expose the vulnerabilities of conventional models. For instance, virtual private networks (VPNs) provide encrypted tunnels that provide widespread access after successful authentication, extending the internal network to distant users [3]. 
Although this method worked well in previous years it can still raises risks in contemporary settings since it automatically trusts devices and people that have been verified, even if they are compromised [3]. As a result, this VPN based access may mistakenly increase the potential for attacks and provide unauthorised access to internal resources.







Why Traditional Perimeter-Based Security Fails
Traditional perimeter-based security models relies on the idea that network location can be used to generate trust; if users and devices are authorised and given access to the inner network, and they are deemed trustworthy [1]. In previous organisations where systems, users, and data were mostly restricted to on-premises infrastructure, this strategy worked well. However, the use of cloud services, third-party platforms, and remote access in today's businesses has significantly changed how systems are accessed and maintained, making network barriers less effective as a key security control [1].


One of the most significant drawbacks of perimeter-based security is its reliance on implicit trust following first authentication. Based on academic studies cyber attackers are increasingly exploiting stolen or compromised credentials to gain lawful access rather than actively breaching network protections [2]. Once authorised, perimeter-based models often offer limited capabilities for continuously validating user activity or restricting internal mobility, allowing attackers to move broadly and access sensitive resources undetected [1]. The lack of internal segmentation and constant verification exposes businesses to long-term, difficult-to-detect attacks.
The increased use of remote access reinforces these restrictions. As users connect from a variety of locations and devices, traditional security controls struggle to assess danger based only on network location [2]. Perimeter-based techniques commonly let remote users access to internal networks, thereby expanding the trusted environment and increasing the possible attack perimeter [1]. In such cases, a single compromised endpoint can allow attackers wide access to internal systems, compromising the principle of least privilege and lowering corporate visibility.

Put together, these elements show that perimeter-based security methods are inadequate for modern business environments. Traditional security systems' capacity to foresee, identify, and control threats is severely weakened by the decrease of distinct network boundaries, credential-based attacks, and inadequate internal monitoring [1], [2]. Because of this businesses are in need of alternative security strategies that reduce implicit trust and offer more control over system and data access.










Zero Trust as a Security Approach

The Zero trust Architecture demonstrates a significant departure from perimeter-based security by removing implicit trust from network location and requiring constant verification of all access requests [1]. Instead of assuming that people and devices are trustworthy after authentication, Zero Trust assesses identity, device posture, context, and risk each time a resource is accessed. This method directly tackles the flaws of existing security models by lowering reliance on static borders and bringing security controls closer to individual resources [1].
From a preventive standpoint Zero Trust supports a "assume breach" approach, encouraging businesses to regularly review risk rather than relying solely on preventative procedures [1]. Organisations are better positioned to detect unusual behaviour and emerging dangers before they do major damage by combining continuous monitoring and contextual decision-making [2]. This proactive standpoint is consistent with modern cybersecurity concerns, in which threats vary quickly and static trust assumptions are unsuitable for effective risk management.
In terms of security Zero Trust enforces least privilege access and granular authorisation decisions on a session or request [1]. Access is allowed only to the resources that are required, limiting the impact of compromised credentials or devices. Study evidence supports this strategy, demonstrating that decreasing implicit trust and internal access considerably limits movement and reduces the spread of attacks in complex [2].

Zero Trust improves detection capabilities by increasing internal visibility across people, devices, and apps. Continuous monitoring and data collection allow businesses to observe access patterns and spot deviations from expected behaviour [1]. Unlike perimeter-based approaches, which frequently lack insight into internal activity, Zero Trust architectures allow for more effective identification of suspect behaviour within the network, resulting in faster and more accurate threat detection [2].
The dynamic nature of Zero Trust restrictions allows for more effective responses. Access decisions can be changed or revoked in real time depending on changes in risk or behaviour allowing organisations to contain problems more quickly [1]. When paired with organised governance and incident response processes, this capacity enables coordinated mitigation. The NIST Cybersecurity Framework 2.0 strengthens this approach by framing cybersecurity as a continuous, organisation-wide risk management process that incorporates detection, response, and recovery within a governed structure [4].






Limitations, Governance, and Risk Considerations


While Zero Trust Architecture provides a strong solution to perimeter-based security flaws, its performance is heavily reliant on the organisation preparation, governance structures, and operational maturity. NIST SP 800-207 specifically acknowledges that Zero Trust is neither a single technology or a one-time use, but rather a progressive design change that requires advanced identity management, continuous monitoring, and policy enforcement capabilities [1]. Organisations that lack these core principles may struggle to get the full benefits of Zero Trust and may create additional problems.
The fact that adopting Zero Trust is not always simple is further supported by scholarly research. Many Zero Trust implementations rely on advanced identity infrastructures, significant data collecting, and automated decision-making, which can be challenging to create and maintain in practice, according to the systematic literature study [2]. These requirements raise operational costs and demand experienced individuals, making Zero Trust more difficult for businesses with limited resources or outdated systems. As a result, Zero Trust should be considered as a method of risk management that must be adjusted to the specific needs of the organisation, rather than a universal solution.

Evidence from industrial control system (ICS) contexts clearly demonstrates these problems. The IEEE study on Zero Trust in ICS shows that, while Zero Trust can significantly reduce deviations and improve internal visibility compared to traditional industrial demilitarised zones (I-DMZ) architectures, successful deployment requires advanced identity management, regular surveillance, and skilled administrative oversight [5]. The authors specifically mention time, skills, and operational effort as the key difficulties to adoption, emphasising that Zero Trust is beneficial but challenging especially in situations where availability, safety, and past practices are limitations.

These restrictions highlight the importance of organised supervision and alignment with business objectives from a governance and risk standpoint. Rather than being solely a technological effort, the NIST Cybersecurity Framework (CSF) 2.0 presents cybersecurity as an ongoing, organization-wide risk management process [4]. This viewpoint supports the view that governance frameworks that specify risk tolerance, accountability, and performance evaluation must incorporate Zero Trust. Without such frameworks, companies run the danger of applying Zero Trust rules loosely, which adds complexity without producing tangible results.
When combined, these results show that Zero Trust Architecture is a part of a larger security strategy that must strike a balance between technological capabilities, governance, risk tolerance, and operational viability. Implementation of Zero Trust creates new requirements that need for careful planning and ongoing commitment, even while it can improve visibility, restrict access, and support dynamic reaction [1], [2], [5].


Task 2: Zero Trust–Aligned Security Programme for ResilientIntellect Ltd

Introduction

As a threat intelligence and consulting firm ResilientIntellect Ltd. creates AI-powered security software and supports a workforce that is completely hybrid. The business must deal with more operational and legal hurdles as it grows within the European Union, especially when it comes to cybersecurity governance, resilience, and compliance. Because of the organization's reliance on cloud services, distributed development environments, and remote access, there is an increased attack surface that needs to be handled in a controlled and risk aware way.
In this context, implementing a Zero Trust-aligned security strategy lays a solid foundation for handling modern threats while meeting regulatory obligations under frameworks such as DORA and NIS2. However, Zero Trust should not be considered as a standalone technical solution rather, it should be utilised as part of a larger organisational approach that includes governance, risk management, and operational resilience. Using the concepts and restrictions outlined in Task 1, this part creates and justifies a forward-looking security program for ResilientIntellect Ltd, aligning security controls with business objectives, regulatory requirements, and the organization's evolving risk profile.

Organisation Structure
In order to facilitate the successful implementation of a Zero Trust-aligned security program ResilientIntellect Ltd requires a well-defined organisational structure that establishes accountability for cloud security and secure development methods. Professional security roles are required to guarantee that security policies are properly established, implemented, and regulated throughout the company given its reliance on cloud infrastructure, AI-driven software development and a hybrid workforce.

Cloud Security Architect
The Cloud Security Architect is in charge of building and managing safe cloud infrastructures in line with Zero Trust principles. This role is responsible for identity-focused access controls, cloud resource segmentation, and secure cloud service setup to decrease the risk of misconfiguration and unauthorised access. By incorporating security into cloud architecture design, this job guarantees that access decisions are made based on identity, context, and policy rather than network location, resulting in continuous verification and least-privileged access.

In terms of governance, the Cloud Security Architect is responsible for translating the organization's risk tolerance into technical controls and ensuring compliance with legislative and resiliency standards. This promotes organised risk management and ensures that cloud security decisions are aligned with company objectives and laws and regulations.


DevSecOps Lead
The DevSecOps Lead is in charge of incorporating security controls into the software development lifecycle, specifically for the company's AI-powered security products. This position ensures that security testing, dependency management, and access restrictions are integrated into development processes, therefore lowering the risk of supply chain vulnerabilities and insecure code deployment. The DevSecOps Lead promotes secure-by-design techniques, which helps with early threat identification and decreases reliance on reactive security measures.

In the context of Zero Trust, this function also promotes continuous monitoring and automatic reaction by ensuring that development and deployment procedures provide enough safety information. This allows for faster detection of unusual conduct and improves the organisation's ability to anticipate and respond to challenges while preserving development flexibility.


















Policies & Procedures
To enable a Zero Trust-aligned security program in a hybrid and cloud-based operating environment, ResilientIntellect Ltd must develop specific and effective security standards for the usage of artificial intelligence, cloud-based software services, and employee-owned devices. These rules are intended to decrease organisational risk by defining acceptable behaviour, enforcing consistent controls, and ensuring that access to systems and data is managed based on identity, context, and least-privilege principles rather than implicit trust.
AI Usage Policy
Given the organization's reliance on AI-powered threat intelligence tools, an AI usage strategy is critical for protecting sensitive data, models, and intellectual property. This policy will outline how AI systems can be developed, taught, and accessed, with training data and models only accessible by authorised individuals. Access to AI development platforms and datasets should be allowed depending on roles, with rights limited to those required for specific activities.

The policy should also include documentation and monitoring of AI-related actions to mitigate the risks of data breaches, and unauthorised change of AI assets. By ensuring controlled access and regular oversight, the organisation minimises the risk that compromised credentials or hostile insiders might manipulate AI systems undetected, aligning AI usage with the Zero Trust principles of continuous verification and accountability.

Secure SaaS Configuration Policy
ResilientIntellect Ltd relies on numerous cloud-based software-as-a-service (SaaS) platforms to support development and client engagement, meaning a secure SaaS configuration policy is necessary to provide consistent security controls across all of these services. This policy should require accurate identity verification for all SaaS apps, including multi-factor authentication, and limit administrative access to certain roles.

The policy should call for least-privilege access, frequent user permission reviews, also tracking of authentication and access events in order to uphold Zero Trust principles. Basic configuration guidelines should be established to guarantee that security settings are implemented consistently and tracked over time, as misconfiguration of SaaS platforms is a major source of organisational risk. This method guarantees that access decisions are constantly assessed based on user identity and conduct and reduces dependence on network location.




Bring Your Own Device (BYOD) Policy
By using employee-owned devices to access company systems and data, the organization's entirely hybrid workforce adds another layer of risk. In order to clarify the circumstances under which personal devices may be used for work, a BYOD policy is consequently required. Before allowing devices to access organisational resources, this policy should mandate that they follow basic security criteria, such as having the most recent operating systems, encryption, and secure authentication methods.
Sensitive systems should be protected by extra verification requirements, and access from personal devices should be restricted to authorised apps and services. The organisation lowers the risk associated with compromised or unmanaged devices by implementing device compliance checks and limiting access based on device safety. By classifying all devices as insecure by default and requiring continuous verification before granting access, this is in line with Zero Trust principles.

Governance & Strategy
A Zero Trust-aligned security program includes governance mechanisms that ensure security decisions are consistent, responsible, and connected with company objectives. Management for ResilientIntellect Ltd must go beyond technical controls it must include oversight, risk management, and legal accountability, especially considering the company's reliance on cloud-based and AI-powered technologies [1].

To achieve this, the company should implement a governance model that is consistent with the concepts of the NIST Cybersecurity Framework (CSF) 2.0, which promotes risk-based decision-making  and continuous improvement [4]. Under this approach, cybersecurity is viewed as an enterprise risk management role rather than a separate technological effort. Senior management is responsible for establishing risk appetite and approving security priorities, while designated security roles are responsible for implementing controls in accordance with this strategic direction [4].


Governance processes should ensure that the security strategy aligns with fundamental company objectives such as client confidence, and regulatory compliance. Regular assessments of security threats, control effectiveness, and incident trends are required to guide functional and strategic decision making. According to research on Zero Trust adoption, governance-driven approaches are critical to preventing fragmented or inconsistent application of Zero Trust principles across complex ecosystems [2].
Furthermore, governance structures must support regulatory duties under frameworks like DORA and NIS2 by creating specific accountability for incident reporting and third-party dependencies. Aligning Zero Trust governance with these regulatory expectations allows organisations to demonstrate due diligence while remaining adaptable to evolving threats [1], [4]. Overall, a structured governance and strategy framework lays the groundwork for effective risk management, ensuring that Zero Trust controls function as part of a cohesive and long-term security programme rather than as standalone technical solutions.

Risk Management
ResilientIntellect Ltd's hybrid operating style, is dependent on the cloud, also AI-enabled product development creates a risk profile that cannot be properly controlled using perimeter assumptions alone. A risk-based strategy therefore becomes necessary to prioritise threats, assign accountability, and justify control selection in accordance with Zero Trust principles and corporate governance. In accordance with NIST guidelines, the goal of this section is not to demonstrate certainty, but rather to assess risk severity based on reliable data and transform that categorisation into a structured scoring model for decision making. [4]

To help with this, risks are assessed on a simple 1-5 scale for likelihood and Impact, having higher values indicates   a higher estimated probability of occurrence and greater operational or regulatory harm. The combined score (Likelihood × Impact) prioritises reductions and determines when additional controls and automation are necessary. This method mirrors standard corporate risk practises and promotes organised governance by making priorities transparent and defendable. [4]
Risk register – Likelihood/Impact Scoring
Table 1. Risk Register for ResilientIntellect Ltd
	Risk ID

	Risk Area
	Risk Description
	Likelihood
(1-5)
	Impact
(1-5)
	Score
	Justification
(evidence – based)
	Priority

	R1
	Identity / Access
	Compromised credentials (phishing, token theft) provide illegal access to cloud/SaaS and development resources.
	4
	5
	20
	From the Zero Trust literature and NIST, authentication is the key control plane credential compromise remains a critical method to access dispersed systems. [1], [2]

	Critical

	R2
	Cloud security
	Cloud misconfiguration exposes sensitive data, services, or pipelines.
	4
	4
	16
	The NIST CSF promotes governance and continuous control validation, while Zero Trust adoption research highlights configuration consistency as a critical practical reliance in cloud-heavy companies. [4], [2]
	High

	R3
	Supply Chain
	Malicious or susceptible third-party dependencies in the software supply chain (libraries, packages, CI/CD components).
	3
	5
	15
	Industrial and Applied Zero Trust study emphasises the difficulties of managing complex relationships and the consequences of compromise when systems are interconnected. [5], [2]
	High

	R4
	Ai Integrity
	AI model exposure / data integrity compromise affects detection accuracy or produces dangerous outputs.
	3
	4
	12
	AI-focused security research reveals integrity threats and need for monitoring but Zero Trust alone does not exclude AI-specific attack methods. [6], [7]
	Medium-High

	R5
	Availability / Resilience
	Ransomware or damaging attacks impair AI datasets, build pipelines, or client-facing services.
	3
	5
	15
	The NIST CSF highlights operational resilience and recovery planning; failure r increases risk when core delivery is based on cloud and continuous pipelines. [4]
	High

	R6
	Insider/Privilege
	Excessive privileges or inside exploitation, resulting in data loss or unauthorised system changes
	3
	4
	12
	Because internal trust factors are untrustworthy, Zero Trust focusses on least privilege and constant verification governance and monitoring to limit the risk of misuse. [1], [2]
	Medium-High



These risks are prioritised using a likelihood-impact scoring methodology, as illustrated in Table X, allowing for organised governance decision-making in accordance with NIST CSF risk management principles.



















 Protection Mechanisms
To minimise the targeted risks identified in the risk assessment, ResilientIntellect Ltd should create a set of modern, Zero Trust-aligned protection mechanisms that highlight identity assurance constant monitoring, and automatic enforcement. Given the organization's hybrid workforce, cloud-based infrastructure, and AI development environment, standard perimeter-based controls are unable to ensure consistent protection across distributed systems.

Identity and access controls should be the primary enforcing layer. Phishing-resistant multi-factor authentication (MFA), along with Zero Trust Network Access, ensures that cloud services, development environments, and SaaS platforms are only accessible after constant verification of user authentication. This approach decreases reliance on credentials and lessens the impact of credential breaches, which is still a major attack vector in cloud-centric businesses [1], [4].
Endpoint Detection and Response (EDR), combined with SIEM and SOAR, should be implemented across endpoints and cloud workloads to ensure continuous visibility and quick responses. Cloud Security Posture Management (CSPM) and dependency monitoring further decrease exposure by detecting errors and supply chain issues before they are exploited. These controls work together to achieve Zero Trust objectives by preventing free access, allowing for automated response, and aligning security enforcement with the governance-= driven approaches defined in NIST CSF 2.0 [4], [6], [2].







Contingency Planning
Given ResilientIntellect Ltd’s reliance on cloud infrastructure and AI development pipelines, effective contingency planning is essential to maintain service availability and organisational resilience following a cyber incident. In particular, ransomware attacks, data or disruption to development environments could significantly impact operational continuity and regulatory obligations. Contingency planning should therefore focus on rapid containment, recovery, and restoration rather than prevention alone.
The organisation should put in place a disaster recovery strategy that includes regular, automated backups of essential systems such as AI training data, source code repositories, and configuration states. Backups should be stored in isolated environments to avoid exposure during ransomware attacks. Clearly defined Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) should be created to establish restoration priorities and ensure that important services may be restored within acceptable time periods after disruption [4].
Instructions for incident response and recovery should be recorded and evaluated on a regular basis to ensure their effectiveness. Aligning contingency planning with the NIST CSF 2.0 principles ensures that recovery capabilities are integrated into governance and risk management procedures, allowing the organisation to respond to incidents in an efficient and reliable manner [4].


Conclusions
This security programme shows how a Zero Trust-aligned strategy may be implemented in a practical and governance-driven way to support ResilientIntellect Ltd's hybrid operating model and AI-focused services. Moving beyond standard perimeter concepts allows the company to better manage identity-related risks, cloud exposure, and the changing threat landscape associated with distributed development environments.

Rather than relying on technical controls, the proposed method promotes unified governance, risk-based decision-making, and ongoing verification. Aligning Zero Trust principles with NIST CSF 2.0 guarantees that security measures are appropriate, resilient, and in line with organisational goals, allowing ResilientIntellect Ltd to promote innovation while retaining accountability, preparation, and long-term operational trust.
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