APPLICATION FOR ETHICAL APPROVAL
University of Wales Trinity Saint David
In order for research to result in benefit and minimise risk of harm, it must be conducted ethically.
The University follows the OECD Frascati manual definition of research activity: creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications. This covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.
The individual undertaking the research activity is known as the “principal researcher”.
This form must be completed and approved prior to undertaking any research activity.
SECTION A: About You (Principal Researcher)
	1
	Full Name:
	Jay Rajendrakumar Patel

	2
	Student Number:
	2433122

	3
	Email address:
	2433122@student.uwtsd.ac.uk

	4
	Programme of Study:
	MSc Cybersecurity and Digital Forensics

	5
	Director of Studies/Supervisor:
	Dr Alireza Esfahani


SECTION B: Internal and External Ethical Guidance Materials
Documents referred to in completing this form, and confirmation that the research proposal adheres to them:
	
	Core ethical guidance documents referred to in completing this form:
	Confirmed

	1
	UWTSD Research Ethics & Integrity Code of Practice
	☑

	2
	UWTSD Research Data Management Policy
	☑

	3
	ACM Code of Ethics and Professional Conduct
	☑


SECTION C: Details of Research Activity
	1
	Indicative title:
	Data Protection in Hybrid Cloud: A Case Study of Amazon AWS

	2
	Proposed start date:
	12/6/2026  (to be completed)  Proposed end date:- 20/8/2026  (to be completed)



Introduction to the Research (max. 300 words per sub-section):
	3
	Purpose of Research Activity

	
	The purpose of this research is to build and empirically test a controlled hybrid-cloud environment on Amazon Web Services, in order to measure how much specific security controls (MFA, least-privilege IAM, SSE-KMS encryption) reduce data exposure. A deliberately misconfigured AWS baseline is constructed across five vulnerability categories (public/unencrypted S3 storage, open EC2 security groups, an over-privileged IAM user, no MFA, no CloudTrail), then scanned and scored against NIST SP 800-53 Rev. 5 and CSA Top Threats 2025 to produce a reproducible, standards-mapped measurement instrument.

	4
	Research Question

	
	RQ1: What are the primary security risks affecting data protection in hybrid cloud environments as documented in 2025-2026 industry reports? RQ2: How effective are MFA, encryption, and least-privilege access control in reducing measurable data exposure risk? RQ3: To what extent do configuration management and monitoring tools improve hybrid cloud security posture? RQ4: What practical, evidence-based framework can organisations implement to improve data protection in hybrid cloud systems?

	5
	Aims of Research Activity

	
	To investigate the effectiveness of security controls and configuration practices in protecting data within a hybrid cloud environment using Amazon AWS, and to develop a structured, evidence-based security configuration framework applicable to similar deployments.

	6
	Objectives of Research Activity

	
	(1) Review 2025-2026 cloud security literature and build a threat inventory of at least ten storage, identity, compute, networking and logging vulnerabilities. (2) Apply MFA, least-privilege IAM and SSE-KMS encryption and measure their effect on Prowler compliance score and Pacu attack success rate. (3) Introduce five categories of deliberate misconfiguration, quantify impact via a Data Exposure Risk Score, then apply corrective controls and demonstrate measurable reduction. (4) Synthesise findings into a security configuration framework benchmarked against NIST SP 800-53 Rev. 5, NIST SP 1800-35 and the CSA Cloud Controls Matrix.



Proposed data collection methods (max. 600 words):
	
	Primary data collection

	
	Data are generated entirely by two Python artefacts run against an AWS account created and owned solely by the researcher: (i) a script that builds the deliberately misconfigured baseline, and (ii) a script that scans S3, EC2, IAM and CloudTrail without writing anything, and computes compliance and risk-score metrics. All measurements are numeric/log output (compliance percentages, finding counts, risk scores) captured via the AWS CLI/SDK and Prowler/Pacu tool output. No human participants, surveys, interviews or personal data are involved at any stage.

	7
	Secondary data collection

	
	Secondary data consists of published industry reports (IBM, CrowdStrike, Fortinet, Gigamon, ISC2, Tenable, Google Cloud) and academic literature (IEEE Xplore, ACM Digital Library, ScienceDirect, Google Scholar, Scopus) on hybrid cloud security, 2025-2026, used for the literature review and to benchmark the standards catalogue. No primary human data collection is undertaken.




SECTION D: Scope of Research Activity
	
	Will the research activity include:
	YES
	NO

	1
	Use of a questionnaire or similar research instrument?
	
	☑

	2
	Use of interviews?
	
	☑

	3
	Use of focus groups?
	
	☑

	4
	Use of participant diaries?
	
	☑

	5
	Use of video or audio recording?
	
	☑

	6
	Use of computer-generated log files?
	☑
	

	7
	Participant observation with their knowledge?
	
	☑

	8
	Participant observation without their knowledge?
	
	☑

	9
	Access to personal or confidential information without the participants' specific consent?
	
	☑

	10
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful/offensive?
	
	☑

	11
	Performance of any acts which may cause embarrassment or affect self-esteem?
	
	☑

	12
	Investigation of participants involved in illegal activities?
	
	☑

	13
	Use of procedures that involve deception?
	
	☑

	14
	Administration of any substance, agent or placebo?
	
	☑

	15
	Working with live vertebrate animals?
	
	☑

	16
	Procedures that may have a negative impact on the environment?
	
	☑

	17
	Other primary data collection methods.
	
	☑


Details of any other primary data collection method: none.
Only item 6 (computer-generated log files, i.e. automated scan/compliance output from the researcher’s own AWS account) applies; there is no human involvement in data collection.
SECTION E: Intended Participants
This research activity has no human participants; the table below is completed for consistency with the standard form.
	
	Who are the intended participants:
	YES
	NO

	1
	Students or staff at the University?
	
	☑

	2
	Adults (over the age of 18 and competent to give consent)?
	
	☑

	3
	Vulnerable adults?
	
	☑

	4
	Children and Young People under the age of 18?
	
	☑

	5
	Prisoners?
	
	☑

	6
	Young offenders?
	
	☑

	7
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	
	☑

	8
	People engaged in illegal activities?
	
	☑

	9
	Others.
	
	☑



How many participants are expected: 0 (N/A). Who will the participants be: N/A. How will you identify the participants: N/A.
SECTION F: Anticipated Risks
Risks to participants: N/A – no participants.
	Risk to the investigator
	Mitigation

	Deadline pressure/stress; risk of accidentally exposing more than the intended synthetic test data if the AWS account is misconfigured beyond the planned scope.
	Time-boxed project plan with milestones; strict scope confined to a personally created AWS account; billing alerts and resource teardown after each test cycle.



	Risk to the University
	Mitigation

	Reputational/data-protection risk from operating an intentionally vulnerable, briefly internet-accessible cloud environment.
	Only synthetic, non-sensitive placeholder content is ever used; no real personal or organisational data; public exposure window limited to the period needed to capture evidence, then resources are deleted.



	Risk to the environment
	Mitigation

	N/A
	N/A


SECTION G: Feedback, Consent and Confidentiality
No participants are involved in this research activity, so this section is not applicable.


SECTION H: Data Protection and Storage
Does the research activity involve personal data (GDPR/DPA 2018)?
	
	YES
	NO

	Personal data as defined by GDPR/DPA 2018
	
	☑


No personal data of any identifiable individual is collected; all test content is synthetic placeholder data created for the experiment.
Does it involve special category data (GDPR)?
	
	YES
	NO

	Special category data
	
	☑



Will data be stored in any of the following ways?
	
	YES
	NO

	Manual files (paper)
	
	☑

	University computers
	
	☑

	Private company computers
	
	☑

	Home or other personal computers
	☑
	

	Laptop computers/CDs/portable disk-drives/memory sticks
	☑
	

	“Cloud” storage or websites
	☑
	

	Other
	
	☑


All scan output, logs, screenshots and code are kept in a private GitHub repository and in password-protected cloud storage (University Office 365). AWS resources built for the experiment are torn down after each test cycle; no synthetic or real data is retained beyond the experiment.

Will the research activity involve any of the following?
	
	YES
	NO

	Electronic transfer of data in any form
	☑
	

	Sharing of data with others at the University outside the immediate research team
	
	☑

	Sharing of data with other organisations
	
	☑

	Export of data outside the UK or importing of data from outside the UK
	☑
	

	Use of personal addresses, postcodes, faxes, emails or telephone numbers
	
	☑

	Publication of data that might allow identification of individuals
	
	☑


All data transfers are encrypted. Access is restricted to the researcher, supervisor and second marker. AWS resources (including the temporarily public S3 objects used to verify exposure) are hosted on Amazon's infrastructure and may reside outside the UK; no personal data of any individual is involved at any point, so this is a technical/infrastructure consideration rather than a personal-data transfer.

List all who will have access to the data generated: Principal Researcher, Research Supervisor, Second Marker.
Custodian of the data: Principal Researcher.
Storage arrangements: All code, scan output, logs and screenshots are kept in a private GitHub repository and password-protected University Office 365 cloud storage; AWS resources are deleted after each test cycle and no data is retained beyond project completion.
☑ Confirm that you have read the UWTSD guidance on data management (www.uwtsd.ac.uk/library/research-data-management/)
☑ Confirm that you are aware that you need to keep all data until after your research has completed
SECTION I: Declaration
The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants. In submitting this application I hereby confirm that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: www.uwtsd.ac.uk/research/research-ethics/
	Signature of applicant:
	Jay Rajendrakumar Patel
	Date: 24/08/2026

	Director of Studies/Supervisor:
	Dr Alireza Esfahani
	Date: 24/08/2026

	Signature:
	Alireza


FOR INTERNAL USE ONLY
	Ethical approval given
	
	

	Signature of assessor:
	
	Date:

	Name:
	

	Role:
	



