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1. Introduction
This report outlines the design and administration of a virtualised enterprise network for NOSSLONDON2026 Inc. a multinational company with branches in Birmingham and London. Using the topology from Component 1, this phase adds enhanced capabilities with Active Directory, DHCP, Site-to-Site VPN, user provisioning, file sharing, web server, and Remote Desktop Services, all in a virtualised environment with Oracle VirtualBox 7.x on a Windows 10 host.
The environment comprises four virtual machines: B-DC (Windows Server 2022) is a Domain Controller, one of the DNS, DHCP, and RDS servers, and the IIS Server on the site in Birmingham (172.16.1.0/24); L-CD (Debian 12 CLI) is the one providing DHCP relay and VPN on the site in London (172.16.2.0/24). ClientS1 (Windows 10) and ClientL1 (Debian 12 GUI) are the domain member workstations. The two sites are connected via a 10.0.0.0/30 point-to-point WAN link. All activities were ordered in accordance with the dependencies of the services: routing, the domain, DHCP and VPN, then the application-layer services (Kurose and Ross, 2021).
[bookmark: _Toc225577897]2. Routing and Network Infrastructure
[bookmark: _Toc225577898]2.1 Routing and Remote Access Service - Birmingham
Via the Add Roles and Features wizard on B-DC, the Routing Remote Access Service (RRAS) was installed by choosing Remote Access along with Routing and DirectAccess and VPN (RAS) role services. Subsequent to installation, RRAS was custom configured, activating LAN Routing, which enables B-DC to route packets between the Birmingham LAN and the WAN link (Microsoft, 2023).
[image: ]
Figure 1: Remote Access role installation success on B-DC.dharar.acca
[image: ]
Figure 2: RRAS console - B-DC (local) with green up-arrow confirming LAN Routing active
[bookmark: _Toc225577899]2.2 Firewall and IP Forwarding
In B-DC, the Windows Defender Firewall in the File and Printer Sharing (Echo Request - ICMPv4-In) rule is set to on for all profiles and was changed so that the B-DC can also be accessed via ICMP for testing. On L-CD (Debian), persistent IP forwarding was enabled by setting net.ipv4.ip_forward=1 in /etc/sysctl.conf and applying it with sysctl -p. This was confirmed by reading /proc/sys/net/ipv4/ip_forward, which returned (Hagen, 2014). 1.
[image: ]
Figure 3: Windows Defender Firewall - ICMPv4 Echo Request inbound rule enabled (All Profiles, Allow)
[bookmark: _Toc225577900]2.3 Persistent IP Forwarding - London (L-CD)
For the L-CD Debian 12 server, packet routing capabilities were required between the London LAN (enp0s3) and the WAN link (enp0s8), so kernel-level IP forwarding was enabled and immediate activation was achieved with the command: sysctl -w net.ipv4.ip_forward=1, and to make this change persistent across reboots, net.ipv4.ip_forward=1 was added to /etc/sysctl.conf and this was applied with sysctl -p. As a result, the command /proc/sys/net/ipv4/ip_forward was able to return 1 (Hagen, 2014).
[image: ]
Figure 4: L-CD - net.ipv4.ip_forward=1 active and persistent; confirmed via /proc/sys/net/ipv4/ip_forward
[bookmark: _Toc225577901]2.3 Connectivity Verification
From B-DC to provide evidence of cross-site connectivity, the WAN interface of L-CD (10.0.0.2) and the London LAN gateway (172.16.2.1) were pinged. Both tests were successful receiving 4 out of 4 packets and having 0% packet loss, which confirms that static routing and IP forwarding are functioning between the two sites.
[image: ]
Figure 5: B-DC ping 10.0.0.2 and 172.16.2.1 - 4/4 packets, 0% loss - inter-site routing confirmed
[bookmark: _Toc225577902]3. Active Directory Domain and DNS Configuration
[bookmark: _Toc225577903]3.1 Domain Controller Promotion
Active Directory Domain Services (AD DS) was added to the B-DC server using the Add Roles and Features Wizard. Upon successful installation, this server was promoted to a Domain Controller, with a new forest and root domain named dharar.acca. The forest and domain functional levels were set to Windows Server 2016, and the DNS Server role was added during the promotion. The DSRM password was set to NotebooK@123. The server completed the process, auto restarted, and was then logged into as the domain's DHARAR\Administrator (Silberschatz et al., 2018).
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Figure 6: AD DS role installation success - "Promote this server to a domain controller" link confirming readiness
[bookmark: _Toc225577904]3.2 DNS Forward Lookup Zone and A Records
An Active Directory-Integrated zone was created for the dharar.acca Forward Lookup Zone, and as such, was created automatically upon promotion. Furthermore, a Host (A) record was created for each of the four VMs and the B-DC's WAN interface, allowing for complete forward name resolution at both sites. The zone is configured with secure dynamic updates for client registrations on domain-joined devices (Microsoft, 2023).
[image: ]
Figure 7: dharar.acca Forward Lookup Zone - A records: B-DC (172.16.1.1), ClientS1 (172.16.1.10), L-CD (172.16.2.1), ClientL1 (172.16.2.10)
Table 1: DNS A Records configured in dharar.acca Forward Lookup Zone
	Hostname
	IP Address
	Record Type

	b-dc
	172.16.1.1
	Host (A)

	b-dc
	10.0.0.1
	Host (A) — WAN

	ClientS1
	172.16.1.10
	Host (A)

	L-CD
	172.16.2.1
	Host (A)

	ClientL1
	172.16.2.10
	Host (A)






[bookmark: _Toc225577905]3.3 Reverse Lookup Zones and PTR Records
Two Active Directory-Integrated reverse lookup zones have been created with a Running status for both 1.16.172.in-addr.arpa (Birmingham) and 2.16.172.in-addr.arpa (London). For all four hosts, PTR records were created manually, allowing security monitoring and auditing tools to perform reverse DNS resolution (Odom, 2020).
[image: ]
Figure 8: Both Reverse Lookup Zones - Active Directory-Integrated, Running, Not Signed
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Figure 9: Birmingham PTR records - 172.16.1.1 → b-dc.dharar.acca, 172.16.1.10 → clients1.dharar.acca

[image: ]
Figure 10: London PTR records - 172.16.2.1 → l-cd.dharar.acca, 172.16.2.10 → clientl1.dharar.acca
[bookmark: _Toc225577906]3.4 Secure Password Policy
Through the Default Domain Policy GPO, a domain-wide password policy was implemented to fit the NIST SP 800-63B guidelines for enterprise authentication (NIST, 2017) with a minimum of 8 characters, complexity requirements enabled, 90-day maximum age, 1-day minimum age, and history of 5 passwords.
[image: ]
Figure 11: Default Domain Policy - Password Policy configured: 8 chars, complexity enabled, 90 days, 5 history
[bookmark: _Toc225577907]4. Site-to-Site VPN - Encrypted Inter-Site Connection
Using StrongSwan 6.0.1 on L-CD, an IKEv2/IPsec Site-to-Site VPN has been created between Birmingham and London. The configuration file /etc/swanctl/conf.d/birmingham.conf has a connection called birmingham-london with local_addrs=10.0.0.2, remote_addrs=10.0.0.1, traffic selectors 172.16.2.0/24 (London) to 172.16.1.0/24 (Birmingham) and start_action=start for persistent automatic reconnection. A pre-shared key was entered under secrets. For the Windows side, the Remote Access VPN role was added by executing Install-RemoteAccess -VpnType VPN (NIST, 2018).
It was verified that StrongSwan was active and running. The IKE_SA was established successfully between 10.0.0.2 and 10.0.0.1 using IKEv2 with a cipher suite of 3DES_CBC/HMAC_SHA1_96, and the CHILD_SA tunnel that was covering both LANs was created in both directions. The IKEv2 protocol, in addition to offering Preferred Forward Secrecy, and strong, mutual, and authenticated, is far more secure than the deprecated methods, such as PPTP.
[image: ]
Figure 12: StrongSwan service - active (running), StrongSwan 6.0.1, Linux kernel IKEv2 daemon

[image: ]
Figure 13: StrongSwan status - birmingham-london CHILD_SA INSTALLED, TS 172.16.2.0/24 === 172.16.1.0/24

[bookmark: _Toc225577908]5. User Account Provisioning via PowerShell
All user accounts have been created in bulk in the dharar.acca domain using Windows PowerShell and the New-ADUser commandlet, which is the industry-standard method for scalable user provisioning as opposed to the manual entry of users in ADUC. Users were categorized into three Organizational Units (Managers, Staff, and Visitors) with the corresponding Title, Department, SamAccountName, and UserPrincipalName attributes. All accounts were created with AccountPassword set and Enabled $true. As for verification, I used Get-ADUser -Filter * -Properties Department | Where-Object {$_.Department -ne $null} | Select-Object Name, SamAccountName, Department, which confirms all users in all departments were active in Active Directory (Microsoft, 2023).
[image: ]
Figure 14: PowerShell bulk user creation - New-ADUser cmdlet creating Managers OU users (mgr-003 through mgr-015)

[image: ]
Figure 15: Get-ADUser verification - all users listed with SamAccountName and Department confirmed

[bookmark: _Toc225577909]6. Domain Membership - All Machines Joined
[bookmark: _Toc225577910]6.1 Windows 10 Client (ClientS1)
ClientS1 was connected to dharar.acca via System Properties, using DHARAR\Administrator for authentication. A successful integration was determined by checking domain membership via systeminfo | findstr /i "domain" where a Domain was shown as: dharar.acca.
[image: ]
Figure 16: ClientS1 PowerShell - systeminfo | findstr "domain" → Domain: dharar.acca confirmed



[bookmark: _Toc225577911]6.2 Debian Machines (L-CD and ClientL1)
Both L-CD and ClientL1 were joined using the industry-standard approach for Active Directory integration for Linux via the realmd and SSSD stack. These include realmd, sssd, sssd-tools, libpam-sss, libnss-sss, and adcli. On each of the two devices, the command realm join --user=Administrator dharar.acca was executed, and in realm list, both configured: kerberos-member and login-policy: allow-realm-logins were present. The command pam-auth-update --enable mkhomedir was executed for the purpose of providing automatic home directory creation for domain users. The four computers were verified in Active Directory using Get-AdComputer -Filter * | Select-Object Name on the B-DC (Hagen, 2014).
[image: ]
Figure 17: L-CD realm join dharar.acca - configured: kerberos-member, login-formats: %u@dharar.acca

[image: ]
Figure 18: Get-AdComputer on B-DC - B-DC, DESKTOP-4IHKOVH, L-CD, CLIENTL1 all registered in Active Directory
[bookmark: _Toc225577912]7. DHCP Server and Relay Agent
[bookmark: _Toc225577913]7.1 DHCP Server Installation and Scopes
The role of DHCP Server was installed on B-DC.dharar.acca and authorised in Active Directory. Two IPv4 scopes were created: Birmingham-Scope (172.16.1.10–172.16.1.20, gateway 172.16.1.1, DNS 172.16.1.1, 8-day lease) and London-Scope (172.16.2.10–172.16.2.20, gateway 172.16.2.1, DNS 172.16.1.1, 8-day lease). Both scopes were activated right away (Droms, 1997).
[image: ]
Figure 19: DHCP role installation success on B-DC.dharar.acca
[image: ]
Figure 20: DHCP Manager - Birmingham-Scope [172.16.1.0] active with Address Pool and Scope Options
[bookmark: _Toc225577914]7.2 DHCP Relay Agent on L-CD
Since the London subnet (172.16.2.0/24) is routed away from the DHCP server, isc-dhcp-relay was installed and set up on L-CD with SERVERS="172.16.1.1" and INTERFACES="enp0s3 enp0s8", achieving the relay agent function as per RFC 2131. The service was started and enabled to relay London clients' DHCP broadcasts to B-DC over the WAN link.
[image: ]
Figure 21: L-CD isc-dhcp-relay - active (running), SERVERS="172.16.1.1", INTERFACES="enp0s3 enp0s8"
[bookmark: _Toc225577915]7.3 Client IP Address Verification
ClientS1 was given IP 172.16.1.10 with DHCP Enabled: Yes, DHCP Server 172.16.1.1, DNS 172.16.1.1, and DNS Suffix dharar.acca - confirming proper allocation from the Birmingham scope. ClientL1 got 172.16.2.10/24 on the relay agent from the London scope. Both leases were present in the DHCP Address Leases sections on B-DC.
[image: ]
Figure 22: ClientS1 ipconfig /all - DHCP Enabled: Yes, IP 172.16.1.10, DHCP Server 172.16.1.1, Suffix: dharar.acca

[image: ]
Figure 23: ClientL1 ip addr show - 172.16.2.10/24 dynamic, allocated via DHCP relay through L-CD
[bookmark: _Toc225577916]8. Network Connectivity Testing
Once all services were completed, thorough connectivity testing was completed. There was no packet loss in the pings from B-DC to both destinations (.2 and .1). L-CD pings to .1 and .10 were successful, and the packet sent enumeration was 1, which means one hop through the VPN tunnel. Successful domain joins on all client machines confirmed successful domain DNS resolution. DHCP leases for clients were checked in the B-DC DHCP console.
[image: ]
Figure 24: B-DC ping 172.16.2.1 - 4/4 received, 0% loss - cross-site routing and VPN tunnel operational

[image: ]
Figure 25: L-CD ping 172.16.1.1 and 172.16.1.10 - 0% loss, TTL=127 - confirms return path through VPN tunnel

Table 2: Network Connectivity Test Results
	#
	Source
	Destination
	Target IP
	Result

	1
	B-DC
	L-CD WAN
	10.0.0.2
	SUCCESS - 0% loss

	2
	B-DC
	L-CD London LAN
	172.16.2.1
	SUCCESS - 0% loss

	3
	L-CD
	B-DC Birmingham
	172.16.1.1
	SUCCESS - 0% loss

	4
	L-CD
	ClientS1
	172.16.1.10
	SUCCESS - 0% loss



[bookmark: _Toc225577917]9. Shared File Storage - BirminghamFiles Drive
A 20GB virtual disk was added to B-DC in VirtualBox, and it was initialized through PowerShell using Initialize-Disk, New-Partition with Drive Letter E, and Format-Volume to NTFS as "BirminghamFiles." The directory E:\BirminghamFiles was shared using New-SmbShare, and Full Access was granted to dharar\Domain Users, whereas Everyone was granted Read Access. The NTFS ACLs were explicitly set: Full Control (ContainerInherit, ObjectInherit) was granted to Domain Users, and ReadAndExecute to Everyone, to achieve least privilege (NIST, 2018). It was confirmed that the share was accessible from the network, and it was also reachable from the London site over the VPN tunnel to \172.16.1.1\BirminghamFiles.
[image: ]
Figure 26: PowerShell - New-SmbShare BirminghamFiles created, Domain Users Full Control, Everyone ReadAndExecute
[image: ]
Figure 27: Browser accessing \\172.16.1.1\BirminghamFiles - Index of share accessible from network

[bookmark: _Toc225577918]10. IIS Web Server - webs.dharar.acca
The site webs.dharar.acca was set up in IIS on B-DC. Windows Authentication was enabled while Anonymous Authentication was disabled via appcmd.exe and Set-WebConfigurationProperty, restricting site access to authenticated domain users. The site was configured to listen on port 80 with the host header webs.dharar.acca, a DNS A record was created with the value 172.16.1.1, and an index.html file containing the message, “Welcome to Birmingham Website,” was added to the site’s content folder. After an iisreset, the site was verified to be correctly configured and to be demanding domain authentication (Microsoft, 2023).
[image: ]
Figure 28: IIS PowerShell configuration - Windows Auth enabled, Anonymous Auth disabled, iisreset successful
[image: ]
Figure 29: Browser at webs.dharar.acca - "Welcome to Birmingham Website" served with Windows Authentication

[bookmark: _Toc225577919]11. Remote Desktop Services - rds.dharar.acca
Remote Desktop Services were set up on B-DC for remote access via HTTPS. A self-signed SSL certificate was generated via New-SelfSignedCertificate for the DNS name rds.dharar.acca and placed in the local machine certificate store. A thumbprint was generated to set up an HTTPS binding on port 443 using New-WebBinding and AddSslCertificate. The Remote Access VPN role was installed via Install-RemoteAccess -VpnType VPN, and this was confirmed via Get-RemoteAccess, which returned VpnStatus: Installed with the certificate CN=rds.dharar.acca. A DNS A record was created for rds.dharar.acca, which points to 172.16.1.1.
At https://rds.dharar.acca/RDWeb, the RD Web Access portal was reachable and presented the typical Work Resources authentication page, where domain users could use DHARAR\username credentials to log in from any networked device.
[image: ]
Figure 30: PowerShell - New-SelfSignedCertificate for rds.dharar.acca, HTTPS binding configured, iisreset applied
[image: ]
Figure 31: https://rds.dharar.acca/RDWeb - Work Resources login portal accessible for domain authentication

[bookmark: _Toc225577920]12. Critical Evaluation
All ten tasks were completed successfully, with the end result of a fully functional multi-site Windows/Linux hybrid enterprise domain. The design decisions taken are worthy of reflection. StrongSwan IKEv2 was chosen over PPTP; this is a positive security decision - PPTP is considered broken cryptographically and is no longer utilized in new deployments (NIST, 2018). For L-CD, the implementation of a DHCP relay is archictecturally better than a second DHCP server, as it preserves one single authoritative source for address allocation which reduces the likelihood of scope overlaps (Droms, 1997). The provisioning of users in bulk through PowerShell is much more scalable than doing it by hand through ADUC entry, and is the norm for enterprise environments.
The use of self-signed certificates for HTTPS services is a limitation. In a production environment, certificates from an internal CA (via AD CS) or from a public CA would eliminate the security warning in the browsers. While working, the pre-shared key VPN authentication would be replaced by cert-based mutual authentication in a production environment. The password policy is compliant to NIST SP 800-63B; however, some security researchers have challenged the mandatory rotation requirement as it can encourage a predictable rotation (NIST, 2017).
[bookmark: _Toc225577921]13. Conclusion
This report outlines the fully operational deployment of an enterprise virtualised network for NOSSLONDON2026 covering Routing, Active Directory, DNS, DHCP, VPN, user provisioning, domain membership, file sharing, web services, and remote desktop, all supported by practical proof. The implementation shows competence in Windows Server 2022 administration, configuration of the Debian Linux server, cross domain integration via realmd/SSSD, and network security. The infrastructure created offers a robust and scalable base for additional enterprise services.
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localadmin@L-CD: ~

[Lin [E0. - . skipping. ...
strongswan.service - strongSwan IPsec IKEV1/IKEv2 daemon using swanctl
Loaded: loaded (/usr/lib/systemd/system/strongswan.service; ; preset:
Activ since Fri 2026-03-27 21:38:15 UTC; 8s ago
Invocation: 56147a2236a48739146737195beaf1s
Process: 3066 ExecStartPost=/usr/sbin/swanctl --load-all --noprompt (code=exited, status=0/SUCCESS)
Main PID: 3045 (charon-systemd)
Status: "
Tasks: 17 (Limit
Memory: 2.9M (peak: 5.1M)
CPU: 102ms
Coroup: /systen. sLice/strongswan. service

-system

swanct1[3066]: plugin 'hmac': failed to load - hmac_plugin create not found and no plugin fil
swanct1[3066]: plugin 'kdf': failed to load - kdf plugin create not found and no plugin file
swanct1[3066]: plugin 'ctr': failed to load - ctr plugin create not found and no plugin file
swanct1[3066]: plugin 'ccm': failed to load - ccm plugin create not found and no plugin file
swanct1[3066]: plugin 'curl': failed to load - curl plugin create not found and no plugin fil
swanct1[3066]: no files found matching '/etc/swanctl/conf.d/*.conf'

swanctl[3066]: no authorities found, © unloaded
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localadmin@L-CD: ~

blugin 'shal': failed to load - shal plugin create not found and no plugin file available
blugin 'mds': failed to load - md5_plugin create not found and no plugin file available
blugin 'mgfl': failed to load - mgfl plugin create not found and no plugin file available
blugin ‘rdrand': failed to load - rdrand plugin create not found and no plugin file available
blugin 'pkcs12': failed to load - pkcsl2 plugin create not found and no plugin file available
blugin 'pgp': failed to load - pgp_plugin create not found and no plugin file available
blugin 'gcrypt': failed to load - gcrypt plugin create not found and no plugin file available
blugin 'af-alg': failed to load - af alg plugin create not found and no plugin file available
blugin 'fips-prf': failed to load - fips prf plugin create not found and no plugin file available
blugin 'gmp': failed to load - gmp_plugin create not found and no plugin file available
blugin 'curve25519': failed to load - curve25519 plugin create not found and no plugin file available
ent plugin requires CAP_SETUID/CAP SETGID capability
blugin 'agent': failed to load - agent plugin create returned NULL
blugin 'chapoly': failed to load - chapoly plugin create not found and no plugin file available
blugin 'xcbc': failed to load - xcbc plugin create not found and no plugin file available
blugin ‘cmac': failed to load - cmac_plugin create not found and no plugin file available
blugin ‘hmac': failed to load - hmac_plugin create not found and no plugin file available
blugin 'kdf': failed to load - kdf plugin create not found and no plugin file available
blugin ‘ctr': failed to load - ctr_plugin create not found and no plugin file available
blugin ‘cem': failed to load - ccm plugin create not found and no plugin file available
blugin ‘curl': failed to load - curl plugin create not found and no plugin file available
birminghan-london: #6, ESTABLISHED, IKEV2, 44cd5202b887bbsb i* 35588e8d59d3808a r
local '10.0.0.2' @ 10.0.0.2[4500]
remote '10.0.0.1' @ 10.0.0.1[4500]
3DES_CBC/HMAC_SHAL_96/PRF_HMAC_SHA1/MODP_1024
established 205 ago, rekeying in 13639s
net: #1, reqid 1, INSTALLED, TUNNEL, ESP:AES CBC-128/HMAC_SHA1 96

installed 20s ago, rekeying in 3527s, expires in 3940s

in  cl13ebsc2, o bytes, o packets

out 3a24baca, o bytes, o packets

local 172.16.2.0/24

remote 172.16.1.0/24
net: #2, reqid 1, INSTALLED, TUNNEL, ESP:AES CBC-128/HMAC_SHA1 96

installed 14s ago, rekeying in 32885, expires in 3946s

in c7d7fe2c, 292 bytes, 5 packets,  14s ago

out 077eadfs, o bytes, o packets

local 172.16.2.0/24

remote 172.16.1.0/24
oot@L-cD:~# |
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Administ

ngr-603” -UserPrincipalName "mgr-@03@dharar.acca” -Path
-AccountPassword $password -Enabled $true

U=Hanagers, DX

harar ,DC=acc

-Title "Senior” -Department "Managers

PS C:\Users\Administrator> New-ADUser -Givenllame "Leroy” -Surname "Woods™ -Name "Leroy Woods™ -SamAccountiame "mgr-064” -
ipallame "mgr-004@dharar.acca” -Path "0

ianagers,DC=dharar,DC-acca” -Title "Senior” -Department "Managers" -AccountP

word $password -Enabled $true
PS C:\Users\Administrator> New-ADUser -Giveniame "Oprah” -Surname "Burgess” -Name "Oprah Burgess™ -SamAccountName
UserprincipalName "mgr-60s@dharar.acca” -Path "OU-Managers,DC=dharar,DC
Password $passuord -Enabled $true

PS C:\Users\Administrator> New-ADUser -Giveniame “Anthony” -Surname “Horin

1gr-005" -
cca™ -Title "Senior™ -Department "Managers” -Accoun

Name "Anthony Morin” -SamAccountName "mgr-606” -

rerincipalName "mgr-606@dharar.acca” -Path "OU-Managers,DC-dharar,DC=acca” -Title "Senior” -Department "Managers” -Accoun
Password $passuord -Enabled $true

PS C:\Users\Administrator> New-ADUser -Givenlame "Camilla” -Surname "Buck” -Name "Camilla Buck” -SamAccountName "mgr-607" -U
erPrincipalName “mgr-e07@dharar.acca™ -Path "OU-Managers,DC=dharar,DC-acca” -Title "Senior” -Department "Managers” -AccountPa

word $password -Enabled $true
PS C:\Users\Administrator> New-ADUser -Giveniame "Halee” -Surname "Britt
PrincipalName "mgr-668@dharar.acca” -Path "OU-Managers,DC-dharar,D
word $password -Enabled $true

PS C:\Users\Administrator> New-ADUser -GivenName "Melinda” -Surname "Landry” -Name "Melinda Landry” -SamAccountiame
1cipalName "mgr-6e9@dharar.acca” -Path "OU-Managers,DC=dharar,DC=acca” -
ntPassword $password -Enabled $true

PS C:\Users\Administrator> New-ADUser -Giveniame "Lewis” -Surname "Pratt” -Name “Lewis Pratt” -SamAccountiame "mgr-0@1
rPrincipalName "mgr-6016@dharar.acca™ -Path "OU-Managers,DC=dharar,DC-acca” -Title "Senior” -Department "Managers” -AccountPa
word $password -Enabled $true

PS C:\Users\Administrator> New-ADUser -Givenllame "Damon” -Surname "Singleton” -Name “"Damon Singleton” -SamAccountName "mgr-60
11" -UserPrincipalliame "mgr-e611@dharar.acca” -Path "OU-Managers,DC-dharar,DC-acca” -Title "Senior” -Department "Managers” -A
ccountPassword $password -Enabled $true

PS C:\Users\Administrator> New-ADUser -Givenllame "Denton” -Surname "Hull" -Name "Denton Hull" -SamAccountiame "mgr-8612" -Use
rPrincipalName "mgr-6012@dharar.acca”™ -Path "OU-Managers,DC=dharar,DC-acca” -Title "Senior” -Department "Managers” -AccountPa
sword $password -Enabled $true

PS C:\Users\Administrator> New-ADUser -Givenliame "Jaden” -Surname "Burton” -Name "Jaden Burton” -SamAccountName "mgr-6013" -U
serprincipalName "mgr-8613@dharar.acca” -Path "OU-Managers,DC-dharar,DC-=acca” -Title "Senior” -Department "Managers” -Accoum
Password $passuord -Enabled $true

PS C:\Users\Administrator> New-ADUser -Giveniame "Abigail
8914" -UserPrincipalName "mgr-6014@dharar.acca” -Path "0
-AccountPassword $password -Enabled $true

PS C:\Users\Administrator> New-ADUser -Givenliame "Allegra” -Surnage "Hopper” -Name "Allegra Hopper” -SamAccounthame “mgr-8015
alName "mgr-6615@dharar.acca” -Path "OU-Managers,DCRiharar, DX -Title "Senior” -Department "Managers” -Acc

BerSALebDMmE &M icht Cirl

-Name "Halee Britt” -SamAccountName "mgr-808" -
-Title "Senior” -Department "Managers” -AccountPa:

gr-009"
le "Senior” -Department "Managers” -Accou

-Surname "Mccarthy” -Name “Abigail Mccarthy” -SamAccountName “mgr-
ianagers,DC=dharar,DC-acca” -Title "Senior” -Department "Manager:
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Virtual

Administrator: Windos

$passuord - $true
>s C:\Users\Administrator> New-ADUser -Giveni\
04" - i is-60agdharar . acca
$passuord - $true
S C:\Users\Administrator> New-ADUser -G
-u e "vis-ees@dharar.acc
$passuord - $true

>S C:\Users\Administrator> Get-ADUser -Filte ies Department | Where-Object {5_.Department -ne $null} | Select-Obje
t Name, SamAccountName, Department | Sort-Object Department

"Mccarthy” -
harar,DC-acc

‘Abigail Mccarthy’
Junior” -D

“Hopper”
harar,DC-acca” -Ti

‘Allegra Hopper” -
unior™ -De

isitor

lame SamAccountName Department

_eroy Woods mgr-eea Managers
prah Burgess mgr-ees Managers

amilton Donaldson mgr-003 Managers

0ary Cox mgr-ee1 Managers

<enos Douglas mgr-e02 Managers

telinda Landry  com-004 Staff

ewis Pratt con-005 Staff

ialee Britt con-003 Staff

nthony Morin con-001 Staff

“amilla Buck con-002 Staff

\llegra Hopper  vis-005 Visitor

\bigail Mccarthy  vis-004 Visitors

denton Hull vis-8e2 visitors LY
Jamon Singleton  vis-001 Visitors

Jaden Burton vis-003 Visitors

S C:\Users\Administrator>
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Users\Administrator> systeminfo | findstr /i
Domain: dharar.acca
PS C:\Users\Administrator>

@ B right Ctrl
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localadmin@L-CD: ~

root@L-CD:~# realm discover dharar.acca
dharar.acca

type: kerberos

realm-name: DHARAR.ACCA

domain-name: dharar.acca

configured: no

server-software: active-directory

client-software: sssd

required-package: sssd-tools

required-package: sssd

required-package: libnss-sss

required-package: libpam-sss

required-package: adcli

required-package: samba-common-bin
root@L-CD:~# echo 'Notebook@123' | realm join --user=Administrator dharar.acca
Password for Administrator
root@L-CD:~# Notebook@123
-bash: Notebook@l23: command not found
root@L-CD:~# echo 'Notebook@l23' | realm join --user=
realm: Already joined to this domain
root@L-CD:~# realm list
dharar.acca

type: kerberos

realm-name: DHARAR.ACCA

domain-name: dharar.acca
configured: kerberos-member
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: libnss-sss
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin

login-formats: %U@dharar.acca

Togin-policy: allow-realm-logins
root@L-CD:~# systemctl restart sssd
root@L-CD:~# pam-auth-update --enable mkhomedir
rooteL-cD:~# I

dministrator dharar.acca
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File  Action

iindows Powershell
copyright (C) Microsoft Corporation. All rights reserved

Install the latest Powershell for new features and improvements! https://aka.ms/PSkindows
PS C:\Users\Administrator> Get-AdComputer *| select-Object Name

ane
b-oc

DESKTOP-4THKOVH
L-co

Ps C:\Users\Administrator> o
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localadmin@L-CD: ~

isc-dhcp-relay.service is not a native service, redirecting to systemd-sysv-install
Executing: /usr/lib/systemd/systemd-sysv-install enable isc-dhcp-relay
root@L-CD:~# systemctl start isc-dhcp-relay
root@L-CD:~# systemctl status isc-dhcp-relay
o isc-dhcp-relay.service - LSB: DHCP relay
Loaded: loaded (/etc/init.d/isc-dhcp-relay; generated)
Active: active (running) since Fri 2026-03-20 17:52:14 UTC; 3min 3s ago
Invocation: 3508ec34boafa4adbd64487151ce3ee?
Docs: man:systemd-sysv-generator(8)
Tasks: 1 (Limit 7
Memory: 1016K (peak: 1.7M)
CPU: 25ms
Coroup: /systen. slice/isc-dhcp-relay.service
72 usr/sbi q-ie

20 17:52:13 L-CD systemd[1]: Starting isc-dhcp-relay.service - LSB: DHCP relay...

14 L-CD isc-dhcp-relay[2772]: Requesting: enp0s3 as upstream: Y downstream
14 L-CD isc-dhcp-relay[2772]: Requesting: enp0s8 as upstream: Y downstream

14 L-CD systemd[1]: Started isc-dhcp-relay.service - LSB: DHCP relay.
~# cat /etc/deafult/isc-dhcp-relay
cat: /etc/deafult/isc-dhcp-relay: No such file or directory
root@L-CD:~# cat /etc/default/isc-dhcp-relay
|# Defaults for isc-dhcp-relay initscript
# sourced by /etc/init.d/isc-dhcp-relay
|# installed at /etc/default/isc-dhcp-relay by the maintainer scripts

#
l# This is a POSIX shell fragment
|+

# what servers should the DHCP relay forward requests to?
SERVERS="172.16.1.1"

# on what interfaces should the DHCP relay (dhrelay) serve DHCP requests?
INTERFACES="enpes3 enpess”

# Additional options that are passed to the DHCP relay daemon?

@  100%

New Window
Full Screen
Read-Only
Advanced
Preferences

Help
About
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C:\Users\Clients1>ipconfig /renew

windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

C:\Users\Clients1>ipconfig /all
windows IP Configuration

Host Name .
Primary Dns Suffix’
Node Type . . .

Ip Routing Enabled.
WINS Proxy Enabled.

DNS Suffix Search List.

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled.
Autoconfiguration Enabled .
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

DHCP Server .

DHCPYV6 TAID .

DHCPYV6 Client DUID.

DNS Servers .
NetBIOS over Tcpip.

dharar.acca
Fe80: :14ba:1966: F10b: d2ed%8
172.16.1.10

255.255.255.0

172.16.1.1

: DESKTOP-4IHKOVH

No
: dharar.acca

: dharar.acca
Intel(R) PRO/1066 MT Desktop Adapter
08-00-27-04-7C-C4

Yes

+:14ba:1966: F10b: d2e4%8(Preferred)
172.16.1.10(Preferred)

255.255.255.6

Friday, March 20, 2626 11:32:67 PM
saturday, March 28, 2026 11:32:67 PH
172.16.1.1

172.16.1.1

101187623
00-01-00-01-31-30-79-18-08-00-27-04-7C-Ch ),
172.16.1.1

Enabled

I
)
[ |

e
s

Emp.. A G m @ D)
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localadmin@ClientL1: ~

Localadmin@ClientLl:~$ SU -
bash: SU: command not found
Localadmin@ClientLl:~$ su -
Password:

root@ClientLl:~# nano /etc/network/interfaces
root@ClientL1:~# systemctl restart networking
root@ClientL1:~# ip addr show enpos3

2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 08:00:27:ad:89:2b brd ff:7f:ff:ff:ff:ff
altname enx080027ad892b

inet /24 brd scope global enpos3
valid_1ft forever preferred 1ft forever

inet /16 brd scope global noprefixroute enpos3
valid_Lft forever preferred 1ft forever

inet6 fese 4:1445:4151/64 scope link

valid_1ft forever preferred lft forever
rooteClientll:~# [
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Administ

PS C:\Users\Administrator> ping 172.16.2.1

Pinging 172.16.2.1 with 32 bytes of data:
Reply from 172.16.2.1: bytes=32 time=7ms TTL-64
TTL-64

Reply from 172.
Reply from 172.
Reply from 172.

TTL-64

Ping statistics for 172.16.2.1
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimun = ems, Maximum - 7ms, Average = ims
:\Users\Adninistrator> ping 172.16.2.1

Pinging 172.16.2.1 with 32 bytes of data:
Reply from 172.16.2.1: bytes=32 time<ims TTL-64
TTL-64

Reply from 172.
Reply from 172.
Reply from 172.

TTL-64

Ping statistics for 172.16.2.1
Packets: Sent = 4, Received = 4, Lost = © (8% loss),

Approximate round trip times in milli-seconds: [
Minimum = ems, Maximum - ims, Average = 6ms
:\Users\Administrator>
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PING 172.16.1.10 (172.16.1.10) 56(84) bytes of data

172.16.1.10 ping statistics -
3 packets transmitted, © received, 100% packet loss, time 8657ms

root@L-CD:~# ping -c 3 172.16.1.1

PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data.

64 bytes from 172.16.1.1: icmp_seq=1 tt1=127 time=1.68 ms
64 bytes from 172.16.1.1: icmp_se

64 bytes from 172.16.1.

172.16.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 1.125/2.516/4.746/1.592 ms

root@L-CD:~# ping -c 3 172.16.1.10

PING 172.16.1.10 (172.16.1.10) 56(84) bytes of data

64 bytes from 172.16.1.10: icmp_seq=1 tt

64 bytes from 172.16.1.10: icmp_seq=2 tt

64 bytes from 172.16.1.10: icmp_seq=3 ttl

172.16.1.10 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time
rtt min/avg/max/mdev = 1.039/1.361/1.888/0.375 ms
rooteL-cp:~# [l
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dministator indovs P

3 BirminghanFiles NTFS Fixed  Healthy oK 19.94 GB 20 GB ~

PS C:\Users\Administrator> New-Ttem

:\BirminghamFiles”

Directory

Directory: E:\

LasturiteTine Length Name

3/21/2626  2:52 AM BirminghanFiles

PS C:\Users\Administrator> New-SmbShare -
"Everyone”

BirminghamFiles” -P ‘dharar\Domain Users"

"E:\BirminghamFiles” -

Name ScopeName Path Description

BirminghanFiles * E:\BirminghamFiles

PS C:\Users\Administrator> $acl =Get-Acl “E:\BirminghamFiles”

\Users\Administrator> $acl.SetAccessRuleProtection(§true, §flase)

\Users\Administrator> $domainUsers - New-Object System.Security.AccessControl.FileSystemAccessRule("Dharar\Domain Users”
, "FullControl”, "ContainerInherit,ObjectInherit”, “None”, "Allow")

PS C:\Users\Administrator> $everyone - New-Object System.Security.AccessControl.fileSystemAccessRule("Everyone”, "ReadAndExecu
‘ContainerInherit,ObjectInherit ‘Allow™)

PS C:\Users\Administrator> $acl.AddAccessRule($domainUsers)

\Users\Administrator> $acl.AddAccessRule($everyone)

\Users\Administrator> Set-Acl "E:\BirminghamFiles" $acl

PS C:\Users\Administrator> Get-SmbShare -Name "BirminghamFiles”

Name ScopeName Path Description

BirminghanFiles * E:\BirminghamFiles

PS C:\Users\Administrator>

BOVIFL4EME SRt
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Administrator: Windows P

+ C:\Windows\System\inetsrv\appcmd.exe unlock config -section:system.ve ... ~

+ R

+ categoryInfo
+ FullyQualifiedErrorId

: ObjectNotFound: (C:\Windows\System\inetsrv\appcmd.exe:String) [], CommandNotFoundException
: CommandNotFoundException

PS C:\Users\Administrator> C:\Windows\System32\inetsrv\appcnd.exe unlock config -section:system.uebServer/security/authentica
‘tion/anonymousAuthentication

Unlocked section "system.uwebServer/security/authentication/anonymousAuthentication” at configuration path "MACHINE/WEBROOT/AP
PHOST".

PS C:\Users\Administrator> C:\Windows\System32\inetsrv\appcnd.exe unlock config -section:system.uebServer/security/authentica
tion/windowsAuthentication

Unlocked section "system.uwebServer/security/authentication/windowsAuthentication” at configuration path "MACHINE/WEBROOT/APPH

ps c:

Property -Filter "/system.uwebServer/security/authentication/anonymousAuthentic
ation” -Name -PsPath "ITS:\Sites\webs.dharar.acca

PS C:\Users\Administrator> Set-WebConfigurationProperty -Filter "/system.uwebServer/security/authentication/anonymousAuthentic
ation” -Name "enabled” -Value "true” -PSPath "ITS:\Sites\webs.dharar.acca:
PS C:\Users\Administrator> iisreset

Attempting stop...
Internet services successfully stopped
Attempting start...
Internet services successfully restarted
PS C:\Users\Administrator> Start-Wbsite -Name "webs.dharar.acca
Start-Wbsite : The term 'Start-Wbsite' is not recognized as the name of a cmdlet, function, script file, or operable
program. Check the spelling of the name, or if a path was included, verify that the path is correct and try again.
At line:1 char:1
+ Start-Wbsite -Name "webs.dharar.acca”
P
+ CategoryInfo
+ FullyQualifiederrorTd

: ObjectNotFound: (Start-Wbsite:String) [], CommandNotFoundException
: CommandNotFoundException

PS C:\Users\Administrator> Start-Website -flame "webs.dharar.acc
PS C:\Users\Administrator> Get-Website -Name "webs.dharar.acca”

Name D state Physical Path Bindings

uebs.dharar.acca 2 Started  C:\inetpub\uebs http *:80:uebs.dharar.acca

PS C:\Users\Administrator>
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tindows Powershell
“opyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSindous

S C:\Users\Administrator> §cert - New-SelfSignedCertificate -Dnsiia
\My" -F Name "RDS Certificate”

s C:\Users\Administrator> §thumbprint = $cert.Thumbprint

S C:\Users\Administrator> Write-Host "Thumbprint: $thumbprint”
thumbprint: 1ACS376BEAFSF77A78BA7CACAEIBADCEOBCA3AL.

s C:\Users\Administrator> New-WebBinding -1 efault Web Site” -|
S C:\Users\Administrator> $binding - Get-WebBinding -Name "Default Web Site
S C:\Users\Administrator> $binding.AddsslCertificate($thunbprint, “My")

S C:\Users\Administrator> iisreset

tion "cert:\LocalMachin

r “rds.dharar.acca”

\ttempting stop. ..
Internet services successfully stopped
\ttempting start...

Internet services successfully restarted
>S C:\Users\Administrator>
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bemaiusername: [

Security
Warning: By logging in to this web page, you confirm
that this computer complies with your organization's
security policy.

Signin

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. Ifyour session ends, refresh your browser
and sign in again.
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Welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to private
networks.

Use Routing and remote access to configure the following:
« A secure connection between two private networks.

« A Virtual Private Network (VPN) gateway.

« A Dial-up remote access server.

« Network address translation (NAT).

* LAN routing.

« A basic firewall.

To add a Routing and Remote Access server, on the Action menu, dlick
Add Server.

Done.
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