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For the Changemakers: Creativity & Value Creation Module, the assignment involves 
creating a project. I generated an idea related to my specific area of study, from this 
idea I created a Mind Map, I then documented an Aim and several Objectives from the 
Mind Map. I identified appropriate research philosophy and search tools, I then selected 
specific research databases to identify research related to my chosen project area.
I documented strategies to enhance Validity, Reliability, Generalizability and Ethical 
Considerations related to my project. I also discussed the relevant data collection 
methods required for my project, and from this information I designed a pilot data 
collection appropriate for my chosen project. I then outlined some different types of 
quantitative and qualitative analysis. From this information I created a poster for my 
project, followed by references to support my information.
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Cyber Security: 
I selected Cyber Security for my chosen project, Cyber security has become a very 
critical concern that needs the attention of researchers [1]. Cyber Security is very 
important for the protection of cyber threats, the attacks are increasing rapidly [2], and 
are constantly causing disruption to organizations, by unauthorized access, data leaks, 
financial loss and damage to businesses. The potential attacks and impacts of those 
attacks need to be investigated to develop an effective cyber security infrastructure [3].
Cyber Security protects privacy, it plays a vital role in risk mitigation and safeguarding 
sensitive information. Cyber Security offers a range of methods, such as, data 
encryption, network security and regular security updates, as well as the art of 
maintaining information confidentiality, integrity, and availability [4]. It also establishes 
strong cyber security policies and procedures.

TASK1: IDEATION & MIND MAP
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AIM: Cyber Security:
The aim of cyber security is to protect systems, networks and data from unauthorized 
access and cyber threats. Cyber security's main aim is the "CIA triad":

Confidentiality: This ensures data can only be accessed by authorised users.

Integrity: Maintains data accuracy, preventing any changes.
Availability: Is when systems and data are available when required.

OBJECTIVES:  
1) Cyber threats:
Cyber threats are malicious attacks that cause damage and disrupt systems. The types 
of cyber-attacks are: Malware, Ransomware, Phishing attacks, Insider threats, AI 
attacks, Distributed denial-of-service (DDoS) and many more. These attacks are carried 
out by hackers and cyber criminals who want to exploit the system for financial gain or 
to cause disruption. Organizations aim to gather and share real-life cyber threat 
information and then turn it into threat intelligence for preventing attacks[5], by placing 
security measures.

2) Threat Prevention:
Threat prevention prevents attacks from entering the system, by using high security 
measures, such as, Firewalls, Strong Access Control, Intrusion Detection Systems and 
Multi-Factor Authentication. The users want their data to be highly secured and the 
internet is a public network [6], all these measures provide controls that block malicious 
activity and unauthorised access across systems and networks. The aim is to block all 
malicious threats from entering the systems.

3) Risk Management:  
Risk management identifies, analyses and evaluates risks to reduce the likelihood and 
potential impact of each risk. It mitigates measures to prevent, control and continuously 
monitors and reviews security measures. An accurate prediction of risk can help 
organizations to determine the suitable controls in a proactive manner to manage the 
risk [7]. This will assist organizations to protect their systems and data by recognizing 
and responding to threats immediately.

4) Impact on Organisations: 
Organisations suffer a great extent by financial loss through cyber-attacks, such as, 
Ransomware. These attacks include theft of funds, intellectual property and payment 
card details. Other impacts are Data breaches and Reputational damage to businesses, 
also increase in security vulnerabilities and hacking attacks are causing the loss of 
human trust [8]. Failure to protect customer data will result in customer loss, and also 
severe penalties from authorities.
A breach in one company will cause disruption to the supply chain and affect the 
partners and operations across the ecosystem, this will result in reputational damage to 
the organisation.

5) Best Practices: 

TASK 2: AIM & OBJECTIVES AND RESEARCH AREA
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5) Best Practices: 
Applying best practices in organisations help build businesses. One of the important 
measures to increase the degree of security is by awareness training [9]. These 
trainings educate and train staff to identify and prevent attacks from occurring. Threat 
detection and response plan will encourage staff to record and monitor all threats, and 
also review and update the plan after each incident. Data security tools are another 
form of security measures, these tools offer 24/7 continuous monitoring, they are known 
as, Firewall, SIEM and SOAR. Zero Trust Policy will also be beneficial to organizations, 
by never trusting and always verifying users and devices, these tools will prevent 
breaches across networks.

Pragmatism: 
Pragmatism research philosophy protects the cyber security system by dealing with 
threats and vulnerabilities in a realistic, sensible and actionable manner. It works on 
solving practical problems and operates decisions that are based on "What will work 
best", to find solutions to research problems.

Positivism: 
Positivism analyses security incidents, network traffic and system vulnerabilities. It uses 
quantitative methods to log analysis, survey data and establish security laws or 
frameworks.

Critical realism (CR): 
Critical realism investigates not only the "What", but also the "Why and How" that 
creates vulnerabilities. The goal of CR is to analyse the "dark side" to understand the 
security mechanisms, then to be able to create, evaluate and change them to improve 
security.

Google Scholar: 
Google scholar is a free broad search engine, it contains articles, reports journals, and 
books, it is tailored to search queries for cyber security. There is an advanced search 
feature that filters searches by author, journal and date of publication. Users can search 
using high impact journals, such as IEEE to search for cyber security related research.

IEEE Xplore Digital Library: 
IEEE Xplore Digital Library is a powerful resource to access cyber security research 
published by IEEE. It contains, articles, conferences, magazines, journals, books and 
standard documents. It is freely available for users and researchers to obtain high 
quality literature for cyber security within the IEEE Xplore database.

ACM Digital Library: 
ACM Digital Library offers free open-access area to its content. It offers journals, 
conference proceedings and books for security and privacy for cyber security research. 
The platform allows searching for specific topics, authors and users can filter by date to 
find research on threats and defences. It has an in-depth research to support 
researches in the cyber security field. 
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Validity: 
Enhancing the validity of cyber security is to ensure security measures are effective, 
accurate and reduce risks, by implementing frameworks that detect vulnerabilities and 
take action against them. Poorly executed security measures result in poor cyber 
security [10]. Therefore, a response plan should be regularly tested and updated, 
security controls should be monitored, to see the effectiveness of the plan to prevent 
real attacks from occurring. Staff should have regular trainings to educate them on 
recognizing threats, and identifying tactics, and protecting organisations with high 
security measures.

Reliability: 
Enhancing the reliability in cyber security requires continuous improvement, by 
minimizing human error and quick recovery from incidents. This can be achieved by 
multiple security controls, if one fails, others are in place to mitigate the threat. Another 
form of security measure is enforcing strong multi-factor authentication for all users, 
also implementing zero trust policy, ensuring verification of all users and devices before 
access is granted. An incident response plan should be created and documented. 
Continuous monitoring, threat information collecting, and collaboration with key parties 
are essential for a quick and efficient response [11]. By implementing all these 
strategies, organizations can remain functional even when subjected to cyber-attacks 
and system failures.

Generalisability: 
Strategies to enhance generalisability in cyber security is to strictly verify every user and 
device, regardless of location before allowing access. Human errors, negligence, lack of 
awareness, insufficient training, increase the risk of successful cyberattacks [12]. 
Frameworks should be implemented, like NIST cyber security framework (CSF) and 
ISO 27001 to manage risks and continuous monitoring against threats, ensuring 
security measures are effective across the system.

Ethical Considerations: 
Ethical considerations in cyber security is handling sensitive data with confidentiality, by 
protecting data from unauthorized access. Managing insider threats, addressing risks 
from unauthorized access who may misuse their position, this results in considerable 
personal and organisational damage [13]. Accountability should be taken for data 
breaches, ensuring regulations like GDPR are taken seriously, by implementing security 
measures and using security tools to manage threats.

Research strategies and data collection methods for cyber security involves surveys 
and questionnaires. This involves collecting publicly available data to identify behaviour 
from professionals and users, also to collect data on human factors and monitor security 
awareness. Interviews and focusing on groups is a qualitative method to explore ideas 
and motivate each other to understand and recognize the attacks and prevention 
methods, by using tools, such as Firewalls, security configurations and logs.
Each method has its unique strengths and used in combination will give insights into 
security challenges. Data should be used to identify problems, improve the security 
measures, and make smarter business decisions by implementing automation tools, 

TASK3: RESEARCH STRATEGIES
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measures, and make smarter business decisions by implementing automation tools, 
such as, SIEM for 24/7 monitoring of the system.

Clear goals should be set when designing a pilot data collection method. Appropriate 
tools should be selected that are required for cyber security. Automated tools, such as, 
SIEM & SOAR will offer continuous monitoring, early signs of unauthorized access and 
malicious attacks should be detected and reported. The findings should be logged by 
collecting all necessary information for the research, this will minimize privacy risks, 
especially when dealing with personal, sensitive information. For this the 
implementation of encryption and strict access control is required. Errors should be 
removed, any duplicates erased, all invalid entries should be deleted from the collected 
data.

Quantitative analysis focuses on numerical data, it calculates the financial impact of the 
threats. It measures the effectiveness of the security controls, by comparing it to the 
reduction in risks, it calculates the risk scores by using hard data. Quantitative analysis 
is used for a more deeper analysis for higher threats, it measures variables and 
theories, such as, surveys and experiments.
Qualitative analysis identifies risks and threats on the probability scale of the impact on 
the likelihood of the risk occurring, (e g, low, medium, high, critical). Qualitative analysis 
is used for a quick assessment, it focuses on non-numerical data, such as interviews 
and observations.
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APPENDICES: CYBER SECURITY POSTER
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