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Before installing Active Directory Services, some basic configurations should be done on the server before adding new features to the server; one is creating a naming scheme and adding it to the server.
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	Figure 1: Shows renaming the computer systems. 



Once the server's naming scheme is complete, it's time to start installing the Active Directory Services. 
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	Figure 2: Installing Active Directory Domain Services. 
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	Figure 3:  Installation process of AD DS 



After the installation has complete Active Directory is not fully functional, the server needs to be promoted to the Domain Controller to make it operational. 
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	Figure 4: Promoting the server to the domain controller. 



To promote the server to the domain controller, we need to give the server a domain name; this allows the computers to connect to the server.
	[image: ]

	Figure 5:  Adding a new forest and giving a domain name to the server.



After configuring the server, if the password gets lost or disabled for the admin account, a Directory Service Restore mode password needs to be set. 
	[image: ]

	Figure 6: Setting a password for Directory Service Restore mode. 


Once all the configuration is done for the Domain Controller, it is time to finalise the Active Directory and Domain Controller installation. 
	[image: ]

	Figure 7: Finalising the install and configuration of AD DS and promotion operations.



Once the server has rebooted after the installations of the new features, its time to create another domain admin account for security purposes, just in case an account has been breached, or a password is lost, another account can still control the servers.
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	Figure 8: Creating a new user for the domain admin.


Once the new account is created, the new user account needed to be granted Domain Admin privileges. 
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	Figure 9: Giving the newly created user Domain Admin privileges.



After the admin account is done, its time to add users to the active directory; this is a similar process to making the admin account without the privileges.  
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	Figure 10: Created a new user account. 



When the account was created, Logon hours can be added to the account from the account section; this is where you can select the Logon hours that the user can access the computer systems.
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	Figure 11: Limiting the user's logon hours. 



So once the users have been made and the system is ready, now its time to create a computer system in the active directory; this is done by creating a new computer object.
	[image: ]

	Figure 12: Creating a new computer. 


After creating the Computer system on the active directory, now its time to sync the computer with the client computer system first; the computer name's basic configuration needs to be done. Once that is done, you can add the domain name, and once it's all complete, it will give a message saying welcome to the domain. 
	[image: ]

	Figure 13: Configure Client1 to have the correct computer name and connect it to the domain.
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[bookmark: _Toc66369119]DNS
Domain Name System (DNS) is the address book of the internet, and this turns IP addresses into domain names to make it easier for human access; for example, DNS would have an address such as mydomainname.com and that will retrieve data from an IP address such as 192.168.0.1 to get the resources needed. [1] DNS has an immense significance with Active Directory Domain Services (AD DS); DNS is used as the Domain Controller of AD DS, which is used to perform operations on the Active Directory. These actions could be but not limited to, authentication, computers, and updating objects. Computers on the Active Directory use DNS to communicate with the Active Directory Domain Controllers; this can authenticate users connecting to the services and can be used to limit the users on the Active Directory. [2]

[bookmark: _Toc66369120]Roles and Features
[bookmark: _Toc66369121]Group Policy Management
Group Policy Management (GPM) is used to manage policies on a network; this can be done by allowing imports of policies across domains and forests, it provides for export of the current policies so that they can be used on other domains, it also provides for the creation of policies to be made to keep the network secure. GPM also allows for backups and restores of Group Policy Objects (GPO); this ensures all procedures are in place. The Group Policy manager also enables you to search for existing GPO on the network, so if you want to edit a current GPO, the GPM will allow you to search for the existing GPO. [3]

[bookmark: _Toc66369122]Active Directory Rights Management Services
Active Directory Rights Management Service (AD RMS) provides the network with management tools to help secure the network, AD RMS has security technologies such as encryption, authentications, and certificates. These can be used to ensure that the network is secure; AD RMS can also secure the organisation documents by using IRM, short for Information Rights Management. With both AD RMS and IRM, it allows people to enforce the security of transmission of there personal or private information. [4] AD RMS will enable administrators and engineers to specify access to files and documents using IRM policies. 

[bookmark: _Toc66369123]

Security Levels of a computer network 
In a computer network infrastructure its essential to have different security levels on the network; this is to prevent any security risks to the network; within a computer network infrastructure, there will be many different types of admins/engineers to make sure that the computer network is always online and no problems occur to the users, with this it comes with different roles and privileges that are granted to these admins/engineers to proceed with their duty, with different roles and privileges it prevents any security risks to the network system also it contains users from doing something they shouldn’t be, for example, most industries and companies have different departments to manage these departments, groups are made for each of these departments to limit their privileges on the network. [5]On a network infrastructure, the domain administrators’ job is to create the network and make it functional; they also need to maintain the network once the network is complete; this is done by auditing the network and seeing what needs to be improved or done to help departments with there jobs or limit them so they can’t do anything unnecessary. [6]

[bookmark: _Toc66369124]AGDLP and AGUDLP 
[bookmark: _Toc66369125]AGDLP
AGDLP is an abbreviation for Accounts, Global Group, Domain Local Group and Permissions. AGDLP is a strategy to apply permissions within an organisation; this strategy is made for large network infrastructures, allowing ease of use, easier audits, etc. Different layers implement this solution; the first layer is Accounts this will be added into the Global group, which then will be added into a Domain Local Group, which then will be applied permissions because of the strict grouping of permissions it supplies the administrators with ease of managing the permissions and auditing the users on the network. [7] Since our network is a single domain network, AGDLP would be a strategy to implement into our network, allowing for strict permissions. 
[bookmark: _Toc66369126]AGUDLP
AGUDLP is an abbreviation for Accounts, Global Group, Universal Groups, Domain Local Groups, Permissions. This strategy is similar to AGDLP, but it has another aspect that allows for expansion on AGDLP; this is the Universal Groups, which allows for the groups to go across multiple domains; this is good for more extensive networks with various domains, because of this strategy it allows for easy audits because of the permission setup it allows for you to check the permission to see what members/groups are granted this permission. Different layers will make this solution functional; starting with the account, this layer is used for users; the account layer is then put into global groups containing computers and other groups, then put into universal groups similar to global groups. Still, they allow to be used across domains, and the universal groups are within domain groups which are then set permissions. AGUDLP is a good permission strategy for networks, but I think it is more of an enterprise solution; if my network were to expand, I would change from AGDLP to AGUDLP because it supports multiple domains has a little more control. [8] 
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