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[bookmark: _Toc36153299]Introduction
The first section of this paper will research and discuss the different tools and methods that computer forensic experts use to complete cases. The research will include analysis on each tool including advantages and disadvantages on the tools, what type of cases each of the tools are used for and the evidence the tools are used to gather. The tools will then be categorised into what category of forensic specialist will use the tool. The tools will also be compared to show what tool would fit best for what job.
The Next section of this paper will include a report on a terrorist attack case. This report will include details on the processes included in the case, these processes will include the steps taken after John started on the case. Included in the report will be a structure of objectives as well as mentions of what forensic tool John used to complete these steps. 
[bookmark: _Toc36153300]Forensic Tool Research 
[bookmark: _Toc36153301]Autopsy
The first forensic tool is called Autopsy. Autopsy is a forensic tool that is used to “identify, sort and catalogue pertinent pieces of forensic data” [1] on mobile phones and computers it is front end graphic user interface for the sleuth kit. Autopsy is currently only available on windows which is a drawback as many forensic professionals use Linux. Autopsy uses multiple cores allowing the user to run background tasks, the user can then complete other tasks to optimize the use of their time. Once the background task has been completed the findings will be displayed. The functions of Autopsy will be discussed below.
The first function that autopsy has is Hash Filtering, this helps to identify files that relate to known files that may contain useful information. The next function is keyword search, this function finds files that contain the keyword. This function helps to filter out the files that are no use to the investigation. Another function that autopsy has is data carving, this assists in recovering deleted files on the device if the owner deletes any evidence on the device this function is essential for Forensic Analysts. Collecting Web Artifacts is another use for the forensic tool, this function helps to gather any cookies on web browsers, search through web browsers history and bookmarks to find any websites or files relating to an investigation. 
Autopsy is a free forensic software so it can be used by forensic analysts with little to no budgets. 
[bookmark: _Toc36153302]Wireshark
Wireshark is a network analyser which allows a forensic analyst to completely dissect and analyse a computer network [2]. Wireshark will mainly be used by network administrators to help to run tests on a network throughout the planning and building of a network, it does this by intercepting packets sent over a network and converting them to a readable format [3]. An advantage of Wireshark is the user can use packets from network simulation tools like NETSIM and OPNET modular [4], this is useful as Wireshark can be used during the planning of a computer network. Wireshark is a free piece of software this means that it can be used by network administrators or forensic analysts with little to no budget.
Below is a screenshot of the window Wireshark displays when the application is running and collecting packets.
[image: ws display filter tcp]
Figure 1: Wireshark Application		Adapted from: [5]
The functions that the software allows for is a “Deep inspection of hundreds of protocols” these protocols include IPV4, IPV6, MAC, DNS, Bluetooth etc. [2] Wireshark helps to inspect all individual packets travelling over a network, this function of Wireshark then allows for the collection and filtering of useful data. A user can filter out unwanted data and then store the wanted data, the stored data can then be examined. This helps to “identify what traffic is crossing your network, how much of it, how frequently, how much latency there is between certain hops,” [3]. Wireshark uses color-coding to help and categorise different packets of data on the network. [6]  
[bookmark: _Toc36153303]Paladin
Paladin Forensic Suite is a Linux application on ubuntu that has 100s of forensic tools built into the suite. The Paladin application suite can help forensic analysts to dissect a computer with the tools included in the suite, which can help instances like police investigations. The first tool included on the suite is a data carving tool which allows to search through a computer hard drive for files using keywords or file types. A Database tool is included in the suite to store and organise data found on a computer. The Paladin suite also includes the SLEUTH KIT which houses Autopsy as mentioned above. Another tool included is memory analysis allowing an analyst to inspect a computers RAM and flash memory. The next tool included in the suite is a hex editor this allows to view and alter the exact binary code of a file useful is data is hidden in a file. [7]
An advantage of Paladin is it costs $25 dollars a very low price suitable for both professionals and amateurs. [8] Since Paladin is a Linux application it alienates computer forensic analysts who use Windows however there are many analysts who prefer to use Linux.
[bookmark: _Toc36153304]FTK
FTK is a computer forensic platform that hosts all the common forensic tools. The first tool included on the application is email analysis, allowing the user to tag certain keywords in emails and certain flagged IP addresses. File decryption allowing access to encrypted files along with the ability to crack passwords for the files. The next tool is data carving, this searches files depending on the size of the file and data type then highlights the marked files. FTK has a malware detection tool called Cerberus, once malware has been indicated this tool sends recommendations on how to fix it. These are the main tools, there are others available on the application. An advantage to FTK is it creates a case log file this allows groups of people within the same company to work on at one time. Another advantage is FTK claims to “cut case investigation time by 400%” this lowers the cost for a company or freelancer for each case. [9]
To obtain the full version of this application with all the additional tools and features the perpetual license is “$3,995 and yearly support is $1,119” to have a yearly subscription costs “$2,227 and yearly support included” [10]. The price can vary. FTK can only be used for a short time without a license, however, a tool within FTK called FTK Imager can be used free continuously without a license. This high price means this tool will mainly be used in companies or by skilled freelance analysts. [11]
[bookmark: _Toc36153305]SIFT
Sift is a free open source forensic tool suite like Paladin that uses the operating system Ubuntu on Linux. SIFT includes the forensic tool Autopsy in the suite along with all Autopsy’s tools that have been discussed above. The forensic tool suite also includes Wireshark that has been mentioned above. The suite includes different hashing tools that will be found on Autopsy and the Sleuth Kit called ssdeep and md5deep. SIFT contains Pasco which is a tool that allows the user to search through web artefacts such as web browser history. The suite also has a tool called Rifiuti, this tool examines a computers or phones recycle bin. [12]
Since SIFT is a free forensic tool it can be used by amateurs, students and professionals. It can analyse Windows, MAC, Solaris and Linux files. [13] An advantage of SIFT is it has cross compatibility between windows and Linux systems allowing two or more analysts to work on the same hard drive using different systems. However, a disadvantage to SIFT is some of the GUI front end applications for the sleuth kit have been overall reviewed poorly by users. [14]
[bookmark: _Toc36153306]Comparing Tools 
Below is a categorised table of the researched forensic tools.
	
	Autopsy
	Wireshark
	Paladin
	FTK
	SIFT

	Windows
	YES
	YES
	
	YES
	YES

	Linux
	YES
	YES
	YES
	YES
	YES

	MAC OS
	YES
	YES
	
	
	

	Paid
	
	
	YES
	YES
	

	Free
	YES
	YES
	
	
	YES

	Tool Suite
	
	
	YES
	YES
	YES



Comparing the researched tools Autopsy, Wireshark and SIFT are all free applications whereas FTK and Paladin are both paid applications. Therefore, students will probably use Autopsy, Wireshark and SIFT rather than FTK as it is free. However, all the applications will be used in professional settings and Paladin is inexpensive enough to be used by students and amateurs alike.
Autopsy, Wireshark are available on all OS platforms allowing availability for all users. FTK and SITH are available on Windows and Linux this means; MAC users will not be able to use the application. PALADIN is only available for Linux users. If a user has different systems such as a Linux PC at work and a windows PC at home then Autopsy, Wireshark, SIFT and FTK will be the best compatible applications for that user as the applications can be used by both systems. However, if the user has a MAC at home then FTK and SIFT become unavailable. This shows that the most compatible applications are Autopsy and Wireshark. Paladin is the most incompatible application of the four only being available for Linux users.
Autopsy, FTK, SIFT and Paladin all have data investigation tools such as data carving, web browser investigation and data locating based on keywords. So, these applications will primarily be used by Computer Forensic investigators on cases that involve recovering hidden files on hard drives for instances such as police investigations. Wireshark is mostly used for network data analysis; the application is used to investigate packets of data travelling through a network rather than data recovery through means like email or hard drives. Both types of applications can be used in police investigations however for different tasks. 
Paladin, FTK and SIFT are all Forensic tool suites. These suite suites hold various forensic tools to use. Instead of an analyst having to download all the tools separately on their workstation, the analyst only needs to download the suite to be able to use the tools. 
[bookmark: _Toc36153307]Digital Forensic Report
[bookmark: _Toc36153308]Case Background 
A terrorist was shot down in Heathrow Airport. The terrorist was planning to bomb Mason International airport in FIJI. When he was confronted by police, as his face matched a face on the terrorist list, he tried to escape however he was shot dead while trying to evade police. In the terrorist’s possession was a briefcase. The briefcase was given to John a computer analyst by Mr. Mark Wales the chief investigator in Heathrow airport. 
[bookmark: _Toc36153309]First Response
The Police at Heathrow airport were the first responders. The responders recovered the laptop from the suspect as well as the laptop bag. The responders took photos of the crime scene. All evidence obtained from the crime scene was labelled and sealed to keep the integrity of the evidence then placed into a briefcase, this briefcase was then handed over to John.
[bookmark: _Toc36153310]Evidence Collection and Data Protection
The first piece of data that was acquired were photos of the laptop. When the laptop was acquired by the first responders, it was left in a standby mode. As this is the case John was able to collect photos of the laptops screen using a Cannon Digital Camera, the images obtained from the camera were then saved into a case file folder and the folder was then backed up onto the cloud and a separate hard drive. 
The next step that was performed is a copy of the hard drive of the laptop. To complete this step FTK imager was used to take a complete copied image of the hard drive. The reason a copy of the hard drive was used to ensure that when the data acquisition process is underway no files on the original hard drive are tampered with. A bitstream image of the original hard drive was created as all data on the original hard drive would be copied including data stored in slack space, unused space and deleted files. The integrity of the copied hard drive was checked by comparing the hash values of the files to the original hard drive, if any files have been tampered with the hash values of the files will not match. Once the Data Acquisition and Data Recovery processes have been completed a hash value integrity check will be completed again. 
Once the image of the hard drive was created the original hard drive was secured and given to the authorities to store in a safe location. 
[bookmark: _Toc36153311]Chain of Custody
	Item #
	Quantity
	Description

	1
	1
	Laptop Suspect was carrying at time of incident

	2
	1
	Laptop Briefcase in suspects possession at time of incident

	3
	4
	Photographs of crime scene 

	4
	1
	Fingerprints from suspect



	Item #
	Date / Time
	Released by 
	Received by

	1
	1st February  17:00
	Mr. Mark Wales
	John

	2
	1st February 17:00
	Mr. Mark Wales
	John 

	3
	1st February 17:00
	Mr. Mark Wales
	John 

	4
	1st February 17:00
	Mr. Mark Wales
	John 



[bookmark: _Toc36153312]Data Recovery and Acquisition
The files that John was requested to obtain from the hard drive of the suspected terrorist were any image files, MS Word, PDF and excel files. John was also requested to search all email and internet cache files on the hard drive, record then document all the files that relate to the case. 
The program that was used to search these files and recover any deleted files was Autopsy. Autopsy was used as it can extract all files on a hard disk image including deleted files. Recovery of deleted files is important as some files relating to the case may be stored there. John used autopsy to create a case folder, inside this folder all the files found on the image were stored by the Autopsy application. One folder that was created by Autopsy is the Export folder. John then created subfolders in the export folder for each file type documents, databases, images, audio and email folders.
To secure any MS Word or MS Excel files searching the disk image by MIME type was used. The MIME type for the word documents is “application/msword” and “application/vnd.ms-excel” for excel spreadsheets. From this John was able to secure and document the found files. The word and excel files were exported to the documents folder. To secure PDF files, Autopsy automatically collects and displays the files allowing John to search through and recover any pdf files relating to the case, the PDF files were stored in the txt files folder. All image and audio files are also separated by Autopsy allowing John to search, recover then document any files relating to the crime, these files were stored in a media subfolder of the case files. All files recovered were deleted on the original hard disk drive image copy.
The next process that John completed was retrieving email files and internet files. All internet files are stored in java or html, autopsy automatically collects and retrieves these files. Selecting the html file type on autopsy showed all html files, the html file related to the case were exported to the internet subfolder in the case file. Email addresses were extracted automatically by Autopsy the case related email addresses found were stored in the email subfolder in the case file.
[bookmark: _Toc36153313]Extraction of Evidence from Hard Drive Copy
During the Data Recovery and Acquisition phase of the investigation. Notable files were found relating to the case. Below is a list of all the notable media files including a brief description of the content in the file.
[bookmark: _Toc36153314]Evidence 1
The first notable file that was acquired from the copy of the laptops hard disk was a video showing the 9/11 bombings. The 9/11 bombings were terrorist attacks that took place in 2001, these attacks were carried out by a terrorist group called Al Qaeda. This file was exported from the hard drive using autopsy into the video’s subfolder.
[bookmark: _Toc36153315]Evidence 2
The next notable file that was acquired from the hard drive was a video of a terrorist practice camp. The video showed terrorists from the camp practicing acts like shooting and bomb making. The video also showed kidnapped hostages being murdered by the terrorist group in the same video.  This file was exported from the hard drive using autopsy into the video’s subfolder.
[bookmark: _Toc36153316]Evidence 3
The third notable file that was found on the hard drive from the laptop is a collection of speeches given by known terrorist organisation leaders. The speeches were motivational often urging the listeners to carry out terrorist attacks on “enemy states”. This file was exported from the hard drive image to the txt file subfolder in the case file. 
[bookmark: _Toc36153317]Evidence 4
The next notable file that was found on the laptop hard drive was a 30-minute video of Heathrow Airport and the suspected intended target the Mason International Airport in FIJI. The video included video of the outside of both airports along with inside footage of the airports. The inside footage shown the terminal where the suspect tried to evade police and was shot down. This file was exported from the hard drive image to the video subfolder in the case file.
[bookmark: _Toc36153318]Evidence 5 
The fifth notable file that was fount on the copied hard drive was a video of a hotel room, the video of the hotel room showed the suspect that was shot down along with 6 other suspects. This file was exported to the video subfolder using autopsy. 
[bookmark: _Toc36153319]Physical Evidence from suspect
Below is a summary of all the notable evidence that was acquired from the suspect at Heathrow International Airport.
[bookmark: _Toc36153320]Evidence 6
The suspect also carried photographs of the two airports Heathrow and the Mason International airport. The group of photos provided a very detailed outline of the two airports. Unclear if the photographs were taken on the day of the incident
[bookmark: _Toc36153321]Evidence 7
The suspect had logos of a terrorist organisation that the suspect was alleged to be affiliated with. The suspect showing logos of the terrorist group confirms the affiliation with the terrorist organisation.     
[bookmark: _Toc36153322]Evidence 8
Following are three document files that were recovered from the suspected terrorist. The first file was a document that included information on how to create a chemical bomb, the next document included information on how to prepare for Jihad and the final document recovered included information on steps to take to become a suicide bomber. 
[bookmark: _Toc36153323]Evidence 9
The final notable document that was obtained from the suspect named “How to bomb Mason International Airport”. This document contained instructions on how to spread terror at the airport. This document confirmed the intentions of the suspected terrorists visit to Heathrow Airport.
[bookmark: _Toc36153324]Contacts and Links
To obtain the emails from the copied hard drive image from the laptop John used the forensic tool Autopsy. Autopsy recovers emails from the hard drive image and stores them in a folder in Autopsy called “Email Addresses”. John then viewed the email addresses on autopsy and extracted them to the email folder in the case file. The contact names found on the hard drive matched the ones found on previous documents the suspect held.
Other findings from the hard drive showed spreadsheets from Microsoft excel. These spreadsheets displayed bank account names and shown cash being given to the suspect from these accounts. Another finding from the investigation shows the suspect carried international visas and documents that linked with terrorist organisations this proved the link between the suspect and the other terrorist organisations
[bookmark: _Toc36153325]Findings
From the data recovered from the hard drive, evidence 1, 2 and 3 shows that the suspected terrorist had an interest in terrorist organisations as saved on the laptops hard drive were videos of terrorist camps, speeches and terrorist attacks.
From evidence number 4 and 6 (the detailed video of the two airports) it shows the suspect had a profound interest in Heathrow International airport and Mason International Airport. Along with the videos the suspect also had photographs of both airports along with a document called “How to bomb Mason International Airport”. This evidence shows the suspects intentions.
Evidence 5 and 7 shows the suspects links with the terrorist organisations along with the visas found on the suspect. Also, the emails on the hard drive and bank statements show the suspect had links with the terrorist organisation and received payments from the terrorist groups.
Evidence number 8 and 9 show the intentions of the suspect which outlined an intention to bomb the Mason International airport in FIJI in documents.
[bookmark: _Toc36153326]Recommendations
From the findings on the laptop hard drive and the evidence found on the suspect Mr. Mark Wales should consider the reason that the suspect had visited Heathrow airport was to take a flight to Mason international airport in Fiji, from there the suspect would create a chemical bomb as hinted by the documents the suspect was carrying. Then carrying out a terrorist attack at Mason International Airport. Although the suspect was not carrying a bomb at the time of the incident. 
Mr. Mark Wales should also consider that the suspect did have links with terrorist organisations and had been in contact with them through face to face meetings at hotels and receiving funds from these organisations. 
[bookmark: _Toc36153327]Conclusion
Concluding the research of computer forensic tools, there is no on tool that can do everything for an analyst. All the tools have certain advantages and disadvantages when using them also, not all the tools or suites are able to be used on every OS. Analysts will have to use several tools that are available on their system of choice to be able to fully complete examinations of technologies. The forensic tool suites have the most to offer as they contain lots of individual forensic tool applications for an analyst to use. Regarding whether using an open source or paid applications the analyst will have to make that decision depending on the budget they have. Paid software tends to have more advanced forensic tools however open source tools sometimes have better tools for certain jobs an analyst will need to carry out.
Concluding the report, correctly creating a copy of the hard drive then storing the original safely with the authorities is crucial as it shows the forensic analyst has not tampered with the original. Then correct documentation is vital as without this the future jury will not be able to understand the files that have been found on the device, correct documentation includes correctly cataloguing all files found on hard drives to the right folders and exporting all the necessary information leaving unnecessary information out.  Then explaining the found files in the documentation for the future jury to read is critical in order to portray an accurate representation of the found files.
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