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Part 1 – NIST Cybersecurity Framework
The NIST framework is [1] “a powerful tool to organize and improve your cybersecurity program. It is a set of guidelines and best practices to help organizations build and improve their cybersecurity posture. The framework puts forth a set of recommendations and standards that enable organizations to be better prepared in identifying and detecting cyber-attacks, and also provides guidelines on how to respond, prevent, and recover from cyber incidents.”
There is known to be five elements of the NIST cybersecurity framework. These are:
· Identify
· Protect
· Detect
· Respond
· Recover
Respond
Respond is known to be the first function of the NIST Cybersecurity Framework, and its purpose is to [2] “lay the groundwork for your organization’s cybersecurity actions going forward. Determining what exists, what risks are associated with those environments, and how they relate to your business goals is crucial to success with the Framework.”
Protect
The reason the protect function is important is because [2] “it aims to develop and implement appropriate safeguards to ensure critical infrastructure services delivery. The Protect Function supports the ability to limit or contain the impact of a potential cybersecurity event.”
Detect
The detect function is vital because [2] “detecting a breach or event can be life or death for your business, making the Detect function of the Cybersecurity Framework critical to both security and business success. Following these standards and best practices and implementing these solutions will help you scale your program and mitigate cybersecurity risk.”
Respond
The respond function is a highly important part of the NIST Cybersecurity Framework because [2] “starting with an incident response plan is a vital first step to adopting the Respond function – ensuring compliance with necessary reporting requirements encrypted and transmitted securely for a given location and industry. An excellent next step is a mitigation plan – what steps will your team take to remediate identified risks to your program and organization?”
Recover
The recover function is important in the NIST Cybersecurity framework because it [2] “supports timely recovery to normal operations to reduce the impact of a cybersecurity event. Examples of outcomes for this Framework’s Core function include Recovery Planning, Improvements, and Communications.”
Reconnaissance
Nmap and Wireshark
The two tools in question, Nmap and Wireshark, are very powerful tools that are commonly used amongst those within the cybersecurity and network industries. With regards to Nmap, an article published by LinkedIn states that Nmap [3] “is an open-source tool designed for network discovery and security auditing. Its primary purpose is to scan networks, identify hosts, discover open ports, and gather information about the services running on those ports.”
In contrast to this, Wireshark [3] “focuses on host and service discovery, (Wireshark) delves into the details of network traffic, allowing users to capture, analyze, and inspect individual packets.”
In the reconnaissance stage of a cybersecurity attack, [4] “hackers identify a vulnerable target and explore how to exploit it. The initial target can be anyone in the company. Attackers need only a single point of entrance to get started. Targeted phishing emails are common as an effective method of distributing malware in this phase.”
Generally, [5] “running an Nmap scan is often the best way to discover the size of the network and the number of devices that are connected to it. Running a “fast” Nmap scan on a network range can produce a list of all of the IP addresses belonging to active hosts on the network.” As this article also states, “Nmap can also show information about remote networks as well. In fact, you can run Nmap against a website you want to examine, and it will parse it and retrieve the IP address associated with that web domain.”
In terms of Wireshark, [6] “penetration testers can use Wireshark to perform reconnaissance: identifying targets such as ports, devices, and services based on the type and amount of network traffic they exchange.”
Cyber – Attacks and Mitigation Strategies
It can be very important to protect yourself against potential Malware, and two examples of malware types can be WannaCry and TeleRAT. [7] “WannaCry is an example of crypto ransomware, a type of malicious software (malware) used by cybercriminals to extort money.”
[7] “Ransomware does this by either encrypting valuable files, so you are unable to read them, or by locking you out of your computer, so you are unable to use it.”
Meanwhile, an article from Palo Alto Networks states that [8] “we know Telegram’s Bot API was already being employed by attackers to steal information ranging from SMS or call history to file listings from infected Android devices.”
An article from Malwarebytes states that some useful mitigation strategies for businesses who suffer from WannaCry malware attacks are to; [9] “use cybersecurity software that can detect and block ransomware threats.” “Back up your data frequently, and air gap your critical backups.” “Segment your network.” And “plug exploits by regularly checking for security updates.”
Phishing
Two different kinds of phishing attacks have grown more prominent over the years, these are Whaling and Pharming. According to an article from the National Cyber Security Centre, [10] “Whaling is a highly targeted phishing attack – aimed at senior executives – masquerading as a legitimate email. Whaling is digitally enabled through fraud through social engineering, designed to encourage victims to perform a secondary action, such as initiating a wire transfer of funds.”
On the other hand, an article by proofpoint states that “Pharming is like phishing in that it is a threat that tricks users into divulging private information, but instead of relying on email as the attack vector, pharming uses malicious code executed on the victim’s device to redirect to an attacker-controlled website. 
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