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1. Introduction
The following report has been created for the Managing Director, and is designed to explain what ransomware is, particularly the CryptoWall trojan as a detailed example. The report will also detail the methods of infection by the Trojan and what steps can be taken to remediate against it.
2. Background
In order to understand the term ransomware, it is first to understand what is meant by the term malware.
2.1. What is Malware
Malware is another term to describe ‘malicious software’. The term malware describes any malicious computer program or code that can be harmful to a computer system.[1]
There are various different types of Malware which can includes viruses, trojans, spyware, worms, ransomware, adware and botnets to name a few.[2]
Now that we have an understanding of what malware is we can now look to discover the term ransomware.
2.2.	What is Ransomware
Under the online article ‘Ransomware’[3]by Malwarebytes, ransomware is the common name for the term ransom malware. The article goes on to say that basically, ransomware is designed to prevent users of a computer device accessing their systems or files, with the proviso that access can be obtained by paying a ransom. There are different types of ransomware which include scareware, which is designed to trick the user in to believing that their computer is infected with a virus. Screen lockers are designed to ‘lock’ you out of your computer, the infection usually includes an official looking law enforcement, or government, warning that the user has performed some illegal activity. Encrypting ransomware as in the name suggests is malware that encrypts your files and then demands payment for decrypting them.[3]
For this report CryptoWall is a variant of encrypting ransomware. The next section of the repot will explain in more detail what is CryptoWall, how it is spread, and how to remediate against it.

3. CryptoWall
3.1.	What is CryptoWall
The CryptoWall ransomware has been around since 2014 and has been redeveloped over the years by Cybercriminals to try and ensure that it is more and more difficult to detect and remove. 
As with all encrypting ransomware CryptoWall encrypts files on the users computer using military grade encryption, which makes it virtually impossible to decrypt without the correct encryption key. Not only that but the malware buries itself deep within the computer’s operating system so making it difficult to detect. Furthermore, it also deletes the volume shadow copies of the files which can result in making it difficult or even impossible to restore files.[4]
The latest version of the ransomware is 5.1 and to understand the impact of previous versions on businesses around the World, CryptoWall 3.0 is estimated to have been responsible for over $325m in damages.[5]
3.2.	How is it spread
Research has shown that the CryptoWall ransomware virus is spread in two ways, via phishing emails and exploit kits.[5] The emails that distribute the virus usually have file attachments with titles such as ‘internal’, ‘voice’, ‘fax’, ‘invoice’ and ‘statement’. A copy of a typical email that is sent containing the virus can be seen in figure 1 below.
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Figure 1
Infection by exploit kits is usually via a compromised web server via a susceptible web browser.
3.3.	How to remediate against it
As with all ransomware viruses there are things organisations can do to both protect and remediate if infected.
There are technical measures that can be implemented to protect against infection which includes:
· Install and keep upto date commercial anti-malware software.
· Implement a software firewall on each computer device, such as Windows firewall.
· Install and maintain both secure web and mail gateway software. This will filter and block malicious email and websites.
· Keep system operating software and application software (e.g. Internet web browsers, etc.) up to date with security and critical patches.
· Use role access policies to limit what staff can access when they log on to the computer network e.g. not allowing administrative access to computers.
· A continuous user education programme reminding staff of the dangers and their obligations.
To remediate if infected, organisations should have a stringent backup regime in place to backup critical system and application files.
4. Conclusion
All ransomware can have a devastating affect on organisations if infected. Unfortunately, in the current climate organisations are advised to approach the topic of ransomware with the attitude of not if but when. This approach is meant to ensure that organisations are continually vigilant and do not take their eye off the ball.
By ensuring that all technical measures are implemented as recommended above, including a consistent user education programme, and a good backup regime, organisations can best protect themselves from this type of malicious infection. Finally, by having a comprehensive incident response plan for malware infection (including regular testing and updating) an organisation can act quickly and effectively to any type of infection.
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6. Glossary
[bookmark: Volume_Shadow]Volume Shadow Copy - is a technology included in Microsoft Windows that allows taking manual or automatic backup copies or snapshots of computer files or volumes, even when they are in use.
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