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[bookmark: _Toc50662739][bookmark: _Toc50717720]Head of Info Gov Report
[bookmark: _Toc50662740][bookmark: _Toc50717721]Introduction
The purpose of this report is to inform the head of Information Governance at City and County of Swansea council about the data security breach occurring on 7th of July 2020. It details the exact circumstances, implications, policies, actions to contain & inform as well as other considerations in relation to General Data Protection Regulation (GDPR). 
[bookmark: _Toc50662741][bookmark: _Toc50717722]Summary of Circumstances
On Tuesday 07th of July 2020 Mark Jarvis Operational Director of Highways Department contacted myself via telephone to explain that there had been a breach of personal data and that a document had been sent to a member of the public.
A list of the name and home addresses of staff had been sent to the email address of ‘Perkins Travis Tarmac’ Company in error. The data that was held was originally on an encrypted HR payroll database that Mr Jarvis had decrypted, then downloaded by the manager to their company laptop computer. The data on the HR database is legitimately held for emergency contacts of staff and to send end of the month payslips to them. 
Mr Jarvis went against GDPR Principle 5(1)b ‘…Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes.’ [1] Then downloaded this data from the operational database to complete a task he had separately been assigned. The original data is held correctly in its encrypted format, Mr Jarvis downloaded and decrypted the database using a private key he was not authorised to access. This in turn changed the data format to an incorrect one saved to his issued device.
Mr Jarvis then processed the data for his role related task and says that he confused the file names with a similar Excel spreadsheet he has saved on his desktop the file name being: ‘20200421-Staff_Data01.xls’ sent to davidjones@hotmail.com and the file that should have been sent being: ‘20200421-Tarmac_Leaflet.xls’.
A subsequent inspection of Mr Jarvis’s device found that there were also several personal medical documents, including staff sick notes and occupational health reports, again on his desktop.
[bookmark: _Toc50662742][bookmark: _Toc50717723]Data Protection Implication Principles
The data type that had been sent to the member of the public, accidentally, included staff names as well as addresses, this was sent in plain text in .xls format which is readable by Microsoft Excel Programs. This is defined by GDPR as personal data if it 
‘Can be identified or who are identifiable, directly from the information in question; 
or
who can be indirectly identified from that information in combination with other information.’
[1]


The medical data that was found on Mr Jarvis’s device is defined as Special Category data as it is ‘..Data concerning health’ [2]. It may also include genetic data depending on what exactly has been recorded on the documents.
The reason the data was collected in the first instance was for a different task than was originally stated. This changed when Mr Jarvis downloaded and used the data for his own purposes. This is a clear breach of Article 5(1)(a) which states data collected must be ‘..Processed lawfully, fairly and in a transparent manner in relation to individuals (‘lawfulness, fairness and transparency’).’ [1] This also muddies the water for the privacy policy as the reason it is collected is no longer clear. Had this been explained or updated to the persons in the database and they had accepted the change this would not have been an issue. It has now passed onto a Third and Fourth party without their consent. It is unclear why the manager has sick notes and occupational health reports.
5(1)(b) states that the purposes of the data should be collected for specific, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes. Mr Jarvis also broke this rule when he used the data for his own end. It could be argued that the data was legitimately used for business purposes however in the manner that it was processed is certainly not.
Although the data collected by Mr Jarvis when he downloaded the entire database, the document he further processed was minimised therefore it was relevant to his task and not excessive (bank account details were not sent across.
The occupational health reports and sickness notes maybe legitimate however this sort of data should be dealt with perhaps by Human Resources (HR) and filed properly rather than stored on Mr Jarvis’s personal device.
The question on relevancy of the data 5(1)(c) states that the data should be minimised, relevant and not excessive. In the first instance if Mr Jarvis has downloaded the entire database then manipulated the data to his own ends, if the existing copy has been retained this is a breach of section C of GDPR Principles. As previously mentioned there may also be a legitimate task for the medical & sickness data on Mr Jarvis’s computer, rather than destroying or removing it though it has been retained for an unknown reason.
Mr Jarvis removed the data as a live snapshot to process the data. As soon as this was taken it was out of date. Depending on how long it took to process. This puts the data in breach of accuracy which is 5(1)(d) of GDPR. The medical data may long since have passed its usefulness and perhaps should have been removed from the device also.
The storage limitation or 5(1)(e) of GDPR states that the data which can identify personnel should be stored for no longer than is necessary. The document that was sent could perhaps be argued that it was being processed at the time however the medical data which identifies staff surely must have been dealt with within a reasonable amount of time. if it was stored electronically on the laptop for what purpose was this? Be it being sent via email or uploaded to some HR portal. Immediately should have been removed.
Integrity and Confidentiality is section 5(1)(f) of GDPR this states that the data stored must be secure and should protect against unauthorised or unlawful processing and against accidental loss, destruction or damaged. This database was stored securely on a server. Mr Jarvis went to great lengths to obtain a copy of it then using a private key decrypted then processed it to his own end. It was a concerted effort to circumvent the security measures to ‘take a short cut’ around the system, security and processes currently in place. Following on from this, the medical data which is stored may have been obtained in the original format & questions would need to be asked how Mr Jarvis came into its possession. Perhaps the staff member had forwarded it to him to give to HR. Again, depending on what the role Mr Jarvis had at the time may depend on why he had the data, i.e. perhaps HR made this as a process before changing it. It would be worth checking when Mr Jarvis last did his data protection/ GDPR training. Security of the system should also be looked at. Why was the data transfer of a sizeable database not flagged up by the security team?
Accountability is part 5(1)(g) of the GDPR principles. It must have good record keeping, robust policies, testing procedures and staff training – including refresher training. Mr Jarvis appears to not covered any of these parts of the principle. It would appear that with the data solely on his (Mr Jarvis computer) he had done this off his own back and nobody else was involved.
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There is no Data Protection Risk Assessment available for this processing that has been undertaken by Mr Jarvis. We can, however assess what has happened following the breach and produce an ad-hoc risk assessment. 
For the first breach (data being sent to the outside persons) it is the following; impact score of 3 with the names and addresses of 100 employees being sent away to outside, Mr Jarvis must receive some credit for reporting the incident therefore the likelihood of this reoccurring would be a 3. 
Impact (moderate) 3 x Likelihood (possible) 3 = 9.
At around 9 would be the threshold to inform the ICO. There is a flowchart with the ICO who as several questions about the lost of data. City and County of Swansea will be referring itself to the ICO due to the threat of staff complains about the loss of their data. 
For the second breach (special category data being retained) this data had not been leaked. There maybe a reasonable explanation as to why it was Mr Jarvis’s computer in the first instance. If processes and policies have changed perhaps these proceeds when the incident occurred. Therefore, he is just retaining old information. It would suggest to me that this is a Major (2) score with a likelihood score of 2 also.
Impact (Major) 4 x Likelihood (unlikely) 2 = 8
The risk exposure or future potential loss that results from Mr Jarvis’s leak of data could cause financial loss to the persons whose data had been lost if they get into the wrong hands (dark web etc). They could be subject to phishing or foreign organisations trying to cause havoc to the Council’s day-to-day business. Those people affected might also find themselves receiving an increase in junk/ spam through the letter box and at an extreme end they might find themselves at risk of financial loss if this is linked to other data to gain loans etc in their name.
This could cause reputational damage to the council as well as disgruntled employees. They might be less willing to give up data in future requests if they think it is at risk of being lost.
Future and current partnerships of shared data are at risk if we do not take the appropriate steps now to limit and mitigate the loss that has occurred.
[bookmark: _Toc50662743][bookmark: _Toc50717724]Summary of City and County of Swansea Policy In Relation To The Breach
Section 5.6 of Information Management Policy states ‘ensuring that information is not collected, stored or disposed of inappropriately (particularly personal information or data)’.
It also goes on to say that the ‘Storing records while they are of administrative need, recognising both the cost of the paper and electronic storage and the need for adequate security’.
Staff data storage policy relating to internal network storage 2.4 states that ‘Workgroup folders can be designed and used by employees who share…. databases etc. Access to these folders can be restricted to specific groups of employees this maintaining security and privacy for confidential data. Sharing also helps to eliminate duplication of the files…’
According to Swansea council Data protection policy 5.14 users have the right to object to processing…’ In this case they are unlikely to be aware that their data base been processed in this manner.
[bookmark: _Toc50662744][bookmark: _Toc50717725]Actions to contain future data breach of this kind
In accordance with City and County of Swansea Data Breach Policy procedures the subjects are assessed and if they are deemed a high enough risk of the data being used against them. Although not a high one (i.e. loss of bank details) reputational damage could be caused along with fraud committed against the employees.
The breach should be reported to the corporate level which is confirmed in writing this document. IAW with GDPR this must be completed within 72 hours to decide if the ICO needs to be notified or not.
New processes should be put in place to accommodate the processing of medical data. This should not be stored on a user’s device. First it cannot be backed up and second if the device is stolen the data is lost and potentially at risk. The medical data should be handled preferrable by personnel from the Human Resources department.
Reminder email should be sent out to all users of their responsibilities and to raise change requests if they need to amend a process to better suit their business needs. Mr Jarvis should be re-educated about computer security also. High visibility posters should be deployed in offices or a weekly email to remind staff of security and latest cybercrime trends.
[bookmark: _Toc50662745][bookmark: _Toc50717726]Actions to be taken in respect of those whose information has been leaked.
As the name and addresses of 100 council employees have been leaked to the public domain it would be prudent to inform the subjects of the incident. They could be at risk from fraud, someone may wish to keep their address kept hidden for a reason & this would not wish to be contact. We as a council are at risk of others not sharing their data with us in the future if we do not act decisively now. How and whom the data was leaked by doesn’t concern to the data subjects however it may be worth the while telling them to look out for increase in junk mail or phishing.
As per the summary dictates also, an email/ telephone call should be made to recover the data or delete it from their records. Perhaps a manager may wish to contact their security department to wipe the device/ remove the data. Establishment of whether the data has been shared, if it has been read and/ or copied.

For the medical data, this has remained within the remit of the council. Discovering exactly why it was on the managers computer in the first instance would be key as to whether we inform the subjects or not. If there was a legitimate purpose for having the data on there and how it was processed would determine whether or not to inform the subjects.
[bookmark: _Toc50662746][bookmark: _Toc50717727]Other Considerations
As previously mentioned, there are staff sick notes as well as occupational health reports dating back some time also found on Mr Jarvis’s corporate device. Ideally this should have been processed by someone in HR department rather than the line manager unless he had a legitimate purpose to have these documents (change of role etc), if the sickness issue was resolved, it begs the question why this was left on Mr Jarvis’s computer in this instance had the matter formally been dealt with and not erased.
Storing documents on the desktop goes against corporate policy<insert policy here>  to prevent this from happening again perhaps some group policy can be sent out to the users computers which prevents and limits them from saving data to their desktops. It could be the case that Mr Jarvis is a technophobe or isn’t aware of storage facilities online where the data can be backed up. It might be worth retraining Mr Jarvis in these matters.



[bookmark: _Toc50662747]

[bookmark: _Toc50717728]Executive Board Report
[bookmark: _Toc50662748][bookmark: _Toc50717729]Concise summary of the situation and possible breaches and possible breaches
On Tuesday 07th of July 2020 Mr Mark Jarvis Operational Director of Highways Department contacted myself to explain that a document had been sent to a member of the public.
A list of the name and home addresses of staff had been sent to the email box of ‘Perkins Travis Tarmac’ Company in error. The data that was held was originally on an encrypted HR payroll database that Mr Jarvis had decrypted, then downloaded by the manager to their company laptop computer. The data on the HR database is legitimately held for emergency contacts of staff and to send end of the month payslips to them. 
Mr Jarvis went against Council policy <insert policy here> and downloaded this data from the operational database. The data had originally been encrypted against this.
Mr Jarvis then processed the data for his own task when it was accidentally sent to davidjones@hotmail.com and that another file with a similar name should have been sent instead.
An inspection of Mr Jarvis’s device found that there were also several personal medical documents, including staff sick notes and occupational health reports.
[bookmark: _Toc50662749][bookmark: _Toc50717730]Data protection implications
The data type that had been sent to the member of the public, accidentally, included personal information, staff names as well as addresses. This is defined by GDPR as personal data <insert reference here>.
The medical data that was found on Mr Jarvis’s device is defined as Special Category data as it is data concerning health. It may also include genetic data.
The reason the data was collected in the first instance was for a different task than was originally stated. This changed when Mr Jarvis downloaded and used the data for his own purposes. This is a clear breach of Article 5(1)(a). This also muddies the water for the privacy policy as the reason it is collected is no longer clear. It is unclear why the manager has sick notes and occupational health reports.
5(1)(b) states that the purposes of the data should be collected for specific, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes. Mr Jarvis broke this rule when it was processed for a task not notified to the users in accordance with the reason it was initially collected. It could be argued that the data was legitimately used for business purposes however in the manner that it was processed is certainly not.
The occupational health reports and sickness notes maybe legitimate however this sort of data should be dealt with perhaps by Human Resources (HR) and filed properly rather than stored on Mr Jarvis’s personal device.
The question on relevancy of the data 5(1)(c) states that the data should be minimised, relevant and not excessive. In the first instance if Mr Jarvis has downloaded the entire database then manipulated the data to his own end. By making an exact copy of a different database used for a different purpose, this is a breach.


As previously mentioned there may also be a legitimate task for the medical & sickness data on Mr Jarvis’s computer, rather than destroying or removing it though it has been retained for an unknown reason.
Mr Jarvis removed the data as a live snapshot to process the data. As soon as this was taken, it was out of date. This puts the data in breach of accuracy which is 5(1)(d) of GDPR. The medical data may long since have passed its usefulness and perhaps should have been removed from the device also.
The storage limitation or 5(1)(e) of GDPR states that the data which can identify personnel should be stored for no longer than is necessary. The document that was sent could perhaps be argued that it was being processed at the time however the medical data which identifies staff surely must have been dealt with within a reasonable amount of time.
Integrity and Confidentiality is section 5(1)(f) of GDPR this states that the data stored must be secure and should protect against unauthorised or unlawful processing and against accidental loss, destruction or damaged. This database was stored securely on a server. Mr Jarvis went to great lengths to obtain a copy of it then using a private key decrypted then processed it to his own end. It was a concerted effort to circumvent the security measures to ‘take a short cut’ around the system, security and processes currently in place. 
Accountability is part 5(1)(g) of the GDPR principles. There must be record keeping, robust policies, testing procedures and staff training – including refresher training. Mr Jarvis appears to not covered any of these parts of the principle. It would appear that with the data solely on his (Mr Jarvis computer) he had done this off his own back and nobody else was involved.
[bookmark: _Toc50662750][bookmark: _Toc50717731]Risk exposure
[bookmark: _Toc50662751]
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An ad-hoc risk assessment post event was produced to quantify the type of data that has been lost and its likelihood of reoccurrence. 
1st breach - Personal data lost. Impact score of 3 with the names and addresses of 100 employees being sent away to personal address outside, Mr Jarvis must receive some credit for reporting the incident therefore the likelihood of this reoccurring would be a 3 (unintentionally being sent). 
Impact (moderate) 3 x Likelihood (possible) 3 = 9.
At a score of around 9 would be at the threshold to inform the ICO of this occurrence.
2nd breach - Special Category Data retention. There could be a reasonable explanation as to why it was Mr Jarvis’s computer in the first instance. If processes and policies have changed perhaps these proceeds when the incident occurred. Therefore, he is just retaining old information abet in an incorrect format (unencrypted and backed up). It would suggest that this is a minor (2) score with a likelihood score of 2 also.
As we are likely to implement a new process and remove the data in its entirety from this device there will be less likelihood of this occurring.
Impact (Major) 4 x Likelihood (unlikely) 2 = 8
Risks of the 1st personal data loss:
· Risk of spear phishing
· Risk of unsolicited mail being sent to house
· Potential financial loss if this is co-ordinated with other financial data obtained from another source.
· Potential safeguarding issue if employee is in a protective program. 
· Reputational Damage to the Council.
· Employees less willing to give data in future requests.
· Future and current partnerships of shared data are at risk if not addressed soonest.
Risk of Special data loss:
· Financial impact to employees if sent to insurance companies.
· Embarrassment.
· Reputational damage.
· Issues between families i.e. Sexually Transmitted Infection data being discovered.
[bookmark: _Toc50717732]Is the breach reportable?
Both the first (personal data loss) and second (potential special data loss) are classed as quite high. They both score an 8 and 9 respectively. It would be around 9 or 10 would be the point where we would report the breach to the ICO. In the case of the personal data loss there has been a breach. There are multiple personnel involved and they each have a right to know. In this case we would not normally report it and deal with it internally, however due to safeguarding issues and reputational damage we should refer ourselves in the first instance for the email breach.

In the case of the second incident (special data retention) there is no evidence to suggest this has been sent outside of the Council’s remit. It has been retained for too long and is out of date. It is a high score on the matrix but the likelihood it has actually been breached is low. It is preferred that this is not sent externally in this instance but the personnel should be informed about it.

[bookmark: _Toc50662752][bookmark: _Toc50717733]Other considerations 
On inspection of the user’s computer there had also been medical data in a similar format. This also might have been sent in the same manner which would have been much more devastating on the impact score. The documents contained appeared to be significantly less than that of the database that had been downloaded and manipulated, therefore the impact is a little more reduced.
If financial data, bank accounts had also been discovered to have been sent externally to our network, then the impact score would have been increased. This would have potentially meant that the employees whose data had been lost would have been at risk of fraud and should have appropriate guards on their accounts.
Had there been financial data involved which had been sent away to the outside agency this would have increased the overall score given to the first data breach. In this case it would automatically have reached the threshold of 9+ to be automatically sent off to the ICO.
It is important that we are open and honest with the individuals involved so that they know what has occurred and the risk impact to which they are exposed.





[bookmark: _Toc50717734]IG Committee Report
[bookmark: _Toc50717735]Summary 
· On 07 June 2020 an email had been sent containing approx. 100 names and addresses of employees to a member of the public. User reported this data breach himself to manager.
· Manager of a department had illegally downloaded a database for a task to complete his work, saved the document to the desktop and sent it to an incorrect email address.
· Further investigation of the managers computer revealed several documents of special category data (medical) had been retained on his device, likely to be past their usefulness.
[bookmark: _Toc50717736]Data protection Implications
· Breach of GDPR 5(1)a - data had been collected for a different purpose.
· Breach of GDPR 5(1)b - data had been collected and processed for a different purpose than it was given.
· Possible breach of GDPR 5(1)c - too much data had been collected (but not all was sent) to the external address.
· Breach of GDPR 5(1)d - accuracy of the data is questionable, snapshot not taken from live data source.
· Breach of GDPR 5(1)e - Medical data appears to be out of date, employee data was a snapshot.
· Breach of GDPR 5(1)f – Data should have been sent encrypted to external source if at all (possible secure login, instead).
[bookmark: _Toc50717737]Risk Exposure
· According to the risk matrix there is a medium risk of data exposure for email loss
· Low amount of low value data lost; high chance of a complaint being submitted.
· According to the risk matrix there is a minor risk of data for medical documents on desktop.
· Appears to have been kept inhouse but processes need to change & education of users. 
· Staff loss data risk assessment Impact (moderate) 3 x Likelihood (possible) 3 = 9
· Medical data retention risk assessment Impact (major) 4 x Likelihood (unlikely) 2 = 8
[bookmark: _Toc50717738]Actions that need to be taken into consideration
· Affected employees to be informed of data breach of personal data & medical data retention.
· Refer self to ICO due to threat of staff complaints.
· Processes to be changed to accommodate and support tasks.
· Re-education of personnel of their responsibilities. Wider education amongst staff.
[bookmark: _Toc50717739]Is the breach reportable
· Personnel data is not reportable but due to risk of complaint from staff will report it to ICO.
· Medical data is not reportable, it has not been lost just retained. Data to be removed from affected devices.
[bookmark: _Toc50717740]Other considerations
· Had financial data been released this would have had a much higher rating on the impact side of the risk assessment. Irreparable reputational damage could have occurred.
· New policies to be introduced to prevent users from saving documents to the desktop. Processes and HR to be involved in new procedures for processing this equipment.





































[bookmark: _Toc50662753][bookmark: _Toc50717741]A summary of the data protection principles that may have been breached by this incident, 

“(a) processed lawfully, fairly and in a transparent manner in relation to individuals (‘lawfulness, fairness and transparency’); by storing the details on his desktop the manager has not processed them correctly. Was the manager doing this for a lawful or legitimate task? Not handled fairly (copy saved to a desktop and unencrypted). Could be referred to as invisible processing. 
(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes (‘purpose limitation’); Might be processing in a manner that is not compatible with specific explicit and legitimate purposes. Is it documented? Are they included in the original text to individuals? Is this compatible with the original purpose of the data?
(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);
Duplicated an existing set of data which is inadequate to the task they are undertaking, irrelevant & out of date possibly? What additional data has been collected that wasn’t needed for this secondary task / was too much data collected? How are users supposed to change this data if its saved?
(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’); data was not erased without delay – How do we know the data is still accurate if it’s been downloaded? For example how will it change if someone marries and the surname needs to be updated? has the source been recorded? The data may however have been accurate at the time of the task undertaking.


If the other task has already been completed why are they still retaining the data? 
(e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals (‘storage limitation’); If other task has been completed why is it still there? This data may have been retained way beyond its useful purpose and needs to be deleted. Is there a retention period on this data? If not why not?
(f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).” Should have been an encrypted format if still being used for a task/ permission based approach (sending a link to the data rather than a snapshot then sharing the permissions) rather than sending a whole file.
“The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).” The user has owned up to the fact that the data has gone missing however they appear to not adhered to any of the previous principles. No record keeping or measures appear to have been forthcoming to demonstrate compliance, so it appears they are piggy backing on our compliance.
[bookmark: _Toc50662754][bookmark: _Toc50717742]A summary of your organisations policy in relation to the breach, 
The policies of Data Breach as defined (but not restricted) in section 3.2 of City and County of Swansea Policy is the ‘…Disclosure of personal information to someone not authorised to have it…electronically’. This would therefore be identified as a breach for City and County of Swansea.
[bookmark: _Toc50662755][bookmark: _Toc50717743]3. A list of actions, compliant with your organisation’s policy, which need to be taken to contain a future data breach of this kind; 
The next stage dictates that there should be the appointment of an Investigating Officer (IO) usually the manager of the person who reports the breach. in this case it would be their line manager. An evaluation of the data that has been lost and its value. If it is critically important then the subject(s) should be informed straight away so they can protect themselves.
An email or telephone call should be made to the person that the data has been sent to remote it from their system, whether it’s been read, it was shared and finally if copies have been made. Part 1 of the breach form then needs to be sent to the security mailbox. 72 hours later the council must decide whether or not contact the data subject and Information Commissioners Officer (ICO) need to be informed.
A Data Breach Panel (DBP) is then convened, the IO may be invited to speak, it will make a decision on whether:
· The data subject(s) need(s) to be informed of the breach
· The ICO needs to be informed
· Internal procedures need to be improved to prevent a repetition of the breach

Part 2 of the breach report is completed and is likely to include how to prevent this from happening again along with actions. The IO is informed how to mitigate future instances. The details of which are saved onto the councils Data Breach Reporting Database.
A check is made on the IO to ensure this doesn’t happen again.
[bookmark: _Toc50662756][bookmark: _Toc50717744]4. An evaluation of actions to be take in respect of those whose information has been leaked. (40%) 
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5. A discussion of the risk exposure resulting from this problem; 
6. An evaluation of whether the ICO (Information Commissioners Office) needs to be informed. 
7. If the manager had accidentally sent an occupational health report, or a sick note to the member of the public, why and how would your advice in question 5 differ? (25%) As a discussion note for the next meeting of the organisation’s Governance Committee: 
8. A consideration of possible approaches to minimise the likelihood of any future breach of this type. (10%) As a poster to be displayed in staff areas: 
9. A reminder to staff of good practice that must be followed to ensure they comply with Data Protection legislation and to safeguard against breaches.
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The overall aims of this policy is to identify aspects of ICT security that will enable each individual staff member to protect the information that the council hold.
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1. Policy aim
2. Key roles and responsibilities
3. Physical and environmental security
4. Network and desktop security
5. Information assets
6. Mobile and agile security
7. Cyber security (viruses)
8. Clear screen & desk initiative
9. Email encryption
10. Payment card industry data security standard
11. Portable media encryption
12. Cloud storage
13. Infrastructure health checks
14. Reporting breaches of data
15. Related ICT policies
Appendix 1 - network access protocol
Appendix 2 - non-disclosure agreement
This policy is compulsory. Any breach of the policy may result in disciplinary action being taken under the council's disciplinary procedure for staff, and action progressed for councillors in accordance with the member code of conduct as set out in the constitution of the council.

[bookmark: _Toc50662760][bookmark: _Toc50717748]1. Policy aim
1.1 The overall aims of this policy is to identify aspects of ICT security that will enable each individual staff member to protect the information that the council hold. By doing this, we will help minimise potential damage to our citizens, the council, its assets, its reputation and prevent/reduce the impact of security incidents.
1.2 Information security involves the protection of data for:
· Confidentiality: Ensuring data is accessible only to authorised individuals.
· Integrity: Safeguarding the accuracy and completeness of data
· Availability: Ensuring that authorised users have access to data when required.
1.3 This policy is in place to make sure that:
· we establish a culture of care for data held;
· data is only obtained when it is required
· data owned or processed is protected against unauthorised access or use;
· ICT equipment is protected from accidental or malicious damage;
· security risks and breaches are properly identified, assessed, recorded and managed;
· legal and regulatory requirements are understood and met; and
· information and mandatory training on data security is available.
1.4 This policy focuses on all types of information and security including:
· information systems;
· all paper records;
· microfiche, visual and photographic materials eg CCTV, slides;
· spoken conversation, including voicemail and recorded conversations;
· and the technology used to hold, process, transfer and transmit the council's information eg email, encrypted memory sticks and online portals.
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2.1 The Senior Information Risk Owner (SIRO) is responsible for information security within the council and will act as champion. The SIRO is the owner of this policy and will identify and manage any risks whether internal or external via the information risk register.
2.2 Directors must ensure this policy is applied within their areas of work and should also lead by example to all employees / councillors.
2.3 Heads of service are responsible for ensuring that everybody with legitimate access to information held within their directorates are familiar and compliant with relevant legislation and all related policies of the council. Heads of services must ensure business continuity measures are in-place to ensure services can still run following a disaster and loss of ICT.
2.4 Data protection officer (dpo) is responsible to ensure that all systems and controls are in place so Swansea Council, including its managers and employees, comply with their obligations under the latest data protection legislation.
2.5 The ICT security officer is accountable for developing and implementing an information security program with procedures and policies designed to protect council communications, systems and assets from both internal and external threats.
2.6 All Managers must ensure that their staff have undertaken the mandatory data protection and cyber-security eLearning courses. When staff leave the council, managers are also responsible for ensuring the collection and security of all ICT devices held by that staff member prior to returning to Digital and Transformation services. All passwords must be gathered also.
2.7 Information asset owners (IAO) are responsible for the electronic (and sometimes paper) systems that are essential to the council's business. Their role is to understand what information is held, what is added and what is removed, how information is moved, and who has access and why. As a result, they are able to understand and address risks to the information assets they 'own' and to provide assurance to the SIRO and DPO on the security and use of the assets.
2.8 All staff (full-time, part-time, agency and volunteers) and councillors must consider the sensitivity of the data they handle (with personal and sensitive personal data about vulnerable people being the most important) and classify their documents and emails.
2.9 New employees must undergo mandatory e-learning induction in information and cyber security, data protection and freedom of information, covering the principles and legal aspects. All staff commencing employment must agree to comply with this and all associated policies.
2.10 Pre-employment checks on candidates will be carried out in accordance with relevant laws and regulations and proportional to access to information and business requirements. Information security responsibilities will be included in job descriptions and person specifications as appropriate.
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3.1 Physical security and environmental conditions must be suitable to manage the risks of unauthorised access to data and the loss of ICT equipment. In particular, data processing facilities must be housed in secure areas protected by defined security controls.
3.2 Unauthorised access to data and the loss of ICT equipment must be minimised by restricting physical access to the council's buildings. Where data is kept in offices, access to buildings must be restricted. Such restrictions include making sure security doors and windows are locked properly and where required, entry codes are used and kept secure.
3.3 Any ICT equipment used by staff and customers within council buildings must be protected against theft and data loss at all times. All PCs and laptops must be strategically placed so that privacy rights are adhered to and the data presented on screen cannot be read by unauthorised personnel. This section must be read in conjunction with the council's ICT acceptable use policy.
3.4 Staff who have council laptops must ensure that they are locked away at the end of the day to lower the risk of potential theft. Managers are responsible for securing laptops where staff are on long-term sick/maternity leave. These can be returned to Digital and Transformation services if required.
3.5 All staff are issued with identification badges and these must be worn at all times during working hours. The transfer of badges, keys and other security devices is prohibited. Officers leaving employment with the Council must return all badges, keys and portable computer equipment they have responsibility for.
3.6 Staff must challenge people who they don't know and are seen to be wandering around civic buildings. If you hold a door open for a person, ensure they have authorised access to that area. Staff must take responsibility for the security of data and ICT equipment within their working environment. They must also be responsible for their own personal safety and contact the corporate security team if they have concerns about people in the civic buildings.
3.7 The council's data centres and data cabinets must be securely protected and locked at all times. Access is restricted to certain individuals within Digital and Transformation services, building services and facilities management. Entry to the data centres are authorised by the ICT security officer and Guildhall security.
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4.1 Network security
4.1.1 Under no circumstances is any non-council owned equipment to be connected or installed to the council network without explicit consent from Digital and Transformation services.
4.1.2 Remote access to the council's network is granted on a needs basis. Any member of staff who has been given authorised remote access will be allowed, by default, to connect their council-owned computer to the council network via the internet. This is as secure as connecting directly to the network when working from a council office.
4.1.3 It is the policy of the council to keep all of its data in a secure manner and only allow authorised access to those who require the data as part of their normal duties. Digital and Transformation services will grant access to individual data areas as requested by ICT authorised users of that area.
4.1.4 All staff and councillors are responsible for council data that has been saved onto their ICT devices and shared drives. They have legal responsibilities to ensure that unauthorised access to this data is prohibited and that the data is accurate, saved securely and kept up to date. This section must be read in conjunction with the council's staff data storage policy.
4.1.5 Contractor Network Connection. Any third party contractor connecting to Swansea Council's network must first agree to council protocols. The Network Access Protocol template (Appendix 1) must be signed by the contractor before any work is undertaken. Digital and Transformation services will then set up the virtual private network (VPN) connection and stipulate any further rules/procedures. When data is being shared with the third party over the council network, the council's Non-Disclosure Agreement template (Appendix 2) must be signed and agreed.
4.1.6 VPN connections will be opened by pre-arrangement and closed once access is no longer required.
4.1.7 No third party hardware shall be used to monitor network traffic, or conduct speed or bandwidth tests. Nor shall it be used to interact with any other computer unless said remote computer is offering a specific service the end user is authorised to use.
4.1.8 No third party hardware shall be used to interfere with the operation of the network by acting as a network device (router, switch, hub, DNS server, DHCP server, etc). Connection of switches, routers, hubs or broadcast of any wireless signal from any such device is forbidden.
4.1.9 No third party hardware shall act as a gateway to a council network by virtue of offering dial-in, wireless or access to third parties.
4.1.10 Any third party device that is found to be a security risk, or is disrupting or degrading the operation of the network service (intentionally or otherwise) is subject to disconnection.
4.2 Desktop security
4.2.1 Two factor authentication will be in place to access desktops. Bit locker password and user password must be kept secure at all times and not shared with other staff.
4.2.2 Data that is stored locally on the user's C drive or desktop is not secure. This is because it is not backed up and does not have the physical security access protection of servers if the device is stolen or lost. Also, if the device is to be repaired or replaced, the data may be lost. All data related to council business must be stored securely on network drives or information assets. Council data must not be stored locally.
4.2.3 The use of shortcuts must be used at all times to access data via desktops. As stated in this policy, desktops are not secure and are vulnerable to data loss.
4.2.4 There will be occasions when mobile/agile users will need to save data when out of the office and working offline. Therefore, data may be temporarily stored locally on their devices to protect and encrypt. On return to the office, the data must be uploaded to the appropriate network location and all traces removed from the temporary local storage. It is the user's responsibility to ensure this is undertaken.
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5.1 Access to data kept on information assets must be driven by business requirements. Access shall be granted to council staff, elected members, contractors and third parties to a level that will allow them to carry out their duties and shall not be excessive of their role.
5.2 Access to information assets will only be provided to staff via change requests from departmental authorised users to the Councils ICT service desk.
5.3 Staff must keep electronic data secure via information assets ensuring that:
· an owner of the asset has been identified at management level with overall accountability;
· a custodian of the asset has been identified for day-to-day management and control;
· passwords are in place to secure access in line with the password policy;
· access is restricted on a "need to know" basis;
· information assets are detailed on the council's information asset register (iar) highlighting what data is stored and what security procedures are in-place to protect the data; http://www.swansea.gov.uk/staffnet/informationassetregister
· access is removed when staff leave or change posts and no longer needs it;
· assurance audits are undertaken by the information security officer as required;
· business continuity plans are in place within services in case of an emergency.
5.4 To conform to GDPR, staff must identify on the IAR what personal/sensitive data we hold within information assets. They must also identify the legal basis for collecting the data and identify whom they share the data with. This section must be read in conjunction with the data protection policy.
5.5 Data produced from council assets must be stored and used in accordance with the principles of our data protection policy and any other legislation including our records management policy. Unauthorised access and use of data may result in disciplinary actions taking place.
5.6 Access to data by third parties (software maintenance) to the network will only be allowed where the party has signed the council's network access protocol, and only via secure vpn connection (appendix 1).
5.7 Managers have a responsibility to ensure staff have the correct permissions to assets that hold data. If staff leave or move section, the Manager must contact the ICT service desk to ensure permissions are removed or changed.
5.8 Departments must conform to the payment card industry data security standard (pci dss) if they accept credit card payments for services. Relevant staff must ensure we store cardholder data securely on assets with a pci compliant provider as stated in section 10 of this policy
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6.1 When access to council systems outside of council premises is required, Digital and Transformation services must ensure all ICT devices are configured with secure remote access and encryption. In the event of theft or loss, the deployment of these solutions will help the council prevent unauthorised access to data held.
6.2 All mobile/agile users must secure ICT devices at all times and take measures to protect themselves against theft and harm, such as locking the device away at the end of the day. Also, these encrypted devices must not be left unsecure in cars, pubs, hotel rooms, conference centres and meeting places etc. They must be locked away securely and not kept on show. Leaving your laptop in a car overnight will not be classed as secure.
6.3 Depending on the circumstances and impact, the loss of ICT devices may result in the relevant department being charged for replacement and/or disciplinary action being taken against the staff member.
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7.1 Cyber criminals use a variety of malware (MALicious softWARE) to attack the Council. It is the responsibility of all staff to protect the council's computer systems from viruses.
7.2 Any data received on removable ICT devices (usb/external hard drives) from outside the council must be checked by Digital and Transformation services for viruses prior to use.
7.3 All staff must make it harder for attackers to steal our data by reducing our vulnerabilities. Staff must stay alert at all times and ensure they don't click on any links or attachments in emails where they don't recognise the sender.
7.4 If staff receive emails that they are unsure of or do not recognise the sender then do not open them. If staff are unsure, seek advice from the ICT Service Desk. If a virus is suspected, the ICT Service Desk should be informed immediately and the procedure, as identified in the Digital and Transformation disaster recovery plan, will be followed. This includes unplugging the workstation from the network as soon as possible.
7.5 Digital and Transformation services will monitor email traffic for virus contamination at all times via our anti-virus software. This will alert the ICT service desk of any threats.
7.6 Phishing attack involves 'grooming', where the person is trying to enter a conversation to steal data. As it looks genuine, it is easy to trust this type of conversation and discuss sensitive information. The caller or email may pretend to be a senior member of the council eg chief executive, director, member or even somebody who has recently left. Staff must stay vigilant.
7.7 Inside threats (anyone who has legitimate access to our systems as an employee or a contractor) must be considered as part of our security regime. They may be motivated by personal gain or redress against grievances. An insider could simply use their normal access to compromise our data, take advantage of unlocked computers or guessable passwords. Managers must report any inside threats to the ICT security officer.
7.8 All cyber security incidents must be reported either to the ICT service desk or to the ICT security officer: infosec@swansea.gov.uk
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8.1 With the introduction of open plan offices and agile/mobile working it becomes all the more important to protect data, therefore the council requires all staff to keep to a clear desk and screen initiative.
8.2 A screensaver system must be automatically employed on all ICT devices after a short period of time when not in use. However, staff must invoke the screensaver whenever they leave their desk, relying on the automated system as a fall back only. This section must be read in conjunction with the council's ICT acceptable use policy.
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9.1 Staff must ensure email encryption is used at all times when sending sensitive personal data.
9.2 Transport layer security (TLS) must be incorporated onto council emails to conform to government standards and help the council meet their business needs for email security. Emails sent to customers (who have the same TLS as us) will be encrypted whilst in transit in order to protect it from being read if intercepted. Once the message is received by the recipient, the message will be transformed back into readable plain text. 
9.3 Alternative to TLS, staff must encrypt emails by typing the word ENCRYPT in the subject area of the email followed by a colon, space and then the heading title. Here is an example: "ENCRYPT: Foster care minutes". This will result in the receiver logging into our secure email portal to retrieve the information. Read more: Emailing and sharing information securely
9.4 Emails sent between addresses within the council are appropriately secure because it is not sent over the internet and stays on the council's private network.
9.5 The council must use an externally hosted email filtering service to prevent the sending and receiving of emails which contain known and suspected virus infections, offensive keywords (including racist vocabulary) and spam. These emails must be quarantined for further action.
9.6 The council reserves the right to monitor staff use of the council's email facility to ensure it is used for work purposes only. The use of council email addresses is prohibited for personal use. This section must be read in conjunction with the council's ICT Acceptable Use Policy.
[bookmark: _Toc50662769][bookmark: _Toc50717757]10. Payment card industry data security standard
10.1 Departments must conform to the payment card industry data security standard (pci dss) if they accept credit card payments for services. Relevant staff must ensure we store cardholder data securely with a pci compliant provider.
10.2 Relevant staff are responsible to ensure our PCI compliant provider provides multiple layers of defence and a secure data protection model that combines physical and virtual security methods.
10.3 Restrict access to cardholder data assets must be controlled and restricted by the relevant service on a need-to-know basis. Limiting the number of personnel that have access to cardholder data will lessen the chances of a security breach.
10.4 It is prohibited to hold or copy cardholder data from these restricted assets onto council servers.
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The listing below identifies the areas of risk for the council where portable media encryption is applicable:
11.1 Laptops - All council owned laptops must have encryption installed. Digital and Transformation services will install and manage the encryption software for all departments.
11.2 USB connected hard drives or similar - these drives have the potential to store large quantities of data and therefore will need to be stored securely, fully encrypted using device encryption and a justified case made for their use. This will only be considered under very exceptional circumstances and users should contact the Information Security Officer for approval via infosec@swansea.gov.uk
11.3 Other mobile devices - including PDAs, and all types of mobile phones. The loss of any of these devices containing sensitive data would compromise the council's information security if there was not robust encryption in place. It is the intention of the council to procure only encryption-capable devices and users must ensure that each device is PIN enabled (at least six digits) to provide a first line of security in the event of loss.
11.4 USB memory sticks - all council usb memory sticks, cd or dvds, must be encrypted if they contain personal, council confidential or otherwise sensitive data. Any usb stick inserted into an encrypted device (eg laptop) will be automatically encrypted to ensure the data will only be able to be viewed on another device via password protection.
11.4.1 All council usb memory sticks MUST be used purchased via Digital and Transformation services using the following email address ITPR.Countyhall@swansea.gov.uk
NOTE: Staff need to be aware that if they are found to be using personal or unencrypted usb memory sticks, they are not only risking the security of council information but may be subject to disciplinary action. Staff can confidentially report the misuse of usb memory sticks to the council's Information Security Officer via infosec@swansea.gov.uk
11.4.2 Council data must not be copied, moved or printed to non-secure (personal) devices using usb sticks.
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12.1 Digital and Transformation services provides access to approved cloud facilities which has advanced security and sharing capabilities for staff to transfer data securely across the internet via a username and password. These facilities must not be used for transmitting or receiving material which is illegal, obscene, offensive, fraudulent etc.
12.2 The use of cloud storage facilities are for work purposes only. They must not be used for private use.
12.3 To conform to data protection regulations, staff must not use non-corporate cloud storage facilities for sharing confidential, sensitive or classified information unless approved by Digital and Transformation services. eg dropbox, google docs etc.
 
[bookmark: _Toc50662772][bookmark: _Toc50717760]13. Infrastructure health checks
13.1 As part of our Public Service Network (PSN) registration, an annual health check of our ICT infrastructure must be undertaken every 12 months. The PSN is the government's high-performance network, which helps public sector organisations work together, reduce duplication and share information and resources. Exchange of benefits data with the department for work and pensions is an example.
13.2 To be a consumer of the PSN services and be able to send and receive information over it, Digital and Transformation services must prove that they have certain security standards in place.
13.3 This health check must include, but is not restricted to, the following:
· A full penetration test to ensure data is protected;
· A network summary that will identify all IP addressable devices;
· Network analysis, including exploitable switches and gateways;
· Vulnerability analysis, including patch levels, poor passwords and services used;
· Exploitation analysis;
· A final summary report with high, medium and low action for improvement. All high and medium actions have to be implemented within a time limit to achieve ongoing registration. There are no exceptions for departments.
13.4 If the health check identifies weaknesses in departmental software, it is the responsibility of departments to ensure their systems are updated once notified by Digital and Transformation Services.
13.5 Should departments fall behind with the security standards and fail to respond to the requests of Digital and Transformation services, they will be taken offline until the updates are applied or a replacement system can be introduced.
13.6 Throughout the year, internal health checks must be undertaken by Digital and transformation Services to ensure the continued security of our data and infrastructure.
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14.1 If it is suspected that systems may have been breached within the council and data may have been lost, then procedures are in-place to report the breach.
14.2 Where the security of data may have been impacted and data has been lost or mistakenly sent to the wrong recipient, staff must report the breach to the Information Security Officer as soon as possible using infosec@swansea.gov.uk. This section must be read in conjunction with the Council's Data breach policy.
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15.1 The following ICT policies must be read in conjunction with this policy
· Data breach policy
· Password policy
· Staff data storage policy
· ICT acceptable use policy
· Disposal of ICT equipment policy
· Data protection policy
· Records management policy

Appendix 1 - network access protocol
Network Access Protocol (V4 June 2019)
Digital and Transformation Services
This remote access agreement is between Swansea Council and
Name of Contractor
	Address details

	Swansea Council
Civic Centre, Oystermouth Road
Swansea. SA1 3SN
	Contractor details
 
{hereinafter referred to as "the Contractor"}
 


Protocols
1. The Contractor should note that any contract between Swansea Council and the contractor for the supply of hardware, software and/or information and computer technology services including network services does not permit the Contractor remote access to the Council's Local Area or Wide Area Network ('the Network") unless expressly set out in the contract.
2. Without such express contract term, access to the Network shall be permitted solely by prior written authority from the Council.
3. A Contractor shall in each case demonstrate to the Council in its request for access to the Network for whatever purpose, including maintenance and/or diagnosis, the need for such access.
4. Where the Council authorises remote access to the Network by a Contractor, the Council shall advise the Contractor of the times and periods during which access to the Network shall be permitted. No remote access shall be permitted outside the times and for the periods advised to the Contractor.
5. A Contractor shall only connect by one of the Council's approved methods using compatible hardware or software provided by the Contractor.
6. Permanent or ad hoc dial-in connections to the Network will NOT be permitted under any circumstances and may be deemed breach of contract.
7. Remote access to the Network shall be terminated immediately following the conclusion of the purpose for such remote access.
8. The Council reserves the right to withdraw any such authorisation for remote access to the Network at any time and for any reason.
Agreement
I, (name) agree to the above Network Access Protocols for and on behalf of (Contractor name).
Signed:
 
Date:

Appendix 2 - Non-Disclosure Agreement
Non-Disclosure Agreement (V4 June 2019)
Regarding .....
This agreement is between Swansea Council and (name of Third Party)
	Address Details

	Swansea Council
Civic Centre, Oystermouth Road
Swansea. SA1 3SN
	Third Party details
 


The parties agree to participate in this joint Non-Disclosure Agreement for the purpose of information shared and to enable them to exchange freely commercial and technical Confidential Information on the above subject.
Accordingly as a precondition of such exchange of information and discussions it is hereby agreed between the parties to this Agreement as follows:-
1. "Confidential Information" shall be any and all information, financial undertakings, personal data and other things which are received by either party from the other during or as a consequence of any exchange of information or discussions, (verbally or visually transmitted information to be confirmed in writing within thirty days of its disclosure) but shall not include anything which:-
a) was already properly and provably in the possession of the recipient party,
or b) was already in the public knowledge at the time it was received from the other party hereto,
or c) subsequently becomes public knowledge through no default on the part of the recipient party,
or d) is received from a third party having good legal title thereto and not under any obligation of confidentiality,
or e) is independently acquired by the recipient party as a result of work carried out by or for the recipient party by personnel to whom no disclosure of the relevant Confidential Information has been made.
2. Each party hereto shall keep confidential all Confidential Information it receives from the other party. In particular it will not disseminate any such Confidential Information amongst its employees except to the extent strictly necessary to perform any actions agreed by the other party during or as a consequence of the contract and it will use its best endeavours to ensure that none of its employees copies, discloses or uses Confidential Information except as hereby permitted; in this connection (but without limitation) each party will use at least the same degree of care in safeguarding Confidential Information of the other party as it uses in safeguarding its own information of a similar nature.
3. Each party shall use Confidential Information received from the other party solely for the purpose of actions agreed during or as a consequence of the discussions and shall return all of the other party's Confidential Information in material form on request by that other party.
4. The restrictions and obligations imposed hereby shall continue in force for the term of the agreed contract, and for any agreed period after the contract ends.
5. Nothing in this agreement shall be deemed to create a partnership or agency between the parties, or to grant or convey any licence (express or implied) under, or right to, any intellectual property comprised in Confidential Information disclosed hereunder.
6. Each party will be solely responsible for making its own judgement and decision on all Confidential Information. Neither party makes a representation or warranty as to the accuracy or completeness of the Confidential Information.
7. Each party confirms that in relation to the purpose set out above, it is acting as principal, and not as agent for or in concert with any other person.
8. It is understood that the obligations contained herein shall be binding on the successors, employees and representatives of both parties.
9. This Agreement shall be governed under the laws of the United Kingdom.
On behalf of Swansea Council
Name: .......................................... Signed ...................................................
Date: ........./........./ 20......
On behalf of the Third party
Name: .......................................... Signed ...................................................
Company: ...................................................................................................
Date: ........./........./ 20......
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[bookmark: _Toc50662776][bookmark: _Toc50717764]Data Breach Policy
The aim of this policy is to ensure a standard approach is followed throughout the Council in the event of a data breach.
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Appendix 1 - Process flow for Managing a Data Breach
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1.1 To ensure a standard approach is followed throughout the Council in the event of a data breach.
1.2 To ensure breaches are dealt with as a matter of urgency and within the timeframe allowed for by legislation.
1.3 To ensure appropriate measures and recommendations are put in place to ensure the likelihood of any recurrence is reduced.
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2.1 This policy applies to all temporary, full-time staff and councillors within the Council and to organisations working on behalf of the Council who have access to our data. Schools may choose to adopt this policy but, where they choose not to do so, it is expected that they will develop their own appropriate policy based on the fact they are themselves data controllers.
2.2 This policy takes effect immediately and all managers should ensure employees are aware of their requirements. If employees have any queries, they should discuss these with their line manager or the Information Security Officer who forms part of the Information Governance Unit (IGU).
2.3 This policy has been revised to align with the European General Data Protection Regulation 2016 (GDPR) which replaces the Data Protection Act 1998 from May 2018 onwards. The GDPR, which provides a regulatory framework for the processing of personal information, places new responsibilities on data controllers and processors to investigate data breaches.
2.4 If any user is found to have seriously breached this policy, they may be subject to disciplinary procedures. If a criminal offence is considered to have been committed, further action may be taken to assist in the prosecution of the offender(s).
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3.1 This policy addresses the reporting and handling of data breaches which are classified as serious when the incident involves actual or potential failure to meet the requirements of Data Protection regulations;
3.2 A data breach includes, but is not restricted to, the following:
· Disclosing personal information to someone not authorised to have it; verbally, in writing or electronically.
· Unauthorised access to information via a software application;
· Uploading personal information to a website in error;
· Human error resulting in personal information being left in an insecure location;
· Providing data via an email scam
· Finding data that has been changed by an unauthorised person.
· Printing or copying confidential information and not storing it correctly or confidentially.
[bookmark: _Toc50662780][bookmark: _Toc50717768]4. Risks
4.1 The Council recognises that there are risks associated with users accessing and handling data in order to conduct official Council business.
4.2 This policy aims to mitigate the following risks:
· To reduce the impact of data breaches by ensuring incidents are followed up quickly and effectively.
· To help identify areas for improvement to decrease the risk and impact of future incidents.
4.3 Non-compliance with this policy could have a significant effect on the effective operation of the Council and may result in financial loss and an inability to provide necessary services to our customers.
4.4 All information risks are identified/managed via the information risk register. The Senior Information Risk Owner (SIRO) has overall responsibility for this register and any key risks are escalated to management for discussions/action.
[bookmark: _Toc50662781][bookmark: _Toc50717769]5. Procedure for reporting a breach
5.1 There are 3 basic steps that every manager needs to follow as soon as a member of his/her staff notifies them of a data breach. The manager here takes on the role of 'investigating officer' (IO) for the purposes of reporting the breach:
Step 1.
The IO must without delay evaluate if there is a high risk to the rights and freedoms of the data subject(s) whose data we have breached (eg a risk of discrimination, identity theft, fraud, financial loss or damage to reputation). If so, the data subject(s) need(s) to be told straight away so they can take actions to protect themselves.

An example of this would be where we have exposed the data subject to fraud or identity theft by giving away sensitive financial information: in this case we would contact the data subject(s) immediately so that they can inform their bank or credit card provider to prevent fraudulent transactions on their account.
In cases where the risk is not as high, the Data Breach Panel will decide whether the IO needs to notify the individual(s) whose data we have breached.
Step 2.
Where possible, every effort should be made to contain the breach by retrieving the information.
In the circumstances where personal data has been sent to the wrong individual ('the recipient') and they have contacted you about it, the officer responding to the call must apologise for the mistake and make arrangements to physically collect the information from the individual at their earliest convenience.
When collecting the information, the relevant officer must confirm:
· from the recipient that they have not made copies of the information
· that the recipient has not shared the information with anyone
· whether the recipient has read the whole document or not.
· whether the recipient knows the person who should have initially received this information
Step 3.
The breach must be reported at a corporate level. The IO completes part 1 of the breach report form sends it to Information Security Officer using infosec@swansea.gov.uk. They must also confirm the breach via ext. 6796.
Under GDPR, the Council has 72 hours to decide if the data subject(s) need to be informed or not (in cases where the risk is not high as outlined in step 1) and whether the Information Commissioner's Office (ICO) needs to be notified.

Any delay in filling out and submitting the form can place the Council at risk of missing this challenging deadline, causing a reprimand or fine from the ICO
5.2 The Information Governance Unit will then convene a Data Breach Panel which the IO will normally be required to attend, particularly where further clarification is needed.
[bookmark: _Toc50662782][bookmark: _Toc50717770]6. The Breach Panel
6.1 Part I of the data breach report will be used as the main source of information about the breach. The IO will normally be invited to the Breach Panel where there are further questions or clarification is needed.
6.2 The Data Breach Panel will decide if:
· The data subject(s) need(s) to be informed of the breach
· The ICO needs to be informed
· Internal procedures need to be improved to prevent a repetition of the breach
6.3 Following the Breach Panel, a member of the IGU will update part 2 of the data breach report with actions and recommendations to improve practice. This will be provided to the IO for implementation to ensure they lower the risk of a repetition of the breach.
6.4 Details of all breaches are recorded on the Council's breach reporting database. Any serious breaches are escalated to the SIRO and Head of Legal, Democratic Services and Business Intelligence to be reported to the Corporate Management Team.
6.5 The IGU will follow up any recommendations for improving practice with the IO to ensure they have been implemented and evaluate their effectiveness.
[bookmark: _Toc50662783][bookmark: _Toc50717771]7. References
7.1 The following Council policy documents are directly relevant to this policy:
· Data Protection Policy
· ICT Acceptable Use Policy
· ICT Security Policy
· Staff Data Storage Policy
· ICT Password Policy
· Agile Working Policy
Appendix 1 - Process Flow for managing a data breach 
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