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1.0 [bookmark: _Toc33639997]Design Brief

Increasing popularity of smart devices, and the ability to connect wirelessly through mobile networks or Wi-Fi, allow users to be connected to multitude of technologies and have the ability to monitor them remotely.  One such device includes sensors for monitoring weather, or in this instance rainfall data.

The design brief calls for a web application that enables the user to connect and visualise the data from serval rainfall sensors, located in a number of different geographic locations.  The web app should be easy to navigate and simplify the reading of the returned information for easier understanding.


[bookmark: _Toc33639998]2.0	Data Handling

[bookmark: _Hlk33538234]Data is returned from the sensors and written to a standard text file, that are stored on the respective web server.  A PHP file-reader has been developed to transfer the data from these files to the database.
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[bookmark: _Toc33639999]2.1	File-Reader Functions

	Function
	Arguments
	Use Descriptor

	wipeData
	File Name
	Reopens file, wipes content to ensure no duplicate entries enter database

	loadData
	Database Connection, Data Array, Sensor ID
	Takes array, prepares and inserts data into the database and assigns respective sensor ID

	parseToArray
	File Name
	Calls ‘parseFileData’ function, takes the returned buffer and explodes the data line-by-line into an array

	parseFileData
	File Name
	Opens a text file, returns the data in a temporary buffer, or false if empty, when complete the file is closed




[bookmark: _Toc33640000]3.0	Login and Security

[bookmark: _Hlk33606232]To ensure only authorised users can gain access to the web application a login form has been implemented along with a database so additional users can be added or removed at a later date.

















[bookmark: _Toc33640001]4.0	Design

[image: ]To aid in the quick development of the web application Bootstrap, an open source toolkit is used to quickly construct the various elements [1] required to best display the data.
The developer ensured the design of the website was clean, and easy to navigate.  Keeping the number of pages to a minimum, and highlighting the different sections, creates a platform that feels rather familiar, and in-keeping with currents design trends [2].


[bookmark: _Toc33640002]4.1	Data Searching
	
The database will be updating on an hourly basis, so providing a simple search feature is vital for navigating through oodles of information.  The implemented design allows the end-user to perform a search from a required date rage, and chosen sensor.
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Dates come in number of different formats, for ease of use the implemented search accepts inputs to accommodate most of these.  By controlling formatting backend, separating characters such as full stops, and forward slashes are removed, and replaced with dashes [3].  While the layout is reorganised [4] to match that of the database.
	

[bookmark: _Toc33640003]4.2	Data Table
	
The data table is designed to show data even if no search is submitted.  Using the “isset($_POST)” function, the website checks for a form submission [5], if returned false a select all query is injected to populate the table accordingly.  With more time the developer would have liked to split the data between pages for a better user experience.


[bookmark: _Toc33640004]	4.3	Data Visualisation
	
To enable users to interpret the data returned from the sensors more easily, the developer utilised a simple PHP graph library to produce a chart embedded within the web application.






[image: ]


The website contains two graphs, the first displays the total rainfall by each individual sensor.  This was chosen to enable users to quickly understand how much rain fell in a particular geographic location over a shorter period of time.  The second graph shows rain over time for each individual sensor.  This allows users to visualise changes in the weather, over a longer period of time.

In addition to the graphs, the developer included some data widgets, highlighting a number of interesting facts, these include a weekly average of how much rain fell over the last seven days and displayed in millimetres (2 decimal places).  The second widget displays the wettest day on record from the database, as the data is updated so will be the information, allowing the user to see a live feed of information.
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	Test
	Expected
	Actual
	Status
	Comments

	Database populates from file reader
	Database (84 Results)
	84 Results
	Pass
	N/A

	Attempted login with authorised user
	Login Success
	Redirect to Index Page
	Pass
	N/A

	Attempted login with unauthorised user 
	Login Failure
	Return to Login Page
	Pass
	N/A

	Active session without any login taking place
	Redirect Login
	Shows index and data
	Fail
	Further reading required on sessions

	Search data with same date in each field 14/12/2019
	Displays Result
	No Results Displayed
	Fail
	SQL wild card should be added to injection

	Search by sensor only, no date given
	No Result Without Date
	No Results Displayed
	Pass
	N/A

	Search short date: 14.12.19 to 16.12.19
	Displays Result
	No Results Displayed
	Fail
	Injection required full year, wild card

	Search date: 14.12.2019 to 16.12.2019
	Displays Result
	Results Displayed – See Note
	Pass
	Showing 14th to 15th, suspect wild card again

	Search date: 14/12/2019 to 16/12/2019
	Displays Result
	Results Displayed – See Note
	Pass
	Showing 14th to 15th, suspect wild card again

	Plain text searched instead of date
	No Results
	Throws Error
	Fail
	Inputs require sanitizing and constraints
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FILE READER

<?php include "conninfo.php";

$totalDevices = 3;  //  Total number of devices reporting
$update = true;  //  Trigger for database update

while($update != false) {  //  While update isnt equal false...
	$counter = 0;	$failed = 0;  //  counters to hold read values...
	for($i = 0; $i < $totalDevices; $i++) {
		$device = $i + 1;  //  create device ID...
		$filename = 'rainfall'. ($device) .'.txt';  //  construct file name...
		$data = array();  //  create array to handle data...
		$data = parseToArray($filename);  //  get file data...
		if($data === false) {  //  if file is empty...
			echo "File ", $device," contains no new data";
			$failed++;  //  increment unread files...
		}  //  else continue to store data...
		else {  // provide arguments to load data...
			loadData($link, $data, $device);
			$counter++;  //  increment read files...
			wipeData($filename);
		}  //  if total is identical to  total number of devices...
		$total = $counter + $failed;
		if($total === $totalDevices) {
			$update = false;  //  finish update...
			echo "Status: Read = ", $counter, ", Unread = ", $failed;
		}
	}
}	
	
//	HELPER FUNCTIONS

function wipeData($file) { 
	$filelink = fopen($file, "w") or die ("Unable to wipe file");  //  Open file, wipe data...
	fclose($filelink);  //  close file.
}

function loadData($link, $data, $device) { 
	$length = sizeof($data);
	$temp = array();
	for($i = 0; $i < $length; $i++) { 
		$data[$i]=trim($data[$i]);//clean off the linebreak
		$tempdata=explode(" ",$data[$i]);//split current line of data that has been read into 3
		$timeofreading=$tempdata[1]." ".$tempdata[2];//stick datestamp back together in one variable ($timeofreading)
		$rainfall=trim($tempdata[0]);//rainfall reading
		$query="INSERT INTO falldata(mydata,thedate,sensor)
		VALUES($rainfall,'$timeofreading',$device)";
		$result=mysqli_query($link,$query);
	}
}

function parseToArray($file) {
	//  Get file data...
	$buffer = parseFileData($file);
	$temp = array();  //  define array...
	$temp = explode(chr(13), $buffer);  // Fill data, line-by-line...
	return $temp;  //  return temp array;
}

function parseFileData($file) { 
	//  Open file for reading, or error...
	$filelink = fopen($file, "r") or die ("Unable To Load File!");
	if(filesize($file) > 0) { //  if file is not blank...
		//  read contents to buffer...
		$buffer = fread($filelink, filesize($file));
		fclose($filelink);  //  close file when complete...
		return $buffer;  //  return buffer for storing...
	} else { return false; }  //  else file is empty.
}

?>

























LOGIN PAGE

<?session_start();?>

<!DOCTYPE html>

<html>

    <head>
        <title>RAINFALL: LOGIN</title>
        <!--  STYLE SHEETS  -->
        <link rel="stylesheet" href="assets/bootstrap-4.3.1-dist/css/bootstrap.min.css" />
        <link rel="stylesheet" href="assets/css/global.css" />
         <!--  META DATA  -->
        <meta charset="utf-8" />
        <meta name="viewport" content="width=device-width" , initial-scale="1" , shrink-to-fit="no" />
    </head>

    <body>
        
        <header>
        <!--  HEADER SECTION  -->
            <div class="container-fluid bar" id="header">
                <div class="row">
                    <div class="col-12 brand align-center">
                      <img src="assets/img/umbrella.svg" width="64px">
                        <h1>RAIN<SPAN>FALL</SPAN></h1>
                    </div>
                </div>
            </div>
        </header>
        
        <main>
        <!--  MAIN SECTION  -->
            <div class="container-fluid" id="body">
                <div class="row">
                    <div class="col-12"><h2>Login to Continue</h2></div>
                    <div class="col-12">
                        <form id="login" action="checklogin.php" method="post">
                            <div class="form-group">
                                <label for="exampleInputEmail1">Username</label>
                                <input type="text" class="form-control" name="username" placeholder="Enter username">
                                <small id="emailHelp" class="form-text text-muted">Having Trouble?</small>
                            </div>
                            <div class="form-group">
                                <label for="exampleInputPassword1">Password</label>
                                <input type="password" class="form-control" name="password" placeholder="Password">
                            </div>
                            <button type="submit" class="btn btn-primary" value="submit">Login</button>
                            <small class="form-text text-muted text-center">Request Access</small>
                        </form>
                    </div>
                </div>
            </div>
        </main>
        
    <!--  JAVA SCRIPT  -->
    <script src="assets/bootstrap-4.3.1-dist/js/bootstrap.min.js"></script>
    </body>

</html>

































INDEX PAGE

<? include "conninfo.php";  include "search.php";  session_start();   ?>

<!DOCTYPE html>
<html>

    <head>
        <title>RAINFALL</title>
        <!--  STYLE SHEETS  -->
        <link rel="stylesheet" href="assets/bootstrap-4.3.1-dist/css/bootstrap.min.css" />
        <link rel="stylesheet" href="assets/css/global.css" />
         <!--  META DATA  -->
        <meta charset="utf-8" />
        <meta name="viewport" content="width=device-width" , initial-scale="1" , shrink-to-fit="no" />
    </head>

    <body>
        
        <header>
        <!--  HEADER SECTION  -->
            <div class="container-fluid bar" id="header">
                <div class="row">
                    <div class="col-12 brand align-center">
                      <img src="assets/img/umbrella.svg" width="64px">
                        <h1>RAIN<SPAN>FALL</SPAN></h1>
                    </div>
                </div>
            </div>
        </header>
        
        <main>
        <!--  MAIN SECTION  -->
            <div class="container-fluid" id="body">
				<div class="row">
					<div class="col-12">
						<a id="log-out" href="logout.php">Logout</a>
					</div>
				</div>
                <div class="row">
                    <!--  SECTION ONE  -->
                    <div class="col-12 col-md-6 inner">
                        <div class="col-12"><h3>Search Rain Data</h3><hr></div>
                        <form action="" method="post">
                            <label class="form-label">Required Date Range</label>
                            <div class="row">
                                <div class="col">
                                    <input type="text" class="form-control" name="date-from" placeholder="Date From">
                                </div>
                                <div class="col">
                                    <input type="text" class="form-control" name="date-to" placeholder="Date To">
                                </div>
                            </div>
                             <label class="form-label">Select Sensor</label>
                            <div class="row">
                                <select class="form-control drop-down" name="sensor-id">
                                    <option>1</option>
                                    <option>2</option>
                                    <option>3</option>
                                </select>
                            </div>
                            <button type="submit" class="btn btn-primary form-button" name="search" value="Filter">Search</button>
							
                        </form>
                    </div>
                    <!--  SECTION TWO  -->
                    <div class="col-12 col-md-6 inner">
                        <div class="col-12"><h3>Rain by Sensor (24 Hr)</h3><hr>
                            <img src="makegraph.php" width="100%">
                        </div>
                    </div>
                    <!--  SECTION THREE  -->
                    <div class="col-12 col-md-6 inner">
                        <table class="table table-bordered">
                            <thead>
                                <tr>
                                    <th scope="col">Date and Time</th>
                                    <th scope="col">Sensor</th>
                                    <th scope="col">Rainfall</th>
                                </tr>
                            </thead>
                            <tbody>
							<?  while ($row = mysqli_fetch_array($result)):?>
                                <tr>
                                    <td><? echo $row['thedate']; ?></td>
                                    <td><? echo $row['sensor']; ?></td>
                                    <td><? echo $row['mydata']; ?></td>
                                </tr>
							<? endwhile; ?>
                            </tbody>
                        </table>
                    </div>
                    <!--  SECTION FOUR  -->
                    <div class="col-12 col-md-6 inner">
                        <div class="row">
						
                            <div class="col-12 col-md-6">
                                <div class="row">
                                    <div class="col-12"><h3>This Week (Avg)</h3><hr></div>
                                    <?
										$query = "SELECT ROUND(AVG(mydata) ,2) FROM falldata";
										$result = mysqli_query($link, $query);
										$average = mysqli_fetch_array($result);
										echo '<h1 class="data-display">'.$average[0].' mm</h1>';
									?>
									<p class="para text-center">Displays the average amount of rain <br> that fell in the last seven days</p>
									<!-- Not enougth data to display last seven days, or would have used between GETDATE() to complete query -->
                                </div>
                            </div>
							
							<div class="col-12 col-md-6">
                                <div class="row">
                                    <div class="col-12"><h3>Wettest Day</h3><hr></div>
                                    <?
										$today = "2019-12-16";
										$query = "SELECT CAST(thedate AS DATE) FROM falldata WHERE mydata > '11'";
										$result = mysqli_query($link, $query);
										$average = mysqli_fetch_array($result);
										echo '<h1 class="data-display">'.$average[0].'</h1>';
									?>
									<p class="para text-center">Displays the wettest day on record</p>
                                </div>
                            </div>
							
							<div class="col-12">
								<div class="col-12"><h3>Sensor One</h3><hr>
									<img src="graphS1.php" width="100%">
								</div>
							</div>
							
							<div class="col-12">
								<div class="col-12"><h3>Sensor Two</h3><hr>
									<img src="graphS2.php" width="100%">
								</div>
							</div>
							
							<div class="col-12">
								<div class="col-12"><h3>Sensor Three</h3><hr>
									<img src="graphS3.php" width="100%">
								</div>
							</div>
                            
                        </div>
                    </div>
                </div>
            </div>
        </main>
        
    <!--  JAVA SCRIPT  -->
    <script src="assets/bootstrap-4.3.1-dist/js/bootstrap.min.js"></script>
    </body>

</html>























SEARCH

<? include "conninfo.php";

if(isset($_POST['search'])) {
	//  Get search requirements...
	$dateF = $_POST['date-from'];
	$dateT = $_POST['date-to'];
	$sensor = $_POST['sensor-id'];
	//  change dates to correct format...
	$dateFrom = formatDate($dateF);
	$dateTo = formatDate($dateT);
	//  create search query...
	$query = "SELECT * FROM falldata WHERE thedate BETWEEN '$dateFrom' AND '$dateTo' AND sensor = '$sensor' ORDER BY thedate";
	
} else { 
	//  Query all...
	$query = "SELECT * FROM falldata ORDER BY thedate";
	
}
//  Perform query search on database...
$result = mysqli_query($link, $query) or die ("Failed to execute search query");


//  HELPER FUNCTIONS
function formatDate($myDate) {
	$myDate = str_replace('/', '-', $myDate);  //  Replace any forward slashes...
	$myDate = str_replace('.', '-', $myDate);  //  replace any full stops...
	$date = new DateTime($myDate);  //  create date object...
	$myDate = $date -> format('Y-m-d');  //  reformat date to US standard...
	return $myDate;  //  return date for use in search.
}

?>
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