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[bookmark: _Toc218594996]Task 1 - Governance of AI and Machine Learning Systems: Managing risk, ethics, and compliance for AI data and models.

[bookmark: _Toc218594997]Introduction
Artificial intelligence (AI) and machine learning (ML) systems are increasingly embedded within critical organisational operations, including financial decision making, healthcare diagnostics, recruitment, cybersecurity, and autonomous systems. These technologies rely on large volumes of data and complex models, which makes them valuable assets but also attractive targets for misuse and attack. At the same time, poorly governed AI systems can produce biased outcomes, expose sensitive data, or make decisions that are difficult to explain or justify.
Unlike traditional information systems, AI systems are adaptive and probabilistic in nature. This means that their behaviour can change over time as new data is introduced, making them harder to predict and control. As a result, organisations face growing pressure to manage not only technical security risks, but also ethical and legal responsibilities. Effective governance is therefore essential to ensure that AI systems operate lawfully, safely, and in a way that aligns with societal expectations. 
Within this paper I aim to explore the challenges involved in the governance of AI and ML systems from a data security and compliance perspective. It examines how organisations can create environments that anticipate risks, protect sensitive data and models, detect threats, and respond automatically to incidents, while still supporting innovation.

[bookmark: _Toc218594998]Artificial intelligence and Machine learning as a governance challenge
[bookmark: _Toc218594999]Unique risks of AI systems
AI and ML systems introduce a range of risks that are not typically present in conventional software systems. One of the main challenges is that models are trained on historical data, which may be incomplete, biased, or inaccurate. If these issues are not identified early, they can lead to unfair or discriminatory outcomes once the system is deployed.
From a security perspective, AI systems are vulnerable to attacks such as data poisoning, where training data is deliberately manipulated or as T.Krantz and A.Jonker of IBM describe it as ‘data manipulation through poisoning can lead to data misclassification, which reduces the efficacy and accuracy of AI and ML systems. What’s more, these attacks can introduce serious cybersecurity risks, especially in industries such as healthcare and autonomous vehicles.’ [1] In addition, trained models themselves are valuable intellectual property and can be targeted through theft or reverse engineering. These risks highlight the need for governance approaches that extend beyond traditional IT security controls.

[bookmark: _Toc218595000]Regulatory and Standards environment
Governance of AI systems is increasingly shaped by regulatory and standards based frameworks. Data protection regulations, such as the General Data Protection Regulation (GDPR), place strict requirements on how personal data is collected, processed, and stored. More recently, AI specific standards and regulations have begun to emerge, focussing on transparency, accountability, and risk management. Such as the European Union’s recent regulation framework which aims to ‘make sure that AI systems used in the EU are safe, transparent, traceable, non-discriminatory and environmentally friendly’. [2]
While regulation can slow innovation, it exists for a clear reason. Regulations are generally introduced to protect individuals and ensure a minimum standard of safety and fairness. Although some major technological advances have historically followed serious failures or disasters, relying on harm to drive progress is not acceptable in modern society. In the context of AI, regulation plays a key role in preventing harm before it occurs, even if this means slower deployment of new technologies.

[bookmark: _Toc218595001]Anticipating threats in AI and ML systems
[bookmark: _Toc218595002]Risk management and Threat modelling 
Anticipating threats is a critical part of AI governance. Organisations must carry out structured risk assessments that consider the full life cycle of an AI system, from data collection and model training to deployment and ongoing use. This helps identify where failures or attacks are most likely to occur and what the potential impact might be. 
Traditional threat modelling approaches can be adapted to include AI specific risks, such as biased training data, model drift, and misuse of automated decisions. By identifying these risks early, organisations can design controls that reduce the likelihood of harm before systems are placed into production.
[bookmark: _Toc218595003]Ethical impact assessment
In addition to technical risk assessments, organisations should conduct ethical impact assessments for AI systems. These assessments consider how many systems may affect individuals or groups, particularly in high risk areas such as hiring, credit scoring, or healthcare. Ethical reviews encourage organisations to think beyond legal compliance and consider the broader consequences of AI driven decisions.

[bookmark: _Toc218595004]Protecting Artificial intelligence and Machine learning systems
[bookmark: _Toc218595005]Data governance and protection
Strong data governance is essential for protecting AI systems. Organisations must ensure that data used for training and operation is accurate, relevant, and lawfully obtained. Access to sensitive datasets should be restricted, and encryption should be used to protect data both at rest and in transit.
Techniques such as data versioning and provenance tracking can help organisations understand where data comes from and how it has been used. This not only improves security but also supports compliance and audit requirements.
[bookmark: _Toc218595006]Model security and Operational controls
ML models should be treated as critical assets. Secure development practices including controlled access to model repositories and secure deployment pipelines, help prevent unauthorised changes or theft. Monitoring tools can also be used to detect unusual patterns in model usage that may indicate abuse or compromise.  
Embedding AI systems within established secure development and operational processes, such as MLOps ‘a ML engineering culture and practice that aims at unifying ML system development (Dev) and ML system operation (Ops).’ [3] helps to ensure that security and governance are maintained throughout the system life cycle.

[bookmark: _Toc218595007]Detecting threats and Irregular behaviour
Detection plays a critical role in the governance of AI and ML systems, as it allows organisations to identify issues before they result in serious security, ethical, or compliance failures. Unlike traditional systems, AI models may continue operating even when their outputs are gradually degrading, meaning that problems can persist unnoticed for long periods of time if monitoring is not in place. 
Continuous monitoring of model performance is one of the most effective detection mechanisms. Metrics such as accuracy, precision, error rates, and confidence scores can be tracked over time to identify abnormal behaviour. Sudden or unexplained changes in these metrics may indicate data drift, changes in user behaviour, or deliberate manipulation of inputs. Without effective monitoring, these issues may only become apparent after harmful outcomes have already occurred.
In addition to performance monitoring, organisations should implement security focussed monitoring for AI systems. Logging access to training data, models, and prediction endpoints helps to identify unauthorised use or misuse. When integrated with existing Security Information and Event Management (SIEM) systems, AI related events can be analysed alongside wider organisational security data, improving the ability to detect coordinated or sophisticated attacks.
Explainable AI (XAI) techniques can further support detection by making model behaviour more transparent. When decision making processes can be interpreted and reviewed, it becomes easier to identify unexpected or unjustifiable outcomes, such as biased decisions or inconsistent predictions. This is particularly important in high risk applications where organisations must be able to justify automated decisions to regulators and affected individuals. One of the leading XAI techniques at the moment includes ‘building white/gray-box ML models which are interpretable by design’ or ‘endowing black-box models with a minimum level of interpretability when white/gray-box models are not able to achieve an admissible level of accuracy.’ [4]
Effective detection relies on a combination of technical monitoring, transparency, and governance oversight. Organisations that fail to invest in detection mechanisms risk discovering issues only after significant damage has already been done.
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[bookmark: _Toc218595009]Automated response mechanisms
Given the speed at which AI systems operate, automated response mechanisms are increasingly important. These may include automatically rolling back to a previous model version, isolating affected data sources, or temporarily disabling automated decision making when anomalies are detected.
Linking AI systems to broader security automation platforms allows organisations to respond quickly and consistently to incidents, reducing the potential impact of failures of attacks.
[bookmark: _Toc218595010]Human oversight and Accountability
Despite the use of automation, human oversight remains essential ‘to prevent or minimise the risks to health, safety or fundamental rights’ [5]. Clear accountability structures ensure that responsibility for AI decisions and failures is understood. Human in the loop approaches are particularly important for high-risk applications, where automated decisions can have serious consequences for individuals.
Regular testing, review, and governance updates help organisations remain resilient as both technology and threats continue to evolve.

[bookmark: _Toc218595011]Critical evaluation of AI governance
While AI governance frameworks provide structure for maintaining risk, their effectiveness varies significantly between organisations. One of the main challenges is finding the right balance between governance and innovation. Overly restrictive controls can slow development and discourage experimentation, while weak governance only increases the likelihood of security breaches, ethical failures, and regulatory non compliance.
A further limitation is the gap between high level principles and practical implementation. Many organisations publish ethical AI guidelines but struggle to translate these principles into enforceable technical and operational controls. Without clear accountability, measurable requirements, and consistent enforcement, ethical commitments risk becoming symbolic rather than meaningful.
Regulation presents an additional challenge. Although regulation often slows innovation, it exists to protect the individuals and ensure minimum standards of safety and fairness. History has shown that major technological advances are sometimes driven by failure or harm, but relying on this approach is no longer acceptable, particularly where AI systems can significantly affect people’s lives. In this context, proactive governance is preferable to reactive regulation introduced after damage has occurred.
Another issue is the rapid pace of change in AI technologies. Governance frameworks can quickly become outdated as new models, tools, and use cases emerge. This requires organisations to treat AI governance as an ongoing process rather than a one time exercise, supported by regular review, auditing, and adaptation.
Effective AI governance provides long term benefits. It improves trust, supports compliance, and reduces the risk of costly incidents. Organisations that invest in governance early are better positioned to deploy AI responsibly and sustainably.

[bookmark: _Toc218595012]Conclusion
Governance of AI and Machine learning systems represents a significant challenge for modern organisations, particularly in relation to data security, ethics, and regulatory compliance. As AI systems become more deeply embedded in critical operations, the consequences of failure become increasingly serious, making effective governance essential.
This report has shown that organisations must move beyond reactive approaches and instead develop governance environments that actively anticipate risks, protect sensitive data and models, detect threats and irregular behaviour, and respond effectively when incidents occur. Technical controls alone are not sufficient; strong governance also requires clear policies, accountability structures, and appropriate human oversight.
While governance and regulation may slow innovation, they play a vital role in protecting individuals and maintaining trust in AI systems. The challenge for organisations is not to avoid governance, but to implement it in a way that supports safe and responsible innovation rather than unnecessarily restricting progress. 
Ultimately, organisations that adopt adaptable and well implemented AI governance frameworks are better positioned to benefit from AI technologies while minimising harm. As AI continues to evolve, ongoing investment in governance, monitoring and review will remain critical to ensuring AI systems are secure, ethical, and compliant.
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[bookmark: _Toc218595014]Strategic Design Overview
ResilientIntellect Ltd is expanding into the European Union, which brings a more complex regulatory landscape and exposes the company to new cyber risks due to its hybrid workforce and cloud-hosted AI systems. To tackle this, a Zero Trust aligned security programme is essential. Zero Trust operates on the principle of never trust, always verify, meaning that every user, device, and system is continuously authenticated and authorised before gaining access to critical resources.
This is particularly important for ResilientIntellect because of the sensitive nature of its AI powered threat intelligence software. AI models, training data, and cloud environments are high value targets, and any compromise could directly affect clients’ security. A Zero Trust approach would ensure that even if one component is breached, attackers cannot mover laterally or access any sensitive resources.
The programme is designed to protect AI development assets, cloud services, and hubrid workforce devices while enabling operational continuity and innovation. Core components include identity and access management (IAM), device and endpoint security, network micro segmentation, continuous monitoring, automated threat detection and response, and compliance alignment. Implementing these controls would help to safeguard client trust, maintain regulatory compliance, and allow innovation to continue without unnecessary risk.
The Zero Trust architecture uses identity gateways to control access to cloud services and AI resources, along with micro segmented network zones for sensitive workloads. Continuous monitoring is achieved through SEIM and EDR systems, integrated with automated response workflows. This setup enables ResilientIntellect to detect, contain, and respond to incidents before they escalate, which is critical for maintaining operational resilience and meeting regulatory compliance requirements.

[bookmark: _Toc218595015]Organisational Structure
To implement a Zero Trust model effectively, ResilientIntellect needs a clear and accountable security structure. The roles found in the table below are critical.
	Role
	Responsibilities

	Cloud Security Architect
	Designs secure cloud infrastructure, enforces CSPM controls, Manages IAM policies, implements network micro segmentation, ensures DORA and NIS2 compliance.

	DevSecOps Lead
	Integrates security into CI/CD pipelines, secures AI model training and deployment, performs automated code scanning, monitors vulnerabilities, and manages supply chain risks.

	Chief Information Security Officer (CISO)
	Oversees the overall security strategy, governance, and incident response planning.

	Security Analysts
	Monitor endpoints and cloud systems using EDR, SEIM, and automated alerts; triage and remediate threats.

	Compliance Officer
	Ensures adherence to DORA operational resilience and NIS2 reporting obligations.



Having both a Cloud Security Architect and a DevSecOps Lead ensures that both infrastructure and AI software development are secured by dedicated experts. The Cloud Security Architect focuses on protecting cloud hosted data and SaaS applications, while the DevSecOps Lead embeds security into AI development pipelines to prevent issues such as poisoned models or vulnerable dependencies.
For example, the DevSecOps Lead runs daily automated scans of code repositories and AI model versions to detect anomalies or compromised inputs before deployment. Meanwhile, the Cloud Security Architect implements network segmentation and least privilege access policies to prevent attackers from moving laterally, limiting potential damage in case of a breach.

[bookmark: _Toc218595016]Policies and Procedures
Supporting Zero Trust and hybrid operations requires clear policies for AI usage, SaaS configuration, and BYOD.
The AI usage policy requires verification of data sources, model testing for bias and version control. For instance, if a malicious actor attempted to inject biased data into a model, automated checks would flag inconsistencies, preventing deployment.
The BYOD policy would address the hybrid workforce. BYOD devices must meet security requirements before connecting to corporate resources, ensuring that remote or unmanaged endpoints cannot be exploited. MFA and endpoint monitoring reduce the risk of credential theft or malware spread.
The Secure SaaS Configuration policy would ensure that cloud applications are configured securely from the outset. CSPM tools continuously monitor for misconfigurations, enforce encryption, and ensure logging is enabled, aligning with operational resilience obligations under DORA.
[bookmark: _Toc218595017]Compliance
Expanding into the European Union brings obligations under DORA and NIS2, both of which the security programme must address. 
The Digital Operational Resilience Act (DORA) entails that ResilientIntellect must ensure operational resilience for critical ICT systems, including AI pipelines and cloud infrastructure. This involves mapping dependencies, conducting regular tests of failover and recovery processes, and demonstrating the ability to maintain business continuity in disruptive events.
The Network and Information Systems Directive (NIS2) requires the reporting of significant cybersecurity incidents within 24 to 72 hours. This covers ransomware attacks affecting AI models, cloud misconfigurations, or other incidents disrupting services. Maintaining comprehensive documentation ensures that ResilientIntellect can comply with audits and regulator requests.
For example, a ransomware attack encrypting AI training data would require a documented incident response workflow that includes restoring from offline backups and reporting to regulators within the required timeframe. By embedding these compliance obligations into Zero Trust controls, policies, and monitoring systems, ResilientIntellect ensures that security and regulatory requirements are aligned.

[bookmark: _Toc218595018]Governance and Strategy
Effective governance is essential to ensure that security controls are not implemented in isolation but instead support the wider business objectives of ResilientIntellect. The governance model for the EU unit is based on the NIST Cybersecurity Framework (CSF) 2.0, which provides a structured and widely recognised approach to managing cybersecurity risk while remaining flexible enough to adapt to evolving threats and regulatory requirements. Using NIST CSF2.0 also allows security decisions to be clearly mapped to both operational resilience and compliance obligations under DORA and NIS2.
The identify policy focuses on maintaining a clear understanding of critical assets, including AI models, training data, cloud services, and third party dependencies. This visibility is particularly important for an organisation developing AI powered threat intelligence software, as compromised data or models could have direct consequences for clients. Asset inventories, dependency mapping, and data classification ensure that the most critical systems receive the highest level of protection.
The protect policy implemented through identity centric access controls, encryption, endpoint security, and network micro segmentation. Zero Trust principles ensure that access is granted based on verified identity, devise posture, and context rather than network location. This approach reduces the risk of unauthorised access and limits the potential impact of a breach, supporting both business continuity and regulatory expectations for safeguarding sensitive data.
The detect policy is enabled through continuous monitoring using SEIM, EDR, and behavioural analytics. Logs and telemetry from cloud platforms, endpoints, and AI systems are correlated to identify unusual activity or indicators of compromise. In the context of AI development, monitoring also extends to model behaviour and training pipelines to detect anomalies that could indicate model poisoning or tampering.
The respond policy emphasises automation and predefined response workflows. When a threat is detected, automated playbooks isolate affected systems, revoke compromised credentials, and alert the security team. This reduces response times and limits disruption, which is essential for meeting DORA’s operational resilience requirements and NIS2 incident reporting timelines.
Finally the recover policy ensures that systems and data can be restored quickly following an incident. Immutable backups, regular recovery testing, and post incident reviews enable ResilienIntellect to resume normal operations while learning from security events. Recover activities are treated as a part of a continuous improvement process, ensuring that governance and strategy evolve alongside emerging threats and business growth.

[bookmark: _Toc218595019]High Level Risk Assessment
As ResilientIntellect expands into the EU, it faces a number of risks that are closely linked to is reliance on AI development, cloud infrastructure, and third party software components. A high level risk assessment allows the organisation to prioritise these risks and apply appropriate controls in line with Zero Trust principles.
One of the most significant risks is the potential for poisoned AI models. Because the company relies so heavily on large datasets and automated training pipelines, there is a risk that malicious or biased data could be introduced during the training process. This could result in inaccurate threat intelligence or biased outputs being delivered to clients, ultimately damaging trust and credibility. To mitigate this risk, strict validation of training data, version control of models, and continuous monitoring of model behaviour are required. Integrating these controls into DevSecOps pipelines helps ensure that compromised models are detected before deployment. 
Another major concern is software supply chain vulnerabilities, particularly within open source libraries and third party dependencies. Vulnerable or outdated components can be exploited by attackers to gain unauthorised access to systems or inject malicious code. Given the fast paced nature of AI development, these risks are difficult to eliminate entirely. However, automated software composition analysis, dependency scanning, and regular patch management significantly reduce exposure. Governance oversight is also required to ensure that critical dependencies are reviewed and approved before use in production environments.
Cloud misconfigurations represent a further high impact risk, especially as ResilientIntellect relies heavily on cloud platforms and SaaS services. Misconfigured storage. Excessive permissions, or disabled logging can expose sensitive AI training data and customer information. To address this, continuous cloud posture monitoring is essential. Enforcing least privilege access and regularly auditing cloud configurations reduces the likelihood of accidental exposure and supports regulatory expectations under DORA.
Although less frequent, insider threats remain a risk, particularly within a hybrid workforce. Employees or contractors with legitimate access may unintentionally or deliberately misuse systems. Zero Trust principles help mitigate this by limiting access based on role, monitoring user activity, and enforcing strong authentication. Continuous logging and behavioural monitoring allow unusual activity to be detected early, reducing potential impact.
Overall, the most serious threats that ResilientIntellect may face are not isolated technical issues, but systemic risks linked to AI development, cloud reliance, and third party components. Addressing these risks requires a combination of technical controls, governance processes and continuous monitoring rather than one off security measures.

[bookmark: _Toc218595020]Contingency and Disaster Recovery Planning
Contingency planning is a critical part of the Zero Trust security programme, particularly for an organisation such as ResilientIntellect that relies heavily on AI training data, source code repositories, and cloud based services. A ransomware attack targeting these assets could significantly disrupt operations and impact both clients and regulatory compliance. As a result, a well defined and regularly tested disaster recovery plan is essential.
In the event of a ransomware attack that encrypts AI training data and source code repositories, the first priority is rapid detection and containment. Endpoint Detection and Response (EDR) tools, combined with SEIM tools are used to identify suspicious activity, after which affected systems are isolated and compromised credentials are revoked to prevent further spread. These actions help limit disruption and potential damage.
Recovery centres on restoring AI training data, models, and source code from encrypted, immutable backups that are isolated from production systems. Restoration is prioritised based on business impact, ensuring that critical services are brought back online first without relying on ransom payments.
Communication and reporting are handled in line with NIS2 requirements. Significant incidents are reported within the required timeframes, and affected clients are informed transparently. All actions are documented to support regulatory review and post incident analysis.
Following recovery, a post incident review is conducted to identify root causes and improve response procedures. Regular recovery exercises ensure that the data recovery plan remains effective and continues to meet DORA’s operational resilience requirements.

[bookmark: _Toc218595021]Protection Mechanisms
The Zero Trust security programme for ResilientIntellect relies on a combination of modern, integrated protection mechanisms designed to secure AI systems, cloud infrastructure, and a hybrid workforce. These controls are selected to reduce risk while supporting automation, visibility, and regulatory compliance.
Cloud Security Posture Management (CSPM) tools are used to continuously assess cloud environments for misconfigurations, excessive permissions, and policy violations. This helps prevent common cloud security issues and supports operational resilience by ensuring that cloud services remain securely configured.
Endpoint Detection and Response provides continuous monitoring of employee devices and servers, allowing suspicious behaviour to be detected and automatically contained. When combined with phishing resilient multi factor authentication, EDR significantly reduces the risk of credential theft and unauthorised access, particularly within a hybrid workforce.
A centralised SEIM platform aggregates logs from cloud services, endpoints, and AI systems. Automated response workflows enable faster containment of threats, reducing response times and limiting potential impact. This capability is essential for meeting incident response and reporting requirements under NIS2.
Security is also embedded into software and AI development through DevSecOps practices. Automated code scanning, dependency checks, and model validation reduce the risk of vulnerable or poisoned components entering production. Identity based access controls and micro segmentation further restrict access to sensitive AI assets, ensuring that only authorised users and systems can interact with critical resources.
Together, these protection mechanisms reinforce Zero Trust principles by enabling continuous verification, rapid detection, and effective response, while maintaining operational resilience and compliance.

[bookmark: _Toc218595022]Conclusion
As ResilientIntellect expands into the EU, it becomes clear that security cannot be treated as an afterthought. The combination of AI driven systems, cloud infrastructure, and a hybrid workforce creates a complex risk environment that requires a more deliberate approach to security. A Zero Trust aligned programme provides a practical way to manage these risks while still allowing the organisation to operate effectively and grow.
By focussing on continuous verification, limiting access through least privilege principles, and improving visibility across systems, ResilientIntellect can reduce the impact of cyber incidents and respond more effectively when issues do occur. Security governance, risk management, and compliance are built into everyday operations through clearly defined roles, policies, and technical controls rather than being handled separately.
While adopting Zero Trust does require ongoing effort and investment, it supports the company’s wider goals by protecting critical AI assets, maintaining client trust, and meeting EU regulatory requirements such as DORA or NIS2. Regular review, testing, and improvement of security measures will be essential, but this approach places ReslilientIntellect in a strong position to operate securely and responsibly as it continues to expand.
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