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Small businesses face a great number of cybersecurity challenges, including limited resources and lack of knowledge. To combat increasing cyber threats such as ransomware, phishing, and data breaches, it’s important to understand how to protect against them. Unlike large businesses, many small businesses cannot allocate dedicated resources towards security teams, leaving them vulnerable to attacks that can result in financial losses, reputation damage, and operational issues.
To address these challenges, this project proposes a two-part solution. To develop a Security Information and Event Management (SIEM) tool tailored for small businesses, combined with a cybersecurity education component. The SIEM tool will provide real-time threat analytics and incident response, while the education program will educate employees with best practices to mitigate risks and work towards building knowledge with real life qualifications in mind.
This project aligns with my Cybersecurity job in the NHS as a as Cyber Security Specialist for the digital health board for NHS Wales, Digital Health and Care Wales, by applying technical skills in threat detection, system monitoring, and risk management. This project will emphasise the human element of cybersecurity through training, integrating technology and education, the solution aims to strengthen small business’s defences against evolving cyber threats in the digital age we live in.
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Project Scope
The aim of this project is to develop a scalable Cybersecurity solution for small to medium sized businesses that can not only protect these businesses but also work to educate and develop skills necessary to work within the cybersecurity industry and internally train users to work within the industry.
The technologies and resources needed for this project are very important to the success of the tool. 
Cloud Based SIEM
A cloud-based Security Information and Event Management (SIEM) system will be used to monitor and respond to cybersecurity threats in real time. SIEM tools collect and analyse log information and data from networks, servers and endpoints to identify dangerous activity. Cloud-based solutions are best suited for small businesses due to their scalability, cost-effectiveness, and ease of deployment.[1]
For this project, Wazuh [2] an open-source SIEM or the ELK Stack [3]  a combination of Elasticsearch, Logstash, Kibana will be configured to provide threat detection, log analysis, and automated alerts, helping small businesses identify issues before they escalate.
[image: Regulatory compliance dashboard]
[bookmark: _Toc206369180]Figure 1 – Wazuh SIEM Dashboard


Python for Automation
Python scripting can be used to automate key cybersecurity tasks, reducing manual effort and improving response times for these small businesses which is critical. Automation creates efficiency by taking over tasks such as log parsing, alert triage, and basic incident response [4]. Python’s libraries (Pandas for data analysis, Requests for API integrations) make it well-suited for security automation. A Python script could automatically look at SIEM logs for brute-force attack patterns, block suspicious IPs via firewall API, or generate weekly reports for business owners in easy to understand formats for those who are not familiar.
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[bookmark: _Toc206369181]Figure 2 – Request Libraries in Python
Training Modules
An interactive Learning Management System (LMS) will be used to give cybersecurity training to employees at small businesses. Human error is a leading cause of breaches and by educating staff on phishing, password security, and safe browsing, through these systems, a lot of issues can be mitigated. An LMS allows for scalable training with quizzes and frequent progress tracking. The project will utilise platforms like Moodle [5] or Google Classroom [6] to host simulated phishing exercises, and assessments to reinforce best practices.
[image: ]
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Timeline
This project will take place over a 6-month period, divided into phases to ensure systematic implementation. A defined timeline makes sure that key milestones (SIEM deployment, automation scripting, and training rollout) are completed efficiently. The Gantt chart later in this report will provide a visual breakdown of tasks, dependencies, and deadlines.[7]
Constraints
The project faces two major issues, limited budget and minimal IT expertise in small businesses. Small businesses often lack dedicated cybersecurity budgets and staff, requiring cheap and user-friendly solutions. The proposed tools (open-source SIEM, Python automation, and free/affordable LMS platforms) have been chosen to minimize expenses while having the most impact possible. The tool must be easy to manage, with automated alerts and simple dashboards so non-technical staff can monitor security events with the training provided. By addressing these constraints early, the project ensures a realistic, scalable, and sustainable cybersecurity tool. [8]



[bookmark: _Toc206369226]Gantt Chart
A Gantt chart is a visual project management tool that illustrates a project’s timeline, tasks, and progress. It uses progress bars to represent
· Tasks/Activities – Listed vertically on the left.
· Timeline – Displayed horizontally (weeks/months).
· Durations – Bars show start and end dates for each task.
· Milestones – Key checkpoints (e.g., "SIEM deployment complete").
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[bookmark: _Toc206369183]Figure 4 - Gantt Chart Timeline
This Gantt chart provides a clear 6-month timeline for implementing my cybersecurity tool. The chart organizes the project into five sequential phases, with each phase containing tasks and how long they will take. Color-coded bars visually represent when each task begins and ends, making progress easy to monitor at a glance, with a key indicating their progress relative to the time scale. All dates are calculated from 17th August 2025 to reflect an accurate, real-world schedule. [9]
For example, the SIEM Setup phase shows Wazuh installation starting in September 2025 and is then completed ahead of schedule, highlighted by its green colour, while Python automation development follows in October 2025, and suffered some setbacks in its implementation. Training modules are then developed in November-December 2025, with final testing scheduled for January 2026 estimated at 42 days.
This visual timeline ensures organized execution while addressing small business limitations like tight budgets and minimal IT staff.
The Gantt chart helps by providing structure with defined start/end dates for each task, preventing overload by sectioning out major milestones. It also tracks milestones like SIEM going live in October 2025 and training rollout finishing in January 2026. With this tool, Business owners can see defined milestones and deliverables across the course of development, allowing them to plan around this timeline for integration. It also ensures that all components are planned before final deployment. 
The chart takes technical plans and transforms them into an easy-to-follow schedule, ensuring both security tools and training are delivered on time without overwhelming limited staff.
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Introduction to PEST and SWOT Analysis
PEST Analysis examines external factors that can affect a businesses operating environment. It looks at Political, Economic, Social, and Technological factors that create opportunities or challenges. By looking at these areas, businesses can anticipate market trends and adapt their strategies in the moment. [10]
SWOT Analysis provides a review of a company's existing strengths and weaknesses, as well as external opportunities and threats. It looks at Strengths, Weaknesses, Opportunities and Threats. This framework helps businesses capitalize on advantages, address vulnerabilities, and navigate competitive landscapes effectively. [11]
PEST Analysis
Political: Governments worldwide are enforcing stricter data protection laws, such as GDPR , requiring small businesses to start using cybersecurity measures. Non-compliance can result in large fines, pushing small businesses to seek affordable solutions. [12]
Economic: Small businesses often operate with tight budgets, not a lot of funds are allocated towards cybersecurity despite rising threats. A cost-effective solution can capture this untapped market, especially as the average cost of a data breach for SMBs continues to climb. [13]
Social: Many small business employees lack cybersecurity training, making them very vulnerable to phishing and social engineering attacks. A company that combines automated security tools with employee education can solve this problem. [14]
Technological: Advances in cloud computing and AI have lowered the cost of security tools, but they’ve also led to more sophisticated cyber threats. Startups leveraging AI for threat detection can offer cutting-edge protection at competitive prices. [15]
SWOT Analysis
Strengths: The project aims to offer an affordable, easy to deploy cybersecurity tool, ideal for cash strapped small businesses. It’s automated monitoring though python reduces the need for in-house IT staff and allows the employees that are already in place to learn the industry through its educational modules.
Weaknesses: As a new company, the tool lacks brand recognition and has not built up enough trust. Limited resource liquidity could also impact the scalability, not allowing for businesses to scale their cloud allocation to keep up with a growing business. [16]
Opportunities: Cyberattacks on small businesses are always evolving, creating a need for specialised solutions. [17]
Threats: Established big tech companies, such as Microsoft and Google, are at this moment integrating security features into their existing products, making it difficult for smaller standalone solutions to compete with them. [18]
Legal & Ethical Considerations
The startup must ensure compliance with data privacy laws, requiring transparent data collection policies and user consent mechanisms. Ethical considerations include minimizing data collection to only what’s necessary and providing clear opt-out options. [19]
The PEST framework is a critical tool for identifying market forces, enabling this cybersecurity project and others to understand regulatory landscapes and economic realities. SWOT analysis provides critical outside-in views into a organisation’s abilities and positions in the market. 
For new cybersecurity tools targeting small businesses, three factors have been identified as important. Evolving compliance requirements like GDPR, the constant budget problems of small businesses, and the rapid evolution of both defensive and offensive technologies. A tool must take into account the existing advantages such as cost-efficient solutions and the growing demand for SMB-focused security services, while also addressing challenges including brand recognition and competition from established big tech companies including security with core products. 
This dual-focus approach - utilising PEST for environmental research and SWOT for strategic research - creates a strong foundation for sustainable market insights and growth in the extremely competitive cybersecurity industry.
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Company Overview
CyberGuard is a cybersecurity provider designed specifically for small businesses. We operate as a private limited company (Ltd) under UK regulations. 
Our selling point is the compelling value proposition of "GDPR-compliant security for £1/day," our company delivers accessible, enterprise-grade protection packaged with essential cybersecurity education.
We will target small businesses that lack dedicated IT security teams, CyberGuard's innovative freemium model offers free basic monitoring alongside further premium packages through an open source SIEM solution and integrated python automation, while integrating automated compliance tools with simple interfaces for those new to the industry.
[image: ]
[bookmark: _Toc206369184]Figure 5 - Mock up of SIEM Dashboard
Additionally, to it’s technical solutions, CyberGuard emphasises cybersecurity education, offering built-in training that will help staff recognize threats like phishing and ransomware. 
The platform features interactive learning content, real-time security alerts as well as micro-training courses and compliance certification programs for premium users—all designed to create a staff firewall alongside SIEM protection. 
By combining affordable security tools with education, CyberGuard looks at both the technical and human vulnerabilities that leave small businesses exposed, delivering a complete, budget-friendly cybersecurity solution that grows with each client's needs.
Business Model
	Component
	Details

	Legal Structure
	UK Private Limited Company (Ltd)

	Target Market
	Small businesses (5-50 employees) in retail, healthcare, professional services

	Unique Selling Point
	"GDPR-compliant security + education for £1/day"





Freemium Service Tiers
	Tier
	Features
	Price
	Educational Components

	Free
	Basic monitoring (3 devices)
Weekly security reports
	£0/month
	 Monthly security newsletter
1 free training video/month

	Pro
	All Free features +
Advanced threat alerts
Compliance dashboards
	£30/month/per device
	 5 training modules
Quarterly phishing tests

	Elite
	All Pro features +
24/7 support
Device management
	£250/month/per device
	Unlimited training
Staff certification program
Live security workshops



Revenue Projections 
	Metric
	Year 1
	Year 2
	Year 3 (EU Expansion)

	Projected Revenue
	£500,000
	£1,200,000
	£3,000,000

	Key Assumptions
	5% London market penetration
1,000 free users convert to paid
	Partnership with 20 SMBs
NCSC Digital accreditation
	Compliance with EU GDPR variants
Berlin/Paris office launch

	Customer Acquisition
	250 free tier customers 
1000 paying customers
	1500 free customers
8000 paying customers
	10,000 free customers
30,000+ paying customers





Educational Program Structure
	Component
	Free Tier
	Pro Tier
	Elite Tier

	Training Modules
	4/month
	10 curated 
	Unlimited

	Delivery Method
	Email Newsletter
	LMS platform
	LMS + live sessions

	Compliance Certificates
	N/A
	Basic (internally awarded certifications, e.g. badges)
	Advanced (CompTIA and Cisco)

	Phishing Simulations
	Quarterly
	Weekly
	Weekly + remediation coaching



Cost Structure
	Expense Category
	Year 1
	Year 3

	Technology (servers, tools)
	£120,000
	£400,000

	Education Content Dev.
	£60,000
	£150,000

	Compliance Certifications
	£25,000
	£75,000

	Marketing
	£80,000
	£250,000



Notional Risks
Established tech giants like Google and Microsoft could use their existing customer bases and infrastructure to offer a bundled security solutions at a lower price, potentially undercutting CyberGuard's standalone offerings.
We estimate that 20% of small businesses could resist cloud-based monitoring due to data privacy concerns or legacy system dependencies, this creates adoption barriers despite the solution's benefits.


Development Roadmap
	Timeline
	Milestone
	Technical Components
	Educational Components
	Strategic Goals

	2025 Q1
	Beta Launch
	• 3-device monitoring (free tier)
• Automated GDPR compliance scans
	•Monthly security awareness videos
• Starter training modules
	Establish market presence and collect user feedback

	2025 Q3
	Pro Tier Release
	• Advanced threat detection
• Customizable reporting
	• Sector-specific training packages
• Quarterly phishing simulations
	Monetize advanced features for growing businesses

	2026 Q1
	NCSC Cyber Essentials Integration
	• Pre-configured Cyber Essentials templates
• Compliance progress tracking
	• NCSC-approved training materials
• Staff certification pathways
	Align with UK government security standards

	2026 Q3
	NCSC Assured Service Accreditation
	• Enhanced incident response protocols
• UK-hosted data processing
	• Advanced operational resilience training
• Tabletop exercise packages
	Achieve government-recognized security provider status
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New Knowledge and Theoretical Application

While I didn’t have the opportunity to implement SIEM tools like Wazuh and full training programs in practice, this project has increased my understanding of cybersecurity frameworks and planning ideas. Through my research, I've gained further insight into SIEM, including log collection methods, python automation, and educational tools, this will form a strong foundation for future work. Though only in theory, this knowledge enables me to understand integrating technical solutions with real world applications, an approach that is seldom discussed in my cybersecurity role. Moving forward, I hope to test these concepts through further research and small-scale pilot programs.
Potential Societal Impact

Small businesses remain vulnerable targets not due to not caring about the impacts, but because existing solutions often ignore their lack of resources. My research confirms that combining SIEM tools with training could increase their cyber resilience. By packaging these elements into an scalable service, the project model addresses the issues that leaves a lot of SMBs unprotected. Though untested, the principles, like automating NCSC Cyber Essentials compliance checks and SIEM reporting functions, are rooted in documented best practices for cybersecurity. This framework could work towards trade associations or local governments sponsoring cybersecurity training programs.
Anticipated Risks and Mitigation Strategies

Two key challenges emerged during my research, low engagement with security tools among resource lacking small businesses might be addressed through training on the job, using training videos directly in SIEM alert emails. Second, excessive false positives could undermine trust in the system so the python automation can help correct this. Future work would require iterative testing, for instance, test/retest design, testing users before and after training to determine the educations effectiveness, these training format can help to measure behavioural changes. These research-backed strategies provide a credible starting point for real-world implementation.
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This project has expanded my understanding of cybersecurity solutions for small businesses, combining technical knowledge with business focused planning. Through research, I developed an understanding in open-source SIEM tools like Wazuh, learning how they aggregate and analyse logs to detect threats, also the role of Python automation in making tasks like alert filtering and report generation much easier than manually looking at each log.
The creation of a Gantt chart helped me to understand the importance of structured timelines in project management, breaking down tasks into manageable phases. Planning these milestones made sure there was a logical timeline from research to design, showing how critical time management is, in delivering large scale projects efficiently.
Conducting a PEST and SWOT analysis gave me insights into the external and internal factors influencing adoption of business in different markets. Evaluating political economic and technological factors helped me to create a realistic business model, while SWOT helped me to understand competitive advantages and potential risks.
Finally, crafting a business plan for "CyberGuard" provided hands-on experience in aligning technical solutions with the market needs. The freemium model, combining SIEM monitoring with security education, demonstrated how cybersecurity providers must address technological, revenue and social issues. Though hypothetical, this project improved my ability to assess issues small businesses face, pricing strategies, and risk mitigation.
Overall, this project enhanced my technical and strategic thinking. This has helped to prepare me for real-world business challenges. Following on from this, I will be applying these concepts in practice, testing SIEM configurations and refining education programs to better protect small businesses. 
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Key Python Libraries for Cybersecurity
Python's rich ecosystem offers powerful libraries that simplify various cybersecurity tasks. Here's an overview of essential

libraries along with examples of how to install and use each.

1. Requests:

requests library simplifies making HTTP requests, which is particularly useful for interacting with web APIs or testing web

vulnerabi

Example:

Luport requests 0060

response = requests.get("https://api.example.com/data")
if response.status_code == 200:

print(“Data received:*, response.json())
else:

print(“Failed to retrieve data.")

Ouput:

: 123, ‘name’: ‘John Doe’, ‘age':





