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[bookmark: _Toc35708531]Computer Forensics
[bookmark: _Toc35615898][bookmark: _Toc35708532]Computer forensics, what is it?
Digital forensics is using different techniques and methods to gather information on investigations to create evidence from devices that were present or used in a crime, this information is then created and formatted into a presentation slash document to be used in court of law [2]. The investigation that takes place will create a chain of evidence to log all the activity and operations that were created during the time of the crime on the device.

[bookmark: _Toc35615899][bookmark: _Toc35708533]What Knowledge is needed? 
People who start a career in digital forensics needs to learn a lot of different areas before they start with their first case [3]. The reason for this is being there's a lot of areas that the user needs to know before they can start working [4]. the investigator needs to know and understand a various number of digital devices as when they are working, they'll be interacting with many different devices such as tablets, phones, laptops, desktops, digital cameras and various other devices [5]. Networking and Software are area also to have a good understanding for, Investigators will need networking concepts and understandable knowledge as they would be investigating not only individual systems but also systems that have been connected to them in the past with LAN to be examined [5].

[bookmark: _Toc35615900][bookmark: _Toc35708534]What’s New About Cybercrime? 
Cybercrime has been growing over the years rapidly and the reasons for this is because there are no physical or geographical boundaries criminals aren't restricted to an area or a city. This means the speed of crimes that are conducted can grow very fast and rapidly into larger pools of potential victims. Overall reconnaissance is made easier and less effort by the perpetrators is done which means making crimes can be done easier with less work. There is also the ability of to access information quick and easy [6].
The biggest difference is that cybercrime is committed using technology and the Internet, they might be talked about differently, but they are still committing the same crime, it is just a different means and way of the crime being committed [7]

[bookmark: _Toc35615901][bookmark: _Toc35708535]Who use computer Forensics?
There are lots of different organisations and companies that use computer forensics for everyday use or for emergency usage. Some of the companies or organisations that use computer Forensics are the government, law firms, criminal prosecutors, academia, data recovery firms and insurance companies [8].  
[bookmark: _Toc35615902][bookmark: _Toc35708536]Computer Forensics Process
Collecting
The first part of the Process is collecting the data and creating a chain of custody from the first point of acquiring the data, this will then record all reports and finding, keeping it logged. This will also keep a record of who has access to the data, where the original was stored, who had access to the forensic copy of the data. Also, this part of this process is the creation of the document trail and making sure the evidence is in a safe location [9, 10]. 
Analysing
The second part is all about analysing the evidence, looking at every detail that can be found and log it, then making sure that the evidence is supported to each finding that is made. Also being able to consider other alternatives and conclusions, so the investigator is not tunnel vision in to only one outcome [10].
Presenting 
The third step is about writing an expert report, that list all the test that was conducted thought out the instigation, also what was found and then the conclusion. The aim is to show other that follow the steps to recreate the investigation to help reach a conclusion. [7,10]

[bookmark: _Toc35615903][bookmark: _Toc35708537]Types of Evidence
There are different types of evidence, multiply of them are used in different was in court.
Real
Real evidence is very black and white, it is clear to see what is going on without relying on anything else to help. In computing this would be done with a simple system audit check, if no log has been altered in anyway [7, 11, 12, 13].
Testimonial 
This type of evidence comes from a witness, if the witness is preserved reliable then the statement that the witness give is very close the real evidence. If a witness writes out into a word document then gives the statement over digital mean, Word or text document and signed it as the author then this would be able to be committed as a statement too. 
Demonstrative
This form is used to directly demonstrate the evidence. This way is normally a very reliable type of evidence, Example: Photos, Videos and Recording [11, 13].
Documentary
This is commonly seeing as written forms of evidence, like letters or wills and other forms of recorded data can be email, images, news articles, videos and audio records [11, 12, 13].
[bookmark: _Toc35615904][bookmark: _Toc35708538]UK Law in Computer Forensics
There are many laws that have been created and updated over the year to protect the public from online cybercrime, some of the laws are [16]:
· Computer Misuse Act 1990 
· Data Protection Act 2018 (GDPR)
· Regulation of Investigatory Power Act 2000
· Police and Criminal Evidence Act 1984
These are some of the biggest and most known laws that are used in the UK, some of these laws have gone thought multiply updates and changed over the year to keep up with the current state of times [15,17,18].
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[bookmark: _Toc36142019]Figure 1- United Kingdom Parliament
[bookmark: _Toc35615905][bookmark: _Toc35708539]Methods & Tools
[bookmark: _Toc35615906][bookmark: _Toc35708540]Caine OS
[image: ]Caine (Computer Aided Investigative Environment) is a live CD that is for Linux that contains a vast amount of digital forensics tools that are the most up to date and widely used within the industry [22]. This OS offer a friendly interface that allows investigator quick and easy navigation to software packages instead of entering command line [23].[bookmark: _Toc36142020]Figure 2 - caineos













Key Features:
· Preloaded with user-friendly Interface. 
· Preloaded with many open-source forensics tools.
· This Particular Forensics OS follows investigation procedure by Italian laws.
· It was created with an optimised intent for deep forensic analysis.
· Quick to export reports to multiply formats 
[bookmark: _Toc35615907][bookmark: _Toc35708541]X-Ways Forensics
X-Ways Forensics is an all in one types of package, it is very good a manging resource on the devices and has a good history of device compatibility and it work efficiently. The X-Ways also has many supported tools and options that it can offer, disk imaging and cloning, detection of deleted or lost hard disk partition and viewing and editing binary data structures. Large community of support to help and guidance [29, 31].
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[bookmark: _Toc36142021]Figure 3 - x-ways.net

Key Features:
· Disk Editor, File Editor, RAM Editor.
· Data Recovery / Partition Recovery.
· File stack Capturing 
· Browser for FAT, NTFS, Ext2/Ext3 and other 
[bookmark: _Toc35615908][bookmark: _Toc35708542]FTK
This software pack is cited for court use and is also one of the top data preview and imaging tool currently available. This software can examine files and folders on local hard drives, network drives, CDs/DVDs, and able to review the content of forensic images or memory dumps [22]. FTK can read deleted data if it has not had the memory block over written then it will be recoverable.
There is also a portable version of FTK, this can be used with just a USB [24].
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[bookmark: _Toc36142022]Figure 4 - techtalk.gfi.com
 

Key Features [31, 32]:
· Preview data and able to recover deleted data.
· FTK can support image mounting
· Software to uses multi-core CPUs to increases speed and to allow for parallelisation actions.
· FTK Is also able to Email analysis, File Decryption, Data Carving, Data Visualization, Web Viewer, Cerberus and OCR.
· Collaboration with shared case database, allowing for one central database to host everything for a single case.

[bookmark: _Toc35615909][bookmark: _Toc35708543]Sleuth Kit – Autopsy
Sleuth Kit is very powerful investigation kit that is used to search hard drives and smartphones, it is based on windows pc that uses user graphical interface with good design for the user. For Linux users Autopsy is the only application available, but this is where most of the features lie, it does offer a user interface or command line. It is very good and fast at creating cases. A lot of the system can be controlled over a web interface. [33, 34, 35]. 

[image: Image result for autopsy software]
[bookmark: _Toc36142023]Figure 5 - sleuthkit.org


Key Features:
· Supports advanced graphical event viewing interface with simple and easy controls.
· Autopsy can flag known bad files and ignore known good with hash filtering.
· Search case files for certain word to find files or application.
· Extract history, bookmarks, and cookies from all different types of browsers like Firefox, Chrome and other.
[bookmark: _Toc35615910][bookmark: _Toc35708544]iVe
iVe is special software that focuses on car forensics, there can support wide range of cars, but are slowly growing to in other makes. They offer a combination of custom hardware and software to investigate, the software is created to support windows. There also have an app that can be used to help investigation too. [36]

[image: ]
[bookmark: _Toc36142024]Figure 6- berla.co
Key Features:
· Discover Vehicle Data like: Routes, Vehicle events, Location Data, Connected Devices and Media.
· Predictions of what happened with data
· In depth reports
· Patterns that can show or Identify problems, that happened at the scene,
· Track history records
· How long visit to certain location lasted and when they happened.
· Trying to be provided information of who was involved or that number of people present.

[bookmark: _Toc35615911][bookmark: _Toc35708545]Oxygen Forensics
This forensic package is used to gather evidence from mobile phone to support active case. The tool has a wide verity of tools that can be useful for example it would be able to gather device information manufacturer, OS, IMEI number, serial number. It would also be possible to get contacts, messages and recover deleted messages, call logs. [29]
 
There are also features that can allow the user to access and analyse mobile device data and documents. This will then generate easy to understand reports and export more detailed and complex report [30].

[image: Image result for oxygen forensics]
[bookmark: _Toc36142025]Figure 7 - oxygen-forensic.com

Key Features:
· Decrypted passwords and authentication tokens that user have set on their devices
· Extracts and decrypt data for examination form popular apps.
· Analyse calls for recordings that are obtained from wireless service providers
· Track devices location using GEO data.

[bookmark: _Toc35615912][bookmark: _Toc35708546]MailXaminer
Email Examiner is software to is specialized in analysing emails for investigations, it is very fast and accurate with it finding in report that come with ease. MailXaminer is very efficient in working with legal service, creating cases allows for the case to be stored with MD5.

The interface works and looks a lot like MS Outlook, this allows the user to have a quick start to using the software as it looks like outlook. The powerful backend processing speed of this applications allows for quick reading of data with reports of this software processing terabytes of email data. [37]

[image: Image result for mailxaminer]
[bookmark: _Toc36142026]Figure 8 - mailxaminer.com

Key Features: 
· Email Formats: Outlook, Lotus Notes, MAC Outlook OLX / OLM, Thunderbird.
· Wide Variety of Forensic Images like: E01, DD, LO1, Lx01.
· Cloud support: IMAP, Gmail, Hotmail, iCloud.
[bookmark: _Toc35615913][bookmark: _Toc35708547]Volatility Framework
This forensics framework for incident response and malware analysis, this will allow the user to extract digital artefacts from volatile memory dumps, this could also be known as RAM. Once the information has been successfully extracted from the system it will be able to create log and give information about the system: network connections and sockets that are open, cached registry hives and more [22, 25].
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[bookmark: _Toc36142027]Figure 9 - digitalforensics.com

Key Features
· Volatility works on all the 3 biggest platforms, Windows, Linux and Mac.
· Developed for speed and efficient processing to analyse RAM dumps from very large systems.
· Support multiple file formats.
· Third party developers can support with API access to create extensions and scripts.

[bookmark: _Toc35615914][bookmark: _Toc35708548]USB Historian
USB Historian is able to track and log all the activity of USB that have been used on any system drives, it logs the name of the USB and it can also give the drive it was connected and the date & time of the operation too [22]. This tool is USB to see if any data has been removed and help investigators track down the device, it is able to log serial numbers to once a device is found there user can compare the device for a match.
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[bookmark: _Toc36142028]Figure 10 - techtalk.gfi.com

Key Features:
· This can deal with data and identity theft.
· Parses the computer name so it can locate USB devices
· Has a power user graphical interface for analysis
· Data and time checker

[bookmark: _Toc35615915][bookmark: _Toc35708549]GRP Rapid Response
GRR Rapid Response is a framework that focuses on remote live forensics. GRR is to support forensics and investigations with a fast and scalable operation to allow analysts to quickly perform analysis remotely. GRR consists of 2 parts: client and server. Client is deployed on all systems, then the server will be able to work, by downloading files, listing directors and so on. The server connects to all end components and controls them through a web-based graphical user interface, also API endpoints that collects analyst’s data, and creates scheduled actions on the clients. 
[image: ]
[bookmark: _Toc36142029]Figure 11 - githubusercontent.com

Key Features:
Client
· Remote memory analysis.
· Search and download for files across the system including windows registry.
· Operates at OS level.
· Built with high encryptions level for Secure communication over the internet with end devices.

Server
· Enterprise support
· Fast and simple collection of hundreds of digital forensic artifacts.
· Built with growth, able to handle large increases in deployment of devices.
· Automated scheduling for recurring tasks.


[bookmark: _Toc35708550]Case Study
Pre-investigation
At Heathrow airport a terrorist was shot down with the intent to boom Mason International airport at Fiji. The terrorist was shot down trying to evade police once the police caught him. The unnamed terrorist was carrying a laptop briefcase when he was shot.

The investigation has been placed in charge of Mr. Mark Wales, the Chief Investigator at The Heathrow Police Department. Mark make a call to a detective called John who is a professional investigator and asked him to investigate the items in the briefcase.

John accept the case and start to work on the information and item that he has been given.
 
[bookmark: _Toc35708552]Forensic Methods Used
1.) The investigation started when John turned up at the scene. John started to create a chain of custody, this was to be able to document the moment and the possession of the evidence. This will record location time and handling from the scene of the crime straight though until the case is closed. 

[image: ]
[bookmark: _Toc36142030]Figure 12 - Chain of Custody form
All the physical evidence that was found was given an evidence tag and was placed in the project logbook. This help provide help to prevent allegations of evidence tampering.

The fingerprints match the laptop with the terrorist from the crime since. Careful handling the laptop with gloves, John take photo of the laptop and all other evidence that he is given to look at. This will be stored in John report.

2.) John opened the laptop to see it was in standby mode, first John would need to use a tool called Volatility, this would save the CPU registers, caches, and memory into a file that can be examined at a later time, this would save all the information that is in the ram on this boot, once the pc is powered down this data would be unrecoverable. The second job is to clone the disk, this is done for multiply reason for John benefit, it preserves the original evidence, prevents alteration of the original evidence while the investigation is in progress and it also recreation if needed to be done.

3.) John take photo of the screen with a Cannon digital camera. John does this to have evidence if something failed while trying to create a clone of the hard drive. This is also done to have some evidence if the data is lost through the process. 

4.) While the PC is on and working from the home screen, John was able to log that the OS is Windows XP professional with service pack 2 other information was log, time and location of the device, this will be important late for john.   

5.) Once this is done John would have hashed the hard drive and stored the MD5 on record so if there was any tampering with the document then it was not be the same after. and completed the hard drive would be sealed up in an anti-static bag and then would send to a secure location where nobody would be able tamper with the evidence.

6.) John was then requested to find certain file types, the files that that was requested are list below:
· Microsoft Word
· Microsoft Excel
· PDF
· Image files: jpeg, giff, bmp, tiff
· Video files: avi, mpeg, dat, mov
· Audio files: mp3, wav, rm
Also, these file types are requested if found.
· Microsoft Outlook contacts, 
· Email messages
· Messenger chat history 
· Cache files
· Temporary
· Internet files
A check list was created and log to note if any of these files was found and the amount of them stored.

7.) John started to create his case with FTK, by using the cloned copy of the terrorist hard drive, John was able to start investigating without having trouble of corrupting the original. 

	[image: ]
[bookmark: _Toc36142031]Figure 13- FTK Screenshot loading files
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John starts investigate though the created OS image. There are lot of information John finds while he is looks around the image.  Retrieving the files done by creating a filter and searching for certain file extension. These then pulled out files by extracting them to his PC, from this point John can start looking at individual files. 

These files are placed in a folder for further examination.

See table for further in-depth research (Table 2).
8.) John was filtering though for certain file extensions, .mp4 brought up 13 different video files. John processed to log all the video files and report on each one. The videos showed that the terrorist was researching on terrorism, the videos showed:
· 9/11 Terrorist attack with 2 different videos. 
· Detailed video show tours of Heathrow International Airport and Mason International airport at Fiji
· Show video showing Islamic State’s most wanted Terrorists.
· Speeches from the united states president 
· Video showing terrorists practicing at a terror camp 
· Killing of kidnapped hostages
· Motivational speeches by leaders of various terrorist organisations 
(Table 3 – Video)

John would need to start created a detailed document talking about the video and listing them, each video would need to be explained with a brief about what is happening, the reason why John is doing this it to keep track of any records

10. The photo that was stored on that laptop was heavily detailing of Heathrow international airport and the Mason International Airport in Fiji. The terrorists did a lot of work to record the details of the airports as there was a significant amount of information about the lobby, check in desks, walkways, surrounding area and the different terminals. The same amount of detail was also recorded at Fiji international airport.

John was able to find hidden images within the other files; these images was hidden under different files extensions. John Reversed engineered this by changing the file extensions back to the original.
All the changes can be seen in the table.

(Table 4 – Images)

11.) Once John was done watch the video and created evidenced records of each MP4, there were a few similarities that allowed for John to make highly probably confirmation that the terrorist group that was behind this attack was Islamic State.

There was video showing the most wanted member of the group and other videos show attacks they have committed.

12.) After some time more evidence was being found that lead to documents that relate to “How to make chemical bomb”, “How to prepare for Jihad”, “How to be a suicide bomber”  and also there was a PDF files on cyber-attacks, it list information that could lead to molest hacking on webservers along.



13. There are a handful of files that John found while searching, one of the files was called “How to bomb Mason International airport”. This caught the attention of John. This document then talks about how to create terror at the International airport in Fiji. This created more evidence of the accused in the crime.

14.) John noticed some files that are contacts for MS outlook, john started to load the documents up into the MailXaminer, a case was created around these contact files and to continue a flow of logging and evidence for the case.

Inside the files was matching names that was found in earlier, these names give more insight to who was being contact before and who else was a part of this attack.

15.) An Excel file was found called bank, trying to open the file there was a password in place stop anyone trying to gain access. John lunch kali Linux with a copy of Jonny running to crack the password. 

Once that was all running, in less than 1 minuet the work crack found the password to be “money”. This allowed john to start looking around, 2 names were found with their account numbers, IFCS, branch and the bank name. Merlin Malcom and Ibrahim, these 2 names have shown up in the document before, with Ibrahim being found and hidden.

[image: ]

16.) Inside the laptop back there was a few documents that was belonging to the individual that was shot. One of the documents was an immigration visas, this showed and brought up his links that was with other terrorist organizations from his background.

17.) John would create a report with all the forensics analysis found inside, this would detail his investigation with all the evidence he has found and more information around the case too. This would be the stage where john send a invoice for his services too.  
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	Price
	Platform
	License
	Version 
	Type

	CaineOS
	Free
	Ubuntu based
	CCL
	11.x
	Operating System that is preloaded with tools to create a case and help with investigation

	X-Ways Forensics 
	Approx. £2089
	Windows,
	Proprietary
	19.x
	Comprised as general forensic software that allows for disk analysing  

	FTK
	Approx. £3454
	Windows,
	Proprietary
	6.0.x
	Scans hard drive looking for certain information or uncover deleted 

	Sleuth Kit + Autopsy
	Free
	Windows, MacOS, Linux
	IPL, CPL, GPL
	4.x
	flag pertinent sections of data

	iVe
	Quote Per Order
	Windows
	Proprietary
	2.6.x
	Car tool to help find data about the event that happened in the vehicle

	Oxygen Forensics
	Approx. £6363
	Windows
	Proprietary
	3.4.x
	Used for phones and tablets and could base applications

	MailXaminer
	Approx. £2163
	Windows
	Perpetual
	4.9.x
	Searches and find emails and also the information about the network paths 

	Volatility Framework 
	Free
	Windows & Linux
	GPL
	2.6.x
	Checks the Ram, Registry, CPU to save information before the computer losses it on a shut down.

	USB Historian 
	Free
	Windows
	GPL
	1.3.x
	Track a detailed about information about USB history

	GRR Rapid Response
	Free
	Windows, MacOS, Linux
	GPL
	3.4.0.x
	A multi-site tool that allows uses to remote manage devices over the internet. 




	Table 2
	Total amount found
	Other

	Microsoft Word
	3
	

	Microsoft Excel 
	1
	

	PDF
	3
	

	Image Files
	21
	

	Video Files
	18
	

	Audio Files
	4
	

	TXT
	2
	

	HTML
	2
	

	IOS
	1
	Kali Linux 

	
	
	



	Table 3 - Images
	Image
	File Type
	Size
	Dimensions

	baggae1
	[image: ]
	.bmp
	148KB
	275 x 183

	baggae1
	[image: ]
	.jpg
	14.8KB
	275 x 183

	baggage2
	[image: ]
	.jpg
	12.9KB
	299 x 168

	blue
	[image: ]
	.png
	34.3KB
	500 x 375

	fiji
	[image: ]
	.jpg
	8.40 KB
	260 x 194

	heathrow airport
	[image: ]
	.bmp
	113 KB
	220 x 176

	heathrow airport
	[image: ]
	.jpg
	8.27 KB
	220 x 176

	heathrow airport
	[image: ]
	.png
	131 KB
	796 x 322

	image2
	[image: ]
	.bmp
	147 KB
	380 x 132

	image2
	[image: ]
	.jpg
	12.0 KB
	380 x 132

	image3
	[image: ]
	.jpg
	11.6 KB
	302 x 167

	images
	[image: ]
	.jpg
	11.3 KB
	259 x 194

	images1
	[image: ]
	.jpg
	9.38 KB
	275 x 183


	india
	[image: ]
	.bmp
	137 KB
	768 x 183

	London
	[image: ]
	.jpg
	16 KB
	275 x 183

	London
	[image: ]
	.png
	17.1 KB
	265 x 190

	mason_bar
	[image: ]
	.jpg
	12.5 KB
	300 x 168

	mason_bar2
	[image: ]
	.jpg
	12.5 KB
	284 x 177

	mason1
	[image: ]
	.jpg
	10 KB
	275 x 183

	passport
	[image: ]
	.jpg
	10.4 KB
	266 x 190

	pexels-photo-46710

	[image: ]
	.jpg
	19.9 KB
	525 x 350



	Table 3 - Videos
	Video Name
	Resolution
	Time
	Format
	Size
	Info

	1
	London's Heathrow International Airport - LHR - YouTube (360p)
	360
	00:09:55
	.mp4
	45.6MB
	Used to gather knowledge about the layout of Heathrow airport.

	2
	temp (360p)
	360
	00:05:32
	.mp4
	19.3MB
	Used to gather knowledge about the runway of Fiji airport.

	3
	Vishwaroopam - Anu Vidhaiththa Boomiyile Video _ Kamal Haasan - YouTube (360p)
	360
	00:02:21
	.mp4
	9.20MB
	Showing terrorist actions and plotting activities

	4
	Vishwaroopam - Thuppaki Engal Tholile Video _ Kamal Haasan - YouTube (360p)
	360
	00:05:55
	.mp4
	13.8MB
	Showing terrorist actions and plotting activities

	5
	Vishwaroopam - Vishwaroopam Remix Video _ Kamal Haasan - YouTube (720p)
	720
	00:02:33
	.mp4
	19.9MB
	Showing terrorist actions and plotting activities

	6
	9 11 WTC Attacks - Rare Video Quality near HD - YouTube (360p)
	360
	00:08:18
	.mp4
	26.9MB
	Real and live footage of the 911 attacks 

	7
	9_11~September 11th 2001-Attack on the World __ Trade Center - YouTube (360p)
	360
	00:15:09
	.mp4
	62.3MB
	Real and live footage of the 911 attacks

	8
	How Brussels bombing attacks happened - YouTube (360p)
	360
	00:01:08
	.mp4
	4.45MB
	Real and live footage of the Brussels attack

	9
	Terror attack at Istanbul airport - YouTube (360p)
	360
	00:01:56
	.mp4
	8.33MB
	Real and live footage of the Istanbul airport attack

	10
	The world's most wanted Islamic State terrorists - YouTube (480p)
	480
	00:01:05
	.mp4
	3.73MB
	List of all the topmost wanted members from Islamic State

	11
	PM Modi's SPEECH ON TERRORISM_ Hindustan na aatankwaad ke saamne jhuka hai, na jhukega - YouTube (480p)
	480
	00:30:07
	.mp4
	114MB
	Speech about terrorism from a president 

	12
	President Obama FULL SPEECH on Strategy Against ISIS - YouTube (480p)
	480
	00:13:09
	.mp4
	61MB
	Speech about terrorism from a president 

	13
	Saudi Crown Prince_ ‘Terrorism won’t distort Islam’s peaceful image’ - YouTube (480p)
	480
	00:02:39
	.mp4
	11.5MB
	Speech about terrorism from a prince

	14
	ANJANA
	1080
	00:00:46
	.mp4
	111MB
	

	15
	BAARISHON KI
	1080
	00:02:43
	.mp4
	443MB
	

	16
	CHALNE LAGE
	1080
	00:03:31
	.mp4
	336MB
	

	17
	PYAAR YEH JAADU
	1080
	00:04:12
	.mp4
	558MB
	

	18
	UNNAI PIRINDHU
	1080
	00:04:25
	.mp4
	511MB
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