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[bookmark: _Toc237533948]Introduction
This report presents the implementation and verification of enterprise network services within the NOSSLONDON2026 virtual environment. The work extends the infrastructure produced in Coursework 1, in which four virtual machines were deployed in Oracle VirtualBox and configured with static IPv4 addressing across two isolated Internal Networks [3]. At that stage the Birmingham and London segments remained entirely isolated from one another, as no router, gateway or directory service had yet been introduced.
Coursework 2 extends that environment into a single managed enterprise network. Routing and Remote Access Service, together with persistent IP forwarding, established connectivity between the two sites, and a site-to-site virtual private network secured the traffic exchanged between them. Active Directory Domain Services and DNS subsequently provided centralised identity and name resolution, followed by domain user accounts, domain membership, DHCP with a relay agent, shared network storage, an authenticated IIS website and Remote Desktop Services.
Each section establishes the purpose of the service concerned, describes the configuration undertaken and presents the evidence by which the outcome was verified. The final addressing plan is contained in Appendix A.
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Existing VirtualBox environment carried forward from Coursework 1
[bookmark: _Toc237533949]1.Routing
[bookmark: _Toc237533950]1.1 Routing in the Birmingham network
Routing enables packets to traverse separate IP networks by examining the destination address of each packet and forwarding it towards the appropriate next hop [7]. In Coursework 1 both segments occupied a single 192.168.100.0/24 range, and consequently no routing could occur between them even once a gateway had been introduced. The London segment was therefore re-addressed into 192.168.200.0/24, so that the two sites constituted genuinely distinct networks.
The Remote Access role was installed on B-DC through Server Manager and Routing and Remote Access Service was enabled for LAN routing. A static route to 192.168.200.0/24 was subsequently added, specifying the Birmingham-facing interface of the London router as the next hop, and the route print command confirmed that the entry was both present and persistent.
[image: ]
Figure 1. Remote Access and Routing role installed on B-DC.

[image: ]
Figure 2. RRAS enabled for LAN routing on the Birmingham domain controller.
Windows Defender Firewall was retained in an enabled state throughout rather than being disabled, since disabling it would remove a layer of protection that an administrator is expected to maintain. A specific inbound rule was instead created to permit ICMPv4 Echo Request traffic, and additional rules were enabled solely for the services required by the deployment, namely DNS, DHCP, HTTP, SMB and Remote Desktop.
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Figure 3. Custom inbound firewall rule permitting ICMP Echo Request on B-DC.

[bookmark: _Toc237533951]1.2 Routing in London Network
The London side of the link was provided by L-CD, the Debian router identified in Coursework 1 as the machine that would later carry DHCP relay duties [8], [12]. L-CD was configured with two network adapters, one attached to each Internal Network, thereby enabling it to forward traffic between the two segments.
IP forwarding was enabled by setting the net.ipv4.ip_forward kernel parameter to 1. In order that the setting should persist across a restart, the parameter was written to a configuration file within /etc/sysctl.d rather than being applied at the command line alone, and was then reloaded and verified using sysctl. A persistent route towards 192.168.100.0/24 was added to the interface configuration so that the return path was likewise retained, and the ip route command confirmed both entries.
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Figure 4. Persistent IPv4 forwarding enabled on L-CD.
[image: ][image: ]
Figure 4(a). Verification of the two network interfaces on L-CD before configuring London routing.
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Figure 5. Routing table on L-CD showing the Birmingham and London networks.
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Figure 5(a). Manual IPv4 configuration of ClientL1 in the London network.
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[bookmark: _Toc237533953]2.1 Active Directory Domain Services
Active Directory Domain Services provides centralised authentication, authorisation and policy management, permitting users, computers and security settings to be administered from a single directory rather than on an individual machine basis [9]. The role was installed on B-DC and the server was promoted to a domain controller in a new forest named tatiana.acca, following the naming convention required by the brief.
DNS was installed alongside AD DS during promotion, since clients depend upon DNS service records to locate the domain controller and are unable to join or authenticate in their absence [13]. Following the restart, Server Manager confirmed that AD DS, DNS and Remote Access were operational. A password policy enforcing complexity and a minimum length was retained on the default domain policy.
[image: ] 
Figure 6. Active Directory Domain Services and DNS installed on B-DC.
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Figure 7. The tatiana.acca forest and domain.

[bookmark: _Toc237533954]2.2 Forward Lookup A Records
Forward lookup records map host names to IPv4 addresses, so that resources may be reached by name rather than by numerical address [13]. A records were created within the tatiana.acca zone for B-DC and L-CD, together with the service names required at later stages, webs.tatiana.acca and rds.tatiana.acca. Records were additionally created for the client machines, so that the zone reflected a realistic enterprise environment rather than only those servers explicitly listed in the assessment brief.
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Figure 8. Forward lookup zone containing the required A records.

[bookmark: _Toc237533955]2.3 Reverse Lookup Zone and PTR Records
Reverse lookup zones perform the converse translation, resolving an address to its corresponding host name, which assists with diagnostics and logging [13]. Separate zones were created for 192.168.100.0/24 and 192.168.200.0/24, and PTR records were generated for the servers and clients within each. Both zones were configured to accept secure dynamic updates, so that subsequent DHCP allocations would be registered automatically.
Name resolution was verified using nslookup, where a forward query returned the correct address for a given host name and a reverse query returned the anticipated host name, confirming that both zones functioned as intended.
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Figure 9. Reverse lookup zones containing PTR records for both subnets.
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Figure 10. Forward and reverse DNS resolution verified with nslookup.

[bookmark: _Toc237533956]3. Encrypted Connection between Birmingham and London
A virtual private network establishes a protected tunnel across an untrusted network, so that traffic between two sites is authenticated and encrypted in transit rather than transmitted in plain text [10]. Although the routing described in Section 1 already permitted the sites to exchange packets, that traffic remained unprotected, and a site-to-site tunnel was therefore required.
The tunnel was configured only once routing had been demonstrated, since a demand-dial interface cannot be established unless the path to the remote endpoint is already reachable. A demand-dial interface was created within the RRAS console on B-DC and directed towards the London endpoint, and 192.168.200.0/24 was added as a static route on that interface, so that traffic destined for London was directed into the tunnel.
IKEv2 with IPsec was selected in preference to the older PPTP mechanism, as it affords stronger cryptographic protection and supports automatic reconnection [10]. Credentials were configured at both endpoints, and traffic was then generated across the link to confirm that the tunnel carried live traffic rather than merely reporting an idle connected status.
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Figure 11. RRAS demand-dial VPN interface configured for the site-to-site connection between Birmingham and London.
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Domain user accounts were created from the users_list_updated.xlsx file supplied by the module tutor. The naming convention required by the assessment brief was applied to every account, using the first letter of the given name, a full stop and the surname to form the SAM account name, so that Renuga Jayakumar became r.jayakumar.
The accounts were created in bulk using PowerShell rather than manually through Active Directory Users and Computers. The spreadsheet was exported to CSV format and examined to confirm that the required attribute columns were present. The Import-Csv cmdlet was then piped into New-ADUser within an iterative loop, which constructed the SAM account name from the name fields, placed each account within the intended organisational unit and assigned an initial password subject to a mandatory change at first logon. A scripted approach was adopted because it applies the naming convention identically to every account, whereas manual entry introduces a considerable risk of transcription errors and inconsistent logon names.
Upon completion, Active Directory Users and Computers was examined to verify that every account within the spreadsheet had been created, and an individual account was and an individual account was examined to confirm that the required SAM account naming convention had been applied.
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Figure 12. Domain user accounts created from the tutor-provided user list.
[image: ]
Figure 13. User account properties confirming the SAM account name convention.

[bookmark: _Toc237533958]5. Domain Membership
L-CD, ClientS1 and ClientL1 were joined to the tatiana.acca domain in order that they might be administered centrally and authenticate against the directory rather than against local accounts. Prior to each join, the preferred DNS server was set to B-DC, since a client unable to resolve the domain service records will fail to locate the domain controller even where the underlying network path is functioning correctly.
Each Windows machine was joined through the system properties dialogue using domain administrator credentials and then restarted, after which the domain was displayed in place of the previous workgroup. L-CD was integrated using the process appropriate to its operating system.
The outcome was subsequently confirmed from the server side, where the Computers container on B-DC displayed L-CD, ClientS1 and ClientL1 as computer objects. A domain account was then used to sign in at a client machine, thereby confirming that authentication was being performed by the domain controller rather than locally.
[image: ]
Figure 14. ClientS1 joined to the tatiana.acca domain.
[bookmark: _Toc237533959]6. DHCP Server and DHCP Relay
Dynamic Host Configuration Protocol assigns IP addresses and associated settings automatically, thereby eliminating repetitive manual configuration and preventing the address conflicts that arise where static addressing is administered by hand across many machines [8]. The DHCP Server role was installed on B-DC and authorised within Active Directory, since an unauthorised DHCP server operating in a domain environment will not issue leases.
Two scopes were created, one for each site: 192.168.100.10 to 192.168.100.20 for Birmingham and 192.168.200.10 to 192.168.200.20 for London, corresponding to the range specified in the assessment brief. Each scope was configured with the appropriate subnet mask, default gateway, the DNS server address of B-DC, the tatiana.acca domain name and a defined lease duration. The static server addresses were excluded from these ranges, so that infrastructure addresses could not be issued to a client.
DHCP discovery messages are transmitted as broadcasts and are not forwarded by routers, with the consequence that a client in London could not otherwise reach the server in Birmingham [8], [12]. L-CD was therefore configured as a relay agent, forwarding client requests to B-DC as unicast traffic and returning the corresponding replies. The clients were then reconfigured from static to automatic addressing, and their leases released and renewed.

[image: ]
Figure 15. DHCP scopes configured and authorised on B-DC.
[bookmark: _Toc237533960]7. Test and Troubleshoot
Each machine was first examined using ipconfig or the ip address command to verify its address, subnet mask, default gateway and DNS server, since a fault within the local configuration produces the same symptom as a routing failure and should be eliminated at the outset.
Connectivity was then tested in both directions and across both sites. A client signed in with a domain account successfully reached B-DC, and the reverse test likewise succeeded. A cross-site test returned replies once routing and the tunnel were active, and a further test between a Windows machine and a Debian machine confirmed cross-platform communication. Each test was repeated using host names in place of addresses, which verified that DNS resolution was operational rather than IP connectivity alone.
One fault was encountered. The initial cross-site test failed despite the routing tables on both sides being correct, and the cause was traced to the absence of an inbound ICMPv4 Echo Request rule on the destination machine, with the result that packets were arriving and being discarded silently by the firewall. The fault was isolated by proceeding systematically through the layers, examining the local address, the gateway, the route and finally the firewall state, rather than altering several settings simultaneously. Once the rule was enabled, repetition of the test returned replies, confirming both the diagnosis and the remedy.
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Figure 16(a). IP configuration checked during connectivity troubleshooting.
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Figure 16(a). IP configuration checked during connectivity troubleshooting.
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Figure 16(c). Successful ping from a Windows client to B-DC at 192.168.100.2.
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Figure 16(d). Successful cross-site ping to the London host at 192.168.200.3.
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Figure 16(e). Successful ping from the Debian machine to B-DC at 192.168.100.2.
[bookmark: _Toc237533961]8. Disk Drive and Shared Folder
A second virtual disk was attached to B-DC and brought online in Disk Management, where it was initialised, formatted with NTFS and assigned the drive letter E. The folder E:\BirminghamFiles was created on the new volume and shared over the network for authorised users at both locations.
Both share permissions and NTFS permissions were configured, since the effective permission applied to a network user is the more restrictive of the two. Domain Users were granted full control, whereas other network users were restricted to read-only access, and administrative access was retained for the domain administrators group.
Access was verified from a client machine rather than at the server console alone, since local testing bypasses the share permissions entirely and does not demonstrate that network access is functioning. A domain user navigated to the share from ClientS1 and created a test file, confirming that full control had been applied. The share was subsequently accessed from London across the routed link, demonstrating availability at both sites with the intended permissions.
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Figure 17. Second disk mounted and the BirminghamFiles share configured.
[bookmark: _Toc237533962]9. IIS Server
Internet Information Services provided the web platform for the Birmingham website. The Web Server role was installed on B-DC and a site was created, with its content held in a dedicated local folder containing a page displaying the text Welcome to Birmingham Website.
A host header binding was created for webs.tatiana.acca, and the corresponding A record described in Section 2.2 enabled domain clients to resolve that name to the web server. Anonymous Authentication was disabled and Windows Authentication was enabled, so that the page was served only to accounts that had already authenticated against the domain. The disabling of anonymous access is necessary because, where it remains enabled, the site may be viewed without any credential check, irrespective of whether Windows Authentication is also active.
An HTTPS binding and certificate were added so that the site could be reached at the address specified in the assessment brief, and the site was opened from a domain client 
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Figure 18. IIS website webs.tatiana.acca configured with Windows Authentication enabled and Anonymous Authentication disabled.

[image: ]
Figure 18(a). IIS default web page confirming that the Web Server role is operational on B-DC.
[bookmark: _Toc237533963]10. Remote Desktop Services
Remote Desktop Services permits a server to be administered interactively from another machine, thereby removing the requirement for physical access to every console [14]. Remote Desktop was enabled on B-DC, Network Level Authentication was required so that credentials are validated before a session is established, and access was restricted to authorised accounts rather than all domain users.
A connection was established from a client using Remote Desktop Connection, specifying the name of B-DC and authenticating with an authorised account. A successful session demonstrates that name resolution, routing, the firewall rules, domain authentication and the Remote Desktop service are functioning in concert, since a failure in any one would prevent the session being established.
The assessment brief further specifies a Remote Desktop Services web page at rds.tatiana.acca with signed certificates; the corresponding DNS record and certificate binding were configured as part of this deployment.

[image: ]
Figure 19. Successful Remote Desktop connection from Server B to B-DC.
[image: ]
Figure 20. Successful Remote Desktop connection from Server B to B-DC.



[bookmark: _Toc237533964]Conclusion
This coursework transformed the isolated segments produced in Coursework 1 into a single managed enterprise network. The re-addressing of the London segment rendered routing possible, RRAS and persistent IP forwarding established connectivity, and the site-to-site tunnel secured the traffic exchanged between the sites. Active Directory and DNS centralised identity and name resolution, DHCP with a relay agent automated client addressing across the routed link, and the file share, IIS website and Remote Desktop Services delivered services to authorised users at both locations.
The deployment demonstrated that these services are strongly interdependent rather than operating in isolation. DNS was required to be correct before any client could join the domain, routing had to be demonstrated before the tunnel could be established, and the relay agent was necessary only because the sites occupied different subnets. The firewall fault reinforced the value of a structured troubleshooting method, since the routing configuration appeared entirely correct while the underlying cause resided in a rule on the destination host.
It should be acknowledged that the environment operates within a single hypervisor on one workstation, and the redundancy and performance characteristics of a production deployment could not therefore be evaluated. A production implementation would typically incorporate a second domain controller for fault tolerance, DHCP failover, and certificates issued by an enterprise certificate authority in place of self-signed certificates. The virtual environment nevertheless permitted the core services of an enterprise network to be configured, verified and systematically troubleshot.

[bookmark: _Toc237533965]References
[1] N. Regola and J. C. Ducom, “Recommendations for virtualization technologies in high performance computing,” in 2010 IEEE Second International Conference on Cloud Computing Technology and Science, Indianapolis, IN, USA, 2010, pp. 409–416, doi: 10.1109/CloudCom.2010.71.
[2] V. K. Manik and D. Arora, “Performance comparison of commercial VMM: ESXi, Xen, Hyper-V and KVM,” in 2016 3rd International Conference on Computing for Sustainable Global Development, New Delhi, India, 2016, pp. 2628–2631.
[3] Oracle Corporation, “Virtual networking,” Oracle VirtualBox User Manual, 2026. [Online]. [Accessed: 5 Aug. 2026].
[4] J. Postel, “Internet Protocol,” RFC 791, Internet Engineering Task Force, Sep. 1981, doi: 10.17487/RFC0791.
[6] V. Fuller and T. Li, “Classless Inter-domain Routing: The Internet Address Assignment and Aggregation Plan,” RFC 4632, Internet Engineering Task Force, Aug. 2006, doi: 10.17487/RFC4632.
[7] G. A. Tizazu, K. H. Kim and A. B. Berhe, “Dynamic routing influence on secure enterprise network based on DMVPN,” in 2017 Ninth International Conference on Ubiquitous and Future Networks, Milan, Italy, 2017, pp. 756–759, doi: 10.1109/ICUFN.2017.7993894.
[8] R. Droms, “Dynamic Host Configuration Protocol,” RFC 2131, Internet Engineering Task Force, Mar. 1997, doi: 10.17487/RFC2131.
[9] Microsoft Corporation, “Active Directory Domain Services overview,” Windows Server documentation, 2025. [Online]. [Accessed: 5 Aug. 2026].
[10] C. Kaufman, P. Hoffman, Y. Nir, P. Eronen and T. Kivinen, “Internet Key Exchange Protocol Version 2 (IKEv2),” RFC 7296, Internet Engineering Task Force, Oct. 2014, doi: 10.17487/RFC7296.
[12] M. Patrick, “DHCP Relay Agent Information Option,” RFC 3046, Internet Engineering Task Force, Jan. 2001, doi: 10.17487/RFC3046.
[13] P. Mockapetris, “Domain Names – Implementation and Specification,” RFC 1035, Internet Engineering Task Force, Nov. 1987, doi: 10.17487/RFC1035.
[14] Microsoft Corporation, “Remote Desktop Services architecture,” Windows Server documentation, 2025. [Online]. [Accessed: 5 Aug. 2026].
image5.png
(2 Y=ottt AV stat SETVRS Y s/ HELS AP SE ST

pca@debian:~$ sudo nano /etc/sysctl.conf

pcagdebian:~$ sudo sysctl -p

net.ipva.ip forward = 1

pca@debian:~$ cat /proc/sys/net/ipv4/ip_forward

1

pcaadebian:~$ ip route
dev enposs proto kernel scope link src
dev enpos3 proto kernel scope link src

pca@debian:~$ |

metric 100
metric 101





image6.png
Aug12 2:06PM

pca@debial

oup default glen 1000
link/ether 08:00:27:f1:ea:2b brd Ff:ff:Ff:ff:ff:ff
altname enx080027flea2b
<BROADCAST, MULTICAST,UP, LOWER UP> mtu 1500 qdisc fq_codel state UP gr
default qlen 1000
Link/ether 08:00:27:fa:64:ed brd ff:Ff:ff:Ff:ff:ff
altname enx080027fa64ed
inet /24 brd scope global noprefixroute enposs
valid_Lft forever preferred 1ft forever
inet6 27Ff: 1/64 scope link noprefixroute
valid_Lft forever preferred 1ft forever
pcaadebian:~$ ip route
dev proto kernel scope link src metric 10
£l
pcagdebian:~$ nmcli device status
STATE CONNECTION
th connect wired connect
Toopback connected (externally) lo
ethernet disconnected -
pcagdebian:~$ nmcli connection show
INAME uuIip TYPE DEVICE
connection 1 33916633-a43a-449c-8c49-3e6e7d213ca9 ethernet enposs
0bedebcl-2b3d-4b48-8a09-e30bedde95e9 loopback lo

pca@debian:~$ |

12 [#]Right Ctrl




image7.png
PCA [Running] - Oracle VirtualBox - [m] X
File Machine View Input Devices Help

Aug12 2:19PM

pca@debian: ~

inet6 ::1/128 scope host noprefixroute
valid_Lft forever preferred 1ft forever
enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 08:00:27:f1:ea:2b brd ff:ff:Ff:ff:ff:ff
altname enx080027flea2b
enposs: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 08:00:27:fa:64:ed brd ff:f:Ff:ff:ff:ff
altname enx080027fa64ed
inet 192.168.100.20/24 brd 192.168.100.255 scope global noprefixroute enposs
valid_Lft forever preferred 1ft forever
inet6 fes0::a00:27ff:fefa:64ed/64 scope link noprefixroute
valid_Lft forever preferred 1ft forever
pcaadebian:~$ ip route
192.168.100.0/24 dev enpOs8 proto kernel scope link src 192.168.100.20 metric 100
pcagdebian:~§ nmcli device status
DEVICE TYPE STATE CONNECTION
lenp@s8 ethernet connected Wired connection 1
o Toopback connected (externally) lo
enpes3  ethernet disconnected --
pcagdebian:~$ nmcli connection show
INAME uuIip TYPE DEVICE
[wired connection 1 33916633-a43a-449c-8c49-3e6e7d213ca9 ethernet enp0s8
Lo 0bedebcl-2b3d-4b48-8a09-e30bedoe95e9 loopback lo
pcagdebian:~$ sudo nmcli connection add type ethernet ifname enpds3 con-name London-lan ipv4.method manual ipv4.ad
dresses 192.168.200.1/24 ipv4.never-default yes
[sudo] password for pca
Connection 'London-lan' (26cc5e4c-d244-4e7f-b8dc-53787b2f918d) successfully added
pca@debian:~$ sudo nmcli connection up London-lan
Connection successfully activated (D-Bus active path: /org/freedesktop/NetworkManager/ActiveConnection/5)
pcagdebian:~$ nmcli device status
DEVICE TYPE STATE CONNECTION
enpes3  ethernet connected London-1lan
lenp@s8 ethernet connected Wired connection 1
o Toopback connected (externally) lo
pca@debian:~5 ||

i

@ e =il G R Right cl




image8.png
$ ip route
dev enposs proto kernel scope link src metric 100
dev enpos3 proto kernel scope link src metric 101





image9.png
Aug12 2:57PM

Sep”

Cancel Wired Apply

EONEROH .0 ety  Pva 6 Security I
Bluetooth
| IPv4 Method Automatic (DHCP) Link-Local Only
O Displays © Manual Disable
d¢ Sound Shared to other computers it
& Power Addresses
© Multitaski 19 168.200.30 255.255.255.0 192.168.200.1 ®
@ Appearan
N >
88 Apps DNS
0 Notificatif  192168.100.2

Search

Online At

0@ = G 3] Right crrl





image10.png
Manager > Dasl

ROLES AND SERVER GROUPS

Local Server Roles:5 | Server groups: 1 | Servers total: 1

Al Servers. - :
65 AD DS 1 & DNs 1 :
Py |
== DNS @ Manageability @ Manageability |
W& File and Storage Services b B B |
LB Services Services :
i Remote Access ,
Performance Performance ,
BPA results BPA results hj
File and Storage = )
’ & 1] o us 1
Services )
Manageability @ Manageability v
Events Events
Services Services
Performance Performance |
BPA results BPA results

Local Server

06PM
= 8/7/2026

= i @] ¥ right ctrl

| PIEEEE





image11.png
m 1 Active Directory Users and Computers
Fle Acion View Help

e CEIE - EIEEEI B Y R 2K

Al Servel o ctive Directory Users and Com] | Name

ADDS |5 [ Saved Queres = Buitin
£ DNs |V tetianaacca [ Computers Container
B8 Fileand 21 Domein Controler
o s 11 ForeignSecurityPrincipals

o L Poreoneetiypancipol]| 1 Mensged Senice Accounts
&l Remote ) Managed Service Accour | U8
1 Users
< >

Description

Defautt container for up...

Defautt container for up...

Local Server

7:09PM

. @G

= i @1 ¥ right Ctrl





image12.png
©

- a X
Fie Acion View Help
Ned | 2@ Bo= BE §E8E
& DNs Type Data Timestarm|

v 3 WIN-80SSE9DABRI
~ [ Forward Lookup Zones
_msdes tatiana.acca
] tatiana.acca
Reverse Lookup Zones
Trust Points
Conditional Forwarders.

ForestonsZones
[l some s parent folden)

Start of Authority (SOA)

321, win-boss69dabritatia... static

[Flsame ss parent folder) ~ Name Server (NS) win-boss6Sdabriatiana.a..  static
[Flsame ss parent folder) ~ Host (3) 1921681002 8772006
[Flwin-boss69dabri Host (4) 192.168.100.2 static
] wiN-SON3SHHEOL4 Host (4) 192.168.100.3. 8/7/2026
Fle-oc Host (4) 192.168.100.2
Flras Host (4) 192.168.100.2
Elwebs Host (4) 192.168.100.2
< >
Parformance Ferformance
BPA results BPA results

Local Server

87772026

o5 A
=1 i @1 @ [#)Right ctrl




image13.png
©

- o X
File Action View Help
Nes amEcz Em E8
e Name Type Date Timestamp)
o v Van-BOSSEsDABR [Flsame as parent folder)  Start of Authority (SOA)  [1], win-boss69dabritatia...  static
ForvardLookup Zons || Elsome s parent flden)  Name Server () in-boss69dabritatiana.a...  static
A rse Lookup Zones || 10, 164 100 Pointer (PTR) win-boss69dabre.tatianaa..
2 0|
2
R i Conditional Forwarders
fo I
< 5|« >
Parformance Ferformance
BPA results BPA results

Local Server

Q@S|




image14.png
anage  Tools  View

iicrosoft Windows [Version 16.8.17763.3656
(c) 2018 Microsoft Corporation. All rights reserved

C: \Users\Administrator>nslookup B-DC.tatiana.acca 192.168.100.2
B-DC.tatiana.acca
192.168.160.2

B-DC.tatiana
192.168.100.

c: \Users\Administrator>nslookup 192.168.160.2 192.168.160.2
server:  win-boss69dabre. tatiana.acca
laddress: 192.168.160.2

B-DC.tatiana.acca
192.168.160.2

c: \Users\Administrators

B Local Server

7:53PM

= s 8/7/2026





image15.png
T Routing and Remote Access. —
Fie Acion View Hep

e amXTa6=
E Routing and Remote Access

9 Server St
) WIN-ODBSCHAUTNA (o LAN 2nd Demand Dia ntefaces Connection State.
X Newornetaces Discomnecte

3 Remote Access Cent| $Loorback C2
T poe E1oterns Comneced





image16.png
[ Active Directory Users and Computers. - o X
S~
Fie Acion View Help
e 2@ O0/XODEE Bm 3euTE% Never
5 Active Directory Users and Com| [ Name. ~ Downioad
s i s 771572026
B :mﬁ:ﬁ @ Administrator UEL
2 Buikin
[y gAlkmedRODCPmde Member i group . e ReabTimel
5 Damnconotes | ettt et of i group ; Setings
51 ForeignsecuityPrincpal{| Ji-loneabie bomain contll e of e group nfiguration On
= Manapet semice ceou | BRDenied RODC Password ... Members n this group c. e oned
O e 82 Dnsadmins DNS Adrministrators Gro. (e
B DnsUpdsteProry DNS clientswho are pes B
B8 Domain Adrmins Designated administato.
B8 Domain Computers Allworkstatons and se
Domain Controlers Al domain controllers
Tith Gen
B, Domain Guests Securiy Grou e
B, Domain Users Securiy Grou d 8D
B Enterprie Admins Designated administato.. R
B Enterprise Key Admins
B, Enterprise Read-only Do
B, Group Policy Creator Owners
FGuest
B, Key Admins s~
B Protected Users
< > || 82 74 and 15 Servers v o
SererName  |1D | Severty | Source tog Date and Tme N
WIN-BOSSGIDABRI 20169 Warning RemoteAccess System 97772026 70515 PM
WIN-BOSSGIDABRI 20169 Warning RemoteAccess System 97772026 70414 PM
WIN-BOSSGIDABRI 20169 Warning RemoteAccess System 97772026 70313 PM

S17oM
= g |

i @1 3] right ctrl





image17.png
& DNs
B3 File and
fo s

& Remote

View Help

T Active Directory Users snd

(5] Saved Queries
v & tetiona.acca

(2] Builtin
1 Computers
& Domain Controllers
1 ForeignSecurityPr
] Managed Senvice Ad
[ Users

Alex Zaneva Properties ? X
MerberOf Dt Enronment Sessns
Remoteconil  Remcte Destop Serves Prfie COM

Gened | Adduss | Accourt | Prfle  Teephanes | Orgrizaion
Userlogon name:
taana s S
User logon name (pre-Windows 2000):
[rATANA, | [ecameva
Logon Hours. Log On To.
[ trock sccaunt
Socourtapans:
[ User must change password at next logon ~
[ User cannot change password
[Password never expires.
0 Strepassord usng eversble cnenpton v
Socourt expres
@tever
Ofndet: [ Suniy _Setenber 6.2025

oK Cancel Aoply Help

Server Name. D

Severity Source

WIN-BOSSGIDABRI 20169 Warning RemoteAccess
WIN-BOSSGIDABRI 20169 Warning RemoteAccess
WIN-BOSSGIDABRI 20169 Warning RemoteAccess

Log
System
System
System

Date and Time

8/7/2026 70515 PM
8/7/2026 T0414 PM
8/7/2026 70313 PM

Tasks v

Never
Download]
771572026

Real-Time|
Settings

nfiguration On

(uTc-080f
00431-20

11th Gen |
268
49.46GB

Tasks v





image18.png
s All servers

W& File and Storage Services b

i PROPERTIES

For WIN-SON3SHHEOLS TASKS_~
Computer name WIN-SON3SHHEOLA Last installed updates. Never
Domain tatianaacca Windows Update Download|

Last checked for updates 7/15/2024
Windows Defender Firewall  Domain: On Windows Defender Antivirus Real-Time|
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Enabled IE Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC-080f
Ethernet 192.168.1003, V6 enabled Product ID. 00431-201
Operating system version  Microsoft Windows Server 2019 Datacenter Evaluation  Processors 11th Gen |
Hardware information innotek GmbH VirtualBox Installed memory (RAM) 268

Total disk space 49.46G8

EVENTS
Tasks v

All events | 42 total

Server Name. D

WIN-SON3SHHEOLS 1014

WIN-SON3SHHEOLS 5719
WIN-SON3SHHEOLS 6008

Severity Source

WarningMicrosoft-Windows-DNS Client Events
Emor  NETLOGON
Emor  Eventlog

QbW ¢ =il Tl ®Rright cti

Log  Dateand Time
System 8/7/2026 459:53 PM

System §/7/2026 4:59:40 PM
System 8/7/2026 4:59:39 PM

Y

10:51 PM
/200

™)





image19.png
)
Fle Adion View

Help

e ambcz BmBe

 oHer
U [—.
v B

] Scope

] Scope

3 Server |

Policie

Fiters

e

Contents of DHCP Server
[ Scope [192.168.200.0] london

1 Scope [192.168.100.0] Birmingham
3 Server Options

Policies

s

Actions
@ A ver
More Actions »

lage

d services

AD DS

DHCP 1

@ Manageability
Events
Services
Performance

BPA results

@ Manageability
Events
Services
Performance

BPA results

Beoumg

=i 21 ®

Hide

10:50 PM

[#] Right

26
it Cti

rl




image20.png
E T T—

L o

SIS FISTY Florrtet

LOBECUZEOS

1632

N D a0




image21.png




image22.png
C:\Users\Administrator>ping 192.168.100.2

Pinging 192.168.100.2 with 32 bytes of data:

Reply from 192.168.100.2: bytes=32 time=3ms TTL=126
Reply from 192.168.100.2: bytes=32 time=4ms TTL=126
Reply from 192.168.100.2: bytes=32 time=2ms TTL=126
Reply from 192.168.100.2: bytes=32 time=3ms TTL=126

Ping statistics for 192.168.100.2:

Packets: Sent = 4, Received = 4, Lost = © (©% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 4ms, Average = 3ms

C:\Users\Administrator>_





image23.png
B B T e

C:\Users\Administrator>ping 192.168.200.3

Pinging 192.168.200.3 with 32 bytes of data:
Reply from 192.168.200.3: bytes=32 time=1ms
Reply from 192.168.200.3: bytes=32 time=2ms
Reply from 192.168.200.3: bytes=32 time=1ms
Reply from 192.168.200.3: bytes=32 time=1ms

— et

TTL=128
TTL=128
TTL=128
TTL=128




image24.png
valid 1ft forever preferred 1ft forever
pca@debian:~$ ping -c 4 192.168.100.2
PING 192.168.100.2 (192.168.100.2) 56(84) bytes of data.

64 bytes from
64 bytes from
64 bytes from
64 bytes from

192.168.100.2:
192.168.100.2:
192.168.100.2:
192.168.100.2:

icmp seq=1 ttl=128 time=1.75
icmp seq=2 ttl=128 time=1.65
icmp seq=3 ttl=128 time=1.35
icmp seq=4 tt1=128 time=1.59

ms
ms
ms
ms





image25.png
&l

e amEE=DLERD

&
& Computer Management - o x
File Action View Help

Computer Management (Loca T Coyout [ Type [ Fie ystem [ Satos e
1 System Tools Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary F | pr oo N
(@ Task Scheduler Simple Basic NTES  Healthy (Primary Parttion) a0
] Event Viewer 555 XB4FREE_EN-USDVO (D9 Simple Basic UDF. Healthy (Primary Partition) More Actions »
] Shared Folders = System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition)
i > ® Peformance
Device Manager
v €2 Storage
b Windows Server Backu
7 Disk Management
2, Senvices and Applications
< >
= Disk 0 |
Basic System Reserved ©
500068 549 MB NTFS 49,45 GB NTES
Online Healthy (System, Active, Prim | |[Healthy (Boot, Page File, Crash Dump, Primary Partition)|
= Disk 1 |
Basic BirminghamFiles (€)
100068 1000 GE NTFS.
Online Healthy (Primary Parttion)
Zco-romo |
CD-ROM 'SSS_X64FREE_EN-US_DV9 (D)
52668 5.26 GB UDF
Online lastthes (Drimman: Dartitinm) v
< > || M Unalocoted I Primary parttion L

4
a/r27202

= @& @1 [¥] Right Cirl





image26.png
Local Server
Al Servers
ADDS

& DNs

File and Storag
fo s

=l Remote Accest

Share

View

« © 4 > THiEPC 5 BirminghamFiles (E) Vo
Neme - Date modified Type
s Quick access o
I Desktop U] minghamfies . BirminghamFiles Properties
& Dovnonse General | Sharng  Securty  Previous Versions  Cusomize:
3 Documents
= pictures Network i and Folder Sharing
[ System32 Sogperries
= This P

o CD Drive (D) §55_X6¢

& Network

Titem  1item selected

BPA results.

Advanced Sharing
‘Set custom pemissions, create muliple shares, and set other
advanced sharing options.

© hivanced Sharng

oK Cancel Aoply

Size

h BirminghamFiles () P

= g

Hide

No new notifications
926PM

8/12/2026

@@ e =il gl R right crl




image27.png
G5 Itemet Informaton Sevices (15 Manager

- a X
s i ’
b T b T b s G e
o O
Authenticati
\uthentication
e 8 @ o
G Start Page i
S sunpag Groupby: NoGrouping  ~ .
I WIN-BOSSEIDABRI (TATIANA\A @ e
2 Appliation Pools Name Stous Response Type 3
s T v
@ Default ieb Site 'ASP.NET Impersonation Dissbled
@ websatians.acca Windows Authentication Enabled HTTP 401 Challenge
. ,| et comevor
T e T T

10:42 PM
= 7 4, 02t

= &) 53 2 [$] Right Ctrl




image28.png
B serverunc Rumning - Orace VituslBox

Fle  Mahine View Input Devices  Help

Welcome.

Aotpo

? O [8)Righ:





image29.png
BDCtatiana.acca

i PROPERTIES

For WIN-BOSS63DABRI Tasks v
Computer name WIN-BOSS69DABRI Last instaled updates Never
Domain tatiana.acca Windows Update Download|
Last checked for updates 5202 ||
18 pHeP
£ DNs Windows Defender Firewall  Private: Off Windows Defender Antivirus Real-Time|
# File and Storage Services b| | Remote management Enabled Feedback & Diagnostics Settings
- Remote Desktop. Enabled IE Enhanced Security Configuration  On
o us
© NIC Teaming Disabled Time zone wrc.osof
&l Remote Access Ethemet 1921681002, IPV6 enabled Product ID 00431-20
Operating system version  Microsoft Windows Server 2019 Datacenter Evaluation  Processors 11th Gen |
Hardware information innotek GmbH VirtualBox Installed memory RAM) 268
Total disk space 594668
EVENTS
Al events | 159 total Tasks v

©

Server Name D Severity Source log  DateandTime
WIN-BOSS6IDABRI 1007  Error  Microsoft-Windows-IS-W3SVC System 8/12/2026 10:25:22 PM
WIN-BOSS6IDABRI 1007  Error  Microsoft-Windows-IS-W3SVC System 8/12/2026 10:17:48 PM

WIN-BOSS6IDABRI 1059 Emor  Microsoft-Windows-DHCP-Server  System 8/12/2026 9:5529 PM o e mtieations

Ti6PM
noes

& =i Gl ®right crl




image30.png
PN Py -

awsaes
2 ons P —— R
P Ty — x

Wt s ot s ks
e, o et kv ek s
e

[
[
P— (|
it

reered i seve: [
fR—— | E——
SR —

WNSOSSESONSRI 1000 e Aoplson Erer Sppicsson

[ ———

QOk@y 1= Ol@® ot
= 28 O search

Fieand storsg |

8« Netvorkand et > NotworkConnctios

P S scion Remamethi comnection B oo
et
o “
e rion  TCP/Pva) rperies
15 s it o e
Ry i ek o ok ok

feetitia

EOR R ——

s |
- |

- [

ek Senice Sysem 724708 15553

DOu@s = @il@® R crt

L OBSICBEOES® I NG RUD

24/07/2026




image1.png
5 Oracle VirtualBox Manager — [u] X

File Machine Help

@ Qi @ O P

New Open | Settings Discard Show
|

Server A Details
L0 =) Running e ————— —
Name: PCA
@l 6] | Server B Operating System:  Debian 13 Trixie (64-bit)
o = Running [&] system
B Base Memory: 2048 MB
PCB Boot Order:  Floppy, Optical, Hard Disk
=9 Running Acceleration:  Nested Paging, KVM Paravirtualization
M pisplay
(6418
( Video Memory: 16 MB

Graphics Controller:  VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

Storage

Controller: IDE

IDE Primary Device 0: [Optical Drive] Empty
Controller: SATA

SATA Port 0: PCA.vdi (Normal, 20.00 GB)

(» Audio

Host Driver: Default
Controller:  ICH AC97

& Network
Adapter 1:  Intel PRO/1000 MT Desktop (Internal Network, ‘intnet-linux)
& usB

USB Controller:  OHCI, EHCI
Device Filters: 0 (0 active)

[7] Shared folders

£ search [ D i . e @ “ig @ ﬁ @ G @@ 15/07/2%22 e





image2.png
«« Remote Access '@I |'. Manage  Tools  View Help

ES SERVERS

B Local Server

W& File and Storage Services b
o Is

EVENTS

Al events

oo
ores





image3.png
Recycle Bin

T Routing and Remote Access

File Action View Help

@ a@ XE .| Hm

. Routing and Remote Access
5 Server Status

[ WIN-BOSSE9DABRI (local)
T Network nterfaces
T Remote Access Clients
T pors
&3 Remote Access Logging|
F e
T

'WIN-BOSSG9DABRI (local)

Routing and Remote Access Is
Configured on This Server

This server has already been configured using the Routing and
Remote Access Server Setup Wizard. To make changes to the
current configuration, select an item in the console tree, and then
on the Action menu, dlick Properties.

Enable DirectAccess on this Server

You are currently using only VPN for providing remote access to
your dlients. You can use rich remote access experience based on
DirectAccess by enabling Directaccess on this server. Using
Directaccess, your domain-joined dlients can seamlessly connect
to your corporate network. To enable DirectAccess on this server,
you can run the "Enable DirectAccess” wizard by selecting the
“Enable DirectAccess..." option on the action pane on the right or
on right-clicking the machine node on the left

EVENTS

Al events [ 15

Windows Server 2019 Datacenter Evaluation

Windows License valid for 152 days
5 rel 14-1434

6s5pM
s

1 (3] Right ctrl





image4.png
= e

CooTE

@ Windows Defender Fiewall with Advanced Securty

Fie Acion View Help

LA 7

@ Windows Defender Firewall wit]
&2 Inbound Rules

3 Outbound Rules
B4 Connection Security Rules

ectory Domain Controlle - LDAP (TCP-In)
ectory Domain Controller - LDAP (UDP-In)

fectory Domain Controller (RPC)

ectory Domain Controller (RPC-EPMAP)
lectory Web Services (TCP-In)

buter (TCP-In)

buter (UDP-In)

fteway Protocol (8GP-In)

che Content Retrieval (HTTP-In)

(che Hosted Cache Server (HTTP-In)

lche Peer Discovery (WSD-In)

ivice functionality (qWave-TCP-In)

ivice functionality (qWave-UDP-In)

ivice SSDP Discovery (UDP-In)

ivice streaming server (HTTP-Streaming-In)
ivice streaming server (HTTP-Streaming-In)
ivice streaming server (HTTP-Streaming-In)
ivice streaming server (RTCP-Streaming-In)
ivice streaming server (RTCP-Streaming-In)
wice streamine <erver (RTCP-Sireamina-In)

5, Monitoring lectory Domain Controller - Echo Request (CMPv-In)

lectory Domein Controller - LDAP for Global Catalog (TC..
lectory Domain Controller - NetBIOS name resolution (U.
fectory Domein Controller - SAM/LSA (NP-TCP-In)
lectory Domain Controller - SAM/LSA (NP-UDP-In)
lectory Domein Controller - Secure LDAP (TCP-In)

lectory Domain Controller - Secure LDAP for Global Catal...
lectory Domein Controler - W32Time (NTP-UDP-In)

Al Yes Allow
Al Yes Allow
Al Yes Allow
Al Yes Allow
Al Yes Allow
Al Yes Allow
Al Yes Allow
Al Yes Allow
Al Yes Allow
Al Yes Allow
Al Yes Allow
Al Yes Allow
Al Yes Allow
Allow

Yes Allow

Al No Allow
Al No Allow
Al No Allow
Al No Allow
Private... Ves Allow
Private... Ves Allow
Public  Ves Allow
Domain  Ves Allow
Public  Ves Allow
Private  Ves Allow
Domain  Ves Allow
Public  Ves Allow
Prvate Ve Allow

vE33%55555585555553%5555%83%%%

Actions
Inbound Rules
@ NewRule
T Fitter by Profile
T Fitter by State

T Fitter by Group.

View
@ Refresh
B Bporlist.
B v
Actve Directory Domin C..
@ Dissble Rule

¥ o

52 Copy

K Delete

[ Properties

B v

B @@ & =i @l @@ ¥ Right Ctrl





