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	TASK 1 | IEEE REFERENCING AND ESSENTIAL SKILLS
Career area: Cyber Security Analyst | Summary word count: 257 | Reflection word count: 109



[bookmark: _Toc235718548]Essential academic and employment skills
Cyber security analysts do not need to rely on just technology. Employers require analysts that can identify vulnerabilities, understand risk, present evidence and make ethical decisions with incomplete information. According to the report on the cyber labour market in the United Kingdom, frequently cyber security capability, vulnerability assessment, auditing, and knowledge of ISO 27001, risk management and incident response are requested in job advertisements [1]. Technical ability is still crucial, but approximately one-third of cyber enterprises said they were hindered by substandard complementary skills of their applicants or employees [1].
Analytical thinking is the link between data and defensible action. Helps an analyst differentiate between a true incident and noise, and to test other explanations and provide controls commensurate with an organisation's risk. Analytical thinking is the top core skill identified by the World Economic Forum, and networks and cyber security is one of the fastest growing of the core skills [2]. Communication is also essential since results need to be conveyed to managers, users and technical people. Industry oriented learning can boost employability skills by enhancing the general ability, behaviour and professional attitude, but classroom performance itself is a guarantee of workplace judgement [3].
Study in the academic domain is supported by evidence evaluation, accurate IEEE referencing, time management and reflective learning. Effective information security is a combination of technology and governance, law, ethics and personnel management [4] explains Whitman and Mattord. So, my development plan will be based on doing Laboratory practice, short report writing, group problem solving, and lifelong learning. The output from generative AI can be used in brainstorming and explanation but needs to be checked for source and privacy and judged by human judgment [5]. The evidence will be used to determine employability, not just for what was claimed, but for what was shown to be the case.
[image: ]
Figure 1. Skills requested in United Kingdom core cyber roles. Source: adapted from Department for Science, Innovation and Technology [1].
[image: ]
Figure 2. Employer expectations for workforce training by 2030. Source: adapted from World Economic Forum [2].
[bookmark: _Toc235718549]Skill development plan
	Skill
	Academic evidence
	Career application
	Development action

	Analytical thinking
	Compare sources and test explanations
	Triage alerts and prioritise risk
	Complete incident case laboratories

	Communication
	Concise reports and referenced claims
	Explain findings to technical and non technical audiences
	Practise one page executive briefings

	Ethical judgement
	Respect privacy and academic honesty
	Handle sensitive data responsibly
	Use an ethics checklist before analysis

	Continuous learning
	Reflect on feedback and revise goals
	Respond to evolving threats and tools
	Maintain a monthly skills log


Table 1. Evidence based skill development plan. Sources: [1] to [4].
[bookmark: _Toc235718550]Turnitin similarity and self assessment reflection
	Evidence status: 
The Turnitin report came back with a similarity of 15%. The number of source matches varied between 2 and 4 per cent, with the highest of 25 words. The total may have some legitimate overlap in publication details, in the small matches details or in the wording cited in the quotations and in the bibliography, as part of the report settings. Read the passages that are highlighted, not just the percentage. Any unnecessary detail near a source has been paraphrased more independently, and source information has been correctly cited. I give this task a score of 88 out of 100 because it utilizes credible evidence, IEEE citations, relevant visuals and a career application.
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	TASK 2 | COLLABORATIVE TEAMWORK AND ACADEMIC POSTER
Team mind map and individual A3 poster



[bookmark: _Toc235718552]Collaborative mind map
[image: ]
Figure 3. Mind map of six connected conditions for effective cyber teamwork. The artefact content is supported by [1] to [5].
Teamwork is considered as a whole system in the mind map. Lack of role clarity and shared purpose can lead to duplication. Clear roles without a safe environment can mask error. One faulty source of truth in communication can result in misleading versions. Conditions should thus be considered collectively and not as individual behaviours.
[bookmark: _Toc235718553]Individual A3 academic poster
[image: ]
Figure 4. Individual A3 academic poster. A print quality PDF is supplied separately.
[bookmark: _Toc235718554]Critical interpretation of the poster
	Concept
	Strength
	Critical limitation

	Team development
	Tuckman provides a simple language for recognising changing group needs [1].
	Teams do not always progress in a fixed sequence and can return to conflict after task or membership change.

	Psychological safety
	Supports questions, error reporting and learning [2], [3].
	Safety is not low standards. Accountability and evidence remain necessary.

	Shared mental models
	Improve coordination by creating common expectations [4].
	Excessive agreement can produce groupthink, so independent review is required.

	Trust
	Supports collaboration and effectiveness in virtual contexts [5].
	Trust without visible evidence can become complacency or conceal weak delivery.


Table 2. Critical interpretation of key teamwork concepts.
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	TASK 3 | AUTOMATIC REFERENCING TOOL
Unit 3 topic: Trust, communication and coordination in virtual teams | Summary word count: 370 | Evidence description: 100



[bookmark: _Toc235718556]Critical topic summary
Although virtual collaboration allows for the merging of knowledge and expertise over distance and time, working across distance alters the nature of the coordination issues. There are fewer informal cues for team members, later clarification, and less awareness of workload amongst team members. Gilson et al. [1] suggest that the effectiveness of virtual teams is more about the interaction between the technology, people and task design, and not just the technology. This is important because a well-informed platform is inadequate to fix vague or lax accountability.
Trust is a key mechanism. Breuer et al. has discovered that trust is significantly linked to effective teamwork and can be more influential along the path of virtuality [2]. Don't consider trust as a form of passive optimism. It emerges when their members consistently undertake work, provide a clear account of what is slowing their work down, provide evidence and respond consistently. A first sense of confidence can motivate engagement but is easily lost if communication is sporadic. Trust is made visible and seen through agreed response times and through transparent progress records.
The quality of communication is dependent on the match between the channel and the task. Synchronous meetings are beneficial for ambiguity reduction, negotiation and quick feedback. Reflection, time zone flexibility and a traceable record are supported with the asynchronous tools. Communication, culture, technology and project management are mentioned by Morrison Smith and Ruiz [3] as possible barriers which recur in virtual teams. A balanced system then consists of meetings for complex discussion, decisions, responsibilities and deadlines on paper. Over-meeting and over-messaging can lead to decreased attention and concentration.
Leadership is also different in virtual. Contreras et al. highlight the importance of building trust, having clear objectives, giving autonomy and using technology suitably in electronic leadership [4]. While surveillance might generate activity data, it can also affect the psychological safety and foster “performative visibility”. The positive relationship between trust and collaborative synergy and knowledge sharing, as demonstrated by Alsharo et al., implies that it is important to focus on outcomes and agreed evidence, rather than constant presence, to build trust [5].
Five interrelated practices, namely shared purpose, role clarity, channel choice, visible progress and reflective review, can be used to communicate the model of collaboration that is effective in a virtual environment. It is not a general rule. Tasks and workflows might differ slightly depending on the nature of the task, with creative tasks needing more informal interactions and routine tasks needing standardised workflows. The adaptive approach is thus most suited. Teams should check the pattern of their communication to see if it contributes to understanding, inclusion and delivery, and adjust the pattern when there is evidence of friction, or difficulty.
[image: ]
Figure 5. Trust becomes observable through repeated team behaviour. Developed from the evidence in [1], [2] and [5].
[image: ]
Figure 6. Channel fit for virtual collaboration. Analytical synthesis based on [1], [3] and [4].


[bookmark: _Toc235718557]Synchronous and asynchronous channel comparison
	Channel mode
	Best suited to
	Main strength
	Main risk

	Synchronous
	Ambiguity, negotiation, relationship repair
	Rapid feedback and richer social cues
	Meeting overload and unequal participation

	Asynchronous
	Reflection, documentation, time zone flexibility
	Traceability and protected concentration
	Delay, fragmented discussion and hidden misunderstanding

	Blended pattern
	Complex work with both discussion and evidence needs
	Balances social presence with a written record
	Requires agreed rules and disciplined use


Table 3. Comparison of virtual collaboration channel modes. Sources: [1], [3] and [4].
[bookmark: _Toc235718558]Practical evidence of automatic referencing
This was an automatic referencing task, using Pandoc Citeproc. The source information was saved in a BibTeX library—authors, titles, publication information, and links to the DOI. Citation keys were added to the draft, and it was then processed using the IEEE citation style with Pandoc. The created page changed citation keys to numbered references and auto generated the reference list. The bibliography and processing command and the final (numbered) output are clearly visible in the screenshots. This approach eliminated the inconsistencies in formatting, but each record needed to be manually verified with the publisher page, as automated metadata may have incomplete names, dates or page ranges.
[image: ]
Figure 7. BibTeX source library used by Pandoc Citeproc.
[image: ]
Figure 8. Pandoc Citeproc processing command and quality check.
[image: ]
Figure 9. Automatically generated numbered citations and reference list.
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	TASK 4 | E PORTFOLIO CREATION AND REVIEW
Responsive HTML and CSS website prepared for GitHub Pages compatible publication



[bookmark: _Toc235718560]Illustrative review
The e portfolio is built with HTML & CSS to be responsive and is compatible with GitHub Pages. This platform was chosen as each assessment task can be put on a different page, the navigation is consistent and visual evidence can be shown at a readable size. The files are compact, easily accessible and can be published without altering the academic content. One drawback is that it doesn't guarantee that a tutor can open a site since it is only after uploading to the web that it will be previewed publicly.
Studies have indicated that e portfolios are most effective when used for goal setting, task analysis, implementation and self-evaluation and are not a storage folder [1]. Additionally, students appreciate the use of e-portfolios for the purpose of presenting evidence of employability; however, usability, guidance and confidence can impact the experience of the tool as helpful [2]. The design thus features a clear home page, one page per task, labeled evidence, source lists and a final review.
[bookmark: _Toc235718561]Design decision table
	Design decision
	Learning and marking benefit
	Risk control

	One page per task
	Mirrors the brief and reduces search effort
	Persistent navigation links every page

	Large evidence images
	Allows the tutor to inspect artefacts clearly
	Compressed copies retain readable text

	Consistent contrast and typography
	Improves scanning and professional identity
	Alternative text and simple layout support access

	Linked DOI and official sources
	Supports source verification
	Manual metadata checks before publication

	Public access test
	Confirms that the site is markable
	Test while signed out and in a private window


Table 4. E portfolio design decisions and risk controls. Sources: [1] and [2].
	Public link status:  https://marvelous-crisp-217589.netlify.app/



[bookmark: _Toc235718562]Screenshots of the e portfolio pages
Home Page Evidence
[image: ]
Figure 10. Screenshot of the home page hero, student identity and portfolio overview.


Home Page Evidence
[image: ]
Figure 11. Screenshot of the home page learning areas and featured cyber security teamwork visual.


Task 1 Page Evidence
[image: ]
Figure 12. Screenshot of the Task 1 page, part 1 of 5: title, academic and professional capability summary and cyber skills chart.


Task 1 Page Evidence
[image: ]
Figure 13. Screenshot of the Task 1 page, part 2 of 5: training outlook chart and continuation of the written summary.


Task 1 Page Evidence
[image: ]
Figure 14. Screenshot of the Task 1 page, part 3 of 5: skill development plan and Turnitin section introduction.


Task 1 Page Evidence
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Figure 15. Screenshot of the Task 1 page, part 4 of 5: verified 15 per cent Turnitin similarity summary and primary source breakdown.


Task 1 Page Evidence
[image: ]
Figure 16. Screenshot of the Task 1 page, part 5 of 5: Turnitin reflection, references and task navigation.


Task 2 Page Evidence
[image: ]
Figure 17. Screenshot of the Task 2 page, part 1 of 4: title, collaboration record and team mind map.


Task 2 Page Evidence
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Figure 18. Screenshot of the Task 2 page, part 2 of 4: connected teamwork conditions and critical interpretation.


Task 2 Page Evidence
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Figure 19. Screenshot of the Task 2 page, part 3 of 4: original and enhanced academic posters.


Task 2 Page Evidence
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Figure 20. Screenshot of the Task 2 page, part 4 of 4: teamwork references and navigation to Task 3.


Task 3 Page Evidence
[image: ]
Figure 21. Screenshot of the Task 3 page, part 1 of 5: title, critical virtual collaboration summary and trust model.


Task 3 Page Evidence
[image: ]
Figure 22. Screenshot of the Task 3 page, part 2 of 5: virtual collaboration analysis and channel fit matrix.


Task 3 Page Evidence
[image: ]
Figure 23. Screenshot of the Task 3 page, part 3 of 5: automatic referencing workflow and practical evidence introduction.


Task 3 Page Evidence
[image: ]
Figure 24. Screenshot of the Task 3 page, part 4 of 5: BibTeX source library, processing command and generated output evidence.


Task 3 Page Evidence
[image: ]
Figure 25. Screenshot of the Task 3 page, part 5 of 5: generated IEEE references and complete Task 3 reference list.


Task 4 Page Evidence
[image: ]
Figure 26. Screenshot of the Task 4 page, part 1 of 3: platform review, purpose, usability and accessibility.


Task 4 Page Evidence
[image: ]
Figure 27. Screenshot of the Task 4 page, part 2 of 3: design decision table and website screenshot evidence.


Task 4 Page Evidence
[image: ]
Figure 28. Screenshot of the Task 4 page, part 3 of 3: integrated Turnitin evidence, Task 4 references and website footer.
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[1]. Trust is associated with team effectiveness [2], while communication,
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Communication Concise reports and referenced Explain findings to technical and non technical Practise one page executive
claims audiences briefings

Ethical judgement  Respect privacy and academic Handle sensitive data responsibly Use an ethics checklist before
honesty analysis

Continuous Reflect on feedback and revise Respond to evolving threats and tools Maintain a monthly skills log

learning goals

VERIFIED ORIGINALITY EVIDENCE

Turnitin similarity report and self assessment

The uploaded originality report is for Ashir Rehman and records a similarity index of 15 per cent.

v Report reviewed

I B SIMILARITY INDEX I SCREENSHOT EVIDENCE - N
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The uploaded originality report is for Ashir Rehman and records a similarity index of 15 per cent.

SIMILARITY INDEX SCREENSHOT EVIDENCE
15% similarity

Moderate, reviewable overlap Originality report overview
15% The percentage is evidence for review rather than
a judgement of plagiarism. Each matched passage Ashir Rehman

was considered in its academic context

Quotes included graphy included  Sources included i FR— "3
‘Small matches included B yymsirgraiio 18words — 3%
R —— words 3%
Primary source breakdown | oo Leworts— 2%
Source Words ~ Match B mameniscom sworss~2%
pure.rug.nl 25 4%
stingrai.io 18 3%
@ innovativepublication.org 7 3%
@ oiftorg 1 2%
O crersidcom 9 2%
Reflection, approximately 100 words The report overview identifies five short primary matches. Exclusion .

etting s and other standard source details
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ion, approximately 100 words The report overview identifies five short primary matches. Exclusion

settings were off, so references and other standard source details
remained within the similarity calculation.

» View highlighted reference page evidence

IEEE SOURCE LIST
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Collaborative teamwork and

academic poster

Effective teamwork in a cyber security context

Collaboration record: enter the actual team member names and genuine collaboration tools. These details should not be invented.

COLLABORATIVE ARTEFACT

Team mind map

The map presents teamwork as an interdependent system rather than a list of

isolated behaviours.
SHARED PURPOSE
Outcome, user value, risk

Critical interpretation

Shared purpose without role clarity can produce duplication.
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DIGITAL COORDINATION ROLE CLARITY
One source of truth Owner, reviewer, deadline
CYBER TEAM

COMMUNICATION
Concise updates, active listening

PSYCHOLOGICAL SAFETY
Question, report, challenge

EFFECTIVE

Figure 1. Six connected conditions for effective cyber teamu

INDIVIDUAL VISUAL COMMUNICATION

Academic posters

Select either image to view it at full size.

EFFECTIVE TEAMWORK IN CYBER SECURITY

0

Home Task1 Task2 Task3 Task4

Critical interpretation

Shared purpose without role clarity can produce duplication.
Role clarity without psychological safety can conceal error.
Communication without a single source of truth can create
contradictory versions. Conflict is productive only when
evidence is separated from personal status.

The model also has limits. It simplifies relationships that change
with task urgency, team maturity and organisational culture. A
cyber incident response team may require tighter escalation
and role control than an exploratory student project. The
conditions should therefore be reviewed together and adapted
1o the task context.

Sharedpurpose  Roleclarity  Psychological safety

Digital coordination

EFFECTIVE TEAMWORK IN CYBER SECURITY
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EFFECTIVE TEAMWORK IN CYBER SECURITY

Original A3 poster. Tearm 1

y, practical behaviours and risk cont

IEEE SOURCE LIST
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Enhanced poster. Expanded visual hierarchy, collaboration tools and
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Trust, communication and

coordination in virtual teams

Unit 3 Virtual Collaboration topic summary

CRITICAL TOPIC SUMMARY

Adaptive virtual collaboration

Virtual collaboration enables organisations and students to combine expertise
across location and time, but distance changes how coordination problems
appear. Team members have fewer informal cues, delayed clarification and less
shared awareness of workload. Gilson et al. argue that virtual team
effectiveness depends on the interaction between technology, people and task
design rather than on digital tools alone [1]. This distinction matters because a
technically advanced platform cannot repair unclear responsibilities or weak
accountabilityAlthough virtual collaboration allows for the merging of
knowledge and expertise over distance and time, working across distance
alters the nature of the coordination issues. There are fewer informal cues for
team members, later clarification, and less awareness of workload amongst

Figure 3. Trust becomes observable through repeated team behaviour

Trust Adaptive
autonomy Sl al
collaboration

Figure 1. Trust becomes observ

behaviour.
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team members, later clarification, and less awareness of workload amongst
team members. Gilson et al. [1] suggest that the effectiveness of virtual teams is
more about the interaction between the technology, people and task design,
and not just the technology. This is important because a well-informed platform
is inadequate to fix vague or lax accountability.

Trust is a key mechanism. Breuer et al. has discovered that trust is significantly
linked to effective teamwork and can be more influential along the path of
virtuality [2]. Don't consider trust as a form of passive optimism. It emerges
when their members consistently undertake work, provide a clear account of
what is slowing their work down, provide evidence and respond consistently. A
first sense of confidence can motivate engagement but is easily lost if
communication is sporadic. Trust is made visible and seen through agreed
response times and through transparent progress records.

Leadership is also different in virtual. Contreras et al. highlight the importance
of building trust, having clear objectives, giving autonomy and using technology
suitably in electronic leadership [4]. While surveillance might generate activity
data, it can also affect the psychological safety and foster "performative
visibility”. The positive relationship between trust and collaborative synergy and
knowledge sharing, as demonstrated by Alsharo et al., implies that it is
important to focus on outcomes and agreed evidence, rather than constant
presence, to build trust [5].

Five interrelated practices, namely shared purpose, role clarity, channel choice,
visible progress and reflective review, can be used to communicate the model
of collaboration that s effective in a virtual environment. It is not a general rule.
Tasks and workflows might differ slightly depending on the nature of the task,
with creative tasks needing more informal interactions and routine tasks
needing standardised workflows. The adaptive approach is thus most suited.
Teams should check the pattern of their communication to see if it contributes
to understanding, inclusion and delivery. and adjust the pattern when there is

Home Task1 Task2 Task3 Task4

behaviour.

Channel fit for virtual collaboration

Figure 2. Channel fit for virtual collaboration
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PRACTICAL EVIDENCE

Automatic referencing workflow

roc

ce records and citation keys int E numbere:

wertec

erated reference list

Pandoc Citeproc was used as the automatic referencing tool for this task. Source details were
stored in a BibTeX library, including authors, titles, publication data and DOI links. Citation keys
were inserted into the draft, then Pandoc processed the file with the IEEE citation style. The
generated page converted citation keys into numbered references and created the reference list
automatically. The screenshots document the bibliography, processing command and final
output. This workflow reduced formatting inconsistency, although every record stil required
manual checking against the publisher page because automated metadata can contain
incomplete names, dates or page ranges

[T ———

Evidence B. Process: mmand and qualit
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Evidence B. Process:

Virtual Collaboration Source Test

Virtual team research shows that technology, trust and task design interact
[11. Trust s associated with team effectiveness [2], while communication,
culture and project management remain recurring barriers [31. Electronic
leadership must combine clear goals, autonomy and appropriate
technology [4]. Knowledge sharing supports trust and collaboration [5],
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TASK 4

E portfolio creation and

review

Responsive HTML and CSS site prepared for publication

ILLUSTRATIVE REVIEW

Platform and purpose

The e portfolio is built with HTML & CSS to be responsive and is
compatible with GitHub Pages. This platform was chosen as each
assessment task can be put on a different page, the navigation is
consistent and visual evidence can be shown at a readable size. The
files are compact, easily accessible and can be published without
altering the academic content. One drawback is that it doesn't
guarantee that a tutor can open a site since it is only after uploading to
the web that it will be previewed publicly. Studies have indicated that e
portfolios are most effective when used for goal setting, task analysis,
implementation and self-evaluation and are not a storage folder [1].

Additionally, students appreciate the use of e-portfolios for the purpose

Home Task1 Task2 Task3 Task4

DESIGN DECISIONS

Usability and accessibility

Clearnavigation  Readable contrast  Responsive layout

Alternativetext  Linkedreferences  Keyboard access

Reason

Mirrors the assessment structure and redu
effort.

One page per task

Allows the tutor to inspect charts, posters
screenshots.

Large evidence images
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portfolios are most effective when used for goal setting, task analysis, Large evidence images  Allows the tutor to inspect charts, posters
implementation and seif-evaluation and are not a storage folder [1]. screenshots.

Additionally, students appreciate the use of e-portfolios for the purpose
of presenting evidence of employability; however, usability, guidance

Consistent visual Supports identity without obscuring acade
and confidence can impact the experience of the tool as helpful [2]. The system
design thus features a clear home page, one page per task, labeled
evidence, source lists and a final review. Image lightbox Enables detailed inspection without leavin
Public access test Confirms the site is markable outside the ¢
account.

IEEE SOURCE LIST

Turnitin similarity report and self assessment

The uploa

 Report reviewed

originality report is for Ashir Rehman and records a similarity index of 1

r cent

\ SIMILARITY INDEX SCREENSHOT EVIDENCE
Moderate, reviewable overlap Originality report overview

15% The percentage is evidence for review rather than

ajudgement of plagiarism. Each matched passage Ashir Rehman
was considered in its academic context. -
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Source: adapted from World Economic Forum [2]




