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[bookmark: _Toc229433603]Abstract
This report outlines the evolving cybersecurity challenges experienced by Vigilant Trust & Asset Management (VTAM), a medium-sized financial services organisation. They are facing a significant and persistent cybersecurity threat, with attacks becoming more complex and more common amid shifting workforce demographics and increased adoption of cloud and other distributed technologies. This report details the complex and dynamic cybersecurity landscape in which VTAM operates and calls for a forward-thinking strategy grounded in a Zero Trust approach to managing network and data access.
The report describes the current set of threats to the system and outlines security policies recommended to address modern threats. The report includes a list of technical measures (including generic and specialised recommendations) and recommendations for tools, such as SIEM, SOAR, and CSPM, for implementing and monitoring the necessary security controls. The document also covers basic technical recommendations to reduce personnel's role in information security incidents, as well as suggestions for employee training.
[bookmark: _Toc229433604]Introduction
Cybersecurity is an ever-growing concern in today’s organisations, especially in industries such as finance, where sensitive and confidential information is often lost or stolen within minutes. In a work environment where remote employees use a hybrid infrastructure, store data in the cloud, access information on their mobile phones, and often lack IT oversight, the attack surface for cybercrime has tripled. Complicated IT environments are being tested by ever more sophisticated phishing attacks and destructive ransomware, which conventional security measures may be unable to prevent or detect.
Vigilant Trust & Asset Management (VTAM) has recently experienced security incidents. As a result, the company is moving to a Zero Trust model. This report covers modern cyber threats, effective security policies, and recommended technology, monitoring and staff training solutions to improve overall security and resilience.






1. [bookmark: _Toc229433605]Identification of modern internal and external threats
Modern cyber threats are increasingly sophisticated, targeted, and difficult to detect, affecting organisations from both external and internal sources. Below are some of the external and internal threats.
[bookmark: _Toc229433606]1.1 External threats
Ransomware-as-a-Service (RaaS)
Whilst professional hackers still build high-quality ransomware, it is now increasingly common for criminal groups to offer “off-the-shelf” or even rental options to affiliates. As a result, attacks require less technical expertise. Such attacks are increasingly dual or even triple-purpose (data theft, encryption, and public pressure on regulators), targeted at specific sectors such as financial services and critical infrastructure [1]. The hackers are now more targeted and better equipped to attack organisations such as VTAM.
AI-powered social engineering (including vishing)
Cunning attackers are increasingly using AI to generate realistic emails, messages, and voice calls that personally address Operations staff and appear to be sent by senior executives, suppliers, or even individual customers, using deepfake audio. These can be used to try to extract logon details, demand payment, or attempt to bypass security protocols. Highly realistic AI-generated scripts are increasingly being used and have a proven track record of convincing users that such requests are legitimate [2].
Supply chain compromises
Adversaries are known to target third-party software, cloud providers, managed service providers, and other critical vendors. Once they compromise an update mechanism, an API integration, or a vendor’s account [3], they can be used to attack VTAM and its internal systems and to extract sensitive information.
Cloud adoption risk
Misconfigured storage, inadequate identity and access management, inadequate key management, and overprivileged service accounts can put data and workloads at risk [4]. Shared responsibility confusion can lead to significant gaps in logging and monitoring, as well as backup and restore processes.
Hybrid work and remote access risk
Attackers target home networks, unmanaged or insecurely configured personal devices, and always-on remote access (VPN, RDP, web portals), thereby increasing the surface area under attack. The utilisation of stolen credentials, session hijacking, and the exploitation of unpatched remote access services are common [4].
[bookmark: _Toc229433607]1.2 Internal threats
Malicious insiders
A disgruntled employee or contractor with appropriate access can siphon off customer information, alter individual transactions, or assist a malicious attack on customers of greatest value to the organisation, users in high-value industries [5] such as trading, payments, and asset management.
Compromise insiders
Users get compromised through phishing, vishing, or data breaches caused by malicious web scraping, and then are used as ‘trusted insiders’ to laterally move around the organisation, alter payment details on the fly, snoop into client accounts, or even conduct ransomware attacks [5].
Shadow IT 
IT is losing the battle as staff start using unapproved cloud and file-sharing tools to move data outside the organisation and beyond security, DLP, and monitoring controls.
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2. [bookmark: _Toc229433608]Modern Security Policies
Modern security policies should follow the Zero Trust model, where no user or system is automatically trusted. To ensure best practices, these policies should align with frameworks such as the National Institute of Standards and Technology (NIST) Cybersecurity Framework and the International Organisation for Standardisation (ISO/IEC) 27001, which provide guidance on managing and reducing cyber risks.
Key security policies include:
[bookmark: _Toc229433609]2.1 Identity and Access Management (IAM) Policy:
· Ensure Multi-Factor Authentication (MFA) is enforced for all users, administrators and third-party access to better protect sensitive information [6]. 
· Implement least privilege, using role-based access control (RBAC) and just-in-time (JIT) elevation as appropriate. Provide users with the minimum access and capabilities required to perform their jobs, limiting potential impact in the event of an insider threat [6].
· Persistent Identity verification using behaviour analytics & risk-based authentication.
· Auto-close idle accounts and enforce strict rules on joining, moving and leaving.

[bookmark: _Toc229433610]2.2 Device Security & Endpoint Compliance Policy
· Only managed and compliant devices are allowed to access the corporation’s network (Corporate Access: Only managed and compliant devices allowed to access the corporation’s network (MDM/EDR/Tanium enforced)).
· FDE, OS hardening & automated patching to be mandated.
· Protects devices that have been jailbroken or rooted from accessing the platform and remotely wipes data if a device is lost or stolen.
· Policy-based access control for direct network connectivity by devices, users, or workspaces.
[bookmark: _Toc229433611]2.3 Network Segmentation & Access Control Policy
· Micro-segmentation for sensitive systems like finance/trading/customer data, etc.
· Implement deny-by-default network policies, but permit and log traffic explicitly approved [7].
· Secure remote access must be provided using Zero Trust Network Access (ZTNA), not VPN.
· East/west traffic monitoring for anomalies and blocking unauthorised lateral traffic movement.
[bookmark: _Toc229433612]2.4 Data Protection & Classification Policy
· Preliminary classification of company information (into Public, Internal, Confidential, and Highly Sensitive categories) and relevant control implementation.
· Ensure that all data and connections are encrypted in transit and at rest on-premises and in the cloud, across all deployments.
· Enable Data Loss Prevention capabilities across email, cloud storage and endpoints.
· Prevent unauthorised copying, printing and forwarding of sensitive content.
[bookmark: _Toc229433613]2.5 Cloud Security & SaaS Governance Policy
· Implement security in cloud environments by managing configurations consistently, using CIS benchmarks as a guiding principle and through ongoing posture management.
· Strong IAM for SaaS applications (SSO, MFA, conditional access) [6].
· Require vendor risk assessments for all cloud services.
· Track and record all actions performed on the cloud and incorporate these into existing SIEM solutions for real-time cloud monitoring.
[bookmark: _Toc229433614]2.6 Supply Chain & Third‑Party Risk Policy
· Security due diligence on all vendors.
· Ensure Least Privilege rules are in place for third-party accounts and that continued monitoring occurs.
· Require contracts to include requirements around incident reporting, data encryption and patching.
· Identify potential security issues with third-party integrations and report abnormalities to IT Operations.
3. [bookmark: _Toc229433615]Technical Mitigation Measures
To reduce the risk of modern cyber threats, VTAM should implement a combination of technical and administrative controls aligned with Zero Trust principles. These measures focus on preventing unauthorised access, detecting threats early, and responding effectively to incidents. Key mitigation measures include:
[bookmark: _Toc229433616]3.1 Multi-Factor Authentication (MFA)
MFA is a core Zero Trust architectural control that reduces the risk of credential theft, brute‑force attacks, and phishing by requiring an additional step to verify user identity through additional methods. MFA should be enforced on all privileged access accounts and any form of remote access, so that having a stolen or guessable password is not sufficient to grant access [8]. VTMA integrates with an Identity Provider to ensure a streamlined, consistent user authentication experience. To provide strong MFA, recommend at least two factors, such as a password + TOTP authenticator app, a FIDO2 hardware token, or a biometric factor. Conditional access policies also lock down access based on authentication details, such as unknown devices and high-risk locations. VTMA should continuously monitor MFA failures and abnormal access patterns to quickly identify potential account compromise or automated attacks.
[bookmark: _Toc229433617]3.2 Security Information and Event Management (SIEM) 
SIEM Technologies help VTMA detect and respond to undetected intrusions, lateral movement, privilege escalation, and data exfiltration. By deploying solutions such as Microsoft Sentinel or IBM QRadar, VTMA can gain valuable security insights, while threat detection and early-warning features alert security teams to potential issues. By configuring correlation rules within SIEM systems, VTMA can determine which security events indicate potential threats to the organisation. Correlated alerts can then automatically go to security teams or automation workflows to begin remediation. Integration with other tools such as SOAR platforms helps VTMA complete and track actions related to security alerts and events. By reviewing logs weekly to validate alerts and improve overall detection and protection and conducting monthly threat-hunting exercises to identify hidden or emerging threats not currently covered by traditional detection methods.
[bookmark: _Toc229433618]3.3 Cloud Security Posture Management (CSPM) 
CSPM helps secure cloud workloads and data by identifying misconfigurations in real time and automatically flagging exposures to threats such as open storage, misconfigured IAM roles, and services exposed to the public internet. Defender for Cloud and Wiz are examples of such platforms that continuously monitor your workloads and cloud resources to detect issues, including exposed data storage, over-permissive access, unencrypted databases, and misconfigurations that do not conform to security best practices [9]. Once issues are detected, these solutions can automatically remediate them by recommending actions such as encrypting data storage or restricting access to public-facing endpoints when not required. The findings from such platforms can also be mapped to compliance standards such as ISO 27001 and NIST, as well as industry frameworks such as the CIS Benchmarks, to ensure VTMA maintains compliance while hardening its security posture in the cloud.
[bookmark: _Toc229433619]3.4 Endpoint Detection and Response (EDR) 
ERD technology in your endpoint security strategy helps VTMA to discover and analyse unknown threats such as malware, ransomware and privilege escalation. Utilising Software Agents installed on laptops, servers, and mobile devices, EDR solutions grant organisations real-time visibility into rogue behaviour, enabling tools such as Microsoft Defender for Endpoint automatically determine whether a process could pose a threat to the organisation. Should a threat be identified, the EDR solution can instantly and silently isolate the endpoint, preventing further spread. EDR alerts are then sent to your SIEM solution, enabling organisations to get a unified view of activity, to investigate incidents as quickly as possible, correlate activity and respond to potential threats more effectively.
[bookmark: _Toc229433620]3.5 Network segmentation 
Reduces the harm an attacker can cause by restricting lateral movement, preventing ransomware, and blocking unauthorised access to sensitive data and systems [7]. Traffic flowing between segmentation zones is controlled by firewall rules that allow only necessary communication, and even then, under the strict constraint of Zero Trust policies such as "never trust, always verify." Users and workloads are continuously authenticated and granted the least privilege required to access the resources they need. Taking it a step further, modern micro-segmentation solutions lock down communications to individual workloads. Strong administrative policies and procedures also reduce the impact of human error, insider attacks, and inconsistent behaviour by standardising how users and administrators work with data, applications, and networks across the organisation. Standards, repeatable processes, and best practices are all enforced to secure and harden the network.
4. [bookmark: _Toc229433621]Proactive Monitoring and Incident Response
Monitoring Strategy: Vigilant Trust's monitoring strategy is centred on our 24/7 Security Operations Centre (SOC), which monitors all network, endpoint and cloud activity 24/7. All logs are funnelled into a centralised Security Information and Event Management (SIEM) system, such as Microsoft Sentinel, and correlated with identity system logs, firewall logs, email gateway logs, and financial application logs in real time to identify suspicious activity early. Monitoring is undertaken by Vigilant Trust consultants on a shift-rotation basis, aided by automated dashboards and alerts. All high-risk incidents are investigated and remedied immediately [10].
Threat Detection: VTMA uses advanced analytics and threat intelligence to identify potentially suspicious behaviour and new threats, such as ransomware. Track user behaviour against a baseline established via User and Entity Behaviour Analytics (UEBA) within SIEM. This allows one to quickly spot activities that indicate potential threats, such as logins at atypical times of day, a user granting themselves administrator access, or unusually large amounts of data being transferred. It also incorporates threats identified by external parties, including CISA, ENISA, and the financial sector’s ISAC, for the industries. This threat intelligence includes indicators of compromise (IoCs) to help us quickly verify whether activity detected by our analysts is a potential threat. Our Endpoint Detection and Response (EDR) solutions monitor for ransomware and malware trace messages as well as sneaky activity such as hidden executable files, suspicious scripts, or unauthorised access.
Automated response: VTMA automated response capability means that it can stop threats in an instant. A Security Orchestration, Automation, and Response (SOAR) platform executes automated workflows detailed in playbooks to contain active threats and allows SOC analysts to focus on investigating complex threats rather than manually addressing low-hanging fruit such as phishing emails or ransomware outbreaks. Within seconds of a phishing or ransomware alert, endpoints can be automatically quarantined, malicious IP addresses can be blocked, compromised accounts can be disabled, and SOC analysts can be notified of the contained alert. Integration with SIEM technology ensures that all alerts are not only enriched and validated but also automatically responded to based on the alert level.
Incident response lifecycle management is critical in the fight against advanced persistent threats. lifecycle for responding to security incidents: detection & analysis, where alerts are triaged and verified; containment, where the spread of the threat is halted and affected systems locked down to prevent further propagation; eradication, where malware is removed, vulnerabilities patched and compromised credentials reset; and recovery, where affected systems are restored from backups and verified to be operating properly. Following an incident, a post-incident activities phase is conducted in which the incident is reviewed to identify the root cause, detection rules are updated, SOAR playbooks are refined, and Zero Trust policies are updated to prevent future occurrences. This detection-to-recovery-to-improvement cycle is critical, as shown in Diagram 4.1 below. 
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5. [bookmark: _Toc229433622]Continuous Training and Awareness
An effective security awareness programme should be continuous, engaging, and practical to help employees recognise and respond to modern cyber threats such as phishing and vishing. Instead of one-off training sessions, VTAM should implement an ongoing programme that regularly updates staff on emerging threats and reinforces safe security behaviours in daily work.
Attack simulation is also a critical component of this training program. If the organisation were to conduct realistic attacks, for example, through phishing emails or vishing (voice phishing), your employees would experience the same types of attacks used by organised criminals in a safe environment. The results could be available immediately, providing employees with insightful feedback on their performance and additional customised training for those who require it. Incorporate interactive elements such as short videos, quizzes, and Scenario-Based Learning modules into your awareness training programme [11].
Security-first culture training should be provided to all staff and refreshed regularly (e.g., quarterly). Leaders in the organisation should clearly communicate a commitment to security awareness, and employees should feel comfortable coming forward to report behaviour or activities that may pose a security risk without fear of blame. Rewarding employees for best practices (such as identifying and reporting phishing attempts) and publicly recognising employees who contribute to a strong information security posture can reinforce positive behaviour. Ongoing culture training and awareness can help mitigate many of the leading causes of cyber incidents.
[bookmark: _Toc229433623]Conclusion
This report concludes by reaffirming that the modern cyber threat landscape is complex and multilayered, requiring a holistic, layered security and defence approach grounded in a Zero Trust model. The report identifies emerging threats such as ransomware-as-a-service, AI-enabled social engineering, supply chain attacks, and cloud-targeting attacks, demonstrating that the traditional perimeter-based security approach is insufficient. The recommended security policies, technical controls, monitoring solutions and awareness initiatives will collectively enhance VTAM’s cyber resilience.
Although effective security solutions and approaches exist, they pose several challenges for organisations. Most modern security solutions, including those used to implement a Zero Trust strategy (such as SIEM and SOAR), are expensive and often difficult to integrate with other systems the organisation already uses. Additionally, many organisations lack skilled security professionals who can manage these solutions. Two other problems the organisation will face when encouraging employees to participate in security training are maintaining employee engagement in that training and consistently enforcing security policy across all lines of business. These problems can be addressed by upgrading the skills of the organisation's staff over time and by leadership demonstrating a strong commitment to the organisation's security culture. Adopting a Zero Trust security stance is a practical, forward-looking step for VTAM to take in defending itself against a rapidly changing threat landscape.
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