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[bookmark: _2icrcqrsapbl][bookmark: _k8o7kg5j3hox][bookmark: _Toc236083631]1. Overview 
Many industrial and commercial organizations are shifting to cloud computing to provide scalable, resilient, and cost-effective digital services in a variety of settings. Virtualisation and containerisation technologies revolutionise application deployment, allowing for efficient use of resources, streamlined management and quicker software delivery. Docker is popular because containers are consistently created, deployed and managed on cloud infrastructure. Operational consistency is maintained across development, test and production environments and overhead is reduced on the containerised applications. Virtualisation principles are used to leverage the available hardware resources and to create multiple isolated operating environments on the same physical resources. Capabilities, such as Docker images, container volumes, networking, and orchestration, enhance application portability, reliability, and deployment flexibility.
Cloud-native technologies are becoming more dominant to help support deployment and continuous deployment, ease maintenance, and speed up scaling in dynamic computing environments. Netflix is chosen for this report because it is a streaming service across the globe that illustrates practical applications of advanced cloud engineering concepts. Distributed containerised microservices, intelligent traffic management and automated resource scaling of cloud infrastructures ensure high service availability. These are used to provide ongoing delivery of content regardless of geographical demands. The concepts of serverless computing and containerisation are explored in depth, considering their role in driving cloud adoption, efficiency, and contemporary application deployment. 
[bookmark: _7smryx74u2j2][bookmark: _Toc236083632]2. Docker&Containerisation in Cloud Computing 
[bookmark: _xquj0p7g29ec][bookmark: _Toc236083633]2.1 Fundamentals of Containerisation 
Definition of Containerisation
Containerisation is a virtualisation technique, an operating system-level virtualisation, where applications and their dependencies are isolated in containers. Each container runs independently but uses the host operating system kernel across dev, test and production environments. Unlike regular virtual machines, guest operating systems reducing resource usage and improving deployment efficiency.
Core Components of Containerisation
Containerised environments are created using container images, runtimes, registries and orchestrators to manage the application lifecycle [10]. Images are built from layered file systems, and Docker Engine is used to build and run containers from a set of images. Container registries such as Docker Hub provide for safe storage, version control and distribution of reusable images for applications.
Role in Cloud Computing
Application portability, scalability and operational consistency are improved when using containerisation within cloud computing, across distributed infrastructures. Cloud-native applications are deployed quickly and always run in the same execution environment, regardless of which cloud platform is being used. As a result, the resources are utilised efficiently, infrastructure cost is minimised, while portable container technologies can efficiently facilitate continuous integration and continuous deployment.
[bookmark: _meqifzjf1gu0][bookmark: _Toc236083634]2.2 Advantages of Containerisation in Cloud Computing 
Enhanced Resource Efficiency
A major advantage of containerisation is the ability to run several different applications and use a single shared operating system kernel. Reducing computational overhead while increasing application density and decreasing infrastructure costs compared to virtual machines. As a result, cloud resources are utilised more efficiently without any impact on application performance or operational stability.
Improved Portability and Deployment Consistency
Applications are bundled with required libraries and dependencies and runtime settings to run on a variety of cloud platforms [11]. Consistent deployment because the same container images are used in the development, testing and production phases. This makes it easier to move from one cloud provider to another, and helps to minimise compatibility problems and deployment failures.
Scalability and Operational Agility
Cloud infrastructure enables highly responsive cloud infrastructures through rapidly replicating or terminating containerised applications in accordance with changing workloads [12]. Orchestration platforms such as Kubernetes and Docker Compose can help ensure uninterrupted service availability by supporting automatic scaling mechanisms. Without major service interruptions, faster deployment cycles, simplified maintenance and continuous software updates are enabled. 
[bookmark: _nnvf26u49khp]2.3 End-to-End implementation
[bookmark: _r6rq4efg5icy]2.3.1 Principles of Virtualisation
[image: ]
Figure 1:  Docker CLI Version and Plugin Inventory
Figure 1 shows that PowerShell session where docker --version confirming Docker Engine 29.6.2 (build dfc4efb) [1]. Docker info client output showing context "desktop-linux", debug mode disabled, and installed CLI plugins (AI Agent Runner, Ask Gordon, Buildx v0.35.0, Compose v5.3.1), verifying a correctly configured Docker Desktop installation with extended plugin architecture for AI-assisted container operations.
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Figure 2:  Registry Configuration and Image Pull Operations 
Figure 2 shows Docker's insecure registry whitelist and firewall backend (iptables), followed by sequential docker pull commands retrieving alpine: latest and ubuntu: latest from Docker Hub [2]. Layer-by-layer download progress, SHA256 digests, and completion statuses confirm successful image retrieval, demonstrating content-addressable storage and registry authentication logic.
[image: ]
Figure 3:  Local Image Registry and Container Runtime Verification 
Figure 3 shows that Docker images lists locally cached images with disk usage and content size metrics (Alpine 13MB vs Jupyter/PySpark 6.98GB), highlighting layer compression efficiency. Subsequent docker run -it alpine sh spawns an interactive container, where uname -a and cat /etc/os-release confirm kernel version (6.18.33 WSL2) and Alpine 3.24.1 OS identity.
[bookmark: _b4pwj9ybgoc3]2.3.2 Dockerfile and Containerisation
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Figure 4:  MoodMeal Landing Page UI
According to figure 4, Web interface screenshot displaying the application's homepage with an orange-yellow gradient hero section, navigation bar (Home/Cart). This represents the front-end presentation layer rendered via static HTML/CSS assets served through the containerised web server. It also shows dynamic UI logic were selecting a mood tab ("Stressed") triggers conditional rendering of a curated product grid with five food cards. Each containing pricing, star ratings, prep time, and "Add to Cart" actions illustrating client-side JavaScript filtering/state logic tied to category, price, and rating dropdowns.
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Figure 5:  Container Deployment and Inspection Metadata
Figure 5 shows that Terminal executes docker run -d -p 8080:80 --name moodmeal moodmeal:1.0, mapping host port 8080 to container port 80 in detached mode. Docker ps confirms the running container's status and port bindings, while docker inspect outputs JSON metadata validating successful orchestration.
[image: ]
Figure 6:  Container Deployment and Inspection Metadata 
Figure 6 shows that Terminal executes docker run -d -p 8080:80 --name moodmeal moodmeal:1.0, mapping host port 8080 to container port 80 in detached mode, returning a container ID hash. docker ps confirms operational status with port bindings on IPv4/IPv6 interfaces. Docker inspect outputs JSON metadata detailing container ID, creation timestamp, entrypoint path/args (/docker-entrypoint.sh nginx -g daemon off), and runtime state fields collectively validating a healthy, non-terminated container instance under Docker's supervision.
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Figure 7:  Nginx Access Log and Request Monitoring 
Figure 7 shows that Docker logs moodmeal output displays the containerised Nginx entrypoint’s initialisation sequence: detecting non-empty /docker-entrypoint.d/, executing configuration scripts (IPv6 listener setup), computing config checksums. Subsequent notice-level logs report the epoll event method, nginx/1.13.3 build details, host OS kernel (Linux 6.18.33.2-microsoft-standard-WSL2), and spawning of four worker processes for concurrent request handling. Real-time access logs then record client HTTP GET requests from 172.17.0.1 for static assets with HTTP status codes (200/304), response sizes, referrer URLs, and browser user-agent strings. This confirming successful asset delivery and functional browser-to-container communication over the exposed port mapping [3].
[bookmark: _l43bmp8rokdx]2.3.3 Docker Images and Docker Hub Publishing
Container images are designed to help in creating a package of the application and its dependencies, which can be run consistently in cloud environments. Docker Hub is used as a central repository to securely store, version and share container images for reliable deployment. Image publishing and retrieval processes are shown to validate the portability and reproducibility of applications on different distributed cloud infrastructures.
[image: ]
Figure 8: Docker Image Tagging and Repository Preparation
Successful login with Docker Hub is shown in figure 8 before tagging locally created container images by repository conventions. Several image tags are made to help with version control and repository identification [4]. The image metadata is validated using Docker commands, making sure that images ready to be deployed are properly prepared before being published in Docker Hub repositories.
[image: ]
Figure 9: Publishing Container Images to Docker Hub
Figure 9 shows that the MoodMeal container image is successfully published on Docker Hub with the command Docker push. The image layers are uploaded in order, and the digests are unique to verify the integrity of the image. The synchronisation of the repository is accomplished, and the reusable images of the applications are securely distributed for their deployment in the cloud and collaborative software development.
[image: ]
Figure 10: Docker Hub Repository Verification
Figure 10 shows the published Docker Hub repository with the versions of the image uploaded, architecture information, and size of the repository. Availability of images is checked online with the image registry interface, assuring consistent deployment, versioning and distribution of centrally managed images across various cloud computing environments.
[image: ]
Figure 11: Docker Image Retrieval and Integrity Validation
Successful retrieval of the published image is highlighted in figure 11 when the local copy of the published MoodMeal image is removed from the host environment. Published container images can be successfully restored with authentication at the repository, download of images, authentication against a digest, and unique image identification, while deployment consistency and application portability are ensured across cloud platforms.
[bookmark: _8is4f1srpzoa]2.3.4 Container Volumes
Container volumes are used to store data outside the lifecycle of the containers for applications to store their data persistently across deployments. Creating, inspecting and mounting Docker volumes and sharing between containers are used to illustrate data persistence. Also, these help in easier storage management and uniform access to data during the execution and maintenance of cloud-native applications.
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Figure 12: Docker Volume Creation and Inspection
MoodMeal Docker volume has been created and inspected successfully, as shown in figure 12, using Docker volume management commands [5]. The volume identifiers, storage drivers, mount locations and configuration information mean that persistent storage resources are created independently of container instances. The robust data retention capability, therefore, ensures data is protected across multiple container deployments and runs.
[image: ]
Figure 13: Container Resource and Volume Monitoring
The run-time statistics for the Moodmeal container are displayed in figure 13, which shows the utilisation of the processor, memory usage, disk input/output and network activity. Docker Desktop is used to monitor resources and continuously assess the performance of containers [6]. Efficient usage of resources and stable execution are verified when integrating persistent volumes.
[image: ]
Figure 14: Volume Mount Verification within Container
According to figure 14, successful Docker volume attachment is highlighted when an interactive shell session with the running container is performed. The application directory and deployed resources are scanned within the container space to ensure that mounted storage spaces are available. Persistent applications are stored separately from the lifecycle operations of the containers.
[image: ]
Figure 15: Shared Volume Data Persistence between Containers
Figure 15 indicates that multiple container instances are created using a Docker volume that successfully shares data. The reader container can retrieve the information from the writer container without any loss of accuracy, showing the persistent shared storage functionality. Therefore, data consistency, container interoperability, and reliable data exchange are ensured across separate containerised application environments.
[bookmark: _lti0nshig17u]2.3.5 Container Networking
A network of containers is implemented to provide secure and reliable communications between isolated application containers running in Docker environments. Custom bridge networks are set up to facilitate automatic service discovery, traffic control and network isolation. As a result, application communications are always scalable, resource sharing is efficient, and interactions with services in the cloud are secure.
[image: ]
Figure 16: Docker Bridge Network Creation and Inspection
Figure 16 shows that Docker’s bridge networking has been implemented by listing the available network drivers while a moodmeal-network is created for the application. This custom bridge network creates a separate network for app traffic to run aside other Docker networks and allows for secure communication between related app containers. A network inspection is then conducted to ensure that the automatically assigned subnet, gateway address, IPv4 configuration and the bridge driver properties are correct [7]. Before deployment of the application, configuration options are presented to ensure the networking is set up properly. This implementation enables controlled network segmentation, boundary enforced communications and a scalable networking foundation for a reliable interaction between multiple containerised services in the Docker-based cloud environment.
[image: ]
Figure 17: Inter-Container Communication Verification
According to figure 17, the two containers are connected (as a result of the previous step) using the Docker bridge network and communicate successfully. The deployment of a web server container is done in a custom network and then a client container is started to test whether a service is accessible. A network is validated for connectivity with ICMP ping packets while all sent packets indicating a valid network between isolated containers [8]. 
The connection at the application level is then tested by sending an http request to get the default Nginx page from the web container. When the page is successfully retrieved, this means that Docker's internal Domain Name System (DNS) is able to resolve container names correctly and that the routing of the network is working as expected. As a result, within the isolated Docker networking environment, reliable service discovery, low latency communication and seamless inter-container connectivity are proven.
[bookmark: _y19leayzox0h]2.3.6 Docker Compose and Container Security (CVE Analysis)
Docker Compose simplifies orchestration and management of services with deployment automation across multiple containers by using a single configuration file. Container security is assessed through vulnerability assessment methods that include identifying software vulnerabilities, verifying deployments and enhancing the security of applications before they are deployed in a cloud environment.
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Figure 18: Network Isolation Validation
Figure 18 indicates that Docker network isolation has been successfully implemented by establishing an independent bridge network. Connectivity tests from another container are deliberately denied, to ensure that the communication restrictions are properly enforced [9]. Network segmentation is checked and container security is enhanced, as well as the possibility of unauthorised interaction among isolated application services.
[image: ]
Figure 19: Multi-Container Deployment Using Docker Compose
The deployment of the MoodMeal application is done through the use of Docker Compose with a single YAML configuration file as shown in figure 19. All of the services, custom networks, persistent volumes and container images are created and started automatically together. Centralised orchestration making deployment easier and ensuring consistency in application configuration in the cloud-based container environment.
[image: ]
Figure 20: Docker Compose Service Monitoring
The status of the active containers and logs are displayed during running Docker Compose in figure 20. Services, their startup events, Nginx initialisation, and worker processes, as well as port mappings are continuously monitored. In this way, successful orchestration is confirmed, with stable execution, service availability and effective life cycle management of interconnected containerised applications.
[image: ]
Figure 21: Docker Compose Configuration Validation
Figure 21 shows the validation of the Docker Compose configuration before deployment of an application, with Resolved service definitions, Bridge networks, Published ports, Persistent volume mappings. The configuration parameters are checked systematically which guarantees a uniform deployment, correct resource allocation and reliable orchestration of interdependent application services in the Docker environment.
[image: ]
Figure 22: Container Security Assessment Using Docker Scout
The results of the Docker Scout vulnerability assessment of the published MoodMeal container image are shown in figure 22. All image layers, installed software packages, identified CVEs, severity ratings and affected dependencies are comprehensively evaluated. Security issues are discovered before deployment to remediate these issues and improve the security of containerised cloud applications. "The next video shows how to practically implement the Docker-based cloud environment, from containerisation to creating and publishing images, to volumes, networking, and more.", https://youtu.be/s5s61eQqJu4?is=bRUG1rp41-YOR3iK
[bookmark: _4skmfbe2f0wa][bookmark: _Toc236083642]2.4 Critical Evaluation 
Virtualisation and uniform execution environments in Docker-based containerisation are assessed as a crucial method of application development and deployment for cloud-native applications. Multiple isolated applications can run efficiently on shared operating system (OS) kernels, rather than on traditional virtual machines, resulting in improved resource utilisation. Identical container images run the same way in development, testing and production environments, improving application portability. Docker Compose streamlines deployment automation, allowing multiple interdependent services by a single configuration file, resulting in more reliable deployments and less time spent on managing services. 
Persistent storage mechanisms, combined with custom bridge networks, add an additional layer of resilience to applications, facilitating reliable data handling and secure inter-container interactions. On the other hand, enterprise cloud environments need extra complexity in terms of management of the large-scale container orchestration, which relies on specific platforms such as Kubernetes. The actual deployment shows that Docker is an effective, portable and scalable deployment solution. Docker containerisation is suited for cloud-based applications that need to be deployed quickly.
[bookmark: _kringsi1cwnv][bookmark: _Toc236083643]3. Cloud Concepts: Load Balancing, Scalability&Application Gateways 
[bookmark: _hgrlyqbjyy1z]3.1 Cloud Application Overview
Amazon Web Services (AWS) is one of the major cloud service provider across the world. Netflix operates on AWS cloud services providing cloud-based infrastructure for the provision of globally distributed streaming applications. The choice of Netflix application for this research paper is due to large-scale content streaming, worldwide service availability, and intelligent traffic management in the cloud environment. It processes millions of requests from users concurrently on the cloud infrastructure, while maintaining application responsiveness and a high level of availability [13]. Microservices architecture is used to design a system where different components such as streaming, recommendation, authentication, and content management are developed independently. 
Workload containers are deployed on distributed computing resources to gain better operational consistency, scalability, and fault isolation while managing variable traffic flow. Traffic flow management, automatic resource allocation, and infrastructure strategies are implemented to ensure the continuous delivery of video content despite regional traffic variations. Availability of service is gained by distributing data centres geographically, replicating applications, and using health checking mechanisms. Content recommendation is provided in a personalized manner through processing large volumes of data, while streaming latency is minimized using globally distributed content delivery resources. 
[bookmark: _i26hj0f04l71]3.2 Load Balancing Architecture
AWS Elastic Load Balancing balances the distribution of requests received by Netflix application among different instances. A load balancing technique is employed in the cloud environment of Netflix to allocate incoming requests from customers among several instances of applications without overstressing the computing resources. Policies of traffic allocation are established in order to assign requests for streaming in accordance with the availability of servers, geographic location, and the load condition of servers. 
[image: ]
Figure 23: Load Balancing in Netflix Cloud Architecture
Figure 23 shows traffic flow from an application load balancer where incoming requests from Netflix users are directed to multiple microservices in order to maintain balanced loads, minimize latency, and ensure stream availability. Interruption of service becomes minimal since overloaded servers are automatically avoided, provided other computing resources are available [14]. 
Availability is maintained by distributing applications over several cloud regions, thus providing continuity of service in case of hardware malfunction and increased traffic. Monitoring of health status of servers is conducted constantly before making any decision on forwarding requests. Requests from users are forwarded to healthy server instances in case of poor server performance. Latency is minimised since geographically optimised routes of requests are used across the distributed cloud network. 
[bookmark: _j127wj8ljy7w]3.3 Scalability Strategies
AWS Auto Scaling scales up or down computing resources in support of Netflix, ensuring that streaming performance is steady amid varying customer demands worldwide. Scalability is used in the Netflix cloud architecture so that it is possible to handle the dynamically changing requirements from users without reducing the responsiveness of applications or quality of streaming. The horizontal scalability approach is chosen due to the automatic deployment of more containers of the application in case of surpassing the defined resource utilization limits [15]. Resources are released on the fly in the case of a reduction in load. It allows avoiding extra costs on the infrastructure while using computing resources effectively. 
[image: ]
Figure 24: Scalability in Netflix Cloud Architecture
Figure 24 demonstrates automatic resource scaling using an Auto Scaling Group where microservice instances grow dynamically, providing continuous streaming performance during times of varying user demand. Orchestration frameworks are used for the management of application replication, workload scheduling, and reliability in cloud architectures. The high load caused by the release of new content and other factors is handled via scalable solutions without the need to do anything manually. The elasticity of infrastructure is ensured as the computing capacity depends on the consumption of resources rather than on hardware capacities. Availability of services is maintained even in case of handling millions of streams simultaneously in different data centres.
[bookmark: _8cfpqcactdaf]3.4 Application Gateway Architecture
AWS Application Load Balancer directs Netflix application traffic to containerised microservices, improving request handling and accessibility of the application. Application gateways operate within the cloud architecture of Netflix to regulate the traffic entering from users before passing on the traffic to the application services at the backend. Secure request filtering, protocol management, and smart traffic routing are conducted to establish secure communications across the distributed cloud infrastructure [16]. Secure Sockets Layer termination allows for decryption of the secure communication before application processing takes place to improve efficiency of backend operations. Policies for Uniform Resource Locator routing allow user requests to be sent to the right microservices depending on the application resources requested. 
[image: ]
Figure 25: Application Gateway in Netflix
Figure 25 shows secure request routing through an application gateway before authorised traffic gets to Netflix microservices, thereby improving security, efficient communication, and backend service availability. Enhanced security is achieved by detecting any malicious requests, unauthorized access attempts, and abnormal traffic patterns before backend processing [12]. Session persistence is guaranteed to make sure that streaming requests correspond to the relevant services in case of streaming requests for the continuous media delivery process. The result is optimized network communication alongside application security and efficient traffic management.
[bookmark: _qqyxvbp6nx2b]3.5 Integration of Load Balancing and Scalability
Netflix makes use of the combination of Elastic Load Balancing and Auto Scaling to ensure its service continuity.  Load balancing and scalability are accomplished together since traffic balancing alone will not ensure service quality as long as there are enough computing resources. Load balancing distributes incoming streaming requests among several application instances, and extra service instances are provided by scaling whenever the demand for resources goes up. Balanced workload distribution prevents heavy utilisation of particular servers, and scalability guarantees that there is enough computing power left for incoming requests [17]. 
Service availability is ensured because both these technologies are used simultaneously during peaks of streaming requests and regional traffic fluctuations. Resources are managed efficiently because workload balancing occurs first, and then expansion of the infrastructure takes place based on demand. This is why service availability is improved due to fewer disruptions as a result of hardware failures and sudden changes in workloads. Streaming services can be provided continuously from globally distributed cloud computing environments.
[bookmark: _qooqn1hqgkb4]3.6 Benefits of Combining Load Balancing, Scalability and Application Gateways
	Cloud Technology
	Implementation in Netflix
	Operational Benefit

	Load Balancing
	Traffic allocation is performed according to server health, resource availability, and regional proximity to minimise service interruption during fluctuating workloads [18].
	High availability is preserved because user requests are redirected automatically towards healthy service instances whenever infrastructure failures or unexpected traffic spikes are encountered.

	Scalability
	Computing resources are released after workload reduction, ensuring efficient infrastructure utilisation throughout continuously changing user demand.
	Infrastructure elasticity is maintained without manual intervention, enabling uninterrupted streaming during large-scale content releases. Operational expenditure is optimised because computational resources are allocated according to real-time workload requirements.

	Application Gateway
	Client requests are inspected, authenticated, decrypted, and forwarded towards appropriate backend microservices according to predefined routing policies.
	Malicious traffic is filtered before backend services are accessed, reducing security risks and maintaining reliable service delivery across globally distributed cloud environments [19].

	Integrated Cloud Architecture
	Load balancing, scalability, and application gateway services are deployed collectively to coordinate traffic management, infrastructure expansion, and secure application access throughout the Netflix cloud ecosystem.
	End-to-end operational resilience is achieved through coordinated resource allocation. Service continuity, low latency, and consistent user experience are maintained despite rapidly changing workloads, infrastructure failures, and geographically distributed streaming requests.


Table 1: Benefits of Integrating Load Balancing, Scalability, and Application Gateway in the Netflix Cloud Architecture
Table 1 presents operational gains gained from the integration of load balancing, scalability, and application gateway techniques, showing improved availability, security, resource usage, and streaming performance.



[bookmark: _u0mwp3x7rhi7][bookmark: _Toc236083650]4. Expansion of Cloud Computing and Serverless Computing 
[bookmark: _px6pjnkxp1r3]4.1 Driving Forces Behind Cloud Computing Expansion
Cost Effectivity
AWS cloud services are employed by Netflix to provide cost optimisation and flexible infrastructure for globally distributed streaming.
	Cloud Cost Component
	Implementation within Netflix
	Operational Contribution

	Pay-as-you-use Resource Allocation
	Computing resources are provisioned dynamically according to streaming demand instead of maintaining permanently allocated infrastructure. Additional processing capacity is activated only during peak viewing periods, while unused resources are released automatically after workload reduction.
	Infrastructure expenditure is reduced because resource consumption remains aligned with actual operational requirements. Financial efficiency is therefore improved without affecting streaming availability or application performance [20].

	Containerised Resource Utilisation
	Multiple containerised microservices are executed on shared operating system resources rather than dedicated virtual machines. Lower computational overhead is maintained while application isolation and deployment consistency remain preserved throughout cloud operations.
	Hardware utilisation is optimised because available computing resources are shared efficiently. Infrastructure costs are reduced through improved application density and lower operating system overhead.

	Automated Infrastructure Management
	Cloud-native monitoring, orchestration, and deployment mechanisms are integrated to minimise manual infrastructure administration. Software updates, service recovery, and workload distribution are completed automatically across distributed cloud environments [21].
	Administrative expenditure is reduced because repetitive operational activities require limited manual intervention. Service continuity is maintained while operational efficiency is improved across geographically distributed infrastructure.

	Global Content Distribution
	Content delivery resources are deployed strategically across multiple geographical regions to minimise unnecessary long-distance data transmission and repeated backend processing. 
	Bandwidth consumption and infrastructure latency are reduced while streaming efficiency is maintained. Cost-effective service delivery is achieved through optimised utilisation of globally distributed cloud resources.


Table 2: Cost Effectiveness as a Driving Force Behind Cloud Expansion
Table 2 shows the major strategies used by Netflix in optimising cloud costs by ensuring efficient resource allocation, containerization, automation, and distribution of content across the world.
Flexibility
Flexibility is regarded as an important motivator for the growth of cloud computing as application deployment, infrastructure provisioning, and service provision are constantly adapted based on the needs of the organization and operation. In Netflix, the microservices model is used, meaning that all the application modules can be deployed separately without influencing the functionalities of other services. 
The containerized applications are quickly moved between development, testing, and production phases while keeping identical execution configurations at each stage. The continuous integration and deployment processes are facilitated since changes are made gradually without needing the full application renewal. The cloud computing infrastructure is dynamically provisioned based on the changing streaming technology, geographic content distribution needs, and user demands. Business continuity is therefore ensured while making the process of deployment simpler through modular cloud-native architecture.
Elasticity
Elasticity is adopted in order to make sure that computing resources are scaled up or down depending on the ever-changing operational loads. There are considerable variations in the demands for stream services at Netflix as new releases are introduced, seasonal activities happen, or peak viewing times are experienced in different geographical locations. This results in automatic scaling procedures being set to scale up computing resources in the form of containerised service instances in case of exceeding specified load limits. Computing resources are scaled down right away after normalisation of load to avoid wastage of resources and operational inefficiencies [22]. Responsiveness of resource allocation is ensured since the capacity of the infrastructure is modified depending on processing needs, not physical limitations of the infrastructure. Availability of service is ensured due to the fact that there are enough computing resources to meet the rapidly growing demands.
[bookmark: _e6owt5kpdkr0][bookmark: _Toc236083652]4.2 Serverless Functions 
The serverless feature offered by AWS Lambda can help Netflix in performing its event-based workloads without having to manage servers for the same, increasing efficiencies in its operations. Serverless functions are integrated into the cloud computing paradigm in order to run application code without managing underlying servers manually. The model of event-driven execution is used where computing resources are automatically allocated as soon as certain application events or requests are triggered. Infrastructure provisioning, operating systems management, and availability of the runtime environment become the tasks of the cloud computing platform provider, which allows application developers to concentrate on code functionality exclusively. 
The billing scheme is based on the actual duration of execution and resources consumed, but not on the permanently reserved computing capacity [23]. Netflix applies serverless computing to conduct certain operations such as media processing, workflow automation, monitoring, notifications, and infrastructure management where there is no need for continuous execution of servers. Separate serverless functions are launched to run specific operations without any impact on streaming services and microservices running in containers. Automatic scaling is applied since several instances of functions are created dynamically in case of event generation and destroyed immediately after execution.
[bookmark: _db6pykj3q4av]4.3 Comparison between Serverless Computing and Containerisation
	Comparison Parameter
	Serverless Functions
	Containerisation

	Execution Model
	Application logic is executed only after predefined events or service requests are generated. Computing resources are allocated temporarily and released immediately after execution completion, supporting lightweight operational activities within the Netflix cloud environment.
	Containerised microservices are executed continuously because streaming services require persistent application availability. Dedicated runtime environments are maintained to support uninterrupted media delivery, user authentication, recommendation services, and content management operations.

	Resource Management
	Infrastructure provisioning is managed automatically through cloud-native execution platforms without direct server administration. Resource consumption remains proportional to actual function execution, reducing operational overhead for event-driven workloads [24].
	Containers are deployed through orchestration platforms where application instances are managed, replicated, and monitored continuously. 

	Netflix Application
	Serverless functions are utilised for media processing, monitoring, notification services, and infrastructure automation where continuous execution remains unnecessary.
	Containerisation is adopted for streaming services, recommendation engines, authentication modules, and content delivery microservices because persistent application execution and operational consistency are continuously required.


Table 3: Comparison between Serverless Functions and Containerisation in the Netflix Cloud
Table 3 contrasts serverless functions and containerisation on the basis of execution model, resource management, and Netflix approach to illustrate the complementary nature of the two deployment approaches in cloud computing.
[bookmark: _pmbaugeo8x1v]4.4 Critical Reflection
All AWS cloud services help Netflix with containerization, serverless, scalability, and cloud-native deployment of applications. The containerisation and serverless computing approaches are viewed as complementary cloud technologies since different operational needs are satisfied via particular deployment architectures. The use of container-based microservices to implement persistent application services for Netflix has been proved as being more suitable due to the continuous service execution, consistent runtime behaviour and deployment environment throughout all the processes of media streaming. It is possible to state that the deployment approach is more flexible, as application services are easier to maintain, and workloads are properly isolated since media streaming, recommendation, authentication and content management services are run in individual containers. 
At the same time, serverless computing is seen as a suitable approach for event-driven services when the execution of application services is not required continuously. Media transcoding, notifications processing, workflowautomation, monitoring and log processing services can be run efficiently using temporary function instances, which are activated upon the occurrence of certain operational events. There is no need in additional infrastructure costs since computing resources are used solely during function execution. In general, we can say that flexibility is increased by the combination of two approaches since persistent services are isolated using containers while lightweight background processes are implemented via serverless functions.
[bookmark: _sc3b87yzp30v][bookmark: _Toc236083655]5. Conclusion 
Docker-based containerisation and cloud native architecture have been explored with the use of the implemented technologies to support the application Netflix. Implementation proved that containerisation offers reliable deployment environments with the help of Docker images, containers, networking, persistent volumes, and image publishing, and therefore application execution is possible. Virtualization principles have been used to optimise resource consumption in order to ensure an isolated application environment and reduced costs of operation. Concepts related to cloud such as load balancing, scalability, and application gateways have been studied to prove that these concepts are contributing to achieving high availability, safe traffic control, and effective workload distribution in global streaming platforms. 
This task has revealed that the use of these technologies together guarantees uninterrupted operation regardless of changes in the users' demands. It has been proven that cost-effectiveness, flexibility, and elasticity are key factors of cloud expansion. Serverless computing and containerisation have been reviewed, and it has been concluded that event-driven loads are handled by means of serverless functions and persistent application services are provided through containerisation. Use of both technologies together has improved the resiliency of the operations by ensuring scalable infrastructure and efficient resource allocation.
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PS C:\Users\Admin> docker images

AGE ™ DISK USAGE ~ CONTENT SIZE EXTRA
alpine: latest ‘28bdsfesbsed 1318 3.938
‘apache/spark-py: latest bectfed7g18d 1.6168 55118
jupyter/pyspark-notebook: latest 58377831520, 6.9868 1.8168
‘suhothayan/hadoop-spark-pig-hive:2.9.2  edsg3faedcal 2.1668 1.3568
ubuntu: latest 3131baccsza7 16118 25.318

PS C:\Users\Admin> docker run -it --nane alpine-demo alpine sh

7 # unane -a

Linux fe83558b6438 6.18.33.2-microsoft-standard-HSL2 #1 SHP PREEMPT_DYNAMIC Thu Jun 18 21:
/1 # cat [etc/os-release

NAME="Alpine Linux"

D-alpine

VERSION_ID-3.24.1

PRETTY_NAHE="Alpine Linux v3.24"

HOME_URL="https://alpinelinux.org/"
BUG_REPORT_URL="https://git1ab.alpinelinux.org/alpine/aports/-/issues”
7 # exit
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v MoodMeal (3 F3 C O

@ Dockerfile
FROM nginx:alpine

LABEL maintainer="priti7990265394"
LABEL module="ACCA7627 Cloud Engineering”
LABEL version="1.6"

RUN rm —f /usr/share/nginx/html/*

PR RN NN

COPY index.html /usr/share/nginx/html/index. html

10 COPY cart.html /usr/share/nginx/html/cart.html

11 COPY tracking.html /usr/share/nginx/html/tracking.html
12 COPY css/ /usr/share/nginx/html/css/

13 COPY js/ /usr/share/nginx/html/js/

1

15 EXPOSE 80
16

17 oD ["nginx’

“daemon off;"]
Problems  Output  Debug Console Ports  Terminal

© PS D:\Moodieal > docker run -d -p 8089:86 --nare moodneal moodmeal :

7881df7755ca78240583b0b85383d7 FC423chaace7e95F20103181db72bd34gh.
© PS D:\Moodeal > docker build -t moodmeal:1.0 .

[+] Building 2.75 (13/13) FINISHED

> [internal] load build definition from Dockerfile

transferring dockerfile: 4768
=> [internal] load metadata for docker.io/library/nginx:alpine
=> [auth] library/nginx:pull token for registry-1.docker. io
> [internal] load .dockerignore
transferring context: 1638
> [1/7] FROM docker.i0/library/nginx:alpinegsha256:4a73673bd557c65b75950502037898b61F1bebChec3cacdaeac22d2a470C1752
=> resolve docker. io/library/nginx:alpine@sha2
[internal] load build context
=> transferring context: 10.15k8
CACHED [2/7] RN rm —F /usr/share/nginx/html/*
CACHED [3/7] COPY index.html /usr/share/nginx/html/index. html
CACHED [4/7] COPY cart.html /usr/share/nginx/html/cart. html
CACHED [5/7] COPY tracking.html /usr/share/nginx/html/tracking.html
=> [6/7] COPY css/ [usr/share/nginx/html/css/
=> [7/7] COPY js/ [usr/share/nginx/html/js/

> exporting to image
exporting layers
exporting manifest sha2s6:34a633659a820062e38ade3a32b7d47d7a35c0edc7e008197893d7085194Beed
exporting config sha256:a71db3ach74e7833a14675815e6500a8CEh8F6FbTBe15034CBe1 F18e0aF 7678
exporting attestation manifest sha2s6:8Ff4c69ads21d23f2b79c6C333Fe662e0C887664e1272883542ba2ce0BACF13C
exporting manifest list sha2s6:75bsae12bfbebbcBsafascdeldds7debT28c72ae18A20a88eda31e4c5265601a
naming to docker.io/1ibrary/moodneal :1.6
unpacking to docker.i0/1ibrary/moodneal:1.0
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PS C:\Users\Admin> docker run -d -p 8080:89 --name moodmeal moodmeal:1.0
£499494bBC4de0322599023120a148eb16bddef8a633601927379e0b1627776.

PS C:\Users\Adwin> docker ps

CONTAINER ID  THAGE oD CREATED STATUS PORTS NAVES
£doo4gabecad  moodmeal:1.6  "/docker-entrypoint..” 36 seconds ago Up 36 seconds  ©.0.6. :8080->80/tcp  moodneal
PS C:\Users\Adwin> docker inspect moodmeal

[

{
"Id": "fd00494becade@322500023120a14 8eb16bddef8a6336e1027370e0b1627776" ,

"Created": "2026-67-27T08:54:59.4663121157",
“Path”: "/docker-entrypoint.sh”,

“running”,
“Running”: true,
“Paused": false,
“Restarting”: false,
"00MKilled": false,
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PS C:\Users\Admin> docker logs moodmeal
/docker-entrypoint.sh: /docker-entrypoint.d/ is not empty, will attempt to perform configuration

/docker-entrypoint . st

Looking for shell scripts in /docker-entrypoint.d/

/docker-entrypoint.sh: Launching /docker-entrypoint.d/16-listen-on-ipve-by-default.sh
10-listen-on-ipv6-by-default.sh: info: Getting the checksun of /etc/nginx/conf.d/default.conf
/docker-entrypoint..sh: Configuration complete; ready for start up

2026/07/27
2026/07/27
2026/07/27
2026/07/27
2026/07/27
2026/07/27
2026/07/27
2026/07/27
2026/07/27
2026/07/27
172.17.0.1
172.17.0.1

0.0.0 Safari/s37.36" "

172.17.0.1

8:54:59 [notice] 1#1:
8:54:59 [notice] 1#1:
8:54:59 [notice] 1#1:
8:54:59 [notice] 1#1:
8:54:59 [notice] 1#1:
8:54:59 [notice] 1#1:
8:54:59 [notice] 1#1:
8:54:59 [notice] 1#1:
8:54:59 [notice] 1#1:
8:54:59 [notice] 1#1:

using the "epoll” event method
ngink/1.31.3

built by gec 15.2.0 (Alpine 15.2.6)

05: Linux 6.18.33.2-microsoft-standard-WsL2
getrlinit(RLIMIT_NOFILE): 1648576:1048576
start worker processes

start worker process 38

start worker process 31

start worker process 32

start worker process 33

- - [27/3u1/2626:08:55:€3 +6668] "GET / HTTP/1.1" 384 @ "-" "Mozilla/5. (iindows NT 10.8; Win64; x64) ApplekiebKit/537.36 (KHTHL, like Gecko) Chrome/15.8.0.8 Safari/537.36" "-"

- - [27/3ul/2026:

- - [27/3ul/2026:

0.0.0.0 Safari/s37.36" "-"

172.17.0.1

Safari/s37.

172.17.0.1

Safari/s37.

- - [27/3u1/2026:08:55:
I

- - [27/3u1/2026:08:55:
6

55:03 +0008] "GET /css/style.css HTTP/1.1" 200 9866 “http://localhost:8080/" "Mozilla/s.@ (Windows NT 10.; Wi

03 +0000] "GET /js/food.js HTTP/1.1" 304 @ "http://localhost:3ese/"

04 +6600] "GET /js/mood.js HTTP/1.1" 384 @ “http://localhost:8686/"

172.17.0.1 - - [27/3u1/2026:08:55:04 +0000] "GET /js/cart.js HTTP/1.1" 304 @ "http://localhost:gese/"

Safari/s37.

6

172.17.0.1 - - [27/3u1/2026:08:55:09 +0000] "GET /index.html HTTP/1.1" 304 @ "http://localhost:3ese/"

Safari/s37.

I

X64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/156.

:55:03 +0000] "GET /css/responsive.css HTTP/1.1" 384 @ “http://localhost:8680/" "Mozilla/5.@ (Windows NT 10.0; Winba; x64) ApplekiebKit/537.36 (KHTML, like Gecko) Chrome/15

"Mozilla/5.@ (windows NT 10.

Win64; x64) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/150.6.0.0

"Mozilla/5.@ (windows NT 10.

Win64; x64) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/150.6.0.0

"Mozilla/5.6 (Windows NT 10.0; Win6s; x64) ApplekiebKit/537.36 (KHTML, like Gecko) Chrome/150.0.0.0

"Mozilla/5.6 (Windows NT 10.0; Win6s; x64) ApplekiebKit/537.36 (KHTML, like Gecko) Chrome/150.0.0.0

172.17.0.1 - - [27/3u1/2626:08:55:12 +0000] "GET /cart.html HTTP/1.1" 384 @ “http://localhost:8080/index.html” "Mozilla/s.@ (Windows NT 10.0; Win6s; x64) ApplekebKit/537.36 (KHTHML, like Gecko) Chrome/1

50.0.0.08 Safari/537.36"
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PS C:\Users\Admin> docker login
Authenticating with existing credentials... [Username: priti7008265394]

[l 1o » To login with a different account, run ‘docker logout’ followed by ‘docker login®

Login Succeeded
PS C:\Users\Adwin> docker tag moodmeal :
PS C:\Users\Admin> docker tag moodmeal.
PS C:\Users\Admin> docker images

AGE ™ DISK USAGE  CONTENT SIZE  EXTRA
alpine:latest 28bdsfesbSed 13m8 ER=T-IN | |
‘apache/spark-py: latest bectfed7g18d 1.6168 s518
jupyter/pyspark-notebook: latest 58377831520, 6.9868 1.8168
moodneal :1.0 75bSac12bFbe 02.908 26.108
Ppriti7990265394/moodneal :1.0 75bsae12bfbe 02.908 26.108
priti7990265394/moodneal : latest 75bsae12bfbe 02.908 26.108
‘suhothayan/hadoop-spark-pig-hive:2.9.2  edsg3faedcal 4.1668 1.3568
ubuntu:latest 3131b4cca2a7 1618 45.308

PS C:\Users\Admin>

RAM0.87GB CPU0.00% Disk: 13.64 GB used (imit 1006.85 GB)
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PS C:\Users\Adwin> docker images | Findstr moodneal

moodneal:1.0 75bSae12bFbe. 92.918 2618 U
priti7006265394/moodneal 1.0 75b5ae12bFb0. 02.948 2618 U
priti7996265304/moodneal :1atest 75b5ae12bFb0. 02.948 2618 U

PS C:\Users\Admin> docker push priti799e265394/moodmeal 1.0

The push refers to repository [docker. io/priti7996265394/moodmeal]
Ssafatecc21d: Hounted from library/alpine

62becssd7ca1: Pushed

2a230b3dasFF: Pushed

3caofedad2sb: Pushed

dgescso1dba: Pushed

46519e72312: Pushed

oebdace9671: Pushed
3900c035348d: Pushed
bac6324783fa: Pushed
816903215b0F: Pushed
2bdo2357bese: Pushed
1223F016b4e4: Pushed
46fo77eeas2f: Pushed
61cFf2fees27: Pushed
3cd534Fe98c6: Pushed
1.0: digest: sha2se:
Ps C:\Users\admin> |

5bsae12bfbebbcssafescdeldds7debf28c72ae18020a88eda31e4c5265601a size: 856
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O Repositories / moodmeal / Tags

priti7990265394/moodmeal

Last pushed 1 minute ago - Repository size:24.9MB - ¥%0 = J 0

Add a description @

Addacategory £ (@)

General Tags Image Management  Collaborators
c
[J  somby Newest Q Filter tags
TaG
® 10

Last pushed 1 minute by priti7990265394

(@] Digest

342633659a8a

Webhooks

OS/ARCH

linux/amd64

Settings”

Last pull

less than 1 day

Docker commands e
To push a new tag to this repository:

docker push priti7998265394/moodmeal : tagname

docker pull priti7998265394/moodmeal:1.0  [>
Compressed size ©

24.86 MB.
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PS C:\Users\Adwin> docker rmi moodmeal:1.0

Untagged: moodmeal:1.0

PS C:\Users\Admin> docker pull priti799e265394/moodmeal 1.0

1.0: Pulling from priti7998265394/moodneal

Digest: sha256:75bsae12bFbebbcssdfascdeldds7debf28c72ae18d20a88eda31e4c5265601a
Tnage is up to date for priti7098265304/moodneal:1.6

docker. io/priti7990265394/moodneal :1.0

what's next:
View a sumnary of image vulnerabilities and recommendations - docker scout quickview priti7099265304/moodneal 1.

PS C:\Users\Admin> docker run -d -p 8099:89 --nane moodneal-from-hub priti799e265394/moodmeal 1.0

‘1cd6deebcF88Be53b065874dd7bbaSee03a00ecoFebRFdeTaCFof b 2674

Ps C:\Users\admin> |
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PowersShell 7.6.4

PS C:\Users\Admin> docker volume 1s
DRIVER  VOLUME NAME

local  moodmeal-volume

PS C:\Users\Admin> docker volume inspect moodmeal-volume
[

{

“Mountpoint™: "/var/1ib/docker/volunes/moodneal -volune/_data"
“Name": "moodneal -volune",

“Options™: null,

"Scope™: "local”
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Lontainers / moodmeal-irom-hub

moodmeal-from-hub
< @ @ 1cd6d00b1ci8 & &3 priti7990265394/moodmeal: 1.0
8090:80 (7
Logs Inspect Bind mounts Exec Files. Stats
CPU usage: 0% Memory usage: 5.79MB / 7.73GB
77368 -
DS 5.59GB —|
o 37368 -
18608
0% o8
FELLLPEEEELLELEE, ELELESEELEEELELEEEEFELLEFELLEEE

Disk read/write: 5.34MB / 12.3KB Network I/0: 8728 /1268
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Images
Volumes
Kubernetes

Builds

Models

Docker Hub

MCP Toolkit EEED
Logs

Extensions

docker debug 1cd6d0DbcfB88e53b065874ciTbbASec03209ecOfeb6FSdeT0ctBbaf2e74

DOCKHEE

movamecarionm-nuo

@ 1cd6d00bict &

8090:80 (7

Builtin commands:
- install [tool1] [tool2]
- uninstall [tool1] [tool2] ...
- entrypoint

- builtins

Checks:
o distro:

& entrypoint linter: no errors (run entrypoint’ for details)

Priti7990265394/moodmeal:1.0

DEBUG

STATUS
Running

Add Nix packages from: https://search.nixos.org/packages

Uninstall Nix0s package(s).
Print/lint/run the entrypoint.
Show builtin commands.

Alpine Linux v3.24

This is an attach shell, i.e.:
- Any changes to the container filesystem are visible to the container directly.

- The /nix directory is invisible to the actual container.

docker > 1s -la /usr/share/nginx/html/\

m-hub]
>

total 28
druxr-xr-x 1 root
druxr-xr-x 1 root
-ruxr-xr-x 1 root
druxr-xr-x 2 root
-ruxr-xr-x 1 root
druxr-xr-x 2 root
-ruxr-xr-x 1 root
root@1cdedeeb1cfs
docker >

root
root
root
root
root
root
root

4096
4096
2174
4096
2783
4096
2026

Jul
Jul
Jul
Jul
Jul
Jul
Jul

27
15
27
27
27
27
27

seeesys

:51

31

137

51
ES

i35
137

7 [moodmeal-from-hub]

cart.htnl
css

index. html

s

tracking. html

jsers\Admin> docker exec moodmeal-volume-container sh -c ‘echo "<hl style

Version: @.6.47root@lcdedeebicfs / [moodmeal-fro

"color:teal ; font-family:Arial\">MoodMeal data from Docker Volume - priti7008265394</h1>" > /usr/sha
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PS C:\Users\Admin> docker stop moodmeal-volue-container
‘moodneal -volune-container

PS C:\Users\Adwin> docker rm moodmeal-volume-container

‘moodneal -volune-container

PS C:\Users\Adwin> docker volune create shared-data

shared-data

PS C:\Users\Admin> docker run --rm --nane writer-container --mount source=shared-data, target=/data alpine sh -c "echo "Message from Container 1 - Moodieal” > /data/shared.txt 8 cat /data/shared.txt’
Message From Container 1 - Moodeal

PS C:\Users\Admin> docker run --rm --nane reader-container --mount source=shared-data, target=/data alpine sh -c "echo "Container 2 reads:" & cat /data/shared.txt’

Container 2 reads:

Message From Container 1 - Moodeal

Ps C:\Users\admin> |
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Message from Container 1 - Moodveal
PS C:\Users\Admin> docker network 1s

NETWORK I NAME ODRIVER  SCOPE
dbegcgddizel  bridge bridge  local
a687e91f072a  host host local

c8817fe38ab5  isolated-network bridge  local

43ceesaatbgb  my-app-network  bridge  local

eleld3eastfs  none null local

PS C:\Users\Admin> docker network create --driver bridge moodneal-network

‘7£3c5aa04e5036bd1048Fac0a2808b492bb9a4713edeBaBCAC14786ad15bAT1

PS C:\Users\Admin> docker network inspect moodneal-network

[

{

“Name": "moodneal -network”,
"1d": "7f3c5aa84e5036b1d48Fac0a2808b49abb924F713ede0aBCAC14706ad1SBATL"
"Created": "2026-67-27T10:15:43.998526729Z",

"local”,

true,
false,

“default”,
“options™: {3,
“Config": [

{

“Subnet”: "172.20.0.6/16",
“Gateway": "172.20.0.1"
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PS C:\Users\Admin> docker run -d --name moodmeal-web --netuork moodmeal-network -p 8984:80 nginx:alpine
44f87b9567bd27576b6C5220e499C12d382F3e51000339609F7a3F15Fa7dco21

PS C:\Users\Admin> docker run -it --nane moodmeal-client --netuork moodmeal-network alpine sh

7 # ping ~c 4 moodneal -web

PING moodneal-web (172.26.6.2): 56 data bytes

64 bytes fron 172.20.0.2: seq-0 ttl-64 time=1.057 ms

64 bytes fron 172.20.0.2: seq-1 ttl-64 time-8.120 ms

64 bytes fron 172.20.0.2: seq=2 ttl-64 time-8.117 ms

64 bytes fron 172.20.0.2: seq=3 ttl-64 time-8.119 ms

-~ moodmeal-web ping statistics ---

4 packets transmitted, 4 packets received, 8% packet loss
round-trip min/avg/max = ©.117/6.353/1.657 ms

7/ # wget ~q0- http://moodmeal-web

<IDOCTYPE html>

<html>

<head>

<titleswelcome to nginx!</title>

<style>

html { color-schene: light dark; }

body { width: 3Sem; margin: @ auto;

font-family: Tahona, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<hi>welcome to ngir
<p>IF you see this page, nginx is successfully installed and working.
Further configuration is required for the web server, reverse proxy,
API gateway, load balancer, content cache, or other features.</p>
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“Containers™: {
"4df87b9567bd27576b6C5220ed00C1 20382 3651000330600 7a3F15Fa7dce21”: {
“Name": "moodneal-web”,

"172.20.0.6/16": {
"IPsTnUse™: 4,
“DynamicIPsAvailable™: 65532

1

PS C:\Users\Admin> docker network create moodmeal-isolated

£e73047d3ab6686C121F1FbFe25543Fab3ab3de76Fb12e1b69870CT3bbdeceS

PS C:\Users\Adwin> docker run -d --nane isolated-server --netuork moodmeal-isolated ngin:alpine

89e615babf9044af40084402414000F 48e2FbACTCheeSecdd6308AF91297851C

PS C:\Users\Admin> docker run --rm ~-network moodmeal-network alpine sh - “wget -qO- hittp://isolated-server --timeout=3 & echo "Connected” || echo "BLOCKED - Network Tsolation korking!
wget: bad address *isolated-server®

BLOCKED - Network Isolation Working!

Ps C:\Users\admin> |

AN 1 18 AR BT s Mieke 15 51 AR end (it 1N BE G
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& docker-composeyml
1 services:

2 moodneal-web:

3 build: .

a container_name: moodmeal-web

5 ports:

6 - "gegs:g0”

7 volumes:

8 - moodneal-logs: /var/log/nginx
9 - ./index.html: /usr/share/nginx/html/index. html
10 networks:

1 - moodneal-frontend

12 restart: unless-stopped

13

14 | moodmeal-backend:

15 image: nginx:alpine

16 container_name: moodmeal-backend
17 ports:

18 - "g086:80"

19 networks:

2 - moodneal-frontend

roblems  Output Debug Console  Ports  Terminal

PS D:\MoodHeal> docker compose up -d
#11 [5/7] COPY tracking.html /usr/share/nginx/html/tracking. html
#11 CACHED

#12 [7/7] COPY js/ [usr/share/nginx/html/js/
#12 CACHED

#13 exporting to inage

#13 exporting layers done

#13 exporting manifest sha2s6:coef443d18ca24d6Cibo7dd78bF768F6acA95ACTa1fIa50399b4ae3C23a1cBY 0.05 done

#13 exporting config sha256:b2868bb392aa31F8F6633bAe86362067FO2CdbdF31eb793747501eChB194Fd7F 0.05 done

#13 exporting attestation manifest sha2s6:f8dedca61998ad4abc3fo7110156F6068eb812089304642079aatedobd1e7adca ©.15 done
#13 exporting manifest list sha2se:basebae56cA3dfoabbo6e163Fesea3fo195Fect fo88dateedaasg3dTetedc77 0.65 done

#13 naming to docker.io/1ibrary/moodneal -moodneal -web: atest

#13 naming to docker. io/1ibrary/moodneal -noodneal -web:1atest done

#13 unpacking to docker.i0/1ibrary/moodneal-moodneal -web: latest 8.0s done

#13 DONE 0.35

#14 resolving provenance for metadata file

#14 DONE 0.0

[+] up 6/6
 Tnage moodneal-moodmeal-web Built
 Network moodneal_moodneal—frontend  Created
 Network moodneal_moodneal -backend-net Created

+ Volune moodneal_moodneal-logs Created
V Container moodneal-web Started
 Container moodneal-backend Started

PS D:\Moodvieal> |
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V' LINTLEINes moodmes 1 -heckend orarted
© PS D:\Moodteal > docker compose ps
N AGE oD SERVICE CREATED. STATUS PORTS
moodmeal-backend  nginx:alpine “/docker-entrypoint..."  moodneal-backend 29 seconds ago Up 28 seconds  0.0.0.
moodmeal-web moodmeal -moodmeal-web  "/docker-entrypoint..."  moodmeal-web 29 seconds ago  Up 28 seconds  6.0.0.
© PS D:\Moodvleal > docker compose logs moodneal-web
moodneal-web | /docker-entrypoint.sh: /docker-entrypoint.d/ is not empty, will attempt to perform configuration

:8086->80/tcp, [
8085->80/tcp, [

moodneal-web | /docker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/
moodneal-web | /docker-entrypoint.sh: Launching /docker-entrypoint.d/1-1isten-on-ipvé-by-default.sh
moodneal-web | 10-listen-on-ipv6-by-default.sh: info: Getting the checksum of /etc/nginx/conf.d/default. conf
moodneal-web | 10-listen-on-ipve-by-default.sh: info: Enabled listen on IPv6 in /etc/nginx/conf.d/default. conf
moodneal-web | /docker-entrypoint.sh: Sourcing /docker-entrypoint.d/15-local-resolvers.envsh

moodneal-web | /docker-entrypoint.sh: Launching /docker-entrypoint.d/26-envsubst-on-tenplates. sh

moodneal-web | /docker-entrypoint.sh: Launching /docker-entrypoint.d/3e-tune-worker-processes. sh

moodneal-web | /docker-entrypoint.sh: Configuration complete; ready for start up

moodneal-web | 2026/@7/27 44 [notice] 1#1: using the "epoll” event method

nginx/1.31.3

moodneal-web | 2026/@7/27 built by gec 15.2.0 (Alpine 15.2.6)

|
|
|
|
|
|
|
|
|
moodneal-web | 2026/67/27
|
|
|
|
|
|
|
|

moodneal-web | 2026/@7/27 44 [notice] 1#1: 0S: Linux 6.18.33.2-microsoft-standard-WsL2
moodneal-web | 2026/@7/27 :44 [notice] 1#1: getrlimit(RLIMIT_NOFILE): 1648576:1648576
moodneal-web | 2026/@7/27 24 [notice] 1#1: start worker processes

moodneal-web | 2026/@7/27 44 [notice] 1#1: start worker process 30

moodneal-web | 2026/@7/27 10:19:44 [notice] 1#1: start worker process 31

moodneal-web | 2026/@7/27 10:19:44 [notice] 1#1: start worker process 32

moodneal-web | 2026/@7/27 44 [notice] 1#1: start worker process 33




image23.png
Problems  Output  Debug Console Ports  Terminal

PS D:\MoodHeal> docker compose config
moodmeal-frontend: null

ports:
- mode: ingress
target: 80

published: "segs”

target: /var/log/nginx

- type: bind
source: D:\MoodHeal\index. html
target: /usr/share/nginx/html/index. html
bind: {}
netuorks:
‘moodneal -backend-net:
name: moodneal_moodneal-backend-net
driver: bridge
moodneal -frontend:
name: moodneal_moodneal frotend
driver: bridge
volumes:
moodmeal-logs:
name: moodneal_moodneal-logs
PS D:\Moodvieal> |
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Images / priti7990265394/moodmeallatest

. Priti7990265394/moodmeal:la muse CREATED SIZE
755361200 - 9minutesago  92.86 M8
Layers (31
&) Vulnerabilities (4)  Packages (87) Give feedback @
> <Z» oisupport/staging-amd64: 1-alpine 0o 0 o 2
Annnanan Q_ Package or CVE name = [) Fixable Show excepted
v {7} priti7990265394/moodmeal:latest o o o o o CVEID o Severity  Fixable  Presentin  Affected package(s)
20 LABEL maintainer=priti7990265394 0B .
> CVE-2026-0989 37 ° <> apk / alpine/libxmlI2 / 2.13.912
pal LABEL module=ACCA7027 Cloud Engineering 0B
> CVE-2025-8732 1.9° <> apk / alpine/libxmlI2 / 2.13.912
22 LABEL version=1.0 0B
> CVE-2026-11979 N/A W <> apk / alpine/libxmlI2 / 2.13.912
23 RUN /bin/sh -c rm -f /usr/share/nginx/html/* # buildkit 20.48 KB
> (CVE-2026-58055 N/A W <> apk / alpine/nghttp2 / 1.69.0-10
24 'COPY index.html /usr/share/nginx/html/index.html # buil 24.58 KB
1014
25 ‘COPY cart.html /usr/share/nginx/html/cart.html # buildkit 24.58 KB

26 COPY tracking.html /usr/share/nginx/htmi/tracking.html # buildkit 24.58 KB
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PouersShell 7.6.4
PS C:\Users\Adwin> docker --version
Docker version 29.6.2, build dfcdefb
PS C:\Users\Admin> docker info
Client:

Version:  29.6.2

Context:  desktop-linux

Debug Mode: false

Plugins:
agent: Docker AT Agent Runner (Docker Inc.)
Version: v1.163.6

Path:  C:\Program Files\Docker\cli-plugins\docker-agent.exe
ai: Docker AT Agent - Ask Gordon (Docker Inc.)

Version: v1.27.6

Path:  C:\Program Files\Docker\cli-plugins\docker-ai.exe
buildx: Docker Buildx (Docker Inc.)

Version: ve.35.6-desktop.2

Path:  C:\Program Files\Docker\cli-plugins\docker-buildx.exe
Docker Compose (Docker Inc.)
531

Path:  C:\Program Files\Docker\cli-plugins\docker-compose.exe
debug: Get a shell into any image or container (Docker Inc.)

Version: 0.0.47
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(Com.docker. deskiop. address=npipe://\\. \p1perdocker_cil
Experimental: false
Tnsecure Registries:
hubproxy. docker. interna
1/128

127.0.6.0/8

Live Restore Enabled: false
Firewall Backend: iptables

PS C:\Users\Adwin> docker pull alpine
Using default tag: latest

latest: Pulling from library/alpine

Ssafatecc21d: Pull complete

£5124fb579€2: Download complete

S6dceff11633: Download complete

Digest: sha256:28bdsfesbS6d1bdessesbabfsb16716ebeobae67dbB6916198abeect3494378h
Status: Downloaded newer image for alpine:latest

docker. io/1ibrary/alpine:latest

What's next:
View a sumary of image vulnerabilities and recommendations ~ docker scout quickview alpine

PS C:\Users\Adwin> docker pull ubuntu

Using default tag: latest

latest: Pulling from library/ubuntu

236704194f18: Pull complete

edg19469700f: Pull complete

e16351a257e4: Download complete

Digest: sha256:3131b4cc82a783df6CO0F078f86e01810a13504b865C2cadd7bd1bca2b7663bb

Status: Downloaded newer image for ubuntu:latest

docker. io/1ibrary/ubuntu: 1atest




