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[bookmark: _Toc66194132]Introduction

This report will look at and show some of the steps taken to implement the deployment of Microsoft active directory and network directory services. It will also demonstrate some understanding of essential network directory objects, show evidence of the completion of these tasks with narratives and screen captures.
[bookmark: _Toc66194133]Methodology
[bookmark: _Toc66194134]Pre-requisite tasks:
To check if the server has been set up with a statically defined IP address and that the DNS has not yet been set up. This is shown in fig 1.0. in fig 1.1 showing evidence of the firewall for both public and private net has been switched off, as the firewall will prevent certain activities like a ping test to be carried out thus preventing some of the requirements of the setup of certain tasks to be carried out in the set-up process.
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Fig 1.0 shows that the IP address for the server has
[bookmark: _Toc66194135]been statically defined/inputted and that no DNS is yet set up. Then the second part it confirms a static DNS address has been added to be able to connect to the domain.
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[bookmark: _Toc66194136]Fig 1.1 showing firewall turned off.
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[bookmark: _Toc66194137]Fig 1.2 showing the computer name change in Server2. 

The Server is going to be setup as a domain controller, by changing the name of the computer will help to identify it on the network and help towards the management of the network resources. In an enterprise setting it would be important to be able to identify which computer provides which service in the network.
An appropriate, logical and structured naming convention is also important and useful for administrators as it will make it easier and quicker to identify the required host in a network.
[bookmark: _Toc66194138]Deploying Active Directory as a role.
Active directory stores information relating to items on a network such as groups, users, computers, devices, applications and files, this is set out in a hierarchical structured directory that makes information regarding objects on the network easier to store, identify and find, these are referred to as objects. There are two types of objects, containers and non-containers. Leaf nodes make up a container or organisational units (OUs), containers starting from the root branch off making a tree or Domain, trees than make forests which can contain one or more domains, this is the hierarchical structure of active directory.  Active directory has a built-in /integrated security which is authenticated through access control and logon features, this is achieved through the policy-based administration making it easier to manage even the most complex networks. [1]
Administrators of the network can assign different levels of access to different users. This can also be delegated to members within the network giving full or partial control over objects, users and groups, this can be useful in large organisations to facilitate the management of the network. Administrators have the highest level of privileges in the active directory forest.[1]
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[bookmark: _Toc66194139]Fig 1.3 shows a new user being added to the domain with administrative privileges. This is a failsafe account and a way to ensure that the domain is still accessible, this could be due to a security breach for example the main admin account might get hacked or just simply a forgotten password.
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[bookmark: _Toc66194140]Fig 1.4 shows server has been promoted to a domain controller.

Domain controllers are servers that manage/control and protect the network infrastructure through authentication, authorization and enforcing security policies. A domain controller stores users’ information and controls access levels set out by the IT administrators, these are through user logons and domain security protocols. [1] [2]
By adding users to the domain, the domain controller can give and restrict access levels depending on the organisation’s policies and employee structure, this can also be altered when its necessary. It is always best practice to have a second administrator account as a failsafe in the event of the main account being hacked or the password lost or stolen, the failsafe account will allow you to access the domain and fix the issues that arise from the main account if necessary. As shown in fig 1.3 a second administrator account has been created for this reason.
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[bookmark: _Toc66194141]Fig 1.5 shows client1 has been successfully added to the nwtraders.msft domain.

[image: ]
[bookmark: _Toc66194142]Fig 1.6 confirmation of the second user which is a non-administrative account has been created.
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[bookmark: _Toc66194143]Fig 1.7 shows confirmation of client1 on the active directory in server1.
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[bookmark: _Toc66194144]Fig 1.8 confirmation that client1 is not an administrator within the domain and will not have administrative rights. This user will not be able to change anything in the domain without signing in with an administrator account.
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[bookmark: _Toc66194145]Fig 1.9 shows that the IP address entered to join the domain was wrong due to this it would not let client1 join after troubleshooting steps were taken it was realised that the IP address that was entered was intended for client2.
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[bookmark: _Toc66194146]Fig 2.0 shows that the IP address has been successfully added.
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[bookmark: _Toc66194147]Fig 2.1 shows the restriction to client1 user of the time that they can logon to the computer which is highlighted in blue with the black square, and the white boxes highlight the break from the computer during lunchtime where again they will not be permitted to logon.















[bookmark: _Toc66194148]Observation tasks

[bookmark: _Toc66194149]Domain Name System (DNS) is part of the internet infrastructure where the domain names are translated into IP address. DNS is considered to be the same as a phonebook for the internet and a crucial part of the internet protocol communications which translates domain names to IP addresses. All devices which are connected to the internet have unique IP addresses of which other machines use to identify them. As IP addresses are numbers to which a device is identified we as humans are not able to remember or memorize these numbers, we are more capable of remembering and memorizing words. We use domain names, and the DNS converts these to numbers (IP addresses) from its phone book (database), or on a server in a data centre to connect us to the correct page, internet resource or domain that we are seeking. DNS is coordinated and managed by the Internet Numbers Authority (IANA), it is also responsible for the delegation of portions of the namespace called top-level domains (TLDs), these include; .GOV, .MIL, .INT, .EDU, .ORG, .COM and .NET, also included are the two letter country codes of the intended country that the domain resides (from ISO-3166) for example for the United Kingdom it would be .UK, for United States .US,  for New Zealand .NZ ect. [3] [4]
Active directory uses DNS as a locator service to find and resolve names into IP addresses. The active directory takes user requests and searches the directories databases, it then collaborates with the DNS to get the correct IP address to locate the correct server, once found the DNS sends the IP address to the Active directory which in turn sends the IP address of the request to the user who can connect to the correct domain. [3] [4]
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[5] fig 2.0 how DNS works.  
How DNS works – as shown in pictorial for in fig 2.0.
A user makes a request using a URL or domain name for example UWTSD.com. the request is sent to the DNS resolver which is usually the users internet service provider looks at its own storage, if it does not have this it then DNS resolver will request this information from other servers until the requested information is found, this information will be matched in the form of an IP address and domain which will be sent back to the user with the requested page which will be displayed on the users end device. This information is then temporarily stored in cache. Cache stores information that has been recently accessed in a subsystem so that it can be accessed quicker if that query is needed again. [5]

Active Directory is one critical role in an enterprise network, there are also other critical roles, two of these are DHCP and RDP.
[bookmark: _Toc66194150]Dynamic Host Configuration Protocol (DHCP) can be typically enabled/activated on a server. DHCPs dynamically distributes and assign’s IP addresses and other related configuration information to hosts/clients, default gateway and other endpoint devices that require connectivity to the network, so that they can communicate within that network with other endpoints and the internet. This allows hosts to use other network services such as DNS, NTP and other communication protocols. If the DHCP is not activated, it falls on the network administrator to provide and assign IP addresses manually which can be unmanageable on a large network. DHCP servers maintain a mass of IP addresses and leases these to hosts on a network, as these addresses are leased or borrowed a time can be allocated through the DHCP lease time, this time can be decrease or extended through configurations. As these IP addresses are leased, they can be re-used within the network when the hosts have exited the network or they have reached their time allocation, at this point they can renew the current IP address or get a new one depending on the parameters set out in the configurations. DHCP automatically and reliably assign IP address configurations which eliminates IP address errors, for example IP address conflicts this is caused when one IP address is assigned to two or more hosts. DHCP reduces the need for network administration as it is done dynamically, it is centralised and able to define TCP/IP configurations and through the DHCP relay agent it can forward initial DHCP messages, it can also assign IP addresses to portable hosts using wireless network who change access points frequently. There are a few security issues within the DCHP protocol as it does not require authentication when a host’s requests to join a network, this opens doors to unauthorised users to join the network and attack or hack it causing a man-in-the-middle or a denial-of-service attack. These security issues can be reduced by using the 802.1 authentication, this is also known as Network Access Control (NAC) which secures the DHCP against unauthorised access. [6]
[bookmark: _Toc66194151]Remote Desktop Protocol (RDP) is another critical role. This is a Microsoft protocol and an extension of the International Telecommunication Union (ITU) T.120 family of protocols that allows communication between a server, a client, and devices over a network remotely. Remote desktop allows users to access and transfer data between devices, computers, or servers on a network from anywhere at any time through a VDI (Virtual Desktop Infrastructure), allowing employees to access work computers and devices from their home or when they are travelling. This flexibility allows employees to work on sight and access their work at home to continue their work. RDP gives access over a dedicated and encrypted network channel for the connection between the devices, this is done typically over TCP port 3389. RDP is used by network administrators to diagnose and resolve issues within a network. RDP is compatible with many LAN protocols; it uses the transport protocol in TCP and supports around 64,000 data channels with multipoint transmissions. Within the lower levels of RDP there are four basic services of which three are related to connection, the request for connection, the confirmation of connection and the disconnection of connection. The fourth service is the data transmission through the connection between end users and server. Virtual Network computing (VNC) is an open platform comparable to RDP but compatible to several OS’s including Mac, Linux/Unix, and android as it is a platform-independent protocol. [7] [8]


[bookmark: _Toc66194152]The importance of having different levels of access and roles within a built-in network.
This will allow organisations to limit and restrict network access to employees to the level that is required for them to do their job. An employee’s role will determine the level of access that is granted or restricted. This is achieved through the Role Based Access Control (RBAC), and Access Control System, through hierarchical constraints and access privileges. These can be set up and adapted by the network administrator. As there are many roles and responsibilities within an organisation there is a need to make resources available to employees without the need to compromise security. By having a RBAC in place would help to reduce data breaches as users will only have access to the data that is needed for their job. RBAC can be implementing and tailored to each organisation’s model and security tolerance. Even though it can be tedious to set up, once it is up and running an RBAC system is able to systematically assign access right to new users. This makes it cost effective and low maintenance for organisations, reducing administrative work as well as providing the means and compliances to various regulations and an increase in security. Through role-based access management policies and regulations can be set out and implemented whilst also making it simple to assigning privileges to their users. Having different administrators at different levels would ease the workload and each administrator would be knowledgeable within his/her group, this would also ensure that each administrator is managing a reduced workload to be able to deal with specific problems and queries. Microsoft’s recommendations for implementing RBAC is Account, Global, Domain Local, Permission (AGDLP).  [9] [10]
[bookmark: _Toc66194153]Account, Global, Domain Local, Permission (AGDLP) and Account, Global, Universal, Domain Local, Permission (AGUDLP) are Microsoft’s best practice structured models for RBAC within a Windows domain using nested groups. The difference between the two are the later introduces the universal groups scope. This is a hierarchical group nesting structure where groups are divided into other groups and permissions for each group can be applied. The groups are universal, global, and domain local. For an administrator setting up a AGDLP for a large organisation would be daunting, tedious, and hard work but once it is set up it is supposed to be easy to manage and give specific access rights and resources to domains from different locations making it easier to control a large organisation, these resources can be stored away from the organisation in a centralised point where it can be accessed with the right credentials and access then can be granted to different groups. The maintenance of these models also sounds like they would require constant upgrading and security aspects would also need a lot of upkeep to ensure it is always kept up to date. The model looks very complicated from the start as it would need to be set up manually and in a large organisation this could become overwhelmed with numbers within a group, and the numbers of groups within it. Setting up would also take a lot of knowledge about the organisation and the limits of each job role to be able to set up and maintain this model effectively and give the correct level of restrictions and permissions. The structure is set up characteristically, accounts would go into global groups which would go into domain local groups. The purpose of AGDLP is to make life easier for the administrator as permissions for groups and resources for each group can be applied or restricted easily. The permission or restriction is granted to the group rather than individual users. The users of each group are selected by their roles within the organisation. Users within the groups can be moved if their job roles changed with minimal effort and once put into their new role, they would be put into a new group which will automatically change their access level. Again this sounds very good once it is set up within an organisation, but this would be a long journey depending on the size of the organisation and what the organisation already has in place before moving onto this new model. [11] [12] [13]
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