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Actiity Results

You did not complete the activity. Please close this window and try again.
Overall Feedback ~ Assessment ltems _ Connectivity Tests

Below are the results of your connectivity tests
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13. Create an access control list -
Name: ISP_Restrict
Condions EELWBOLh PAF1 QRQACE ESE ?
) Only R2 Network shall access ISP router (ISPghost) via SSH. Other Networks (R
) All other traffic, regardless of protocol, is allowed
©) Apply the ACL: Create suitable ACL and place it in a suitable recommendable

Marks will be awarded only when the configurations are placed at the appropriate i
14. Configure NAT
Translate all network traffic going to ISP. Physical ~ Config _CLI_Attributes
) Use Access Control List with number 10 to allow all traffic to be translated. -
) Configure PAT to use outside interface as the address source that will be used & 10S Command Line Interface
15. Ping and Test the Network. (Attach screenshot of all the below Test) o
) Easlier to Step 13, you must access router ISPghost from all the devices via SS
b) Afier implementing ISP_Restrict, only devices in R2 should access router ISP
) From ISPghost, ping any devices in R1, R2 and observe the ICMP messages. (. Press RETURN to get started.
‘Submission Requirement
The packet tracer file should be saved as "studentname_id” and uploaded onto Moodle.
In addition to packet tracer file, you must also submit the following
i) screenshot in a word document clearly displaying your completed percentage and Asse lputs)
O CicoPacketTocer- .
Fle Edi Opions View Toos Exensions Window Hep
User Access Verification
Actviy Resuls 1apsed: 124200
Password:
You did not complete the activty. Please close this window and try again. outersen
Overal Feedback _Assessmenttlams | Connecty Tsts Routerfping 10.12.0.1
Expand/Collapse All  Show Incorrect items Type escape sequence to abort. i
Sending 5, 100-byce ICMP Echos to 10.12.0.1, timeout is 2 seconds: Py asi90
‘Assessment lems Staws Points Component(s) Treer E
= Network Success rate is 100 percent (5/5), round-trip min/avg/max = 11/18/28 ms ServerPT psiotal  Scon
= MS1 Sert 221 212
& sttty caneet : e Rousert] S w0
= Pors 09 252
= FastEtnemetoris 0 Other Cirh+F6 to ext CLi focus Copy Paste 2 e
o Port Status Conext 1 Physial
= FastEhemenz o other
& Chamnel Group Conect 1 Svitching
= FastEhemetos Oop
& Chame Mode Conect . Suitching
« Dynamic Mode Conect 1 Suitching Pa3 Paz e e v
= Portchameit 0 Other < >
« TunkEncapsuation  Conect 1 Suitching
5 us2 DRealtime)(& atio
= Pors
= FastEemetnz B o 0B M B R B R e R B e e
i s i i IES e FTITHTHEHEEEEE T T O lscommwo o] |fre Lastsaus Souce Destinaion o
aast) Lot L1oad Lo 2011 10K mimow 25 | 1200 praase premay | taar |z aseoen i R
Time Elapsed: 02:12:44 Completion: 61%
< —
r @
819HGW. < >
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13. Create an access ¢
Name: ISP_Restriq
Conditions:

) Only R2 Networ
) All other traffic,
©) Apply the ACL:
Marks will be awas

14. Configure NAT
Translate all netw
) UseAccess
b) Configure PAT

15. Ping and Test the
) Easlier to Step
b) Afier impleme]
©) From ISPghost]

Submission Requireme
The packet tracer file sh

In addition to packet tra|
i) screenshot in a word d

8 Cisco Packet Tacer- .

Fle Edt Options View

Activity Results

You did not complete the ac

OverallFeedback _Assest
ExpandColzpse Al [Shov
‘Assessment ltems
= Network
5 mst
& Default Gat
& 1P Domain
= Ports
£ FastEthem:
o Por
£ FastEthem:
o ch
£ FastEthem:
o on
o oy
=1 Portchann
o T
5 ms2
- Ports
=) FasiEthem
o ch

Time Elapsed: 02:13:30
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Physical  Config _CLI  Attributes
10S Command Line Interface
Gig0/0/0
R3
Router#ping 10.12.0.1 Se0/1/1 Se0/1/0
L s
- R2
P —— b
Success rate is 0 percent (0/5)
Fa0/3
Router#ping 10.13.0.1
P ——
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/10/36 ms
Router# hd
Ctrl+F6 to exit CLI focus Copy. Paste.
O Top
Pa3 Pa2 v
)
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W Cisco Packet Tracer - C:\Users\neil.o'mahoney\OneDrive - Swansea Council - Cyngor Abertawe\Desktop\may 03 exam\neil.omahoney_0351709.pka - X
File Edt Options View Tools Extensions Window Help
Activity Results Time Elapsed: 02:00:57
You did not complete the activity. Please close this window and try again.
Overall Feedback _Assessment fems _ Connectvity Tests
Expand/Collapse All| |Show Incorrect Items Score 20
tem Count 71115
Assessment ltems Status Points Component(s) | Feedback =
T Network Component Items/Total ~ Score
= Pal Al o 08
o DNS Sener IP Correct 1 Ip Ip 2025 20125
5 Ports 0 Other Nat o o2
= FastEthemet 0 Other Other 2123 2123
& DHCP client enable Corect 1 I Physical 22 22
=-Pbt Routing 636 636
X DNS Serer IP Incorrect 1 I Switching 204 2224
= Ports 0 Other =
= FastEthemetd 0 Other
X DHCP client enable Incorrect 1 I
=Rl
= ACL 0 Other
X ISP_restrict Incorrect 5 Al
= DHCP Server
= Excluded Addresses
& 192.168.10.1192.168.10.10 Correct 1 P
& 192.168.20.1192.168.20.10 Correct 1 p
& 192.168.40.1192.168.40.10 Correct 1 p
= Pools
& Pool Forty 0 I
o Start P address Corect 1 I
= Pool Ten
& Default Gateway Corect 1 P
& Subnet mask Corect 1 p
= Pool Twenty
& DNS sener P Corect 1 P
& Name Corect 1 p
& Login Options
= Blocking
o Attempts Corect 1 Other
X Duration Incorrect 1 Other
& Enabled Corect 1 Other
& Period Corect 1 Other
= OSPF
= Process ID 15
X Default Information Incorrect 1 Routing
= Networks
X Routed Incorrect 1 Routing
X Routet Incorrect 1 Routing
X Route2 Incorrect 1 Routing
X Route3 Incorrect 1 Routing
X Routed Incorrect 1 Routing 4|
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©) Contigure the Kouter 1d for K1 with 1.1.1.1, K2 with 2.2.2.2 and K3 with 3.5.5]
d) Configure OSPF to propagate the default route to the ISP to other routers
) Modify the Hello and Dead intervals on all three routers. The values used shou|

op\r

13. Create anal |

R1
Name: ISP é S
Conditions{  Physical  Config _CLI_ Attibutes
2 Only R2 10S Command Line Interface
b)All otherl  rgrer (contig) Frouter ospE 15
) Apply th{ |Router (config-roucer) tpass
Router (config-router) fpassive-interface gi0/0/0
Marks will| | zoucer (config-router) fexit
14. Configure } | Router (config) fexic i
Translateal  |Roucers p
2) UseAd |¥SYS-5-CONFTG_I: Configured from console by comsole ig0
b) Config | .
15 Pingand T o000 contsguracion. .. Se(l&l(l.‘
a) Earier| | 7om oo
b) ARerit | Rourersur mme © se0i2/t
<) FromI B
% Invalid input detected at '*' marker.
Submission Req| [Router#ssh 2
-1 log in using this user name
The packet tracer| v Specify SSH Protocol Version
Routerfpign 10.23.0.2 © Se0/1/0
In addition to pac - L E—

screenshotin a| |% Invalid input detected at '~' marker.

B CiscoPacketTracq | ROuTer#ping 10.23.0.2

Fie Edt Optons|

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.23.0.2, timeout is 2 seconds:

ey Beedte. Success rate is 0 percent (0/5)

15ah331 m
Gigno/o 1

You did not complef | Roucers
Overall Feedback
Ctrl+F6 to exit CL focus Copy Paste
Expand/Collapse 4
Assessmentltems| [ Top
= Network
& Mst
& Defaut Gateway Conect 1 i
& 1P Domain Name Corect 1 Other
= Pors
= FastEthemeto/1s 0 Other
« Port Status Gorect 1 Physical
= FasiEthemetor23 0 Oher
« Channel Group Gorect 1 Suitching <
& FasEthemetor24
& Channel Mode Conect 1 Suithing
& Dynamic Mode Corect 1 Suitching
= Port.channei 0 Other
Time Elapsed: 02:0651
0 g
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) Configure the Kouter 1d for K1 with 1.1.1.1, KZ with 2.2.2.2 and K3 with 3.5.5]

d) Configure OSPE to propagate the default route fo the ISP fo other souters .
©) Modify the H B R1

13. Create an access
Name: ISP_Restr
Conditions:

) Only R2 Netw
) All other traffi
©) Apply the ACL|
Marks will be aw

14. Configure NAT
Translate all netw
) UseAccess
b) Configure P/

15. Ping and Test th
) Easlier to Stef
b) Afier implem|
©) From ISPghos

Submission Requires
The packet tracer file shf

In addition to packet tr:
screenshot in a word

8 Cisco Packet Tracer- _.|
Fie Edt Opions View,

Activity Results

You did not complete the
Overall Feedback _Ass:

Physical  Config _CLI_ Attributes

10S Command Line Interface

=T Log in using this user name
-v Specify SSH Protocol Version

Router#pign 10.23.0.2

% Invalid input detected at '°' marker.

Routerping 10.23.0.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.23.0.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Routerissh 10.23.0.2

% Invalid input detected at '°' marker.

Routerssh 2
-1 Log in using this user name
-v Specify SSH Protocol Version

Routerfssh -1 2
WORD Login name

Routeryssh -1 aamin 10.23.02

Translating "10.23.02"

% Unknown command or computer name, or unable to find computer address

Routerfssh -1 admin 10.23.0.2

* Connection timed out; remote host mot responding
Routers

Ctrl+F6 to exit CLI focus

ExpandiColiapse Al [Shol [ Top

L1

‘Assessmen llems, [status TPt )
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& Mst
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