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Lab - Accessing Network Devices with SSH
Research Report (max 800 words): 
Write a research report comparing various Encryption standards, e.g AES, SHA, DES, RSA.  
AES
Advanced Encryption Standard or (AES) is a secret-key way of encrypting text chosen by the U.S. government to help protect classified information. It is used on both software and hardware worldwide to encrypt the classified data. It was developed in 1997 by The National Institute of Standards and Technology (NIST).  The reason for using AES is that it’s essential for the quickly growing tech communities that can get around encryption software and programs. 
AES is comprised of three block ciphers: AES-128, AES-192 and AES-256. 128 uses a 128-bit key length to encrypt/decrypt a block of messages, 192 uses a 192-bit key length and 256 uses a 256-bit key length to encrypt/decrypt messages.
SHA
Secure Hash Algorithms or (SHA) are built up of cryptographic functions designed to keep data secured. It works by transforming the data using a hash function. Hash function being an algorithm that consists of modular additions, compression and bitwise operations. The hash function will produce a fixed-size string which is not similar whatsoever to the original. The algorithms are developed to be one-way functions. This means that once they’re transformed into their new hash values, they can not be transformed back its previous form.
SHA-1, SHA-2, and SHA-3 were all developed to increasingly get stronger in response to hackers attempting to get encrypted data. SHA-0 is now outdated and should not be used as it has been exposed to hackers that now know how to get around it and expose its vulnerabilities.
DES
Data Encryption Standard or (DES) is one of the most widely accepted cryptographic systems that is available today. It was developed by IBM in the early 1970’s and the U.S. government then later started to use it as a national bureau of standards as an “official Federal Information Processing Standard (FIPS)” for the U.S. in 1976. Unlike any other, it uses a 56-bit key to encrypt the 64 bit block size data. 


RSA
Rivest, Shamir, and Adelman or (RSA) is public-key encryption technology developed by RSA Data Security Inc. The RSA algorithm is used to factor in large numbers in encryption.
The RSA algorithm has become the standard for industrial strength encryption for data passed through the web. It is prebuilt into many software programs like Internet Explorer. The U.S. government has put a restriction on the technology, and it should not be 
transported to any foreign country. 	Comment by Ian Lewis: A little brief for each section, no comparison or referencing.  Ensure research uses robust sources.















References
AES: https://searchsecurity.techtarget.com/definition/Advanced-Encryption-Standard
All: http://eprints.rclis.org/33889/1/comparison%20report%20.pdf
SHA: https://brilliant.org/wiki/secure-hashing-algorithms/



	Page 1 of 1
	Page 4 of 6
image1.jpeg
Prifysgol Cymru

Y Drindod Dewi Sant
University of Wales
Trinity Saint David





