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Introduction: Why VMWare Player:

Virtualization software, VMWare Player, will be used VMWare Player has been chosen as the virtualization
to create a network of five systems; four networked software to be used in this instance for a number of
with three running Windows 7, one running Windows - == : reasons:

Server 2008 and a fifth system running Kali Linux.
Once the four Windows-based systems are ACCOFding to the Gartner Report [1]itis one of the
market leaders for functionality and scalability.

VMWare is one of the least used virtualisation
softwares for creating an environment for
academic testing purposes.

operating, the Kali Linux system will be used to
demonstrate the vulnerabilities of a network with
various degrees of security.

Aims & Objectives:
Research:

The aim of the project is to review network security

from 2 sides: § } _ ) ,

The Network Administrator, building the network and Attacks & Software [2]: * Experimental with manipulation of the security

installing all the security features as advised by the and attacks )

National Institute of Standards and Technology’s Metasploit - take control of the target machine * Case Study with the data collected.

Computer Division [3] and and access programs to spy on the target.

The Hacker, using Kali Linux and the various pieces of Recon-NG —to perform information gathering

software it features to attempt to access or disable and network reconnaissance.
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The research methods strategies for this project :




