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[bookmark: _Toc153537199]Coursework Overview

I have been asked to complete a 2500-word essay on how the field of computer networks has moved towards a greater emphasis on software and this should primarily focus on cloud computing. In addition to this, I have been asked to mention multiple different topics which involve cloud computing.

[bookmark: _Toc153537200]How has the shift towards cloud computing impacted the industry

[bookmark: _Int_wsidksE5][bookmark: _Int_Mx267oIU][bookmark: _Int_Gd5Wv8IT]The shift towards cloud computing in recent times has made an enormous impact on the industry and this includes more or less any company that operates currently, and this is supported by [1] “companies are aiming to become agile with the integration of new technologies. This is mainly accomplished by moving to a cloud environment. Being in the cloud entails obtaining embedded connections and intelligence.” Cloud computing has made such a great impact because it allows users and companies to access files or recourses from databases, servers, and software's through a virtual cloud. Through the cloud, you have the ability to download recourses and upload them from wherever you may be in the world as long as you have an internet connection. These cloud services are provided by third party providers like Amazon (AWS), Microsoft (AZURE) and Google (GCP). These are all highly reputable companies, and your data and information should be trusted with them due to their high standard security. Each one of these third-party companies offer the same service but they all have their own twists and turns. For example, Amazons option is only available in 61 zones whereas Microsoft's version is available in 140 zones which means that it is a more world-wide option. In addition, Azure excels in the security aspect compared to Amazon which makes it more trustworthy.
To begin with the advantages of cloud computing, many companies will be using it for cost efficiency reasons. Due to the cloud being virtual, the company doesn’t need to buy any physical hardware, and this includes things such as a server used only to store the companies' data. In addition, with the inclusion of a server, there come many other things which need to be planned out such as the space for the server and an incredibly secure room that can set the company back a lot of money. This is one way in which cloud computing has made a significant impact on the industry. However, the company who uses the cloud service will have to pay a monthly or yearly fee, but this is nothing compared to the cost of the server and things as such.
Another reason to why cloud computing has made a big impact in the industry is that it's incredibly flexible and scalable. For example, if the company was using 40tb of storage in one month but then the next month they were only using 30tb then it's simple to downgrade the storage which would also result in a lower cost for the company. This also works the other way around which means if the company was expanding their recourse, then they could simply pay a little more to what they paid for the previous month. This is fantastic because if the company held all their data on their own server and they ran out of storage, they would have to either expand their server or they’d have to get another server on top which would cost a huge sum of money.
[bookmark: _Int_ytv97MjO]In addition to the above, the cloud is also extremely flexible due to the employees being able to access the recourses from anywhere in the world as long as there's an internet connection. This makes it perfect for companies which work under a work from home basis. To further add, the employees can access this at any given point in the day whereas what companies used to do is shutdown their servers so that no one would be able to access them which protected them against hackers breaking in. Moreover, this makes it great because companies are now able to employ people who live in a different country to where their based. This has made a huge impact on the industry because this has now opened millions of jobs availabilities to people who simply don’t want to move countries purely for work. 
Furthermore, another reason to why cloud computing has made a huge impact is because of its speed. To start off with, cloud computing has seen very rapid growth and development in the recent years which means that it's improving rapidly day by day. This is supported by [2] “The Cloud Computing Market size is estimated at USD 0.58 trillion in 2023, and is expected to reach USD 1.24 trillion by 2028, growing at a CAGR of 16.40% during the forecast period (2023-2028).” Also, some people might think that the speed connection of these cloud services is slow however this is quite the opposite as cloud services are starting to get extremely fast. This is supported by the following source [3] The biggest cloud computing services run on a worldwide network of secure datacentres, which are regularly upgraded to the latest generation of fast and efficient computing hardware. This offers several benefits over a single corporate datacentre, including reduced network latency for applications and greater economies of scale.” When it comes to the cloud speed and bandwidth, it does depend on which third party service the company chooses as some are simply a lot faster than others and this should defiantly be looked at before a company chose their preferred service.
Furthermore, the cloud computing industry has heavily invested in the security which is the number 1 most important thing when it comes to data and resource storage. No company wants to have their data intercepted by anyone as this could result in major losses for the company especially if they're handling private and confidential information. This once again makes it excellent for companies because they don’t have to spend their money on security as that will be taken care of by the third-party service. Some of the security features which are included in the cloud are a strong authentication system, data encryption, visibility and threat detection, firewall and integrated security. Each one of these puts the security up to a high standard.
The final advantage of using a cloud-based storage system for companies is that its energy efficient and this is backed by the following source [4] “By shifting the burden of housing complex and expensive servers to businesses dedicated to cloud computing, data storage overall becomes more energy efficient.” Rather than having servers and other machines which all need to be kept cool via a cooling system, instead everything is done for you by the third-party company who have huge server rooms where all the data will be kept. This just improves the environment as it reduces the amount of heat being produced by each company which makes it another good reason why cloud computing has made a great impact on the industry.

[bookmark: _Toc153537201]How the job role of network professionals has evolved to meet the technical challenges.

Throughout the years, network professionals have been required to evolve to meet the new technical requirements of the cloud. This is mainly to do with the fast progression of the cloud and networking in general. In the early 2000’s, the security of networks and of companies wasn't strong and this resulted in hackers being able to break into networks and companies with ease. This is backed by the following source [5] “The worm era saw some of the most prolific worms the information security has ever seen, costing $100 billion in damages and remediation costs. It also marks the begging of malware as a mainstream media sensation.” Due to this, network security professionals needed to increase their security so that they were ahead of the hackers. Even in these days, there are many hackers out there which are finding new exploits to get into networks, and this is why networking professional need to adapt to the new changes as quickly as possible.
Every networking professional now requires a deep understanding of the cloud architecture and how it works. The infrastructures that they need to know and learn are (IaaS), platform as a service (PasS) and software as a service (SaaS). In addition to all of this, they will also be required to be familiar with cloud service providers and this includes Amazon web service, Microsoft Azure, and Google cloud flatform (GCP). Without any of the skills listed above, a network professional could find it difficult when dealing with cloud services.
Furthermore, the fast evolution of virtualisation has meant that networking professionals must stay on top of this as well. Virtualisation in the recent times has seen a rapid change and this is now being used in more top end companies. Virtualisation includes both virtual machines and virtual networks. A virtual machine is simply a computer which doesn't physically exist but it's in a software. These have many advantages, and some are increased reliability, better monitoring of data usage and the ability to access them no matter where you are and at any time.
Virtual networks on the other hand are where the networking professionals will need to evolve in the most. This is because a virtual network has many advantages compared to a physical network. For example, one of the main advantages is that it doesn't require hardware and cabling such as cables, switches, and routers. Instead, the virtual network will shift the workload onto some software functions which results in less money spent by companies and less physical space required. Due to these huge advantages to a physical network, there are now many companies which would like a networking professional to be able to operate around virtualisation.

[bookmark: _Toc153537202]How RESTful Web Services have been used to facilitate these changes.

There are many reasons to why RESTful web services have made a major impact on the industry. To begin with, RESTful web services go hand in hand with cloud environments which makes it extremely useful to the industry as the cloud has seen major upswings in the past years. This is because, cloud environments require flexibility, scalability and accessibility and RESTful services cover all of that. The supported source to this is [6] “REST APIs have become the standard for building web services due to their simplicity, scalability, and adherence to well-defined principles.” In addition to RESTful services being used in cloud environments, it also plays a major role in mobile web development. This is because provides the ability for communication between a mobile device and the backend servers. This results in allowing companies to reach a much wider range of audiences and in addition it enhances customers engagement.
Another area where RESTful services have been used is on the internet of things (IoT). The RESTful service allows the ability to connect and manage different internet of things devices and services. Due to this, many industries have seen a major improvement in development and some of these industries include healthcare and logistics.


[bookmark: _Toc153537203]Why software defined networking has become so heavily adapted by industry, despite meaning an adaptation to the job role of network engineers.

Software defined networking (SDN) enables the ability for networking professionals to create distinguishable layers of a network and this makes the network more flexible and agile. The main goal of software defined networking is to be able to respond quicker to a company's changing requirements. For example, due to the network being software defined, the networking professional is able to make changes and deploy new services rapidly. Rather than the network professional physically needing to be there, he can instead do it from wherever he may be. This means that if a company wanted to make a change within their network or their infrastructure then this can be done quickly and efficiently. 
Another reason why the SDN has become heavily adapted by industries is because of the much-improved resource utilization. A network professional can allocate and deallocate recourses based on the company's demand. For example, if the company's network traffic has seen a decrease, then rather than wasting all that space, they are now able to decrease the number of recourses used and this also works vis versa. Decreasing the number of recourses needed will result in lower costs for the companies which is another reason why this is starting to get used in the industry.
[bookmark: _Toc153537204]Why standards, such as JSON and REST have been selected and utilised. Specifically consider interoperability.

[bookmark: _Int_MmQwzwk9]To begin with, JSON stands for JavaScript object notation, and it's used as a standard text-based format which simply represents structured data through JavaScript object syntax. There are multiple different basic structures in JSON, and these are objects and arrays. JSON is most commonly used to exchange data between servers and web applications and APIs will usually return data in a JSON format due to it being simplistic. This is why JSON has been selected and utilized in the industry.
REST is a style for designing networked applications and its now being used in the industry often. There are many ways in which REST is being utilized in the industry and one of these is that it's being used while building web APIs. Using REST in web APIs allows different software's to be able to communicate with one another. The reason to why REST has become the most dominant style for designing things such as web services is because its scalable, compatible, and simplistic and these are all positive reasons for people to use REST over other services. Furthermore, due to REST being able to utilize different software's with one another, it makes it interoperable which is a huge advantage over others.
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