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[bookmark: _Toc61364058]Research Background 
In today's information age, the need to protect the privacy, integrity, authenticity, and reliability of information has become one of the highest prior needs of enterprises and consumers. With the continuous acceleration of the process of enterprise information construction, the dependence of enterprise business on IT is increasing, and the requirements for service management to provide IT technical support are also increasing. Therefore, the continuous strengthening and improvement of the enterprise's information technology service management can play a vital role in the enterprise's business operation and process management, and it is also the key to the enterprise's victory in the fierce market competition.
[bookmark: _Toc61364059]1. ITIL
[bookmark: _Toc61364060]1.1 History background
ITIL is an information technology infrastructure library developed by the British government in the late 1980s. It is a practical standard for IT service management and has been widely recognized in the global IT service management field.
Although ITIL was originally developed for the British government, it quickly became popular in other European countries and regions in the early 1990s. By the mid-1990s, ITIL became the de facto European IT service management standard. In the late 1990s, ITIL was introduced to countries and regions such as the United States, South Africa and Australia. In 2001, the British Standards Institute officially released the ITIL-based British National Standard BS1500 at the annual meeting of the International IT Service Management Forum. In 2002, BS 15000 was submitted to the International Organization for Standardization and applied to become an international standard for IT service management. The International Standards Organization has accepted this application and established a special working group for this purpose. It can be said that ITIL is the de facto international service management standard [1].
[bookmark: _Toc61364061]1.2 Characteristics and Advantages
ITIL has the following characteristics:
a) ITIL is a publicly developed and publicly used framework;
b) ITIL comes from practice and is a best practice framework;
c) ITIL has become the de facto standard in the field of IT service management in the world;
d) ITIL implements quality thinking and applies quality methods and standards to manage services;
As for the advantages of ITIL, it ensures the IT processes support the business processes and improves the quality of business operations as a whole. What’s more, it can reduce repetitive work and increase production efficiency. ITIL not only enables a more harmonious working relationship between customers and IT service providers, but also improves customer satisfaction.
[bookmark: _Toc61364062]1.3 The comparation between ITIL V3 and ITIL V2
The changes introduced by ITILV3 on the original V2 version mainly include the following aspects:
a) Introduce the concept of life cycle, change the situation of separate and independent implementation of each module in the past, so that the implementation process of IT service management becomes an organic whole in a continuous virtuous circle.
b) V3 emphasizes the consistency with the business and the business value of IT in the companies.  
c) Strengthen the consistency with standards, frameworks and best practices such as ISO 　20000, COBIT, etc., and provide more interfaces and guidance to make it easier for readers to implement and establish integrated IT service management solutions.
d) V3 provides some current actual implementation cases, which reflect the actual conditions of business, operations, and processes in today's organizations, as well as the applications under such conditions. In this way, it will be better to meet the needs of different industries and help understand the transformation process in ITIL implementation.
In conclusion, it can be seen that ITIL V3 is developed on the basis of ITIL V2, and its core content remains consistent with V2. It uses the concept of life cycle to integrate the various management processes designed in V2. ITIL V3 is guided by the service strategy, starting from the service design, through service transformation, and ending with service operation. The whole process is orderly and accompanied by continuous service improvement to improve the service level of each module.
[bookmark: _Toc61364063]1.4 Phases and Processes
The life cycle of ITIL consists of five phases and five processes. The five phases are: strategy phase, design phase, conversion phase, operation phase and improvement phase. The five processes are: incident management, problem management, configuration management, change management and release management, including continuous improvement from business requirements to design, and operation and maintenance services [2]. Such a method can form a good service mode, can adapt to the continuous changes of the business, and improve the effectiveness and security of IT services.
[bookmark: _Toc61364064]2. ISO 27000 
ISO 27000 series was developed by the International Organization for Standardization. It provides a very extensive information security framework that can be applied to enterprises of all types and sizes. ISO 27000 can also be considered as equivalent to the ISO 9000 quality standard for manufacturing, and even includes a similar certification process.
From the content point of view, the series is divided into different sub-standards. For example, ISO 27000 contains an overview and vocabulary, while ISO 27001 defines the requirements of the project. ISO 27002 evolved from the British standard BS7799 and defines the necessary operational steps in an information security project [4].
ISO27000 is a general and universal information security management standard. The core is ISO27001 and ISO27002, which describe the methods and processes of organizational information security risk assessment and risk control, and are applicable to organizations of any size and industry. Risk assessment is used to identify the security risks faced by the company, and calculate the level of specific risks as the basis for implementing risk control. Risk control selects and implements appropriate security control measures based on the results of risk assessment, with the purpose of keeping the risk within the acceptable range of the company [5].
ISO 27000 is broad and can be used in any industry, but this certification is mainly used for cloud service providers who want to demonstrate an active security plan.
[bookmark: _Toc61364065]3. NIST Security Models
The National Institute of Standards and Technology first published the NIST Special Publication 800 series in 1990, and the series has now been developed to provide information security advice covering almost every aspect. Although not a specific information security framework, NIST SP 800-53 is the "original" model of other frameworks. The US government agencies use NIST SP 800-53 to comply with the 200 requirements of the Federal Information Processing Standards (FIPS). Although this is a standard for government agencies, the NIST framework can be applied to any other industry. For companies trying to establish an information security plan, this framework should not be ignored.
There are two notable advantages of NIST documents: one is that they are publicly available as free, the other is that they have been available for a while so they have been extensively reviewed by government and industry experts.
The NIST framework can not only manage organizations well and reduce network security risks, but also promote risk and network security management communication between stakeholders of internal and external organizations 
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COBIT(Control Objectives for Information and Related Technologies)is a cybersecurity framework that integrates a business’s best aspects to its IT security, governance, and management. ISACA (Information Systems Audit and Control Association) developed and maintains the framework in the mid-90s. The framework initially focused on reducing the technical risks of the enterprise, but COBIT 5.0 also covered the content of letting IT comply with the strategic goals of the enterprise.
COBIT supports self-assessment of the strategic state of the organization, process improvement and monitoring of process performance. The goal of COBIT is to provide a model for organizational management and business personnel to help them understand and manage related risks in depth. The significance of COBIT is that it establishes a close connection between the organization's business strategy and the organization's information technology, making the two an organic whole that depends on and promotes each other. Organizations can use COBIT to more effectively use information resources and manage information-related risks, so as to better help organizations realize their business strategies
[bookmark: _Toc61364067]5. System Design
[bookmark: _Toc61364068]5.1Company Background
CaribbeanCoffee is a company that sells Blue Mountain Peak coffee and has extensive operations around the world. The company provides IT services to its employees and customers through cloud services, and also has a huge online business and social media business to support their activities. Due to such a large customer base and everyone can use their own equipment to access the company's network, the company's information security is threatened. CaribbeanCoffee company is not only worried about the leakage of information, but also the protection of its billion-dollar intellectual property.
[bookmark: _Toc61364069]5.2 Features and Information Security Management Issues 
a) Large-scale network companies have many types and large amounts of data, and frequent electronic information exchanges between internal and external networks
Because the company's main business is online, it uses cloud services to provide customers and employees with online business platforms and social media platforms. The huge amount of data and the liquidity of information reduce the company's ability and efficiency to estimate risks, and the information security challenges faced by the company continue to increase. In addition, Improper use of frequent information on the company's internal and external networks will cause the internal network to leak confidential data and be attacked, leading to large-scale internal paralysis.
b) Due to the continuous updating of cyberattack methods, the risk of electronic information security continues to increase
Some companies, especially network service companies, are facing constant updating of attack methods in an era when the form of information security is constantly evolving. This requires enterprises to have a complete and practical electronic information security management system, an early warning mechanism for electronic information security, a loss control and data recovery system that responds quickly after being attacked, and continuous review, revision and review of the enterprise electronic information security management mechanism.  
[bookmark: _Toc61364070]5.3 Significance 
a) It is beneficial to protect the core secrets of business and improve the competitiveness of enterprises
The key to business competition is that companies have unique competitive advantages, which can protect their core competitiveness. This is the importance of trade secrets.  Preventing the leakage of important information, such as design information, management know-how, production technology, customer lists, and market intelligence, can protect companies from the loss of economic benefits and unnecessary legal issues. For the characteristics of electronic information in the form of easy copying, easy modification and easy destruction, it is more important to strengthen company electronic information security management.
b) By ensuring the operation of enterprise electronic information security management, it is helpful to enhance the overall control ability and crisis response ability of companies.
In the information age, the more secure and comprehensive we can grasp electronic information, the better we can grasp the overall situation and win the competition. In order to prevent the company's internal information from being chaotic and easy to leak, and in the event of large-scale electronic information security incidents, it is impossible to control the loss, resulting in the destruction of the company's survival.
Strengthening management and ensuring the security of electronic information, so as to prevent the influence and destruction of competitors is a good strategy to enhance the company's ability to control the overall situation and crisis response capabilities. The company designs electronic information security management mechanisms based on its own characteristics, strengthens employees’ awareness of information security, and formulates effective crisis response plans to ensure the company’s electronic information security operations are of great significance.
c) Conducive to protecting the privacy and rights of customers and establishing a good reputation for the company
As we all know, the company is based on integrity and reliability.  With the acceleration of information exchanges, the frequency of cyberattack, and the intensification of global personal privacy and security concerns. The key to the company's foothold is the security of basic customer information and specific electronic information. At a time when personal information leaks frequently occur, the company's strengthening of information security management to protect the privacy and rights of customers has more special significance.
[bookmark: _Toc61364071]5.4 Method Design
As for ITIL related to COBIT, ITIL is process-oriented and customer-centric. While meeting actual business needs, ITIL also provides information technology service companies with rigorous, consistent and practical standards and norms. Other issues like benefit, implements and the guidelines of reviews are also mentioned, but they are better described in COBIT. COBIT is very powerful when it comes to management issues. When ITIL is benchmarked with COBIT, it is found that they largely correspond with each other, especially when the COBIT process is based on the latest version of ITIL. Although different words are used for the same issue, they cover the same issue. The comparation of ITIL and COBIT is shown in Table 1.
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Table 1: Compare ITIL and COBIT
As mentioned above, ISO 27002 is used for information security and its’ main straight is to ensure the whole security of all levels in an organization. In ISO 27002 security framework, the characteristics of security are to preserve confidentiality, integrity and availability. It is only about risk management, that is to say, it can reduce risks to avoid costs.
So, designing a system security framework that combines ITIL, COBIT and ISO 27002 can meet the security and compliance requirements of the company's information system.  Implementers can use ITIL to design modules and processes, then use COBIT for auditing and measurement, and use ISO 27002 for information security assessment and control.
[bookmark: _Toc61364072]5.4.1 ITIL
The IT service management system should support the full automation of service desk, incident management, problem management, change management, and release management. The entire processing work should form a closed-loop workflow, which can facilitate timely feedback from service personnel and supervisory return visits by managers to improve work efficiency and service quality.
a) Service Desk Management
The service desk is the access point for IT services. It conducts preliminary processing of service requests from users (such as by telephone, email) at first. When the service desk cannot effectively handle these requests or these requests exceed its’ ability, the service desk will transfer this part of the request to the second-line support or the third-line support staff for processing. This can effectively reduce their burden, improve the overall efficiency of service operations, and reduce the cost of service operations.
The main task of the service desk is to ensure user requests are effectively processed, and to provide support for IT services by coordinating the relationship between users and IT departments, thereby improving user satisfaction. It is not only responsible for handling events and customer inquiries, but also to provide interfaces for other processes.
b) Incident management
In CaribbeanCoffee's IT service management work, all event management users are required to submit service applications to the service desk. Incidents include failures, requests, consultations and complaints. All service applications are registered at the service desk and then enter the incident management process.
c) Problem management
The fundamental purpose of the problem management process is to eliminate or reduce the occurrence of incidents. This process analyzes the incidents that occur in the production environment, determines the most frequently occurring or most impactful incidents, finds out the root causes, and then generates preventive measures to prevent the incident from happening again.
d) Change management
Change management controls and manages all changes in the entire IT operating environment, and establishes an interface with configuration management. It should be supported by management tools, and the scope of management can include operation and maintenance level changes and R&D level changes. To truly prevent the recurrence of the incident or reduce the impact of the incident, certain changes must be implemented to eliminate the root cause of the incident.
e) Release management
Release management refers to the management process of distributing and propagating new or modified configuration items imported into actual applications after testing. The main goal of release management is to ensure that the release is successfully introduced into the actual operating environment for the first time, including integration, testing and storage. Through program design, approval, schedule planning, construction, testing, and launching, it is guaranteed that each change release can be executed efficiently, and the risk and impact on the application system is minimized.
[bookmark: _Hlk61293760][bookmark: _Toc61364073]5.4.2 COBIT
The COBIT5.0 framework is currently the most widely used, covering the three dimensions of IT process, IT resources and information standards.
From the COBIT framework diagram, we can see that the company’s information standards mainly include information quality and company reputation. Each level of the company includes: IT resources include personnel, application systems, data and technology. The IT process includes three aspects: domain, process, and activity. The domain includes four levels: planning and organization, acquisition and implementation, delivery and support, and monitoring and evaluation. In this way, the company can effectively ensure the consistency of control activities and internal control objectives, and ensure the smooth progress of corporate governance activities.
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Graph 1: COBIT framework diagram
5.4.2.1 Information criterion dimension
Insufficient legal standards often bring new management problems for enterprises to introduce cloud services.
Risk management mechanism: The company may establish a layered management system for legal risks. The first layer is for small risks, and the accounting department and relevant business units shall deal with it in a timely manner. For major and difficult risks, the second and third layers of medium and large lines of defense should be established, and risks should be strictly controlled in advance and during the event. Establish a suitable internal control system and risk early warning management system within the scope permitted by law, so as to strictly manage the risk of information standards, and strive to make information   transparent.
5.4.2.2 IT resource dimension
a) personnel
The use of the cloud may cause company employees to be unable to adapt to new jobs, resulting in insufficient human resources and risks of misuse.
Risk management mechanism: Firstly, improve the prevention awareness of managers in various departments. Secondly, it is necessary to focus on the training of business personnel to improve the ability of employees to identify and respond to the risks of changes brought about by new technologies to company management.
b) operating system
The possible risks are customer identity authentication, privacy protection and Information transmission security.
Risk management mechanism: Strengthen the key management of each application system and establish a password security level.
c）technology
It may lead to the intrusion of the management interface, the interception of customer information, the leakage of information during upload or download, the intrusion of the cloud service engine, the cloud service environment cannot meet customer security requirements and other risks
Risk management mechanism: The resources of the company’s various departments can be integrated with cloud configuration to enrich and improve the company’s internal control.
5.4.2.3 IT process dimension
a) Planning and Organization
i）Management Company Structure
The company has a problem that the existing organization structure cannot meet the needs of cloud service management.
Risk management mechanism: The focus of company control activities is mainly in the cloud. The company should fully consider cloud storage software and the possibility of becoming a target of cyberattack when formulating its corporate risk management framework
ii）Management Service Agreement
Data leakage occurs in the process of formulating service agreements.
Risk management mechanism: The company should fully consider the possible risks of data leakage and service interruption before signing the agreement, and put forward clear liability regulations and risk handling methods for these emergencies in the agreement contract to reduce the loss caused by the emergencies to the enterprise.
iii）Manage suppliers
Assess how the cloud service provider manages the risks of the data mechanism, assess the risks of whether the provider has obtained information security certification (such as ISO27001), assess the risks of whether the provider provides relevant data access records. If the system operates abnormally, the cloud service provider should respond quickly.
Risk management mechanism: The company should regularly analyze the technical indicators and stability of the cloud system provided by the cloud supplier, and learn about the supplier from multiple perspectives such as the network and personnel exchanges.
b) Acquire and Implement
The integrity, security, theft, backup and privacy of customer data are the most important issues. Cloud services must ensure that corporate privacy will not be leaked and financial security in the transaction process, as well as the integrity and confidentiality of cloud data.
Risk management mechanism: The company should ensure the security of information in the cloud, like using key technology to encrypt cloud data streams and changing the secret key regularly. This will prevent cloud information from being tampered with and leaked, threatening company information security.
c) Delivery and Support
The company's continued operation is a key success factor in enterprise risk and management. In case of an accident, the enterprise may encounter the risk of sudden service termination in the cloud.
Risk management mechanism: The company should establish an internal information acquisition, processing and transmission mechanism to prevent the company from experiencing insufficient execution efficiency, unstable services, difficulties in the management of upper and lower departments, and poor communication between various departments.
d) Monitoring and Evaluation
The company is at risk of difficulty in evaluating data transmission issues, performance assurance issues, and setting storage space limits.
Risk management mechanism: The company's monitoring of the cloud should run through the entire process, from the evaluation before the introduction of new technologies, to the formulation of service agreements, the selection of suppliers, and the subsequent organization and coordination of various departments of the company. These processes should have independent supervision departments and supervision feedback.
[bookmark: _Toc61364074]5.4.3 ISO 27002
ISO/IEC 27002 is the Code of Practice for Information Security Management. It defines 133 control measures from 11 areas to provide reference for the implementation of ISMS. Information security risk assessment occupies a large proportion in ISMS. It makes an estimate or evaluation of the confidentiality, integrity, availability, possibility of damage and the consequences of information in the process of generation, storage, transmission, etc. IS027002 points out that the results of the risk assessment will provide guidance for information security risk management and implementation of control measures, and determining appropriate management measures and priorities is a prerequisite for effective information security. Establish the organization's information security management system (ISMS) by identifying and assessing risks, and apply the PDCA model to implement, operate, monitor, review, maintain and improve the ISMS. 
a) The following figure shows the whole process of the establishment, implementation, operation and improvement of the entire ISMS system:
[image: ]
Graph 2: the process of the ISMS system
b) The specific measures of ISO 27002 risk control are as follows：
	Control domain
	Control measures
	Objectives of control measures

	Safety policy
	Information Security Policy
	Provide management guidance and support for information security

	Information Security Organization
	Internal organization
	Manage information security within the organization

	
	External organization
	Maintain the security of organizational information and information processing equipment accessed by external organizations

	Asset Management
	Asset liability
	Protect the assets of the organization and designate the person in charge

	
	Category
	Ensure that information is properly protected

	Human Resources Security
	Before employment
	Ensure employees understand their responsibilities and reduce the risk of facility misuse

	
	Hiring
	Ensure that employees understand information security threats and related matters to reduce the risk of human error

	Communication and operation management
	operation sequence

	Ensure the safe operation of information processing facilities

	
	System planning and acceptance
	Minimize the risk of system failure

	
	Backup
	Maintain the integrity and availability of information

	
	Information exchange
	Protect the security of exchanged information and software between inside and outside the organization

	
	Monitor
	Monitor unauthorized information processing activities

	Access control
	User access management
	Ensure access by authorized users

	
	User responsibility
	Avoid unauthorized user access, information destruction and theft

	
	Network access control
	Prevent unauthorized access to network services

	
	Operating system access control
	Prevent unauthorized access to the operating system

	
	operating system
	Security facilities restrict access to the application system

	Acquisition, development and maintenance of information systems
	Information system security requirements
	Ensuring security is an integral part of the information system

	
	Correct handling of application system
	Prevent the loss of application system information

	
	Encryption control
	Realize the confidentiality, authenticity and integrity of information

	
	Development and support process 
	Maintain the security of application system software and information

	Information Security Incident Management
	Information Security Incident Management
	Ensure the use of continuous and effective methods to manage information security incidents

	Business continuity management
	Information Security Issues of Business Continuity Management
	Prevent the interruption of business activities and ensure their timely recovery

	Compliance
	Compliance with laws and regulations
	Avoid violating laws, regulations and other safety requirements

	
	Technical compliance
	Ensure that the system complies with the organization's safety policies and standards

	
	Information system audit considerations
	Maximize the effectiveness of the information system audit process


Table 2: measures of ISO 27002 risk control
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