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Introduction

In this assignment | will be talking about the operating system and key
and common functions of the operating system. On top of that, | will be
talking about the utility of CLI commands that the operating system can
bring and the use of the CLI commands in the Linux as an example of a
different operating system. Also, the Batch scripts that are provided by
the operating system and the Bash scripts of Linux, explaining the utility
and different uses.

Operating system:

When the computer is getting turned on, the computer will launch the
current Operating system from the HDD and then with the help of CPU
and memory, it will start displaying the interface on the screen of the
monitor. On the interface that has been provided by the operating
system will be different type of icons, such as Windows Explorer and
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others and when the person double click on them, they will do different
actions such as opening the internet browser and others.

Moreover, the operating system allows the person to collaborate with
other compilers and assemblers. The good example of this would be the
use of the email, like outlook, Gmail, and others, that allows to text and
send different attached files.

Also, the Operating system has the function to track the following
activities for device management. As it basically keeps attracts of all
devices, in check if something crashes, the component overheats or any
other problem and then based on the problem, the operating system will
give out the error or completely shut down the computer for the safety
purposes.

Also operating system, uses the resources from different components of
the computer, such as GPU, CPU, memory and other, regulating the
needed number of resources to maintain the stable progress of using
different programs while being in the interface. With more utilities used,
the more power and resources operating system will demand. For
example, when the person is in chrome, the more tabs he will be
opening, the more operating system will take resources, similarly to it,
the more tabs the person will close the less operating system will be
taking resources, as that will be wasting them and putting more strain on
the components.

CLI command in Windows

CLI commands is also another utility that is being provided by the
operating system, that basically allows you to execute different
commands, that would perform different actions on the system, such as
creating the files, erasing the storage on the HDD, finding the IP
addresses and plenty of other’s utilities that would be impossible to use
otherwise. Also, you can access the booting sequence from the start
before the interface is even launch it. As shown in the screenshot below
from there you can also access the CLI command from booting the
computer.

2|Page




VOLODYMYR KOVALENKO

x pmmand Prompt o~

When you login into the computer, by typing the command “command
prompt” you can get the same version of this, the only time when you
should use the command prompt through the booting, is when the
person is having troubles with the interface of the computer when he'’s
not able to login as an example.

When the person does login into the interface, he can try out different
commands such as “whoami” which will tell who the owner of the
computer is, in my case it would be “Vlad” as shown in the screenshot
below.

Microsoft Windows [Version 16.0.18362.175]
(c) WhiteDeath - 2019 -. All rights reserved.

C:\Users\Vlad>whoami
vlads-pci\vlad

C:\Users\Vliad>.

Then there is also the command which is “dir” that allows to view the list
of contents in the current system as it will be shown below
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440,674,291,

This is my list of contents that shows the utilities that | can use in my
computer, like downloads where | can store everything | have
downloaded from the internet or cisco packet tracer which is a software
that is used for all sorts of networking.

Finally, | will talk about another “SFC” which scan file confirmation, and
as the name implies it allows to scan for the different files around the
computer, to find out some corrupted or necessary software to update as
an example with different command as shown in the screenshot below.
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CLI command in Linux

Just like on the windows, Linux has its own operating system with its
own CLI command but to avoid confusion among the different operating
systems, Linux is a little bit different, compare to like windows or mac.
For example, if the person wants to configure or establish his |IP
address, in windows you would type in “Ipconfig” and the result will be
shown below:

Jsers\Vlad>ipconfig

ws IP Configuration

Unknown adapter CyberGhost:

: Media di
tion-specific DNS Suffix

Unknown adapter CyberGhost-WireGuard-12:

: Media disconnected

ection-specific DNS Suffix

Unknown adapter Cyber(

Connection-speci

5 -
Default Gatewa

Meanwhile, in the Linux it is “Ifconfig”, the reason why they changed it, is
to avoid the confusion, also ipconfig command displays all the currently
connected network interfaces whether they are active or not. On

the other hand, the ifconfig command displays only the enabled network
interfaces that are connected to the system. As will be shown in the
screenshot below:
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cisco@ubuntu:~$ IPconfig

IPconfig: command not found

cisco@ubuntu:~$ ifconfig

enpOs3 Link encap:Ethernet HWaddr 08:00:27:22:97:95
inet addr:10.6.2.15 Bcast:10.0.2.255 Mask:255.255.255.0
inet6 addr: fe80::ca79:647d:bfla:21e/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:25614 errors:0 dropped:® overruns:0 frame:0
TX packets:12481 errors:® dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:20480843 (20.4 MB) TX bytes:1401019 (1.4 MB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:848 errors:0 dropped:0 overruns:0 frame:®
TX packets:848 errors:0 dropped:® overruns:® carrier:0
collisions:0® txqueuelen:1

RX bytes:79939 (79.9 KB) TX bytes:79939 (79.9 KB)

Another good example of the CLI command use in Linux would be
“‘Help” this command allows to see the common commands that people
would find interesting and that would help with certain actions, as will be
shown in the screenshot below.

job_spec [&] history [-c] [-d offset] [n] or hist>
(( expression )) if COMMANDS; then COMMANDS; [ elif C>
. filename [arguments] jobs [-lnprs] [jobspec ...] or jobs >
- kill [-s sigspec | -n signum | -sigs>
[ arg... ] let arg [arg ...]

[[ expression 1] local [option] name[=value] ...

alias [-p] [name[=value] ... ] logout [n]

bg [job_spec ...] mapfile [-n count] [-0 origin] [-s c>
bind [-1lpsvPSVX] [-m keymap] [-f file> popd [-n] [+N | -N]

break [n] printf [-v var] format [arguments]
builtin [shell-builtin [arg ...]] pushd [-n] [+N | -N | dir]

caller [expr] pwd [-LP]

case WORD in [PATTERN [| PATTERN]...)> read [-ers] [-a array] [-d delim] [->
cd [-L|[-P [-e]] [-@]] [dir] readarray [-n count] [-0 origin] [-s>
command [-pVv] command [arg ...] readonly [-aAf] [name[=value] ...] o>
compgen [-abcdefgjksuv] [-o option] > return [n]

complete [-abcdefgjksuv] [-pr] [-DE] > select NAME [in WORDS ... ;] do COMM>
compopt [-o|+o0 option] [-DE] [name ..> set [-abefhkmnptuvxBCHP] [-o0 option->
continue [n] shift [n]

coproc [NAME] command [redirections] shopt [-pqsu] [-o] [optname ...]
declare [-aAfFgilnrtux] [-p] [name[=v> source filename [arguments]

dirs [-clpv] [+N] [-N] suspend [-f]

disown [-h] [-ar] [jobspec ...] test [expr]

echo [-neE] [arg ...] time [-p] pipeline

Based on this screenshot the person can see different commands that
the person can type in, such as “exit” that would allow to return from the
admin access back to the guest access.
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Lastly, what | would like to talk about would be “Sudo su” which is the
command that sets the user as an admin, originally when the user
launches the command prompt, he will start as the guest user, which
means that he will be restricted to certain commands and actions, and
“Sudo su” will put the user as a root user, which is basically makes the
user as the admin, as it will be shown in screenshot below:

isco@ubuntu:~S sudo su

[sudo] password for cisco: |}

As shown in the screenshot above, when you try to enter “Sudo su” as
an admin, for the security purposes Linux will ask the password for the
interface, and after the person has logged into the system, he will be a
root(admin) user with way more control and power. As an example, the
use of “ip” which would be unavailable in guest mode now is possible, as
shown in the screenshot below:

oot@ubuntu: /home/cisco# ip

sage: ip [ OPTIONS ] OBJECT { COMMAND | help }

ip [ -force ] -batch filename
here OBJECT := { link | address | addrlabel | route | rule | neighbor | ntable

tunnel | tuntap | maddress | mroute | mrule | monitor | xfrm

netns | 12tp | fou | tcp_metrics | token | netconf }
OPTIONS := { -V[ersion] | -s[tatistics] | -d[etails] | -r[esolve] |

-h[uman-readable] | -iec |
-f[amily] { inet | inet6 | ipx | dnet | mpls | bridge | link

-4 | -6 -1| -D| -B| -0 |

-1[oops] { maximum-addr-flush-attempts } | -br[ief] |

-o[neline] | -t[imestamp] | -ts[hort] | -b[atch] [filename]
|

-rc[vbuf] [size] | -n[etns] name | -a[ll] | -c[oloer]}
oot@ubuntu: /home/cisco#

Batch scripts in a Windows

The use of the batch scripts lies in, with helping the programs to load
quicker and easier, for example batch scripting allows to put pressure of
the operating system by providing different series of calculations and
diagnostics at the same time, or any multiple command that might take
resources from the operating system, to run something else. The way
that people program and execute different batch scripts is by using
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something like Notepad++ as | will show in the example below by
executing the most common and helpful commands.

In the screenshot below, | have used a simple command “set” and
*echo® the command set allows the Notepad to read the term that | have
created and then with the help of “echo” | can display it in the command
prompt, but it is only a variable, so in the command prompt the person
will not be able to do anything with these variables.

Gecho off
set name=Vlad
set /A age=20
echo
echo
set info=My Name is: #%*name?*, Age: %age%, I am a student at Cyber Security course :ix).
echo
pause

Notepad++>set var=Hello World

am a student at Cyber Security

Another use of the code in which the person can use, is to set different
variables or set a Boolean which would determine a different statement
which can be rejected or accepted using the “if” statement, like will be
shown in the screen shot below:

Your Name?

to continue . . .

This can be used by the admin, when the person will be registering, as a
guest, this can be used to register the person and after that the person
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can carry on doing his stuff, if the person types his name wrong and
when been asked for the confirmation it would just shut down and restart
the progress again.

Bash scripts in a Linux OS

Itis a bit more complicated to run the Batch/bash scripts on the interface
and operating system like Linux, first when logging in and opening the
command panel in Linux the person needs to login into the admin/root in
the command panel, since Linux does not have Bash is not installed
originally or might not be available for anyone. Also, the reason why, the
person needs to login into the root, is since the guest has no rights to
download the software and other. The example, will be shown in the
screenshot below:

t install git

image-4.4.¢
i tra-4

ge gi.ﬁ,
-gubuntul.10_amd64.deb ...

After the installation, the person will still be on the root page and the
access for guests is still blocked. But with this installation, you can now
command like the Bat on the windows, but instead you will use the
terminal to execute the commands. Like, in the example shown below:

root@ubuntu: /home/cisco# echo "Hello World
Hello World
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The reason why this command is being used often is for testing, this
command is simply executable, and if it does give it the result, then the
patch that has been installed is seems to be working.

Another example, | decided to use would be a random number generator
and setting one of the numbers as primarily number. As will be shown in
the screenshot below:

root@ubuntu: /home/cisco# read -p "Guess the number between 1 & 10?:" number
Guess the number between 1 & 10?7:3

root@ubuntu: /home/cisco# if [Snumber -eq 7];

> then

> echo "Congratulations, you guessed the Magic number."

"Snumber is not the Magic number."”

[3: command not found
3 is not the Magic number.
root@ubuntu: /home/cisco#

Finally, | would like to talk about setting different users and their
passwords, for the guest users and other, this is helpful, because in
business or any other circumstances the admin would not want to give
administration access to the random guests and workers. As usual an
example will be shown below:

Username Doshne
root@ubuntu: /home/cisco# read -sp "Password” vPassW
Passwordroot@ubuntu: /home/cisco# echo "Your Username is" SvUserN

Your Username is Doshne

root@ubuntu: /home/cisco# echo "Your Password is" SvPassW
Your Password is Hello

root@ubuntu: /home/cisco# |}

As shown in the screenshot above the User and the Password, and then
when it was set, | used the command “Echo” to display the username
and the password and remember it, if needed.

Conclusion

Overall, the Operating System of the Windows and Linux are very similar
to each other. But Linux on the other hand is very different, for example
the use of batch and bash between different operating system is
different to each other. In windows the person can use Notepad++ and
the use of the batch in command prompt is unnecessary since the
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software does, meanwhile in the Linux you have install the patch with
bash and then you can program like | have shown above, in the
command prompt.
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