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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
This research report will be discussing the features of IPv6 (Internet Protocol version 6). It is clear that by looking through all the features, the report will be looking at features such as the header format of IPv6, as well as the address size. [1] Furthermore, it will be discussing the IPv6 routing and addressing structure in order to show how this is different to the IPv4.[1] This report shall also address the security, interaction and extensibility features of the IPv6. The IPv6 was developed back in the late 1990s because, as Guy Davies quotes, “the constraints of IPv4 were too great to support the ballooning demand from Internetworked services”, this caused the IPv6 to be developed and it helped create massive amounts of additional address space and alleviate the problems that were caused by IPv4.[1]
One of the first features that will be looked at is the Header Format, compared to the IPv4 the IPv6 has a “simpler and more extensible header structure”.[1] The IPv6 headers only has 8 different fields and consist mandatory 40 octets.[2] When this is compared to the IPv4s headers which have 13 different fields and varies between 20 to 60 octets which is dependent on the padding fields.
Secondly, the size of the IPv6 address space is far larger than the IPv4. For instance, the IPv6 size is 128-bits (2128) or alternatively 340,282,366,920,938,463,463,374,607,431,768,211,456 new addresses.[3]  To make a comparison, the IPv4 address size was 32-bits (232) or 4,294,967,296 addresses which is why the IPv4 was upgraded to an IPv6.[1] Due to the massive address space there is a significant barrier for attackers that try to conduct port scanning.[1] All of the 3 main classes of address are located in IPv6 however unlike the IPv4 which has unicast, multicast and broadcast the IPv6 Broadcast is considered to be a special kind of multicast which is a group that all the hosts belong to.[1]
 Furthermore, another feature of IPv6 is that is has created more routing infrastructure which allows more routes to be created.[1] This is evident through there being 2128 address per group address.[3] It is later noted that IPv6 Packet fragmentation and reassembly are performed by source and destination nodes respectively.[3] The packet processing speeds, in the IPv6 protocol, increase in intermediate routes and header format simplification which helps decrease the bandwidth cost, meaning it is cheaper to run compared to the IPv4.[3]
Despite, both the IPv4 and IPv6 having stateless and stateful addresses, it is considered that the IPv6 provides far more potential benefits over the IPv4. A stateless address refers to the fact that it has no need for a server to maintain any state with respect to the available networks or the range of valid host addresses.[3] The interface address is instead derived from the information already held by the interface (e.g. the MAC address) and the network prefix announced by on-net routers in their router advertisement.[3]
Moreover, the IPv6 protocol has Authentication Headers (AH) and Encapsulating Security Payloads (ESP) that are standard heads in IPv6.[1] Due to the size of the address space in IPv6 there is a “significant barrier” for attackers that try to conduct port scanning. [1] Apart from having larger IP address space the port scanning reconnaissance technique in IPv6 meaning that it is practically the same as the IPv4.[1] Even though the IPv6 provides a significant barrier there are still attacks which the IPv6 can’t address such as “Application Layer Attacks which involves buffer overflow, viruses or malicious codes”.[4] “Brute-force attacks and password guessing attacks on authentication modules”.[4] Rogue devices which has been introduced into the network that aren’t authorised, devices can include a single pc, router, DNS server etc.[4] There are also still problems with Denial of Service with IPv6.[4] Finally, due to the modern era of Social Media there are attacks in the form of email spamming, phishing etc.[4]
	Finally, another key feature of the IPv6 networking feature is its ‘new protocol for neighbouring node interaction’. [5] For example, when using IPv4, the networking addressing was ‘handled by the Address Resolution protocol (ARP)’.[5] Whereas for IPv6 it is connected through the internet control messages, which allow for diagnostic and error message to be sent directly to the user. [5] The two messages that are used by IPv6 is the ‘Neighbour Solicitation (type 135) and Neighbour Advertisement (type 136)’. [5] As previously stated, this allows the user to directly to address the issues and to suggest and build on a multicast layer which another neighbour.  Guy Davis describes this as allowing the host of the IPv6 to be able to link their own networks with that of a neighbour using the multicast function.[1] It is further suggested that if the neighbour is online they are able to link these ideas up with the host, they are able to create a link layer address. [5] Through using these ideas it is instrumental that the IPv6 is a more reliable and secure networking system to comparing to that of the IPv4.[5] For instance, it allows the user to use the multicast user to connect directly to that of a neighbour. [5]
	To conclude, there are a number of features of IPv6 which allow it to be considered to be more reliable and up to date compared of the IPv4. For instance, through there being more addresses created through IPv6 it has allowed more users to interact through the multicast system.[4] The bigger routing infrastructure allows for more to be addressed to be created and thus more support given to users and hosts. [2] The difference in header structure should also be considered when discussing the features of IpV6, with it ‘providing a simpler and more extensible header structure’. [3] However, the one of the main features of the IPv6 is the security of it, which allows for it to be one of the safest opinions that individuals to be used and prevent individuals from hacking and infiltrating the system. [1] 

Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers 
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.0.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	S0/0/0
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	S0/0/1
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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