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This report will discuss the cybersecurity challenges HealthPlus Analytics (HPA) currently has. HPA is a healthcare technology company which uses information to improve healthcare and handles and keeps safe a large amount of confidential details for hospitals and clinics throughout the UK. Cybersecurity is a very serious issue for healthcare at the moment, as patient records have highly desirable, private data, medical background, home addresses, and banking information - and this information fetches a good price if sold on the dark web. The shift to a blend of office and home work, or fully remote working, has effectively increased the difficulty of protecting data and making the network secure. Employees aren’t protected by a company’s secure firewall anymore; they are doing their jobs from home, or places like coffee shops. HealthPlus Analytics is in a bit of a crisis because they recently suffered unauthorized access to their cloud-stored patient data, along with a ransomware attack that targeted their analytics servers, the leadership is deeply concerned about data privacy breaches, the potential violation of UK data protection laws, and the reputational damage that could make hospitals stop trusting them. This report will outline a framework to fix these issues.

[bookmark: _Toc225471021]Identification of Threats

To secure HPA we first need to understand what could attack the network, threats can come from the outside or the inside.


[bookmark: _Toc225471022]External Threads
Hackers are always trying to break in and steal data or mess with system, especially into companies with a lot of personal data like HPA, and ransomware is a very big issue, ransomware is a type of virus that encrypts files, making them impossible to read / access, and the hackers demand a huge payment to provide the decryption key, Nowadays, they also use "double extortion," where they steal the data before encrypting it and threaten to leak it online if the company doesn't pay.
In 2025, ransomware attacks against businesses hit an estimated number of 19,000 attacks [1]. Healthcare providers specifically suffered 150 attacks [1]. A scary real-life example is the Synnovis ransomware attack in June 2024, which caused over 11,000 cancelled NHS operations and stolen data. Phishing is also huge, this is when attackers send fake emails pretending to be someone legitimate (like an IT admin or a boss) to trick staff into handing over their passwords. In 2025, phishing was labeled as the most common threat, as it affected 85% of all the affected businesses and charities in that year [1].

[bookmark: _Toc225471023]Internal Threats
It's not only employees deliberately being sneaky with data that cause problems inside a company, but mistakes people make are also a significant factor. Gartner's research says that in 99% of times cloud security fails, the company using the cloud is to blame, and this is largely because of incorrect settings. In fact, 26% of all data breaches happen because of human error. [2].

Cloud systems like AWS or Azure have lots of options and can be very complicated to set up. Even more scary, 9% of cloud storage which is available to the public contains confidential information just because of a missed privacy box being unchecked. And considering HPA has already had a situation of someone getting into the cloud they shouldn’t have, it’s likely someone in their IT department incorrectly configured an AWS or Azure storage ‘bucket’ using the standard security options and inadvertently allowed anyone on the internet to look at patient records.

[bookmark: _Toc225471024]Hybrid Working Threats
Employees are using their own phones, tablets and computers and getting work done from home. This creates a lot of danger, and these dangers are what we call BYOD (Bring Your Own Device) vulnerabilities. Because the IT team has no control over personal laptops or home WiFi, it’s very straightforward for viruses to get onto them. They can’t install company antivirus programs, implement firewall settings, or make sure security is updated on equipment that doesn’t belong to the company. Also, home routers are notorious for having weak default passwords. In fact, nearly a third of UK businesses have experienced a breach linked to a remote worker's home network [3]. If a remote worker's home laptop gets infected, that malware can travel through the VPN straight into HPA's central servers the next time they log in for work.
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We can’t just make up rules out of nowhere, HPA’s policies need to align with the law and industry best practices.

[bookmark: _Toc225471026]Data Protection & Privacy Policy
This needs to align with the new Data (Use and Access) Act 2025 (DUAA). The policy must dictate exactly how patient data is processed and how to handle Data Subject Access Requests (DSARs) so we don't get fined by the Information Commissioner's Office (ICO) [4]

[bookmark: _Toc225471027]NHS DSPT Policy
Because HPA handles NHS data, they have to complete the NHS Data Security and Protection Toolkit (DSPT) Version 8. Under this, policies need to shift to an outcomes-driven approach aligned with the Cyber Assessment Framework (CAF) so we can pass mandatory independent audits [5].

[bookmark: _Toc225471028]Access Control Policy
Based on international standards like ISO 27001, HPA must enforce the Principle of Least Privilege, this means that staff members only get access to the data they strictly need to do their jobs, and all remote access requires Multi-Factor Authentication (MFA). [6]


[bookmark: _Toc225471029]Mitigation Measures

Writing policies is just the first step, to actually stop the hackers, we need technical measures. I am going to use the CIA Triad (Confidentiality, Integrity, Availability) to structure this

[bookmark: _Toc225471030]Confidentiality
Only those with permission should be able to see the data. To prevent people who shouldn’t be looking at things from getting in, HPA requires Cloud Security Posture Management (CSPM). This software links to HPA’s cloud accounts and goes over all the configurations automatically, every day. Should someone at HPA unintentionally leave a place to store things accessible to all or incorrectly set a firewall, the CSPM tool will immediately point it out or, in some cases, even correct the configuration before a hacker discovers it. Across the whole company, we also need to require Multi-Factor Authentication (MFA) to halt credential stuffing attacks [7]. And importantly, all information about patients needs to be coded with robust methods, such as AES-256, meaning that if someone manages to steal it, the hackers will only find something incomprehensible.
[bookmark: _Toc225471031]Integrity
Data integrity means the information is correct and hasn't been messed with by anyone with bad intentions. HPA needs to install Endpoint Detection and Response (EDR) software to prevent ransomware from changing data. Standard antivirus isn't doing a sufficient job now, as it only recognises threats it already knows about. EDR instead uses machine learning to identify unusual activity; for example, a program very quickly scrambling thousands of files, and will then stop that program and remove the contaminated computer from the network [7]. They should also segment the network. This means keeping the really important servers for analysis in a completely separate, secure digital area from what everyone else uses, to stop a virus from travelling across the system.

[bookmark: _Toc225471032]Availability
When we say “availability” we mean your systems will be working and you’ll get to them whenever your company requires. HPA’s servers recently went down because of a ransomware attack. To stop this happening again, HPA should use Immutable Backups. Essentially, these backups are kept safely in a separate cloud place where the information is entirely safe from alteration, being scrambled with encryption, or removal by anybody, and that includes the IT team, for a specified period. So if ransomware does attack and lock up the main servers, there’s no need for worry or to hand over money to the criminals; you can just erase the infected servers and get the good, untainted information back from the immutable backups  [7].


[bookmark: _Toc225471033]Monitoring and Response

Even with the best mitigation measures, a hacker might still get lucky, HPA needs a way to watch the network and a good plan for when things go wrong.

[bookmark: _Toc225471034]Monitoring
It would be great if HPA used artificial intelligence and machine learning to find anomalies. One person in IT simply can’t go through all of those network logs by hand. AI can understand what a typical working day is for the business. So, if someone working from home suddenly begins downloading an enormous amount of patient information (many gigabytes) at 3am on a Sunday, the AI will instantly point this odd activity out as a possible problem,either someone from inside the organization being malicious, or an account being used by someone who shouldn’t have access. Also, as HPA has to deal with the NHS, linking their security monitoring to the NHS Cyber Security Operations Centre (CSOC) is a good idea. That way they will get the latest information about threats from the whole country and can stop traffic from IP addresses that are already known to be dangerous [8].
[bookmark: _Toc225471035]Incident Response Plan (IRP) 
If a breach happens, under the UK GDPR, HPA must report it to the ICO within 72 Hours, I’ve made a flow chart that will represent the step-by-step procedure.








[bookmark: _Toc225471036]Training and Awareness

All the fancy AI monitoring won't work if the employees don't have any idea about what they are doing, HPA needs to describe a training program for the staff to ensure compliance and create good understanding of security awareness.

[bookmark: _Toc225471037]Core Message
It is crucial to create a "no blame" culture, employees need to feel comfortable to report near misses or if they accidentally clicked a bad link, rather than hiding it out of fear.

[bookmark: _Toc225471038]Simulated Phishing
Just plain PowerPoint presentation once or twice a year won’t really help, HPA will run unannounced simulated phishing emails every 2-3 months, if an employee falls for the fake email they won’t get in trouble, but they will have to take a quick 5 minute training video explaining what red flags they missed, this way it will feel more like a lecture than a punishment.

[bookmark: _Toc225471039]Executive Training
Teams with higher access need specialized training, HPA can use NCSC-Assured training for the board so they understand cyber risks and their legal accountability under the new laws [9]





[bookmark: _Toc225471040]Conclusion
In conclusion, completing this assessment has shown that cybersecurity in a real-world context like HealthPlus Analytics is incredibly complex but manageable, the shift to hybrid working has only made these problems worse by expanding the attack surface, however, by developing clear security policies that align with the latest UK laws, implementing CIA Triad mitigations like EDR and immutable backups, and training staff with a "no blame" approach, HPA can fix its current issues. This will protect sensitive patient data and restore trust with their NHS hospital clients.
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Figure 1 Title slide introducing the HealthPlus Analytics Cybersecurity Framework for board approval. 
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Figure 2 Slide detailing the critical business risks and the urgent need for action following recent incidents.
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Figure 3 Slide outlining the external and internal threat landscape currently facing HealthPlus Analytics.
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Figure 4 Slide explaining the regulatory imperatives, including the Data (Use and Access) Act 2025 and NHS DSPT standards.
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Figure 5 Slide presenting the three strategic pillars of the proposed security policy framework.
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Figure 6 Slide detailing the mitigation strategies for ensuring data confidentiality, including CSPM and MFA.
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Figure 7 Slide detailing the mitigation strategies for ensuring data integrity and availability, including EDR and immutable backups.
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Figure 8 Slide outlining the AI-driven monitoring capabilities and the 6-phase incident response plan.
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Figure 9 Slide explaining the transformation of the corporate security culture through "no blame" training and executive accountability.
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Figure 10 Concluding slide requesting board investment, executive sponsorship, and formal policy endorsement.



[bookmark: _Toc225471042]References
[1] Government of the UK, “Cyber security breaches survey 2025,” GOV.UK, Apr. 10, 2025. https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2025/cyber-security-breaches-survey-2025
[2] S. Sharma, “Cloud Misconfiguration: The #1 Cause of Data Breaches 2025 | Fidelis Security,” Fidelis Security, Nov. 03, 2025. https://fidelissecurity.com/threatgeek/threat-detection-response/cloud-misconfigurations-causing-data-breaches/#elementor-toc__heading-anchor-0 (accessed Mar. 26, 2026).
[3] IT Desk UK, “Latest Remote & Hybrid Work Statistics 2025 | UK & Global Trends | IT Desk,” IT Desk, 2025. https://www.itdeskuk.com/latest-remote-hybrid-work-statistics
[4] ICO, “UK GDPR Guidance and Resources,” ico.org.uk, 2023. https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/
[5] S. Santos, “NHS DSPT Version 8: Key Updates & Compliance Guide 2025/26,” 8 Fold, Nov. 06, 2025. https://8foldgovernance.com/dspt-version-8/
[6] Wikipedia Contributors, “ISO/IEC 27001,” Wikipedia, Feb. 20, 2019. https://en.wikipedia.org/wiki/ISO/IEC_27001
[7] R. Anderson, Security Engineering: a Guide to Building Dependable Distributed systems. S.L.: John Wiley & Sons, 2020.
[8] “About us,” GOV.UK, Sep. 2025. https://www.gov.uk/government/organisations/cyber-and-specialist-operations-command/about
[9] “Board Toolkit,” www.ncsc.gov.uk. https://www.ncsc.gov.uk/collection/board-toolkit
Phase 1: Preparation (Update contacts & do practice drills)


Phase 2: Detection (AI flags anomaly; IT triages)


Phase 3: Containment (Disconnect infected servers)


Phase 4: Eradication (Delete malware & reset passwords)


Phase 5: Recovery (Restore from immutable backups)


Phase 6: Post-Incident (Report to ICO within 72 hours)
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Critical Business Risk

A The Stakes: Why Urgent Action Is Required

* Ransomware Attack Y Unauthorized Cloud Access
HPA recently experienced a ransomware incident that exposed critical We detected unauthorized access to cloud-stored patient data due to
vulnerabilities in our endpoint protection and backup recovery protocols. ‘misconfigured access controls, highlighting gaps in our cloud security

posture.

& Hybrid Work Complications Patient Trust at Risk
The shift to hybrid working has expanded our attack surface As a healthcare data processor, any breach jeopardizes patient
dramatically, with staff accessing sensitive data from unsecured home confidentiality, regulatory standing, and our reputation as a trusted
networks. analytics partner.

Board Imperative: These incidents demonstrate that our current security posture is insufficient. We need immediate investment in a comprehensive cybersecurity framework to

prevent financial penalties, operational disruption, and irreversible reputational damage.
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Risk Assessment

© The Threat Landscape: External & Internal Risk

External Threats . Internal Threats
8 Ransomware Epidemic & Cloud Misconfigurations
The UK faced 19,000 ransomware attacks in 2025. Healthcare organizations are 99% of cloud security failures are the customer's fault—misconfigured S3
prime targets due to the critical nature of patient data and operational urgency. buckets, overly permissive IAM roles, and exposed databases create easy entry
points.

% Sophisticated Phishing = Unsecured Home Networks
Al-powered phishing campaigns now generate highly convincing emails that Hybrid work means staff access patient data from home Wi-Fi networks lacking
bypass traditional filters, targeting employees with access to sensitive systems. enterprise-grade sccurity, creating man-in-the-middle attack opportunities.

i Advanced Persistent Threats [ Personal Device Risks
State-sponsored and criminal groups deploy long-term campaigns to exfiltrate BYOD policies without adequate endpoint protection allow compromised personal
healthcare data for financial gain or intelligence purposes. devices to become vectors for malware and data exfiltration.

Key Insight: The threat landscape has evolved. We face both external adversaries and internal vulnerabilities amplified by our hybrid work model.
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Compliance Requirements

& Regulatory Imperativ

: UK Law & NHS Standards

Data (Use and Access) Act 2025

»

DUAA Compliance
Our Data Protection Policy is fully aligned with the

Data (Use and Access) Act 2025, ensuring lawful

processing of patient data.

Enhanced Penalties
Non-compliance can result in fines up to £17.5

million or 4% of global turnover, plus criminal

liability for senior executives.

%) NHS DSPT Version 8

Mandatory Assessment
All organizations handling NHS patient data must

complete the Data Security and Protection Toolkit

annually.

Cyber Assessment Framework
Our policy framework is explicitly aligned with the

NCSC's Cyber Assessment Framework (CAF) to

ensure we meet all 14 security outcomes.

Independent Audit Requirements

Third-Party Validation
‘We must pass independent audits to maintain our

authorization to process NHS patient data—a core

Tevenue stream.

Continuous Compliance
Compliance is not a one-time event. Our
framework ensures ongoing adherence through

continuous monitoring and improvement.

o Regulatory Reality: Failure to meet these standards means losing our ability to work with NHS data—effectively shutting down 70% of our business. Compliance is not

optional; it's existential.
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Governance Structure

& Qur Policy Framework: Three Strategic Pillars

01

Data Protection Policy

DUAA-Aligned Governance

Comprehensive policy ensuring all patient data
processing activities comply with the Data (Use
and Access) Act 2025, including lawful basis
documentation, retention schedules, and subject

access request procedures.

02

NHS DSPT Version 8 Policy
CAF-Aligned for Audit Success
Structured policy framework mapped to all 14
CAF outcomes, designed to achieve "Standards
Met" rating in the NHS Data Security and
Protection Toolkit and pass independent third-
party audits.

03

Access Control Policy

ISO 27001 / Least Privilege

Strict access management based on ISO 27001
standards and the Principle of Least Privilege—
users receive only the minimum access necessary
for their role, with regular access reviews and

automated deprovisioning.

° Integrated Governance Approach

These three policies work as an integrated system. The Data Protection Policy defines what we protect, the NHS DSPT Policy defines how we demonstrate compliance, and the
Access Control Policy defines who can access protected resources. Together, they create a defensible, auditable security posture that satisfies both regulators and commercial

partners.
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CIA Triad: Confidentiality

=8 Mitigation Strategy: Ensuring Confidentiality

o Cloud Security Posture Management

Automated Misconfiguration Detection

Continuous Monitoring
CSPM tools continuously scan our cloud infrastructure for misconfigurations,

policy violations, and security gaps across AWS, Azure, and GCP

environments.

% Automated Remediation

Critical issues like exposed S3 buckets or overly permissive security groups

are automatically remediated within minutes, not days.

|2 Compliance Mapping
CSPM maps our cloud configuration against NHS DSPT, ISO 27001, and CIS

benchmarks, providing audit-ready evidence of compliance.

Multi-Factor Authentication

Identity-First Security

' Universal Enforcement

MFA is mandatory for all users accessing any system containing patient data

—no exceptions, no bypass options for exccutives or IT staff.

Phishing-Resistant Methods
We deploy FIDO2 security keys and authenticator apps—methods that cannot

be intercepted via phishing, unlike SMS codes.

@ Privileged Access MFA

Administrators and users with elevated privileges must re-authenticate with

MEFA for every sensitive action, preventing session hijacking.

Confidentiality Impact: CSPM and MFA together address the root causes of our recent cloud breach. CSPM prevents misconfigurations, while MFA ensures that even

compromised credentials cannot be used to access patient data.
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CIA Triad: Integrity & Availability

° Mitigation Strategy: Integrity & Availability

51 Endpoint Detection & Response

ATLPowered Threat Detection
EDR uses machine learning to identify ransomware behavior patterns in real-time,

detecting threats that signature-based antivirus misses.

Automated Response
‘When ransomware is detected, the EDR agent automatically isolates the endpoint and

kills malicious processes within seconds.

U Network Segmentation

Zero Trust Architecture
Our network is segmented into security zones. A compromised endpoint in one zone

cannot laterally move to access patient databases.

Microse;
Critical systems are isolated with granular firewall rules, limiting blast radius if a breach

oceurs.

s Immutable Backups

Ransomware-Proof Data Protection

@ Write Once Read Many (WORM)
Backup data is stored in immutable format—it cannot be deleted, modified, or

encrypted by anyone, including administrators and attackers.

© Air-Gapped Storage

Backups are stored in isolated, air-gapped environments with no network

connectivity, preventing remote access by threat actors.

C' Rapid Recovery Capability

‘We maintain point-in-time recovery capability with RPO of 1 hour and RTO of 4

hours, ensuring business continuity even after a successful ransomware attack.

Business Impact: Immutable backups eliminate the ransomware leverage, When

attackers cannot destroy or encrypt backups, they lose their primary negotiation tool.
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Detection & Response

@ Monitoring & Incident Response Capability

1Y Al Anomaly Detection

24/7 Automated Threat Hunting

Q. Behavioral Analytics
Al systems establish baselines of normal user and system behavior, then flag

anomalies like unusual data access patterns or off-hours login attempts.

5 NHS CSOC Integration
Our monitoring feeds into the NHS Cyber Security Operations Centre, giving

us access o sector-wide threat intelligence and coordinated response.

A Real Time Alerting
Critical alerts are escalated to our security team within minutes via multiple

channels, ensuring rapid response to potential breaches.

6-Phase Incident Response Plan

1CO-Compliant Breach Management

01 02 03
Preparation Detection Containment
04 05 06

Eradication Recovery Lessons

© 72-Hour ICO Notification
Our IR plan ensures we report any personal data breach to the Information

Commissioner's Office within the mandatory 72-hour window, avoiding

additional penalties for delayed reporting.

», Response Readiness: We conduct quarterly tabletop exercises and annual red team assessments to validate our detection capabilities and response procedures. Our mean time to

detect (MTTD) target is under 15 minutes.
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Human Firewall

@ "No Blame" Culture

‘Were shifting from a punitive approach to a learning culture. Employees who report suspicious
activity or admit to mistakes are protected, not punished. This encourages carly reporting and

reduces incident dwell time.

& Continuous Phishing Simulation

Monthly Unannounced Tests

‘We replaced annual compliance lectures with unannounced monthly simulated phishing

‘emails that mirror real-world attack techniques.

Just-in-Time Tr

Employees who fail simulations receive immediate, targeted micro-training —not punishment

—to address specific knowledge gaps.

Transforming Security Culture: Training & Accountability

w Executive Training Program

NCSC-Assured Board Education

# Nesc-Assured Curriculim
Board members receive specialized training accredited by the National Cyber Security

Centre, designed specifically for senior leaders.

[= Risk Focused Content
Training focuses on strategic cyber risk management, regulatory obligations, and board-

level decision making—not technical details.

& Board Accountability
Ensures directors understand their personal liability under UK law and can discharge

their fiduciary duty of care for cybersecurity.

‘Why This Matters: Boards that understand cyber risk make better investment decisions.

“This training ensures you can ask the right questions and hold management accountable.

@  Coltural Transformation: Technology alone cannot protect us. Our people are the first line of defense. This raining program transforms employees from vulnerabilities ino human frewalls
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| Board Decision Required

The Investment & Commitment

Essential Infrastructure, Not Optional IT Spend

-

bJ 2
- £
Protect Patient Trust Ensure Compliance Prevent Financial Damage
Our reputation as a trusted healthcare data processor is NHS contracts require DSPT compliance. Failure ICO fines, legal costs, and business disruption from a
our most valuable asset. One major breach could ‘means losing our ability to process healthcare data— breach far exceed the investment required for this
destroy decades of trust. 70% of our revenue. framework.
-
‘What We're Requesting
Budget Approval Executive Sponsorship Policy Endorsement
Authorize cybersecurity framework investment Board-level champion for security initiatives Formal adoption of the three policy pillars

The question is not whether we can afford to invest in cybersecurity.

The question is whether we can afford not to.
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