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    ABSTRACT
The increase in cyber-attacks, the rise in cloud computing, and the widespread adoption of remote work, have identified the limitations of traditional security models. Zero Trust Architecture (ZTA) is a modern cyber security framework that continuously verifies every user, device and application, before access is granted to the organization's resources. 
This report critically analyses the principles of Zero Trust Architecture, including continuous authentication, least-privilege access, micro-segmentation, and continuous monitoring of the system. It also explores the challenges organizations face during implementation, with legacy systems and costs. The report compares Zero Trust security models with traditional security models, to highlight the differences in trust, access control, and threat mitigations
Through this analysis, the report shows that Zero Trust offers advanced security measures and reduces cyber-attacks. To adopt Zero Trust architecture, it requires careful strategic planning and investment. The findings suggest Zero Trust Architecture is a necessary progress in cyber security; it allows organizations to protect sensitive information, by restricting access to the system, and responding effectively to cyber threats.


                  INTRODUCTION
Cyber Security has become one of the most critical concerns for modern organizations. Traditional security models rely on perimeter-based models, described as the “trust but verify” approach. Once access is granted, users and devices are generally trusted within an organizations network. Only external entities are treated as a potential threat. However, the rapid increase in cyber-attacks, insider threats, and malware have shown weaknesses in this approach.
 Zero trust Architecture has gained widespread recognition amongst cyber security professionals and organizations. Zero Trust is based on the principle of “never trust, always verify.” Zero Trust requires continuous verification of users, devices, and applications, before granting access to the system, rather than trusting them based on network location. Organizations are recognizing that traditional security models no longer provide sufficient security protection against cyber threats.
This report critically analyses the core principles of Zero Trust architecture, its challenges, and evaluates its effectiveness. The report addresses the encounter during implementation and compares Zero Trust architecture to traditional security measures.
      

     
THE ZERO TRUST ARCHITECTURE
I. A critical analysis of its principles:
Zero Trust Architecture is a cyber security framework built on the principle “never trust, always verify.” The theory has gained importance through the guidance provided by the National Institute of Standards and Technology (NIST). According to NIST SP 800-207, Zero Trust is built on trust as a society model, and requires continuous verification of users, devices and applications, before access is granted to resources. The Zero Trust Architecture (ZTA) approach is primarily focused on resource protection [1]. The core principles of Zero Trust are:
Verify Explicitly: The Zero-Trust network is such that no entity inside such a network is explicitly trusted [2]. This principle requires every request to be authenticated and verified, confirming the user’s identity, device, application, and location. The philosophy of Zero trust in cybersecurity lies in the notion that nothing assumes to be trustworthy by default [3]. Zero trust disregards the concept of a network-based “trusted perimeter.” Trust is never granted on previous access or network location. Every user's identity is verified by using Multi-factor Authentication (MFA), where more than a username and password are required. Most likely, a one-time code will be sent to the user’s phone to confirm their identity. This will prevent the username and password from being stolen by cyber criminals and prevent access to their personal information. 
Continuous authentication verifies the user’s identity and device throughout the entire session, even after the initial login. The health of the devices is checked, such as laptops, smartphones, etc., before access is granted. Applications are secured to prevent threats from entering through workloads.  Data is protected by encryption, regardless of where it is stored or transferred, for data protection. This approach mitigates the risk of cyber-attacks and data being stolen. It monitors the user’s location, IP addresses, and network activities. If an account is hijacked mid-task, the system instantly blocks access and terminates the connection. However, having to repeatedly verify every device and access can cause frustration for the user, resulting in anger towards employees. Repeatedly verifying devices and users can cause delay in the workflow for the staff members; it can lead to slow productivity with daily tasks.
Least-privilege Access: Once a user has gained access to the system, and the device and location have been checked and verified, minimum access will be granted to complete their tasks. If more time is required, the user can request privilege access. This will prevent internal and external attackers from gaining unauthorized access to the system and data. However, this may cause difficulty for users, having to repeatedly verify requests; and may feel pressured and stressed due to delay in completing their tasks.
Assume Breach: This principle prepares organizations for the worst situation. With the assumption that the attackers are already inside the network, the attack is taking place. They prevent breach before it occurs, by observing the entire infrastructure. Micro-segmentation is implemented to minimize entry points for external attacks; this divides the network into isolated zones. If one area is under attack, access from other areas will be blocked off. Micro-segmentation and software-defined perimeters are also recommended by NIST as core ZTA implementation strategies. [4] Dealing with this framework can be challenging for the employees, having to assume each move as a threat to the organization. It can also be challenging for users, as they are being treated as a threat before even accessing the system.
The NIST framework has become widely operated for organizations needing to strengthen security. By implementing the core principles, organizations are in a better position to deal with the increase in modern threats. Zero Trust is becoming a business that organizations can trust. Zero Trust is a collection of established and new technologies, rather than a single, rigid design [5]. The key principles of Zero trust are to reduce the attack surface and minimize the lateral movements by cyber attackers. Although the framework is reliable, its effectiveness depends on the organization's ability to maintain the technologies and processes. However, critics argue that continuous verification can cause issues with usability, increase workload, and require significant investment in identity and access management technologies. Zero Trust Architecture will not stop all breaches; however, it will minimize the impact and emphasis on data protection by significantly reducing the impact of cyber-attacks.


II. Implementation challenges:
Implementing Zero Trust Architecture can be complex and challenging. Therefore, before migrating to ZTA, it is crucial to understand infrastructure requirements completely [6]. One of the challenges it faces is, Legacy System. Many legacy applications are built on basic password logins, or simple network trust. The organizations face the challenges of enforcing outdated systems to manage Zero Trust; this then leads to internal pushbacks. Legacy deployments trust all those inside the perimeter. Whereas Zero Trust Architecture implements micro-segmentation, that prevents lateral movement if a breach occurs. 
However, changing over to Zero Trusts policy of “never trust, always verify” can deeply affect the workflow of the organizations system, if not implemented correctly. Forced multi-factor authentications can frustrate users and slow down daily operations. This can affect security upgrades if employees are not able to complete their projects within the time frame. To overcome these challenges, security experts like NIST recommend starting small, then gradually bringing out the changes to the entire infrastructure. 
Staff training is important for employees who are not used to implementing continuous authentications. Moving from a perimeter-based network to continuous authentication, employees will require policy training and staff training programs to adapt and maintain the framework. Employees may feel frustrated by MFA prompts, restricted access, and may search for shortcuts. Internal teams often lack expertise in least-privilege enforcement and identity management. Zero Trust overcomes this challenge by implementing measures gradually to allow staff to adapt to the new security framework.
Upfront investments that are heavy, require new technologies, professional services, and training programs that are highly cost effective. This can cause struggle within the organizations to manage financially. To overcome these complications, cyber security experts like NIST recommend phased rollouts, beginning with smaller projects before finalizing deployment. Investing in training allows the team to build skills before attempting complete transformation.
Resistance to change and adapt to modern frameworks, such as Zero Trust, can create new security vulnerabilities, leading to change and fatigue for employees. To overcome these, employees should be educated on Why Zero Trust should be implemented. The importance and benefits of the framework should be emphasized to protect both the organizations and users against ransomware and cyber-attacks. 
Zero Trust Architectures governance requires changes in mindset, policies and infrastructure. Key implementation challenges involve dealing with complex legacy systems, preventing over-authentication, and maintaining continuous threat monitoring. Adopting a “never trust, always verify” framework introduces several complications that require strategic planning and stable management. Implementing Zero Trust is challenging financially, it requires a heavy investment in security tools, specialized manpower and significant workflow. For a successful change, phased planning and investment in time, resources and operations are required to improve the entire infrastructure. 
iii. Comparison of Traditional Models.
Zero Trust vs Traditional Models: 
Traditional models follow a “trust but verify” approach, trusting anyone once inside the network. They believe that once the user or device has gained access to the network, they can be trusted. Whereas Zero Trust strictly follows “never trust, always verify” policy, ensuring every user and device are continuously verified regardless of location, they require repeated validation to stay connected to their system. Traditional security models focus on building strong layers of security with firewalls, malware prevention, and threat detection. These models aim to prevent threats from entering the network. However, a small error, such as clicking on a phishing link, could be the reason a threat can break through the traditional security barrier. 
Organizations are left vulnerable, especially if security networks are unsegmented. This opens a gateway to an entire local area network (LAN); this allows the threat to move across the system causing breach in other areas. Whereas Zero Trust segments the network, connecting the user to the application or data they require to perform their tasks. If there is a possibility of a threat detection, the remaining access in the network will be blocked off. This will prevent the attack from spreading across the network. Traditional security models focus on preventing cyber threats by implementing perimeter-focused cyber security tools. Zero Trust is based on systems that prevent lateral movements for threats that cross the perimeter. They implement policies and technologies that allow the organizations to remain secure from cyber-threats. 
There has been an increase in cyber-attacks, therefore organizations have expanded their attack surfaces to implement new systems, platforms, and technologies. The NIST framework has become widely operated for organizations needing to strengthen security. Many organizations have made Zero Trust Architecture policy mandatory. Zero Trust is becoming a business that organizations, partners, and employees can trust. Zero Trust is conceptionally strong and widely applied in cloud and hybrid environment [7]; a hybrid work model approach is necessary.
Continuous authentication and device posture checking reduces the potential threat of a stolen device, and unknown entries. Only authorized users can access the organization’s resources. Implementing Zero trust allows organizations to move away from singular network strategies and move to segmented company networks. With Zero Trust policy, if an account is under threat, access will not be granted to the remaining system. By reducing access, security teams can minimize potential threats.
Modern organizations can protect their organizations by implementing strategies that will control and manage threats. Risk management is a framework that identifies regular and new risks; it develops clear policies and procedures, and ensures effective communication amongst team members, and across the organization. Regular staff training is essential, to educate all employees on recognizing risks, and implementing the plan in place to prevent future attacks from occurring. The plan should be regularly tested, reviewed, and updated; this will allow organizations to cope effectively with unexpected changes. 
Zero Trust Architecture directly addresses the security risks that organizations face today [8]. If ZTA can help bring more security awareness to institutions, it will be a positive force for change [9]. The benefits that Zero Trust offers to organizations make them an attractive option, compared to other traditional security models. The Zero Trust model seems to be the most promising alternative to protect modern and dynamic infrastructure [10]. Implementation of Zero Trust improves traditional security, creating a stronger, more secure network.

Conclusion:
Zero Trust Architecture is a modern change to security, from traditional cyber security approaches with advanced technologies, continuous verifications, and strict access control. The analysis presented in this report demonstrates that Zero Trust can improve an organization’s security posture by reducing unauthorized access and limiting lateral movements within networks. 
However, there are challenges with the implementation of Zero Trust; technical issues and financial costs can cause complications if the process is not managed effectively. Despite these obstacles, the benefits of Zero Trust outweigh the challenges.  Zero Trust provides a strong framework for protecting sensitive data and the network. It also enhances the organization’s cyber security by limiting breaches, reducing cyber-attacks, and securing modern work environments.















Traditional Model vs Zero Trust Table:

	FEATURES
	TRADITIONAL SECURITY MODEL
	ZERO TRUST SECURITY MODEL

	Trust Philosophy
	Once inside the network, users and devices are trusted
	Every user and device is verified, despite location

	Network Perimeter
	Relies on Network perimeter, Firewalls and VPNs to prevent cyber-attacks
	Does not believe in the concept of a trusted internal network. 

	Access Control
	Access is often based on location and previous access
	Access is based on user identity, device health and other factors

	Network Architecture
	Castle-and-moat model, with strong focus on perimeter
	Micro-segmented to prevent attacks, minimum access is granted to users and devices

	Response to Breaches
	Once the attacker enters the system, they have complete access
	After an attack, access will be shut down, to prevent lateral movement
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TASK 2

 INTRODUCTION 

In 2017, an Equifax breach incident exposed the personal data belonging to approximately 147 million individuals, following an unpatched vulnerability. This was not only a fault in technical failures, but also weaknesses in governance, accountability, and compliance management. This report proposes a structured cyber security programme aligned with NIST cyber security framework 2.0, to improve security governance. Detailed information is provided on specific controls, that will guide the organization to detect, manage, mitigate, and prevent future cyber-attacks.

1. ORGANIZATIONAL STRUCTURE AND ACCOUNTABILITY: 

With the increasingly complex and rapidly emerging cybersecurity threats, organizations face significant challenges in implementing effective risk assessment, governance, and compliance frameworks [1]. The proposed organizational structure is designed to address the governance, and accountability weaknesses highlighted by the 2017 Equifax data breach. Effective governance is important to identify risks, manage threats, and report to senior leadership. This structure is a clear approach to taking accountability for cyber security activities across the organization.
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The Board of Directors:
The board receives reports on cyber risks, security performances, and major attacks. Directors must ensure the organization identifies all cyber risks, vulnerabilities, and threats. They are responsible for approving budgets, ensuring security teams have the appropriate tools, and staffing to protect the organization’s assets. Also, a tested incident response and disaster recovery plan is in place, and the organization meets all data privacy requirements, and regularly reviews the outcome, to assess the effectiveness of security operations.

Risk and Cyber Security Committee: 
The responsibility of cyber security and risk committees is to approve policies and information governance frameworks. They review risk and control self-assessments to decide how much risk the business is willing to take. It deals with budgets and resources, and reviews the business plans, ensuring the organization is prepared for cyber-attacks. 

Chief Information Security Officer (CISO): 
CISO is a senior executive officer who directs the overall organization’s cyber security and information protection strategy. They develop and implement cyber security frameworks that are tailored to long-term business goals. They deal with financial planning, they lead the security teams, managing, hiring, morale and incident respond to personnel, and also manage risk assessments to identify network vulnerabilities.

Security Secure Architecture Development Team: 
A security architect plans an organization’s digital defenses to protect the organization’s infrastructure, data, and software. They create blueprint strategies, and manage risks and vulnerabilities, by identifying threats and recommending controls that balance security, cost, and usability. Secure system design reduces the risk of cyber-attacks.

Security Operations Centre (SOC): 
Security Operation Centre (SOC) uses the Incident Response Plan (IRP) to respond to security incidents by orchestrating diverse security tools’ activities in a Security Orchestration, Automation and Response (SOAR) platform [2]. SOC is a team responsible for continuously monitoring, detecting, and responding to threats. They monitor incoming alerts and anything suspicious is filtered out. Increased alerts are investigated to find the root cause and the impact of the cyber-attack. SOC maintains and updates tools, such as firewalls, SIEM platforms, and EDR systems, to maximize detection of resources.

Governance, Risk & Compliance (GRC): 
GRC are professionals that design and update cyber security policies, standards, and procedures. They access and mitigate risks and report the risks to executive boards or leadership committees. They identify vulnerabilities, threats, document and track the process of risk-mitigation plans. They ensure the organization is following data protection requirements, and industry standards, such as ISO 27001, NIST and GDPR.




Development Team: 
During the design phase of software architecture, potential security flaws are identified and addressed before the actual code is written. They continuously implement automated security testing to catch vulnerabilities at the earliest stage. They review the code, identify logic errors, suspicious patterns, and credentials.


2. POLICIES AND PROCEDURES: 

Equifax failed to patch a known vulnerability, which resulted in the incident of data being exposed. These policies reduce risks through controls such as:

Asset Management Policy: 
This policy identifies what assets are needed and prevents duplicate purchases. It contains a register that records all details of asset description, serial numbers, location, financial valuation, and staff ownership. It operates best practices to ensure assets are protected by unauthorized access, loss, or theft. It securely removes data to avoid data breaches.

Patch Management Policy: 
This policy removes vulnerabilities and maintains operational stability across all endpoints, servers, and network devices. This will address vulnerabilities by applying necessary software and firmware updates [3]. Patch management policy outlines and guides an organization's process of handling patches. It determines how patches should be applied to the network. This improves the performance of software and devices.

Data Protection Policy: 
This framework outlines an organization's rules, commitments, and procedures, to safely handle and store personal information. This act protects the rights of employees and customers. Therefore, data protection has become a challenging task that needs to be tackled appropriately [4].  Data should be correct, up-to-date, and should not be stored longer than required; only the data that is necessary should be collected.

Vulnerability Management Policy: 
This policy identifies vulnerabilities quickly and effectively. It minimizes the risks and vulnerabilities and protects data from being exposed. Maintaining confidentiality, integrity, and availability of information, and protected from unauthorized access, loss, or misuse. This policy is accountable for recognizing risks and applying patches or mitigations to their specific systems. 

Secure SDLC Policy:
A secure software development lifecycle (SDLC) policy ensures developers identify and mitigate vulnerabilities at the earliest stage. The risks are addressed from design and coding, to testing, deployment and maintenance, to check the overall development process. This protects against cyber-attacks and reduces the risks of data breaches.

Monitoring policy: 
[bookmark: _Int_aooYdmTu]This policy is a set of guidelines detailing how an organization can monitor and observe policies, system performance, and the effectiveness of programs. This policy observes employee's activities, devices handling, and performance. It tracks computer usage, email correspondence, and internet access. Its purpose is to maintain productivity; protect data and ensure acceptable guidelines are followed.

3. GOVERNANCE AND STRATEGIC ALIGNMENT: 

The Equifax data breach exposed personal data being stolen due to a vulnerability that had not been patched. As the Board of Directors are responsible for cyber risks, security responsibilities should be clearly assigned across the organization's unit. Equifax should implement NIST Cyber Security Framework (CSF) 2.0.
Under the NIST Framework, the Board of Directors should identify all cyber risks and threats, and the CISO should report all risks, vulnerabilities and regular updates to the executive leadership. All the vulnerabilities should be identified and addressed immediately. 
[bookmark: _Int_N9iT9it0][bookmark: _Int_JLY7Og9v]Equifax requires cyber security to protect customer’s personal information. The 2017 breach resulted in financial losses, regulatory penalties, and reputational damage. The NIST 2.0 approach can assist in achieving this alignment. The identity function will identify risks and vulnerabilities with risk assessment. The Protect function will ensure effective patch management, access controls and staff awareness training programs. The Detect function will continuously monitor the network to identify suspicious activities. While Respond and Recover will ensure incidents are prevented and managed effectively, and the business operations are recovered quickly.
NIST Cybersecurity Framework is a set of best practices, standards, and recommendations that support organizations to improve their cybersecurity measures [5]. Furthermore, applying frameworks like NIST will strengthen cyber security governance by gaining the trust of investors, business partners, and customers. The framework provides a policy framework for organizations to assess and improve their ability to prevent, detect, and respond to cyber-attacks [6]. This will increase confidence in the organization’s ability to manage cyber security risks appropriately.
Finally, aligning cyber security with an organizational strategy supports long-term adaptability. Continuous risk assessments, security awareness training, implementing new tools, strategies, and ongoing improvements of security controls will allow Equifax to maintain a strong posture. 












NIST (CSF) FUNCTIONS TABLE: 

	NIST FUNCTION
	APPLICATION TO EQUIFAX

	Govern
	Board oversight, accountability, and establish policies

	Identity
	Maintain asset inventories and risk assessments

	Protect
	Implement Patch Management, access control and external threats

	Detect
	Continuously monitor systems for internal and external threats

	Respond
	Have incident response procedures

	Recover
	Restore operations quickly after an attack



4. RISK MANAGEMENT AND ASSESSMENT: 


RISK TABLE REGISTER: 

	RISK
	LIKELIHOOD
	IMPACT
	RISK LEVEL
	MITIGATION

	Unpatched Systems
	High
	Critical
	Extreme
	Automated Patching

	Weak Monitoring
	High
	Critical
	Extreme
	SOC and SIEM

	Poor Asset Inventory
	High
	High
	High
	Asset Management

	Weak Access Controls
	Medium
	High
	High
	Multi-Factor Authentication

	Third-Party Risks
	Medium
	High
	High
	Vendor Assessments




Unpatched Systems: 
This high risk is the reason Equifax breach occurred. To reduce this risk, the organization should implement strict patch management. In cyber security, patch management is used to protect the organization’s network and data from risks and vulnerabilities that may exploit the system. Patch management protects an organization's infrastructure across the network.

Weak Monitoring: 
Weak cyber security monitoring can cause damage to the organization, resulting in attacks. To strengthen the monitoring strategies, automated tools and threat awarenesses are required. Implementation of the SIEM platform regulates security operations, that detects risks and vulnerabilities at the earliest stage and sends alerts to the security team.  EDR is another framework that detects and records suspicious behaviors, and monitors network traffic for high volumes of unusual data.



Poor Asset Inventory: 
Failing to manage an up-to-date asset register can result in crisis and operational damage. This causes financial drain when purchases of items are repeatedly being made. Untracked devices are also a primary target for ransomware attacks, due to lack of patching and security monitoring. To manage this, hardware, software, and cloud assets should be tracked continuously by using discovery tools and network scanning.

Supply Chain Exposure: 
Supply chain risks are threats that cause disruption to the flow of goals and services within an organization’s supply chain network, such as supplier bankruptcies, natural disasters, and other environmental concerns. These incidents highlight that cybersecurity is now a supply chain issue [7]. Organizations can implement multiple strategies to mitigate supply chain risks, such as supply chain mapping, supplier segmentation, and building strong relationships. 


Segmentation Weaknesses: 
When segmentation is not designed or maintained properly, it can leave the network vulnerable to ransomware and lateral movement. If unmonitored, it can provide easy access around the segmented layers. Implementation of Zero Trust and Least Privilege will restrict access to the network and only allow verified users and devices to access the network's resources. 


5. Compliance, Incident Response and Protection Controls: 

Regulatory alignment in cyber security is mapping internal security controls in an organization. The organization must follow rules and regulations, such as GDPR, HIPPA, and ISO standards, and provide structured guidelines that promote consistent security measures [8]. Frameworks such as NIST should be implemented to meet the requirements of local and international law. A breach notification should be initiated, to ensure regulators and affected individuals are notified straight away following data breach.

Incident Response and Disaster Recovery Plans:
An incident response plan and disaster recovery planning, maps steps for organizations to detect, mitigate and recover from cyber-attacks, such as ransomware and data breaches. The incident response plan handles the ongoing attacks immediately to minimize damage.

[image: ]



1. Preparation: Staff training assigns responsibilities to team members. An incident response plan is created; the plan is regularly tested, reviewed, and updated.
2. Detection: Identifies risks, vulnerabilities and attacks; the information provided should be logged, and the threats analyzed.
3. Containment: The attack should be stopped from spreading, and the affected areas should be isolated.
4. Eradication: The root cause of the incident should be found and removed; patches should be applied.
5. Recovery: The system should be recovered and restored.
6. Lesson Learnt: The incidents should be reported to improve future security.

Disaster Recovery: This ensures data is regularly backed up. Recovery procedures are implemented and complied with, and the organization is up and running. 









TECHNICAL SAFEGUARDS: 

Continuous Monitoring: Continuous security monitoring uses SIEM and SOC platforms. Together they work as a team in an organization to monitor alerts. They investigate any suspicious activities, analyze, and execute incident responses.

Automated Vulnerability Scanning: This is a continuous process of investigating assets, such as networks and websites, to identify security flaws and vulnerabilities, before cyber attackers exploit them. Automated tools are implemented to detect threats and ensure security measures are maintained.

Endpoint Detection: Endpoint Detection and Response (EDR) is a solution that continuously monitors devices, such as laptops, mobile phones and servers, for suspicious activities. EDR solutions play a very important role in detecting, investigating, and responding to advanced threats [9]. It implements automated tools to monitor, detect and respond immediately to breaches, before they escalate into the network and cause disruption to the organization.

Encryption: This ensures data is passed through an algorithm and scrambled into unreadable text using an encryption key. Only authorized individuals with correct digital key can access the information, The encryption data received on the other end is transferred back to readable format using the key. 

Strong Authentication: This is an identity verification method, such as MFA, that goes beyond passwords. At least two independent factors are required before access is granted, such as entering a code in the cellphone of the user or scanning a fingerprint [10]. This reduces the risks of cyber-attacks, data breaches, and unauthorized access. 

[bookmark: _Int_QtHjh9sE]These specific controls reduce dwell time and minimizes the impact, by identifying unauthorized and suspicious behaviors at the earliest stage. Organizational impact is limited by implementing zero trust architecture, as this prevents lateral movement and automatically filters data, to prevent severe operational damage before it occurs. Strong defenses, effective teamwork, can prevent and protect the organization from cyber-attacks and threats.



Conclusion: 
The proposed cyber security programme addresses governance, policies and procedures, risk management, assessment plans and protection controls, that will protect Equifax from future breaches and cyber-attacks. Implementing security policies, such as the NIST CSF 2.0 framework, can significantly improve the organization’s cyber security posture by protecting the company against risks, vulnerabilities, attacks, and reputational damage. 
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