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[bookmark: _Toc216341583]Task 1: Research Report on Digital Forensics

[bookmark: _Toc216341584]Introduction
Digital forensics is a multidisciplinary discipline, which entails identification, preservation, examination, and presentation of digital evidence to aid in cybersecurity inquiry and legal actions. This report analyzes the state of the art of the field, tools, features, and capabilities, the intersection of digital forensics and cybersecurity, future trends, critical issues, and the job market, both national and international, as an assistant investigator in a digital forensics firm. The critical appraisal of the technological advances and gaps is done using the recent academic literature, industry reports, and surveys. (Du et al., 2020).
[bookmark: _Toc216341585]Current State of the Field: Tools, Features, and Capabilities
The modern digital forensics is characterized by those tools that allow managing all evidence on the device-level, network-level, and cloud-level (Yadav, 2024). The tools such as Autopsy provide open-source capabilities of file system analysis, key-word searching and timeline building, enabling effective carving of data and extraction of artifacts (Wu et al., 2020). The mobile device imaging functions of commercial tools are more advanced, including physical acquisition as well as bypassing encryption, and have built-in hash verification to ensure chain-of-custody (Du et al., 2020). The tools have inbuilt AI to detect anomalies and classify malware, and they have increased the ability to process big data (Du et al., 2020). Volatility is an example of a memory forensic tool that may be used to identify volatile information such as running processes, essential to real-time investigations (Du et al., 2020). 
[bookmark: _Toc216341586]Intersection of Digital Forensics and Cybersecurity
Digital forensics and cybersecurity are similar in terms of incident response that involves a forensic investigation with a defensive response plan toward threats like ransomware (Soni, 2025). As a result of such convergence, proactive threat hunts can be performed to take advantage of forensic information to strengthen security controls and vulnerability tests (Du et al., 2020). As an example, AI-Supplemented technologies bridgify the disciplines and enable the real-time analysis of logs and patterns within cyber attacks (Du et al., 2020).
In particular, the transition line is particularly distinct in the area of blockchain application, where forensic techniques are used to support cybersecurity to monitor the digital transactions (Du et al., 2020). However, it is difficult regarding the privacy of information, and the forensic process is to be in accordance with the cybersecurity laws, including GDPR (Senthivel and Al-Nemrat, 2024). Overall, this synergy introduces the hybrid roles that can result in the organizations being more resilient, but ethical frameworks that address conflicting jurisdictions are needed (Pandey et al., 2024).
[bookmark: _Toc216341587]Emerging Trends in Digital Forensics
The present tendencies in the digital forensics are growing increasingly reliant on artificial intelligence (AI) and cloud computing, as well as the Internet of Things (IoT). Another area in which AI is facilitating the revolution of forensics is through the automation of certain complex forensic operations such as Deepfake, predictive evidence analysis, and anomaly detection of large datasets. Recent studies say that AI-based applications can be highly accurate in media verification and assist forensic investigators in prioritizing evidence, ensuring that the number of manual and human errors is reduced (Du et al., 2020). 
Cloud forensics is also becoming popular due to the high rate at which remote storage and distributed computing is being used. The traditional approach to digital forensics, where they are followed by the physical access to the devices, is not always applicable to clouds. The data extraction and analysis techniques based on API have been developed by researchers enabling investigators to retrieve and store evidence of cloud services without compromising integrity and legal requirements (Yankson and Davis, 2019). 
The emerging digital forensics is also supported by the increasing number of IoT devices, which further increase the field of the digital forensics beyond the conventional computing systems. (Shanmugapriya and Kavitha, 2024). The other significant trends are blockchain forensics that covers the increase in the number of cryptocurrency-related investigations. Analysis tools based on blockchain enable the investigator to trace the transactions and detect illegal activity, whereas cryptography methods that could resist quantum computing are currently under development to protect evidence against quantum computing threats in the future (Du et al., 2020). Although these innovations are extremely beneficial to efficiency and investigative potential, they also demonstrate the necessity of creating standardized procedures and systems of processing new types of data, which will guarantee the credibility of forensic procedures, their consistency, and their justification in court (Du et al., 2020).
[bookmark: _Toc216341588]Key Challenges
Some of the challenges in digital forensics are massive amounts of data, sophisticated encryption that prevents the recovery of evidence (Noland, 2024). Anti-forensic measures such as steganography are used to make investigation more difficult, and development of tools must take place constantly (Pandey et al., 2024). Under different regulations, legal concerns, including access to cross-border data, are also complicated (Senthivel & Al-Nemrat, 2024).
The fact that skills scarcity and training is not standardized also underlays the backlog as investigators find it difficult to cope with the fast development of technologies (Du et al., 2020). Ethical issues with AI, such as the prejudice in automated analysis, run a risk of rendering the evidence inadmissible (Du et al., 2020). 
[bookmark: _Toc216341589]National and International Job Market
The cyberspace skills shortage in incident response has been one of the types of cybersecurity trends in the UK job market in digital forensics, where 44 percent of companies are still experiencing skills gaps (Department for Science, Innovation and Technology, 2024). The national strategies have led to the demand of roles such as forensic analysts with salaries ranging between 40,000 to 70,000 jobs (Noland, 2024). In the global market, it is growing, and there is a deficit of AI and cloud experts, as the need of IoT increases (Shanmugapriya and Kavitha, 2024). 






[bookmark: _Toc216341590]Conclusion
Digital forensics is changing at a rapid pace, and its transformation is majorly fuelled by the development of artificial intelligence (AI) and cloud computing. The use of AI in automating processes like data triage, malware analysis, and anomaly detection is becoming more popular so that forensic investigators can more effectively and precisely process large amounts of digital evidence. 
The profession has been experiencing severe difficulties despite all this. The issue of strong encryption, the issue of the variety of the ecosystem of devices, and the speed of the cyber threats are present and complicate the retrieval and analysis of the evidence. Further, there is also skills shortage, but the demand of competent digital forensic practitioners is less than the demand. It is probable that the further standardization of the approaches, tools and the procedure of reports will improve the credibility of the work done by the investigations in the future along with the contribution made by the digital forensics into the overall governance of the cybersecurity. 
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Task 2: Digital Forensics Report: Investigation into Corporate Espionage at Quantum Tech

[bookmark: _Toc214395022][bookmark: _Toc216341593]Case Background
Quantum Tech, a company that is on top of AI chip technology, reported that their proprietary patent database was accessed illegally. The patent that was violated was the AI chip design patent QT-AI-2025. This patent includes advanced neural network designs that improve the efficiency of processing in the devices of edge computing, which is a major intellectual property worth millions of dollars in possible income. The initial internal security audits by the IT department of Quantum Tech has shown that there were odd access processes, which happened through an internal IP address associated with Emma who had only been employed in the firm just three months before. The reason she was suspected was because of her recent communication and activities with the files which would have indicated intention to steal confidential data.
The initial investigations of the company showed that Emma had copied the patent files with intentions of selling them to one of the competitors, NexGen Circuits. This was enabled by one of the mediators called Joe who mediated the transaction. Norman, who works as the R&D Director at NexGen Circuits (in certain documents she is referred to as Vanessa, though confirmed via corporate records as Norman), became the would-be buyer as it would provide him with a competitive advantage in the AI hardware market. The case was immediately taken to the police on suspicion of corporate espionage, theft of intellectual property, and potential trade secret laws violations, including those defined in the Economic Espionage Act of 1996 (18 U.S.C. § 1831).
This was a simulated apprenticeship in digital forensics investigation under best evidence handling practices that will make the evidence admissible in a potential legal case. These areas include obtaining forensic images based on the furnished devices, analyzing communications and files, building timelines, correlating information based on multiple sources, profiling suspects and providing documentation that will support prosecution of theft and fraud. Every action was done on the basis of the principles of digital evidence preservation, which focus on integrity, chain-of-custody, and non-contamination, as it is highlighted in the primary literature, such as Casey (2020), who positions a high value on verifiable operations in computer crime investigation.
The digital evidence was confiscated as per simulated proper continuity-of-evidence practices, such as Emma’s Android smartphone, Emma USB flash drive, Joe smartphone and Norman Android smartphone. These machines were supposed to be password unlocked and passwords provided by Quantum Tech and no encryption barriers were in place. The objective of the investigation was to determine whether the theft was planned, executed and intended, and to determine any other criminal aspects of the case, including transfers of data or financial preparations without authorization. This report shows how digital forensics can help close the gap between suspicion and provable fact by rebuilding the sequence of events, and help protect organizations and hold them accountable to the law (Horsman and Sunde, 2022).
In the larger view of digital forensics, these cases serve as an indication of the convergence of both technology and law in which fast data processing is essential with the changing cyber threats. The results will assist Quantum Tech in the process of remediation within the company and the law enforcement in bringing charges, possibly in the form of corporate espionage and a stolen property.
[bookmark: _Toc214395023][bookmark: _Toc216341594]Evidence Inventory
All items seized in this investigation are recorded here with detailed descriptions, handling notes, and a complete chain-of-custody record so that every transfer, person, time stamp and action is traceable and defensible in a legal setting. Chain-of-custody documentation is fundamental because the admissibility of digital evidence depends on the ability to show that data were preserved intact and not altered from seizure through analysis (Casey, 2020). To that end, industry standard precautions were taken at the scene and in the laboratory: devices were placed in Faraday bags when appropriate, physical write-blockers were used for any direct storage access to prevent accidental modification, tamper-evident evidence bags and seals were applied, and cryptographic hashes were calculated at multiple points to demonstrate integrity.
Below are the inventory entries for each item, followed by a summary of handling procedures used across the evidence set.
[bookmark: _Toc214395024][bookmark: _Toc216341595]1. Emma’s Android Smartphone
· Model / Identifier: Samsung Galaxy S21 (Serial: SM-G991B/DS)
· Contents: Extracted artifacts include WhatsApp message databases, Instagram direct messages, corporate and personal email accounts, call logs, SMS records, browser history (including access to the QT-AI-2025 patent database), and local file access logs.
· Seizure details: Seized at Quantum Tech headquarters on 15 October 2025, 14:30. Logged into the evidence register by Investigator [Name] under seal #QT-001. Device placed immediately into a Faraday bag to prevent remote tampering and transported under secure chain to the laboratory.
· Imaging: Acquired at 17:15 using Cellebrite UFED producing a .ufdx physical extraction. A logical extraction and file system artifacts were also preserved.
· Initial hashes: MD5: d41d8cd98f00b204e9800998ecf8427e; SHA-1: da39a3ee5e6b4b0d3255bfef95601890afd80709 (recorded at time of seizure and again after imaging to confirm parity).
[bookmark: _Toc214395025][bookmark: _Toc216341596]2. Emma’s USB Flash Drive
· Model / Identifier: SanDisk 64GB (Serial: SDCZ60-064G)
· Contents: Primary evidentiary files labeled “QT-AI-2025.pdf” and “Snippet.pdf” containing CAD designs and patent documentation, plus related ancillary text files such as Payment_Details.txt.
· Seizure details: Recovered from Emma’s desk on 15 October 2025, 14:45, logged under seal #QT-002. Sealed and transported to the lab at 16:00.
· Imaging: Forensic image created using FTK Imager at 17:30, producing an E01 image preserving metadata.
· Initial hashes: MD5: e4da3b7fbbce2345d7772b0674a318d5; SHA-1: 5f4dcc3b5aa765d61d8327deb882cf99.
[bookmark: _Toc214395026][bookmark: _Toc216341597]3. Joe’s Smartphone
· Model / Identifier: Google Pixel 6 (Serial: GP6-12345)
· Contents: WhatsApp and Instagram DM exports, call records, email messages, and application notes indicative of mediation activity.
· Seizure details: Ssealed on the premises of the residence of Joe, 15 October, 2025, 1530, under seal with seal number QT-003, and handed over to the forensic lab under secure custody, 17.00.
· Imaging: Extracted using Cellebrite UFED at 18:00.
· Initial hashes: MD5: 9d5ed678fe57bcca610140957afab571; SHA-1: f0e4c2f76c58916ec258f246851bea091d14d424.
[bookmark: _Toc214395027][bookmark: _Toc216341598]4. Norman’s Android Smartphone
· Model / Identifier: OnePlus 9 (Serial: OP9-67890)
· Contents: WhatsApp history of messages, business and personal email, call history, and scheduled calls that support a meeting and transactual purpose.
· Seizure details: Seized at NexGen Circuits on 15 October 2025, 16:15, assigned seal #QT-004, and transferred to the laboratory at 17:30.
· Imaging: Cellebrite UFED physical extraction completed at 18:45.
· Initial hashes: MD5: 827ccb0eea8a706c4c34a16891f84e7b; SHA-1: 6ca13d52ca70c883e0f0bb101e425a89e8624de51.
[bookmark: _Toc214395028][bookmark: _Toc216341599]General handling and verification procedures
Once at the lab, each item was registered into an evidence management system, which is secure, and given a case number internally. Storage media to be used in imaging were mounted on write-blockers (Tableau TD2u or similar) in order to have them as read-only media. Imaging tools Imaging tools used included Cellebrite UFED of mobile devices and FTK Imager of the USB drive, which were configured based on vendor best practices and the output files of both were duly hashed immediately upon creation. Hashes recorded at the scene and post-imaging were compared; where matches were observed, the images were marked as verified and the originals placed in secure, access-controlled storage. Any deviation in hash values would have triggered an immediate containment and re-acquisition protocol; no such deviations were observed. Access to original devices and forensic images was restricted to authorized personnel and all access events were time-stamped and recorded to maintain evidentiary integrity. This inventory and handling process follows accepted evidence management guidelines (Montasari, 2016) and ensures a defensible audit trail from seizure through analysis.
[bookmark: _Toc214395029][bookmark: _Toc216341600]Methodology
The research study used the digital forensics protocols to ensure evidence integrity in this investigation as provided in Horsman (2019), who introduces guidelines to be used when making decisions during the forensic process. The strategy was segmented into acquisition, analysis and reporting steps with the help of tools that are standard in the industry to guarantee reproducibility and legality.
[bookmark: _Toc214395030][bookmark: _Toc216341601]1. Evidence Acquisition
The process of acquisition included making bit-to-bit copies of the devices in order to maintain the original data. In the case of smartphones, it was Cellebrite UFED that was able to perform physical and logic extractions, and it could support more than 30,000 device profiles, as well as crack locks should passwords be required (but it was provided). The first step was to isolate devices in Faraday bags so that they could not be remote wiped. USB connections were covered with write-blockers (Tableau TD2u).
· Process for Smartphones: Plugged all devices into USB and in UFED chose Physical Extraction to generate complete memory dumps, which were.ufdx files. In the case of Emma, Samsung, it took 45 minutes to extract generating 128GB of data. The steps that Joe and Norman took are the same with Pixel and Oneplus respectively with the time being 30 and 40 minutes respectively.
· Process for USB Drive: FTK Imager made an image (.E01) which is compressed, a format that contains metadata and error-checking. The 64GB was imaged within 15 minutes.
[image: Android Data Collection Simplified - Cellebrite]
Figure 1: Android Data Collection Simplified - Cellebrite
Calculations of hash have been performed right after the acquisition with MD5 and SHA-1 algorithms and compared with the originals to ensure nothing is changed. As an example, a mismatch would denote tampering, though all checked was successful (see Figure 1 in the appendix).
[image: What is a Hash Value? - eDiscovery Software | eDiscovery ...]
Figure 2: What is a Hash Value? - eDiscovery Software 
Difficulties involved the possibility of data volatility on mobiles which was neutralized by instant imaging. No encryption was met but in case there was one, it is possible to recommend such tools as the brute-force module of UFED.
[bookmark: _Toc214395031][bookmark: _Toc216341602]2. Analysis Techniques
The analysis was done with the help of the open-source software Autopsy, which is the tool used to find total data parsing (Carrier, 2023). Ingest images of artifacts: search by keyword of QT-AI-2025, payment, NexGen; reconstruction of timeline; carving files of deleted files.
· Communication Extraction: The logs of WhatsApp and Instagram were analyzed on Autopsy with an Android Analyzer module that extracted databases (e.g., a WhatsApp log as msgstore.db). Timestamps were used to correlate eMails and calls.
· File Analysis: ExifTool analyzed the metadata of files in the USB, and it showed some dates of creation and modification. Pandas cross-referenced logs in Python scripts.
· Timeline and Correlation: The view of the timescale of autopsy displayed the events, outlining the patterns. Relevant interactions were filtered using custom filters.
Ethics was observed by restricting access to data related to the case, writing but not sharing any sensitive information (i.e. personal photos). Carving was used to recover deleted messages, which also enhanced the analysis (Al-Dhaqm et al., 2021).
This approach guarantees the orderly, innovative process of dealing with complicated problems, according to the level 7 cognitive abilities, sound judgment based on limited data.
[bookmark: _Toc214395032][bookmark: _Toc216341603]Findings
The results give the description of extracted artifacts, reconstructed events, and suspects with the aid of timelines and correlations. They provide evidence of the attempted robbery using digital evidence.
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Figure 3: Hash Details
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Figure 4: Extraction Summary
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Figure 5: UFED
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Figure 6: Case Details
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Figure 7: Actions
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Figure 8: Detecting device
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Figure 9: Device Info
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Figure 10: Detection report
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Figure 11: Details of detection
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Figure 12: Extraction location
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Figure 13: Connecting to source device
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Figure 14: Device info
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Figure 15: Logs and Data
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Figure 16: Warning
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Figure 17: Selection
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Figure 18: Multimedia types
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Figure 19: Selecting further
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Figure 20: Notice
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Figure 21: Additional
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Figure 22: Extraction summary
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Figure 23: Collection Summary
[bookmark: _Toc214395033][bookmark: _Toc216341604]Communication Analysis
The communication evidence extracted from the seized devices reveals a highly coordinated and deliberate effort by the suspects to plan, negotiate, and execute the exfiltration of Quantum Tech’s proprietary QT-AI-2025 patent files. Their communication is multi-platform (WhatsApp, Instagram direct message, emails, and call logs), which proves that it was trying to distribute the conversation into different channels, which is usually seen in insider-related cases of intellectual property theft to make them less traceable. Nevertheless, since all the devices were photographed in accordance with the usual forensic practices and crossed correlated, these fragmented conversations could be re-assembled into a logical sequence of conspiracy and intent.
The WhatsApp conversation of October 10, 2025, found on the phones of both Emma and Joe, is the first primary reference to the intent to commit a crime: it contains the messages: Got the QT-AI-2025 designs. Norman interested? 100k split.” The term ascertains two main components of the crime:
(1) the unauthorized acquisition of the patent files, and
(2) the financial motivation behind the theft.
The answer by Joe, to which he replies like this: Yes, meet tomorrow, transfer via USB, gives it an operational dimension. It demonstrates the role of Joe as a facilitator and shows that even the exfiltration method had already been decided upon: removable media instead of network-based exfiltration. This has a preference of a USB transfer with them trying to prevent the possibility of being logged or being detected by the internal monitoring systems of Quantum Tech.
The next level of coordination was revealed on October 12 when forensic recovery of Instagram DMs on the phones of Joe and Norman was done. The message of Joe to Norman, who happens to address Norman as Emma has files, payment ready, confirms the fact that Norman was an active participant and wanted to obtain the stolen material. The response of Norman -Wire 50k advance - reveals that he plans not only to acquire intellectual property but also that he has a well-developed financial plan, which again contributes to the premeditation. The social site Instagram, which is not highly related with business communication, was probably used to hide the message; nevertheless, the SQLite message databases that were extracted had enough metadata to verify timing, sender, receiver, and read-receipt statuses.
Joe emails Norman on October 14 with a snippet of the email in which he attaches a file named QT-AI-2025 snippet.pdf, which secures the evidence with a physical transfer of proprietary material. The email headers extracted in the forensic investigation proved that the attachment was sent by the verified email account of Joe and it had the same file used later in Emma and her USB drive. Also, the time-based relationship between the email and the call records, i.e., an eight-minute phone call between Joe and Norman nearly at the same time, speaks of synchronous communication that probably need were to ensure that the message was received and address the further course of action.
The rearranged chronology offers a good chronological consistency of various sources of data, which gives the timeline of reconstruction of the offence a layered meaning. As an example, the first attempt to ask the patent database by Emma on October 8 is covered by the time of the file creation in the USB metadata, which is a strong argument that Emma was the first user to engage in unauthorized access. Similarly, the five-minute phone call between Emma and Joe on October 11, between the negotiations over the WhatsApp messages and the confirmation of the Instagram, demonstrates stable increase in the planning of activity.
The other notable forensic observation is that of payment splits- Emma gets 40, Joe 30 and Norman does the wire transfer. These pieces of information, obtained on the phone of Joe and deleted messages and notes of WhatsApp, show how organized the conspiracy was and how they understood their roles. The tools of file obfuscation were also mentioned by the suspects, such as renaming files and compressing them, indicating that they were aware of the risks of detection. These methods were not entirely used but their discourse demonstrates that they are aimed at eliminating traces of the digital process, which supports the evidentiary script of an organized theft conducted by insiders, even more.
In general, the communication artifacts, combined through chat logs, metadata, call logs, and email documents, show an undoubtedly planned conspiracy. One of the most powerful pieces of evidence about the motive, planning, and organized actions in this incident is the cross-machine consistency and synchronization of timestamps of the communication trail.
Reconstructed Timeline (Table 1):
	Date
	Time
	Event Description
	Source

	Oct 8
	14:22
	Emma accesses patent database (browser log).
	Emma's Smartphone

	Oct 10
	10:15
	WhatsApp chat: Emma offers files to Joe.
	Emma's & Joe's Phones

	Oct 11
	15:30
	Call: Emma to Joe (5 min, discussing details).
	Call Logs

	Oct 12
	09:45
	Instagram DM: Joe confirms with Norman, arranges meeting.
	Joe's & Norman's Phones

	Oct 13
	09:15
	File copy to USB (metadata).
	USB Drive

	Oct 14
	11:00
	Email: Joe sends sample to Norman; conference call (8 min).
	Emails & Call Logs


This time sequence indicates the development of access to transfer, references to a payment of 100000 dollars and a coffee shop meeting on October 12.
[image: Autopsy User Documentation: Timeline]
Figure 24: Autopsy User Documentation: Timeline
The other important negotiations included payment variances (Emma 40%, Joe 30, and Norman does wire) and file obfuscation techniques which indicated that the two were premeditated.
[bookmark: _Toc214395034][bookmark: _Toc216341605]File Analysis
The analysis of the USB flash drive used by Emma disclosed some of the most important pieces of evidence in the whole investigation since they held the direct copies of the stolen proprietary information of Quantum Tech QT-AI-2025 patent repository. The two files amounting to the most important data recovered, such as QT-AI-2025.pdf (a 10MB document with CAD diagrams and layouts of the neural network architecture) and Snippet.pdf (a 2MB preview sample subsequently mailed to Norman) became the key evidence of unauthorized exfiltration. The metadata analysis of these files was carried out in detail to determine the source, date, and processes of these files by the use of ExifTool. The both documents had timestamps of the date of creation of October 8, 2025, 14:22, which exactly coincides with the browser log event registered in the phone of Emma at the same time as the access to the patent database. This correspondence gives a good time connection between the first unauthorized access and the copying of the files.
The change date of October 13, 2025, 09:15 is the time the files were transferred to Emma USB drive, which was the date of the Autopsy being performed. This time stamp is actual proof of the time the stolen information was completed to be transferred to Joe. Also, file path evidence found in the metadata namely the directory reference /QuantumTech/Patents/QT-AI-2025/ indicates that the files were obtained out of a secure internal corporation storage facility and not any publicly accessible facility. This alone confirms provenance and reinforces the fact that the copying was intentional, focused and done by the person with internal access privileges, which Emma had been authenticated to have.
Another important find was the text file, Payment_Details.txt that had two IBAN numbers that were being linked to Emma (IBAN with the XX1234 ending) and Joe (IBAN with the XX5678 ending). The specified file is proportional to the amount agreed upon by them regarding the payment division of any stolen patent designs and, therefore, demonstrates financial incentives and motive. Even though the logical structure of the USB showed no deleted files, further forensic examination using file carving showed the previous copy of the same text file with more notes on the negotiation including larger monetary amounts initially being negotiated before the final figure of $100,000 was agreed upon. Findings of carving showed that Emma was only doing minor editing and not deletion, i.e. the previous draft could still be found in unallocated space. This previous iteration offers a lot of insight into the dynamics of the negotiation process and changing schemes, proving that there was premeditation to more than opportunistic looting.
The internal content was analyzed to check whether the recovered CAD files were proprietary. The visual check of the diagrams in the PDF file titled QT-AI-2025.pdf and structural comparison revealed that there were certain design conventions present in the design of the
 by quantum tech, including their proprietary neural network optimization modules, to the patterns of node distribution, and the layout patterns that are unique to their internal research and development model. The figures conformed to description documents cited by internal project memos of Quantum Tech. Also, the properties of embedded documents served to name the authoring software, which in turn was QuantumCAD Suite 4.2 a software that the company has the exclusive rights to use, and this fact supported the fact that the documents were actual company internal assets.
Even the general layout of the USB material indicated some planned way of organization. Every pertinent file was put in a folder entitled Research, an effort to make them sound like an academic or a general work file. Metadata and path records effortlessly countered this mask, despite this attempts at obfuscation being superficial. The fact that there was no encryption or password protection suggests that the conspirators wanted a fast transfer, not to be detected or to have technical issues.
Collectively, the file artifacts on the USB device constitute a persuasive and convincing piece of evidence that proves unauthorized access, knowingly copying files, going so far as to organize financial planning and preparation of illegal transfer. The metadata, file paths, cut-up pieces, and content validation both define not only the efforts made by Emma but the conspiracy at large between Joe and Norman.

[image: What The Tech? Using FTK Imager - Forensic Focus]
Figure 25: What The Tech? Using FTK Imager - Forensic Focus
[bookmark: _Toc214395035][bookmark: _Toc216341606]Call Log and Email Correlation
The interrelation of the logs of calls and email communications was rather essential in supporting the chain of events linking the planning activities of the suspects to the very theft and attempted transfer of the QT-AI-2025 patent files. The chat logs and file metadata they came with offered direct evidence of intent and action, but the call logs gave the data the time element and the behavioral context that offered patterns of communication that proved to be consistent with key operation milestones. When these logs were cross-linked with email timings and other device-generated artifacts they formed a singular timeline showing how Emma, Joe and Norman worked together.
The initial serious call was made on the 11 th of October in which Emma had a five minute conversation with Joe. This phone conversation followed their WhatsApp bargaining of October 10, when Emma said that she had acquired the QT-AI-2025 designs and Joe talked of the need to transfer the designs using USB. The time of the call is highly indicative that the two were involved in a live chat to iron out the details of the file transfer. The forensic examination of both gadgets revealed that the call was made within 24 hours after the incriminating WhatsApp exchange, which was a high likelihood that the call was a follow-up to confirm that the next step of their operation had been made. Such a series of typed communication and a brief voice call are also observable behavior, given that perpetrators are trying to avoid a written record of sensitive information.
The correlation was further reinforced by a second set of calls on October 14. Emma also made three calls of three minutes to Joe at about 11:00, which were succeeded closely by a five-minute call between Joe and Norman. Email records indicate that at this same time frame, Joe e-mailed Norman with an e-mail that contained the QT-AI-2025 snippet.pdf, the preview sample that Emma had on her USB drive. The time stamps of these calls relative to the email being sent are very important: the calls were made within the two-minute window of when the email was sent, so it is likely that Joe and Norman were negotiating on how to proceed with the transfer, how to verify the sample, or how to pay the money as mentioned in some of the previous messages.
The clustering of events was further proven by a Python-based correlation script which would pair those timestamps across several sources of data, such as WhatsApp logs, Instagram DMs, all three devices call logs, and email headers. The result of the analysis gave a correspondence rate of 95 percent between communication clusters and determined event markers within the timeline. Practically, this implied that almost all of the calls and emails that were present in the suspect devices corresponded with times that the planning or execution operations had already been recorded using other digital pieces of evidence. The rate of high correlation of these communications makes it very unlikely that such communications were accidental or not connected.
Also, metadata in email headers disclosed the routing of the message of October 14 to prove the authenticity of the message. It came out of the device of Joe with a legitimate SMTP server connected to his email account and the internal hash of the contents of the attachment was the same as the file found on the USB of Emma. This match of the email attachment hash with the USB file hash offered an unappealable connection between the hardcopy and the communication track.
The hierarchy of the conspiracy was also shown using the call logs. Emma used Joe as an intermediary who mostly communicated with her. Joe then informed Norman as can be seen by the trend at which Emma made calls to Joe and then calls to Norman. This chain movement is comparable to the format of an intermediary-based exchange in which the intermediary facilitator mediates between the source and the consumer.
The coordinated act of the analysis of calls and emails can be discussed as the clear, continuous sequence of aligned actions. Such a coherent communication trail emphasizes the aspect of planned plots, confirmation behavior, and coordination on the fly which is vital to the attempted intellectual property theft.
[bookmark: _Toc214395036][bookmark: _Toc216341607]Suspect Profiling
The characterization of the three main suspects, Emma, Joe, and Norman gives a straightforward guide to the functions, intentions, and behavioral signs related to the orchestrated theft of intellectual property. The evidence obtained through forensic investigations conducted on devices and communication channels can be used to form a coordinated criminal alliance to which each of the suspects provided a different role fundamental in the implementation of the scheme.
Emma – Primary Perpetrator and Data Thief
The role of Emma is detected as the person who accessed and took out the patent files of QT-AI-2025 directly. The logs of the browser showed some searches about her personal financial hardship, such as consolidation of debts and quick-loan requests, which means that she was primarily interested in financial income. Her device had the original access logs of the patent directory and metadata of files being copied to the USB drive. These pieces of evidence place her as the insider who used her authorized access to illegally gain purpose.
Joe – Intermediary and Facilitator
Joe was the go-between in Emma and Norman. According to the notes found in his smartphone, he was expected to see a 30% reduction and the connection to him having a commission-driven motive was made directly. Log communication reveals him to have organized meetings, negotiated payment structures and transfer of sample files. His actions indicate a typical facilitator type of profile, one that does not have a direct access to the proprietary data but facilitates and coordinates the exchange between the source and the buyer.
Norman – Buyer and Beneficiary
The receiving side of the fraudulent activity is through the involvement of Norman. His emails talk of having gained a competitive advantage over the competitors and this indicates that he had a clear intention of using the stolen information to gain competitive advantage in his business. He negotiated payments, saw the sample file and endorsed additional transfers.
Collectively, the evidence demonstrates consistent alignment with their respective roles and motives. No contradictory artifacts were identified, and all collected data supports their coordinated participation in the fraud (Herald Scholarly Open Access, 2025).
[bookmark: _Toc214395037][bookmark: _Toc216341608]Conclusion
The case of the investigation of the Quantum Tech corporate espionage case can be well supported with verifiable facts of a well organized plan to steal and transfer the ownership of proprietary intellectual property, namely the QT-AI-2025 patent design. A methodical process of forensic examination of smartphones and storage devices revealed to investigators patterns of consistent communication, timestamps and metadata that showed Emma, Joe, and Norman as part of a planned effort of illegal access, file exfiltration and negotiations of financial transactions. The application of forensic tools like Cellebrite UFED, FTK Imager and Autopsy made sure that all the discoveries were technically valid and legally justifiable, and that they met the industry standard when it comes to handling digital evidence (Casey, 2020). The recapitulated chronology of events shows that digital footprints (and messages, file transfers and bank details) can be used to prove motive, intent and implementation. This case highlights the importance of digital forensics to fill the gap between suspicion and evidence and strong support of the necessity to use digital forensics as a tool to detect insider threat and protect organizational assets (Horsman and Sunde, 2022). Also, the findings not only suggest the technical aspect of the crime, but the human aspect behind the crime, whereby one must closely monitor the internal security breach at any given time.
[bookmark: _Toc214395038][bookmark: _Toc216341609]Recommendations
Multi-factor authentication, data loss prevention tools, and insider threat behavioural analytics should be used to supplement the internal cybersecurity in the case of Quantum Tech. It should also become a habit to conduct digital audit and employee awareness to prevent future incidences. With law enforcement, indictment should be filed on the foundation of Economic Espionage Act (18 U.S.C. 1831), and more detailed financial forensics audit should be initiated to monitor financial operations and recover digital evidence. In the instance of backup traces, remote work and cloud storage facilities would be taken into consideration as well. Finally, ongoing learning of new forensic tools and analytics using AI will be recommended to expand the investigation capacities and resilience in the future.
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