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[bookmark: _Toc203725531]List of Abbreviations 
ALARP – As Low as Reasonably Practicable 
EMTAP – Energetic Material Testing and Assessment Policy 
ESD – Electrostatic Discharge 
HAZID – Hazard Identification
HAZOP – Hazard and Operability Study
ISS – In Storage Surveillance 
MTDS - Manufacture to Target Disposal Sequence 
SQEP – Suitably Qualified and Experienced Person 
TSC – Tandem Shaped Charge


[bookmark: _Toc203725532]1. Introduction
This report relates the storage of a Brimstone 2 missile to methods used by engineers when assessing the risk of a task or system. “Brimstone is an air-launched ground attack missile” that has “a Tandem Shaped Charged (TSC) warhead” [1]. In all working environments there are an array of risks however when dealing with substances that have an explosive nature, these risks can lead to catastrophes. By assessing these risks and ensuring that they are as low as reasonably practicable (ALARP), prevents accidents and keeps all persons involved in the manufacture to target disposal sequence (MTDS) safe. 
[bookmark: _Toc203725533]2. Part 1 - Risk Assessment 
[bookmark: _Toc203725534]2.1 Intro to Risk Assessment
Risk assessments must be conducted for the entire MTDS of a product. The following risk assessment is assessing the risks associated with the storage of a Brimstone 2. Multiple methodologies exist for conducting a risk assessment, each method offers an individual outlook when identifying and evaluating any potential risks.
 Examples of common practices used within industry include using methods such as a hazard and operability study (HAZOP) or a hazard identification (HAZID). Both methods guide the assessor when writing the risk assessment. A HAZOP is conducted once the design of a product has been developed and consists of reviewing the newly designed or already established processes to uncover any risks or deviations from the original design [2]. Whereas a HAZID is done during the early stages of the development of a product with the goals being to identify a broad range of potential hazards [3]. 
For this risk assessment, a HAZID has been conducted as it is to be perceived that new processes and designs must be developed to ensure the safety of storage for the Brimstone 2. Assumptions have been made for the following risk assessment including that the missiles are being stored within a magazine, with heating, at a manufacturing facility in the UK, on mainland. 
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[bookmark: _Toc203725536]2.2.1 HAZID
To assist with decision making and guide the risk assessment, a group HAZID was conducted. An expansive range of key areas are to be covered during this procedure, the benefits of conducting it as a group activity include pulling expertise from varying lines of work, bouncing ideas from one another, and ease of decision making.
To perform a HAZID the MTDS must be split into phases. As mentioned, the phase chosen for this risk assessment was the storage of the Brimstone 2.  This phase needed to be clearly defined, and the intention of this phase needed to be clear. It was decided that the intention of the storage was to keep the missile safe from potential harm to the quality while waiting to be delivered to a customer. After establishing thisa hazard checklist was utilised. A hazard checklist promotes ideas, in the form of guidewords, that may be relevant to the phase that the risk assessment is being conducted for. Once the hazard checklist was completed, a deeper dive into each of the topics must then be considered in the risk assessment. This can be seen below:
2.2.2 Finalised Risk Assessment


	PART 2: Risk Assessment

	Identified Hazard
	Persons at Risk
	Hazard Description 
	Existing Control Measures
	Severity
	Probability
	Existing Risk Level
	Additional Controls
	Severity
	Probability
	Final Risk Level

	1.1 – Natural Hazards

	Temperature
	Staff, Visitors, End Users
	· High/low temperatures can damage the stored item
· High/low temp can affect anyone within the building 
	· Internal building heating 
· Building design to control temp
· Clothing selected based on weather conditions 
	2
	3
	6
	· Regular planned maintenance to be carried out on building heating 
· Temperature checks on building are conducted at a regular rate, more often during extreme weather conditions
· ISS on product to ensure no deterioration during storage 
	2
	2
	4

	Solar Radiation
	Staff, Visitors, End Users
	· When the stored item is exposed directly to the sun the temperature of the object can become higher than the ambient temperature 
	· No windows 
· Building design 
· Thick steel door
	2
	1
	2
	· Door is not left open for a long period of time when work within building is being carried out
	2
	1
	2

	Fungus and Mould
	Staff, Visitors, End Users 
	· Biological hazard when handling 
	· Temperature regulated 
· Hand washing facilities located near magazine
	1
	4
	4
	· Regular house keeping 
· Condition of boxes checked on a regular schedule
· Regular planned maintenance to be carried out on building heating 

	1
	2
	2

	Salt Fog
	Staff, Visitors, End Users
	· Salt fog can damage and break down packaging and metal causing corrosion
	· Sealed building 
· Away for salt water 
· Munition is stored in box with foam inserts 
	1
	1
	2
	· Regular house keeping 

	1
	1
	2

	Sand and Dust
	Staff, Visitors, End Users
	· Labels may be covered and unreadable 
· Could be breathed in 
	· Minimal sources of sand and dust within building  
	1
	2
	2
	· Regular house keeping
	1
	1
	1

	2.1 – Physical Hazard 

	Tripping
	Staff, Visitors, 
	· Box on the floor could lead to tripping
· Uneven flooring could lead to tripping
	· Competent staff in building 
· Level floor in building 
· To be stored in designated storage areas within magazine
· Steel toe cap shoes
	1
	2
	2
	· Safety tape / barrier surrounding storage area 

	1
	2
	1

	Burn
	Staff, Visitors
	· Burn to person from steam heating
	· Heating pipes are out of reach
· Any maintenance on steam pipes to be done when steam is not running 
	1
	1
	1
	· Signage alerting people that the steam pipes may be hot and cause a burn
	1
	1
	1

	Lighting 
	Staff, Visitors, end user
	· Insufficient lighting leading to incorrect storage
· Lighting loss leading to disorientation
	· Sufficient indoor, overhead lighting 
	1
	4
	4
	· Regular planned maintenance on buildings lighting
· Backup generator on site 
· Emergency ATEX torches in building 
· Central walkway in building 
	1
	1
	1

	Blocking Egress Routes 
	Staff, Visitors, 
	· Storage of boxes in front of egress routes preventing exits in emergency
	· To be stored in designated storage areas within magazine
· Competent staff  

	4
	2
	8
	· Photographs of correct layout and how products should be stored to be displayed in building 
· Floor markings displaying the only areas that boxes are to be stored 
	4
	1
	4

	Entrapment (Parts of The Body)
	Staff, Visitors, End Users
	· Lid of box may trap a body part
· Box may fall and trap a body part
· Body part trapped when lowering from a lifted position 
	· Stacked to spec (no more than two items high)
· Competent staff lifting boxes
· Steel toe cap shoes worn
	1
	2
	2
	· Inspection of area
· Inspection of boxes 

	1
	2
	2

	Entrapment (Clothing)
	Staff, Visitors, 
	· Clothing could become trapped preventing movement 
	· Stacked to spec (no more than two items high)
· Steel toe cap shoes worn
· No lone working 
	1
	2
	2
	· Well-fitting clothing
	1
	1
	1

	3.1 – Explosion 

	Sympathetic Detonation 
	Staff, Visitors, End Users
	· Detonation due to a nearby explosion.
	· Explosive content is IM tested to ensure minimal risk of sympathetic detonation.
· Amount of sensitive munition within missile is minimal 
· Safety and arming fuzing unit
· Stored according to compatibility matrix
· Hazard type is displayed on entry to building 
	4
	1
	4
	· Barriers between each item
· Stored so that the shaped charge is not facing any other missiles 
· ISS to ensure that deterioration over time in storage does not lead to increased risk of sympathetic detonation 
	4
	1
	4

	Shock
	Staff, Visitors, End Users 
	· Detonation via shockwave from an external blast 
	· Packaging standards
· Buildings separated at specific distances based upon hazard type
· Amount of sensitive munition within missile is minimal 
· Safety and arming fuzing unit
· Blast walls 
· Blast mounds 
	4
	1
	4
	· Separation barriers between each stored item
	4
	1
	4

	ESD
	Staff, Visitors, End Users
	· Electrostatic discharge has the potential to create a charge that can set explosive off 
	· First degree static precautions
· ATEX equipment 
· Visitors and staff briefed on contraband 
· Lightning defences
· Steam heating not electric space heaters
· All electrical components of the missile are compatible with the explosive fill
· Material testing to ensure that explosive won’t be set off by small amounts of ESD
	4
	1
	4
	· Consequences if found with contraband 
· Signage on entrance to building reminding not to take in electronic devices 
	4
	1
	4

	External Heating
	Staff, Visitors, End Users
	· Heating explosives increases risk of accidental detonation
	· Building heating maintenance 
· Facility design
· EMTAP testing conducted to ensure highest temperature that explosive can reach before accidental detonation is higher than what it will see within magazine
	4
	1
	4
	· Regular heating monitoring
	4
	1
	4

	Impact 
	Staff, Visitors, End Users 
	· Impacting explosive can lead to detonation
· Something falling onto stored product
· Forklift driving into stored product
· Operative walking into/kicking stored product
· Product falling/being dropped and impacting with the floor
· Impact may damage the product and cause quality issues for the end user
	· Forklift driver SQEP
· Anything hung/stored above is affixed properly 
· Stacked no higher than two items high
· Vigorous environmental testing conducted on products during development to ensure impact wouldn’t cause an accidental detonation 

	1
	3
	3
	· Reduce number of items stored/hung above article 
· Packaging designed for integration with forklift trucks to ease lifting  
· Manual lifting is discouraged
· Reporting any impacted items to the quality team for inspection
	1
	2
	2

	Friction 
	Staff, Visitors, End Users
	· Friction can lead to explosive being accidentally ignited
	· Forklift driver SQEP
· EMTAP testing conducted to raw materials ensuring that the IM properties of the explosive are high enough that friction would not ignite it
· Utilise pump truck within building for movement of boxes. 
	1
	1
	2
	· Missile stored within specially designed foam inserts, preventing movement within box

	4
	1
	4

	Fire
	Staff, Visitors, End Users
	· A fire within an explosive building could lead to the external temp becoming too high resulting in detonation of the product
· A fire would damage the quality of the product
· Persons within building would be at risk of getting burnt if a fire broke out
	· Fire alarms 
· Flight not fight response encouraged
· Muster point is at a safe distance and everyone entering knows where the safe muster point is located. 
· All explosive stored in fireproof boxes 
· Alarm system in building

	5
	2
	10
	· Thermal barriers between large quantities
· Regular fire alarm testing 
· Emergency phones located at safe muster point.
· Products are quality assessed if involved in a fire 

	5
	1
	5

	4.1 – Human Factors

	Incorrect Labelling 
	Staff, Visitors, End Users 
	· The wrong label being put on a box could mislead to the contents of the box
	· Competent staff to label boxes 
· Minimising lone working (two people see the label)
	1
	3
	3
	· Mandatory training on how to correctly label hazard types and the importance of getting it correct 
	1
	2
	2

	Sabotage/Espionage 
	Staff, Visitors, End Users, General Public 
	· Someone without the correct clearance getting hold of classified information
· Theft of the product
· Product being used for unintended purposes 
· Protests limiting access to work
· Vulnerable workers being bribed to commit sabotage or espionage
· Cyber intrusion 
· Criminal damage to magazine 
	· Staff security clearance 
· Blast mounds and steel doors to protect from fragments and blast due to an attack 
· National security act 2023
· Official Secrets act 1989
· Reporting losses of relevant explosives 
· Record keeping 
· Security guards

	5
	3
	15
	· Phishing training
· Personnel must give a valid reason to collect keys to magazine 
· Sign off required for key access 
· No fly zone around perimeter of site 
· Armed guards at all site entrances 
· Key presses  
· Boxes are tied and crimped shut to show any tampering 
· Workers encouraged to share any change in circumstance with security vetting 
· Limit staff promoting place of work on social media
· Regular updates to the laws and acts that surround sabotage and espionage
	5
	2
	10

	Incorrect Handling 
	Staff, Visitors, End Users
	· Incorrect handling could lead to dropping
· Incorrect handling could lead to operator injury
	· SQEP persons in building 
· Lifting equipment (e.g. pump trucks) available for use 
	2
	3
	6
	· Storage boxes designed to allow for ease of lifting with forklift/pump truck
· Signage to prevent anyone from trying to lift as an individual 
· Repeated training on manual handling
· Manual handling risk assessment to be conducted on product and storage boxes 
· Manual handling training 
	2
	2
	4



	Part 3: Risk Assessment Matrix 

	Risk Matrix 

	Severity 
	Multiple fatalities >5
	5
	5
	10
	15
	20
	25

	
	Fatalities <5
	4
	4
	8
	12
	16
	20

	
	Severe life threatening injuries requiring immediate hospitalisation 
	3
	3
	6
	9
	12
	15

	
	Serious non-life threatening injuries requiring medical treatment 
	2
	2
	4
	6
	8
	10

	
	Minor injuries requiring first aid treatment 
	1
	1
	2
	3
	4
	5

	Frequency 
	1
	2
	3
	4
	5

	
	Remote
	Unlikely
	Occasional
	Likely 
	Frequent



	Assessment to evaluate the suitability of control measures. 

	Key 
	Risk = Severity x Frequency 

	 
	12 - 25 Intolerable 
	The risk is too high, the activity should cease until control measures are improved. 

	 
	4 - 10 Tolerable if ALARP 
	The level of protection from the activity is only acceptable when the risks are ALARP

	 
	1 - 4 Broadly Acceptable 
	The level of protection for the activity is considered acceptable 



	Frequency Rating For Risk Matrix 

	Frequency 
	Frequency Rating 
	Occurrence During Operational Life 
	Frequency P/A

	Frequent
	5
	Likely to occur a number of times a year 
	F  >  10

	Likely 
	4
	Likely to occur a few times in the plant lifetime
	10 >  F >  10-1

	Occasional
	3
	Could occur in the plant lifetime
	10-1  > F > 10-3

	Unlikely
	2
	Unlikely to occur
	10-3  > F > 10-5 

	Remote
	1
	Highly unlikely but may exceptionally occur 
	10-5 > F > 10-7





[bookmark: _Toc203725537]3. Part 2 - ALARP Justification 
When a process is being designed, a risk assessment must be conducted. Within this risk assessment the aim is to minimise all risks to the point that they are considered broadly acceptable. In certain scenarios of risk management, achieving a level of risk minimisation that meets the criteria of being broadly acceptable may be unattainable. However, there is the possibility that it may be considered a tolerable risk if it is deemed to be “As Low As Reasonably Practicable” (ALARP). In some exceedingly rare situations, if a task cannot be made tolerable, but is essential for the county’s security, exceptional circumstances can be granted to allow for this to go ahead.
[bookmark: _Toc203725538]3.2 Sabotage and Espionage 
The dictionary defines sabotage as “the act of doing deliberate damage to equipment, transport, machines, etc. to prevent an enemy from using them, or to protest about something” [4]. Espionage can be defined as “the discovering of secrets, especially political or military information of another country or the industrial information of a business” [5]. Because of this both sabotage and espionage are major risks that are worth considering when storing any kind of explosive.
[bookmark: _Toc203725539]3.3 Storage, Hazard and Risk
When handled incorrectly, explosives can have a catastrophic effect. Consequently, the risks associated with almost all stages during the MTDS of explosive products are heightened in comparison to other products from alternative industries. Sabotage and espionage not only posses a threat to workers, visitors, and end users, but also to the general public as well as the national security of the country. It is essential to ensure that during the storage of the Brimstone 2, no forms of sabotage and espionage can take place.
3.3.1 What is the Risk/Hazard?
During storage there is the chance that someone without the correct security clearance may get hold of information regarding the product, this information could be classified and, if in the wrong hands, could be used against the country. Information such as the weapons technologies as well as its explosive quantities could be used during the planning of another attack or to find a counter measure so that the weapon would prove to be ineffective at the target.
There is a risk of the missile being stolen. If this were to happen, classified information could possibly be leaked. A stolen missile could be used for unintended purposes such as being a threat to someone or actually being used to target a person. 
Another act of sabotage may be causing criminal damage to the magazine that it is stored in. for example, damaging the magazines heating system. A knock-on effect from the criminal damage may lead to the quality of the product being compromised and thus endangering the lives of the end user.
There is a risk that if someone commits an act of sabotage and sets off an explosive device in the vicinity of where the product is being stored it could set off the product or damage it. This could create a larger explosion near the storage area and set off other explosive endangering the lives of everyone nearby. Damage to the weapon from an event like this would cost the company money and may endanger the end user.
3.3.2 Risk Factors
Due to requirements of ensuring that comprehensive record-keeping takes place with regards to explosive storage, this puts the product under risk of cyber intrusion. This means that without the correct security precautions someone may be able to get hold of information regarding the location as to which the Brimstone 2 is stored as well as the quantity being stored and thus use this information for sabotage.
There must be access to these stores of Brimstone 2, for people to use them for their intended purposes. As a result of this it is possible for the wrong people to get into the stores. There must be multiple barriers to stop unauthorised people gaining access to the items.
3.3.3 Motives Behind Acts of Sabotage and Espionage 
Sabotage tends to be done for military or political advantage. People may commit acts of sabotage and espionage due to their origin, ethnicity or religion; political beliefs are also a major factor in providing motivation to commit an act of sabotage or espionage. Some people may be in a position that makes them vulnerable to bribes and threats that would make them believe that committing an act of sabotage and espionage would be of benefit to them whether it is for financial or personal gain.
3.3.4 Previous Incidents 
Incidents of attempted sabotage and espionage are more common than most other risks associated with working in the explosive industry. This is because these acts tend to be politically and morally driven. People take inspiration from others who have tried to make a large statement on there political beliefs and do the same. It is essential to learn from previous incidents and put more factors and barriers in place to prevent anything similar happening again.
An example of a previous event that happened recently is when there was an arson attack on a London warehouse that was linked to Ukraine, this attack was believed to be on behalf of Russian mercenary group Wagner [6]. 
Another similar incident is when two alleged spies suspected of planning to sabotage German military aid for Ukraine were arrested in Germany, they were dual German-Russian nationals [7].
[bookmark: _Toc203725540]3.4 Prevention and Mitigation
To reduce the risk to a level that is deemed tolerable and ALARP, prevention and mitigation methods must be put into place. Some methods of prevention are in place already from the design of the weapon and the magazine, but further prevention methods must also be put into place to make the process as safe as possible for everyone that is involved. 
3.4.1 Current Prevention and Mitigation Methods
The National Security Act 2023 is “an Act to make provision about threats to national security from espionage, sabotage and persons acting for foreign powers” [8]. This means that it is illegal to perform an act of espionage or sabotage. By implementing laws surrounding the risk there are many benefits. One benefit is that it gives the site storing the Brimstone 2s more power. They have a legal right to restrict access onto their site due to this. The Act also discourages people from attempting to commit any forms of sabotage and espionage because of the fear of prosecution.
Security clearance is, in most cases, a necessary requirement for people to be allowed to work on any site that handles military goods. During the screening process for a person to gain security clearance many things are checked to ensure that the person, and all immediate contacts of theirs, have never committed any crimes against the country. They also assess whether they are in a vulnerable position in which they may be bribed to spy or leak classified information. Nationality must be disclosed during the security vetting process; this is due to the risk of people from other nationalities or dual-nationals sabotaging in order to aid their country of origin.
The magazine is built with a blast mound surrounding it and is made of blast walls. This is mitigating the risk as if an explosive were to be detonated near the store it would be unlikely to cause any harm on the contents of the store.
Sufficient record keeping of explosive stores must be practiced. Any losses of explosive should be picked up immediately and then investigations to be followed up. If I missile were to go missing from an act of sabotage this should be caught and the relevant authorities made aware.
On site security is essential at all military sites. Sufficient proof of identification must be shown to allow access onto site at any given time, the person coming to site must have a valid reason to be there, whether that be visiting, working etc.  This means that unauthorised people should not be able to gain access to the site.
3.4.2 Further Prevention and Mitigations to be Implemented
Due to the cyber risk related to storing information of where the missiles are stored on an electronic device, all staff that have access to such networks should undergo regular cyber security training. An example of this would be phishing training to educate staff not to click on links from unknown outside sources.
The company should develop a process that disallows people to gain access to the keys for the magazine without sufficient reason. This could be done by having a form that requires sign off from multiple people before key access is granted.
A bordering fence around the perimeter of the grounds of the storage area would help mitigate risk. It would make it difficult for anyone to get over and onto site. Signs on the fence explaining that it is not only illegal to cross but also dangerous, would discourage unwanted people from trying to gain access.
Enforcing a no-fly zone around the perimeter of site would protect from potential air born threats and any unauthorised surveillance that would be considered espionage. Enforcing it as a law would deter people from committing acts of espionage as they would fear being criminalised.
Armed guards at the entrance to the site would be a deterrent with regards to sabotage. Armed security guards have the training required to detect and prevent these types of attacks, and they are equipped with the necessary tools and weapons to neutralise any potential threat [9]. This would mean the risk of an unauthorised person entering site would be significantly lower.
Having an indication that the seal of the box has been compromised would deter threats from trying to gain access to the Brimstone 2. An example of this would be crimping the boxes that contain the missiles shut. This would allow for any unauthorised access within the weapon store to be identified; This could then be reported and further investigated.
Regular reminders to staff to update security clearance is essential. If a person is going through financial hardship, or a personal issue such as divorce they may become vulnerable to bribes. Staff should also feel comfortable speaking to someone from work or knowing outlets where they can receive help. This would mitigate the risk as staff would be less likely to take bribes if they see another solution to fixing their hardship.
Staff should limit what they post about their place of work on social media. By someone promoting that they have access to classified information it makes them a target. It should be made clear by the company that it is not acceptable to share such information.
There should be regular updates to the laws that surround sabotage and espionage. When acts of sabotage and espionage takes places these laws should be reconsidered and updated accordingly. Punishing previous acts of this kind of attack will deter other potential prospects from attempting the same thing.
3.4.3 Discarded Ideas
When considering making something ALARP their may be more that can be done to reduce the risk, however this may be considered not practicable. For example, armed guards surrounding every magazine would deter threats. However, this would be seen as an unnecessary use of armed guards. It would cost the country more in loss of a resource than it would in protecting the Brimstone 2s.
To reduce the severity of an event of sabotage and espionage the number of people allowed in the vicinity of the magazine could be limited to 1. This would mean that the storage facility would have to be built in a very remote area to ensure that no one was ever near it at any given time. This would not be practicable. It would also mean that lone working would have to be promoted however this is discouraged as lone working can lead to mistakes and accidents. This wouldn’t reduce the score on the risk matrix however because the weapon could still be used against people if it got into the wrong hands.

[bookmark: _Toc203725541]4. Conclusion 
To conclude, there is no way to reduce the consequences of sabotage and espionage on the Brimstone 2. However, there is a way to reduce the risk of these consequences becoming a reality.
Risk assessments are an essential part engineering. There are multiple ways of conducting risk assessments, none of which is better than the others, however some may be more beneficial at certain stages in the design than others. Reducing the risk should be the main priority but making sure that it is also a benefit to the country and company must be considered as well. 
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