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Like, Reconnaissance is the method of collecting information about a target system 

without alerting it, also known as Footprinting, it is the first step in any form of hacking 

that helps in understanding the target system and identify potential attack vectors & 

vulnerabilities followed by network scanning to identify hosts, ports and services in the 

network. 

Enumeration is when you try and connect to the system and do deliberate 
actions to gather more information. 

“Enumeration is the process of actively connecting to and gathering detailed 

information about systems and services on a network. It goes beyond 

scanning and focuses on extracting specific details like usernames, shared 

resources, network shares, and system roles.” 

To Gain access to the inner workings of a network, identify vulnerabilities, and 

understand the structure of the target system. 

Scanning vs Enumeration  

While scanning involves finding open ports and services, enumeration digs deeper 

to obtain actual data from these services. 

My Network for this Activity 

Windows Server 2022 – DC – 192.168.1.1/24 

Windows Client 10 – Dmember – DHCP from Server 

Debian 13 – 192.168.1.240/24 

Kali – 192.168.1.250/24 

NetBIOS Enumeration  

Confirm the target Windows machine has file and printer sharing enabled and 

NetBIOS over TCP/IP running. 

From your Kali Linux: 

nbtscan -r 192.168.1.0/24 

+ This command scans the specified network range for NetBIOS names. 
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+ The output typically shows computer names, MAC addresses, and 

workgroup information 

+ This kind of information is valuable for attackers trying to understand the 

network structure. 

Outcome 
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Discussion: Discuss the risks of leaving NetBIOS enabled and how this can expose 

sensitive network information, such as usernames and shared resources. 

If you are not getting the desired outcome as shown in the screenshot (example), you 

need to check if NETBIOS/ SAMBA Service is enabled. 

To Check that, in your Windows Command Prompt, type: 

nbtstat -n 

If not enabled, follow the instructions from your lecturer (This is why it is important to 

attend the lecture sessions!!!) 

Similarly for other Services to Enumerate, Check if the Services are enabled and 

running. 

In Windows Server – Powershell 

NetBIOS: nbtstat -n  

should show active NetBIOS names. 

SNMP: Get-Service -Name SNMP  

DNS: nslookup  

SMTP: telnet localhost 25 should connect to the SMTP service. 

RPC: Run rpcinfo -p on the server  

check Services for Remote Procedure Call status. 

If SNMP Service is not installed, If not enabled, follow the instructions from your 

lecturer (This is why it is important to attend the lecture sessions!!!) 
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snmpwalk -v 2c -c public 192.168.1.1 

Commands for other Services like: 

For DNS  

dig @192.168.1.1 nitheesh.noss any 

 For SMTP 

telnet 192.168.1.1 25 

 For RPC 

rpcclient -U "" 192.168.1.1 

 

 

 


