Ransomware

1: Introduction to Ransomware. 
Ransomware is a type of software trojan or virous that cybercriminals use to try and extract money from people or businesses who are unprepared for an attack. 

2 Trojans and viruses 
	2.1 What are they? 
A Trojan is a program that attaches itself to you computer applications and then opens up a backdoor for the hacker to access your computer and unlock all your secure files. This is used to steal personal information and passwords to accounts. 

A Virous is a malicious program that attaches to documents rather than the operating applications. This allows it to be spread far more easily.  The idea behind the virous is that it corrupts and destroys files rather than allowing the hackers access to them. 

	2.2 How do you get it? 
The two most common ways to get infected are: 
2.2.1: Email Attachments. 
Hackers use spam emails with attached word or excel documents which contain the virous to infect unsuspecting people. When you open the attached document it downloads the virous to your computer where it can then spread to all your files. 
2.2.2: Malvertising
Malvertising is when adverts on web pages are infected with the virous or trojan. This usually downloads the software from a web page while the advert is on the screen without you even knowing. 
3 Ransomware
	3.1 Overview
Ransomware is a trojan or virous that targets the user’s files and encrypts them to prevent them from gaining access to their own files. Once the malware has found all the files of the type it was searching for it will encrypt all of them and then demand a ransom payment in exchange for the pass key. Payment is usually asked for in either cryptocurrency or to be payed by credit card. 
	

3.2 Preventative steps: 
Jeff Pettiers in his blog lists [1] “6 tips to prevent potential ransomware attacks: 
1. Keep your computer patched and up to date 
2. Use an Anti-Virus scanner
3. Use a firewall
4. Don’t click the links.
5. Practice safe browsing habits 
6. Back up your files. “
3.3 File types
Dell SecureWorks Counter Threat Unit [2] lists a table of all the file types that can be targeted by Ransomware software. 
	*.c
	*.h
	*.m
	*.ai
	*.cs
	*.db
	*.db
	*.nd

	*.pl
	*.ps
	*.py
	*.rm
	*.3dm
	*.3ds
	*3fr
	*.3g2

	*.3gp
	*.ach
	*.arw
	*.asf
	*.asx
	*.avi
	*.bak
	*.bay

	*.cdr
	*.cer
	*.cpp
	*.cr2
	*.crt
	*.crw
	*.dbf
	*.dcr

	*.dds
	*.der
	*.des
	*.dng
	*.doc
	*.dtd
	*.dwg
	*.dxf

	*.dxg
	*.eml
	*.eps
	*.erf
	*.fla
	*.flv
	*.hpp
	*.iif

	*.jpe
	*.jpg
	*.kdc
	*.key
	*.lua
	*.m4v
	*.max
	*.mdb

	*.mdf
	*.mef
	*.mov
	*.mp3
	*.mp4
	*.mpg
	*.mrw
	*.msg

	*.nef
	*.nk2
	*.nrw
	*.oab
	*.obj
	*.odb
	*.odc
	*.odm

	*.odp
	*.ods
	*.odt
	*.orf
	*.ost
	*.p12
	*.p7b
	*.p7c

	*.pab
	*.pas
	*.pct
	*.pdb
	*.pdd
	*.pdf
	*.pef
	*.pem

	*.pfx
	*.pps
	*.ppt
	*.prf
	*.psd
	*.pst
	*.ptx
	*.qba

	*.qbb
	*.qbm
	*.qbr
	*.qbw
	*.qbx
	*.qby
	*.r3d
	*.raf

	*.raw
	*.rtf
	*.rw2
	*.rwl
	*.sql
	*.sr2
	*.srf
	*.srt

	*.srw
	*.svg
	*.swf
	*.tex
	*.tga
	*.thm
	*.tlg
	*.txt

	*.vob
	*.wav
	*.wb2
	*.wmv
	*.wpd
	*.wps
	*.x3f
	*.xlk

	*.xlr
	*.xls
	*.yuv
	*.back
	*.docm
	*.docx
	*.flac
	*.indd

	*.java
	*.jpeg
	*.pptm
	*.pptx
	*.xlsb
	*.xlsm
	*.xlsx
	 




3.4 Recovery from attack 
There are 3 main options on how to recover from a Ransomware attack: 
Option 1: Backups. 
If you are prepared for an attack, by regularly backing up work and then disconnecting the backup device from the main computer so that the ransomware cannot infect the back-up drive, then you can wipe the computer clean to remove the software. After the computer is cleared then you can reinstall everything from the back-up drive. The only work that will be lost will be what was done between the last back-up and getting infected. 
Option 2: Decryption
There are free decryptors you can download from the internet to get your files back for free. However the draw back to this method is not all versions of ransomware have decryptors available to be downloaded. This can either be due to the fact this is the latest version so one hasn’t been created yet or some of the viruses use such high levels of encryption that it can’t be cracked. 
Option 3: Negotiate
The least preferable option is try negotiating with the people who made the virus that has infected your computer. The main issue with this method is there is no way to guarantee the hackers will send you the decryption key even after you pay them. 
4 CryptoWall Trojan
The Comodo Antivirus’s “What is CryptoWall?” article [3] sums up the Trojan as, “CryptoWall belongs to the ransomware family that uses advanced techniques to infiltrate computers and hides from its victims. Simply put, the Cryptowall is a Trojan horse that encrypts files on the jeopardized computer and then proceeds to threaten the user to pay a ransom to have the files decrypted”
5 Conclusion
In conclusion prevention is better than cure. Even tho you can get lucky and find a free decryptor or pay a fee and get the key code to your files, not everyone is this fortunate and it won’t work every time. Meaning the only way to be one hundred present safe is to follow the above advice so you are ready when the time comes. 
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