Giuseppe Ventimiglia		NOS and Security
[image: ]


Abstract
This report aims to give a knowledgeable overview data security to the Snowdenia City Council,  suggesting a strategy and solutions to increase cybersecurity and prevent future cyberattacks.
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[bookmark: _Toc39228217]1 Introduction
Over 50 years ago the invention of the Internet has brought to humanity inestimable and incredible benefits, shifting almost everything that in the past day was done physically, in a virtual way. Services such as mail, banking, shopping, learning have been revolutionized, seeing a massive growing number of Internet users around the world and a growing economy that has also sparked interest in criminals, to move their illegal activities online. 
Cybercrime indeed, refers to all illegal activities that are associated with computers, internet networks and other technologic devices and in past years, it has seen a rise in numbers. In 2019, according to Gorham (2020), the Federal Bureau of Investigation has received world widely more than 450,000 internet crime complaints, 32 % more than 2018, for a loss of $ 3.5 dollars (29% more than last year).
[bookmark: _Toc39228218]2 Snowdenia City Council Incident
The recent cyberattack received by the Republic of Snowdenia County Council has led to a serious data breach, highlighting a critical issue with the organization’s security posture.  The attacker has been identified as one the Snowdenia’s staff, that has implemented a multiple attack intrusion system based on the Man-in-the-middle(Arp poisoning) attack, password cracking Wi-fi attack.
[bookmark: _Toc39228219]2.1 Threat Actors and attacks
According to Dulaney and Easttom (2018, pp 205-208),  people engaging in attacks are called “threat actors” and they are divided into different categories:
1. Script Kiddies: They are new to attacks and have little experience, usually use existing scripts to play attacks.
2. Hacktivist: they use attacks to promote political messages or social agenda.
3. Organized crime: a group of hackers that work together for criminal purposes.
4. Nation-states/APT: Advanced-persistent attacks are long-running attacks often sponsored by a country, that can be sophisticated and dangerous for all the resources that can put behind to contribute.
5. Competitors: organizations that use a specific type of attacks to gain information about the competitor and its products
6. Insiders: The most common and dangerous threat to networks and systems. Employees, vendors, and contractors are granted access to resources and the abuse of that trust for malicious purposes can have a tremendous impact on the organization.
There are many cyberattacks and most of them are combination of different types, but they can all be categorized in one of the following groups.

   Figure 1  Type of attacks (Author, 2020).
[bookmark: _Toc39228220]2.2 The attack

Figure 2 Dynamic of the attack (Author, 2020).
At this stage, it is clear that an insider has performed a blended major attack combining different types of attacks. The most plausible hypothesis is that the attacker fraudulently managed to get access to the roaming staff’s Wi-Fi network, performed a Man in the middle attack to intercept and spy the traffic between the victims and the router, and used a brute force attack to crack the passwords that protected the access to resources used such as databases and private files. 
[bookmark: _Toc39228221]2.2.1 Wireless attack
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Figure 3 Explanation of wireless attack to gain access to a network (Author, 2020).
According to Dulaney and Easttom (2018, p. 171)  Wi-Fi networks are generally considered much less secure than wired networks simply because data is transmitted in the air. 
Wi-fi adapters indeed can be configured to: 
1. Scan areas for wireless networks and identify all the connected hosts.
2. Trick the network to get a device disconnected and to capture a special message sent to the lost device for reconnecting, called the three way-handshake. 
3. Combine the 3-way-handshake with  dictionary attack that will autogenerate passwords to have guaranteed the access as a legitimate host.



[bookmark: _Toc39228222]2.2.2 MITM ARP spoofing attack
The Man-in-the-middle Arp spoofing attack is a type of attack that intercepts the traffic between a host and the router (Dulaney and Easttom, 2018,p. 304). 
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Figure 4 Arp Spoofing (Author, 2020).
When two devices communicate with each other, packets know their destinations according to the addresses stored in the Arp table.  ARP stands for Address Resolution protocol and ARP tables match for each known device on the network, its mac address with an Ip address, but through the use of the Arp spoofing technique, the attacker can modify the table changing the mac addresses with his own, one pretending to be the router for the victim and the legit client for the router. This method allows the attacker to get in the middle of the connection and to capture all traffic going through.

[bookmark: _Toc39228223]2.2.3 Brute force attack
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Figure 5 Brute force password attack (Author, 2020).
The brute force attack is a cryptographic attack that consists of repeated and systematic attempts to break the encryption of a password. It can be performed online and offline using power resources such as CPU or GPU that allow to perform multiple attempts simultaneously. 
[bookmark: _Toc39228224]3 Cybersecurity
On the other hand, cybersecurity has become a priority for individuals and companies. Dandabathula et al (2018, p. 12) state:” Cybersecurity is a global challenge as Cyberspace is never risk-free. Cybersecurity ensures the attainment and maintenance of the security properties of the digital infrastructure and services against relevant security risks in the cyber environment”. 
3.1 [bookmark: _Toc39228225]Security concepts
In cybersecurity there is a foundation concept related to data protection called “CIA triad” that is supported by other two concepts “DAD triad”, especially used in penetration testing, and the “AAA of security”.
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Figure 6 Security triads  (Author, 2020).
Figure 7 (Chapple and Seidl, 2019, p. 3)
The following table applies the DAD and AAA concepts to the CIA triad to determines possible risks, consequences and controls of confidentiality, integrity and availability of data.
	
	Confidentiality
	Integrity
	Availability

	Risks
	· Loss of sensitive data
· Unauthorized access
	· Incomplete and inaccurate information
· Potentially fraudulent activity
	· Disruption of the service that could affect reputation and customers satisfaction


	Consequences (DAD)
	Data leaks and breaches
	Use of unreliable data
	Unexpected downtime

	




Control
(AAA)
	Access control: 
• Defining IDs, passwords access level
• Using multi-factor authentication

Encryption:
• Data at rest
• Data in motion

3rd Party Vendor Oversight:
• Ensuring confidentiality agreements, non-disclosure agreements and security considerations are written
	Physical integrity
• Ensuring the physical environment where data is stored is reliable

Logical integrity
• Hashing
• Data validation and verification checks
	· All existing data must be analysed and  categorised for importance

· Backup strategies and disaster recovery plans must be implemented





Figure 8 (Ackerman, Bernard and Matteson, 2015)

The table also represents a solid base to reinforce security at Snowdenia City council that will involve multi-phase strategy:

Figure 9 Strategy (Author, 2020).
1. Assess: Data auditing is necessary to determine the current state of data security inside the organization.
2.  Analyse: Having determined the dynamic of the attack, it is important to analyse countermeasure methodologies to secure known vulnerabilities and prevent further attacks.
3. Achieve: According to the auditing results and the countermeasure analysis, policies and solutions can be reviewed or renewed.


[bookmark: _Toc39228226]3.2 Assess			
Logs are also important to collect data about the security posture of an organization; they are a big part of technical assessments conducted on the application system and networks called “Auditing”.
Auditing works as detective control that makes sure everything has been done correctly to achieve a goal. Audits can be conducted manually reviewing security logs, access control lists, user rights/ permissions, group policies, performing vulnerabilities scans, interviewing personnel or by using a built-in operating system’s tools but usually it is a combination of both.
	
Following the cyberattack received by the Snowdenia City council, a data security audit is necessary to investigate the compliance with the current data protection legislation, that has been introduced in 2018 under the name of “General Data Protection Regulation”. 
GDPR is based on 6 principles as shown in figure 7.

Figure 8 represents a basic step-to-step approach that the Council could adapt to perform GDPR auditing to identify possible discrepancies with the application of the regulation.

	


                                                                          Figure 10 GDPR Principles (Author, 2020).
Figure 11 Steps of a GDPR Audit (Author, 2020).
The results of the data audit will be crucial to determine the current data security posture of the organization and what actions need to be taken to prevent future attacks from occurring again.
3.2 [bookmark: _Toc39228227]Analyse
Each intrusion of the blended attack could have been discovered and prevented using different mechanisms:
WI-FI attack
· Analysing the network with a network scanner to constantly monitor and analyse network’s devices and traffic.
· Using WPA2 Enterprise authentication, a complex login system for Wi-Fi networks that offers enhanced and strict authentication.
Man-in-the-middle ARP spoofing attack
· Monitoring the network using a special APR spoofing detection system such as Xarp. 
· Connecting to the network with a VPN to encrypt data, combined with a browser add-on called “Https Everywhere” that allows connection only on encrypted protocol (HTTPS) creating a double encryption for all data.
Brute force attack:
· Using multi-factor authentication system 
· Monitoring server logs for unusual activity
· Limiting the number of failed logins
· Implementing strong password complexity policy
(Dulaney and Easttom, 2018,p. 250).
3.3 [bookmark: _Toc39228228]Achieve
Cannon, O’ Hara, and Keele (2016, p. 11) define the term policy as: “ A chief executive mandate to identify a topic of concern containing particular risks to avoid or prevent”.  
Policies define the role of security in an organization, establishes the desired end state of the security program and provide the basic foundations upon which baselines, guidelines, and procedures are going to be built. There are three main groups of policies as shown in Figure x  (Murphy, 2015, p. 127).

	Figure 12 Categories of policy. (Author, 2020).
	


The following table analyses some of the most adopted policies that Snowdenia City council could review and/or adopt.
	Policy
	Description

	Acceptable Encryption policy
	Defines which encryption algorithms are authorized to be used by the company.

	Clean Desk Policy
	Defines the requirements to maintain a “clean desk” to avoid sensitive data to be left unattended.

	Data breach Response Policy
	Defines the meaning of data breach, staff roles and responsibility and the actions that must be taken in the event of a breach.

	Disaster Recovery Plan Policy
	Defines the requirements for a standard disaster recovery plan to be created and improved by the organization.

	Digital signature Policy
	Defines the conditions when digital signatures are accepted as a valid form of identification.

	Email Policy
	Defines the conditions of what the staff is allowed and not allowed to do using the email system of the company.

	Password protection policy
	Defines the guidelines for the creation of a strong password.

	End-user encryption key protection policy
	Defines the criteria for end users to protect their encryption keys.

	Remote access policy
	Defines the rules that control access to the company’s network, remotely.

	Wireless communication policy
	Defines the requirements of what wireless devices can access the company’s network.

	Backup policy
	Defines procedures for the execution of data backup on different devices and environments.

	Guest access policy
	Defines the types of users that can be considered guests and the methods that can be used to connect.

	Physical control policy
	Defines the physical security control that the organization uses to mitigate threats.

	Employment Policy
	Defines satisfactory employees’ conduct as well as a background check, training and other aspects related to employment.


 Figure 13 Policies (Author, 2020).
As considered before, policies are integrated with:
1. Baselines, that are documented reference points created as a method of comparison for future analysis. 
2. Guidelines that are flexible in nature and are used to recommend actions.
3. Procedures that are instead detailed step-by-step instructions that are created to ensure personnel can perform a given task.
(Fahey, 2019)
The initial necessary actions that Snowdenia City council could take to harden the vulnerable Wi-Fi facility for roaming staff, are summarized in following table.

Figure 14 Solutions (Author, 2020).
[bookmark: _Toc39228229]4 Conclusion
The incident that has occurred to the Snowdenia county office is an example of weak security and as internet crime continues to grow and evolve, it is always more important for users and organizations to keep data safe all the time. 
The analysis and solutions presented throughout the report represent a good base to start building a more secure system, where more sophisticated measures such as Data Loss Prevention System, Network Intrusion Prevention System, database encryption could be introduced. (Bildner, 2019, p. 13)
Foremost, efficient user training is the key to improve security. Very remarkable are indeed Kevin Mitnick’s words, considered the greatest hacker in computer history: 
The human side of computer security is easily exploited and constantly overlooked. Companies spend millions of dollars on firewalls, encryption and secure access devices, and it’s money wasted, because none of these measures address the weakest link in the security chain (Sasse, Brostoff and Weirich, 2010, p. 1).
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Wi-Fi attack


MITM Arp poisoning


   Network access


Traffic Intercetion


Password cracking


Breaking access to sensitive file


Data breach


Data release



CIA


CIA stands for:


DAD


AAA


The "AAA" of security focuses on access control to computer resources, enforcing policies, auditing etc.


 Confidentiality is widely believed to be the most relevant of the three principles and it assures that only authorized users have access to sensitive data.


 Integrity ensures that data has not been altered by unauthorized users and in any undesirable manner including authorized users that can accidentally commit mistakes.


The DAD triad represents instead the major vulnerabilities that can compromise the CIA triad:





 Disclosure:  Unauthorized access


 Alteration: Unauthorized access


 Denial: Preventing legitimate access


Authentication: when a person's identity is established with proof and confirmed by a system 


Authorization: occurs when a user is given access to a certain piece of data or certain areas of a building


Accounting: Tracking of data, computer usage and network resources through the use of logs


It stands for:


 Availability that ensures that information is stored, protected and available at all time.


1 Assess


2 Analyse


3 Achieve



GDPR


Storage limitation for unneeded data


Purpose limitations to limit data collection to specific and legitimate purposes


Data accuracy to update or remove imprecise or incomplete data


Data Integrity and confidentiality 


Data minimization to ensure data consistency


Transparency, fairness and lawfulness of data processing



Step 1 
Stakeholder meeting to define the scope of the GDPR AUDIT


Step 2
Analyse where customer data is stored


Step 3 
Analyse where customer data is captured


Step 4
Assess data accessibility and usage


Step 5
Gauge data security


Step 6
Follow agreement with customer’s data request


Step 7 
Documentation and feedback



Policies



Organisational policy
Type of policy usually created by the organization’s management that is usually very broad in nature affecting the whole organization, a specific  geographic area or a corporate division.


Operational policy
Type of policy used to give clarity and direction on operational topics such as access to shared folder on Active Directory or use of a VPN


Functional policy
Type of policy  that is focused on a specific issue, for example a password complexity policy. Functional policies contain all necessary requirements that must be met by users.



Wi-Fi Network


Use of VPN combined with “HTTPS everywhere” for all Wi-Fi users


Use of WPA2 Enterprise Login system


Resources


Use of multifactor authentication system to access


Controls


Password complexity policy revision


Network Management scanner





Encryption and hashing of data at rest and in motion


Revision of the staff permissions and privileges


Implementing  regular auditing processes



Social engineering attack
Social engineering is the art of deceiving people. These attacks are performed via phone, email or in person.


Application/ service attack
Type of attack that target specific application of service.


Wireless attack
Type of attacks that targets Wi-Fi networks to gain unauthorized access.


Cryptographic attack
Type of attack that target technologies that rely on cryptographic functions
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