This is a course by the name of 'Avoiding Online Scams." | have
learned a lot from this course. As proof of that, | have attached
two screenshots of the course, which show the start and end of the
course. In the following Word document, 1 am going to explain
everything that | have learned from this course.

Title: Unveiling the Tactics: Lessons Learned from "Avoid Online
Scams" Course

Introduction:

Begin with a brief introduction to the course, its importance in the digital age, and your motivation
for taking it.

. Understanding the Landscape of Online Scams:

Discuss the prevalent types of online scams introduced in the course, such as phishing, identity theft,
and online fraud. Explain how these scams operate and their potential impact on individuals.

Recognizing Warning Signs

Detail the key indicators highlighted in the course that help identify potential scams. This could
include suspicious emails, fake websites, or unexpected requests for personal information. Provide
real-world examples to illustrate these warning signs.

Cybersecurity Best Practices

Discuss the cybersecurity measures emphasized in the course. Cover topics like the importance of
strong passwords, two-factor authentication, and keeping software up to date. Explain how
implementing these practices can significantly enhance online security.

Social Engineering Awareness

Explore the concept of social engineering and how scammers manipulate individuals to divulge
sensitive information. Share insights from the course on recognizing social engineering tactics and
staying vigilant against them.

Case Studies and Practical Examples



Highlight specific case studies or practical examples presented in the course. Discuss how these real-
life scenarios helped you grasp the complexities of online scams and the importance of applying
preventive measures.

Personal Reflections

Share your personal thoughts on how the course has impacted your online behavior and awareness.
Discuss any instances where you've successfully avoided potential scams after applying the
knowledge gained from the course.

Emerging Threats and Future Preparedness

Explore any information the course provided regarding new or evolving online threats. Discuss how
staying informed about emerging threats is crucial for ongoing online safety.

Conclusion:

Summarize the key takeaways from the course, emphasizing its significance in the digital age.
Conclude with a call to action for continuous learning and awareness in the realm of online security.
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The Story of Selling Shoes

Phone Call:

How did this person get my phone number?

Why do they need the sneakers for the next day?

It's strange that DeShawn talked to the buyer on the phone

1 think maybe the person was just trying to avoid annoying fees and so | don't see an
issue with this

o I'd like to see confirmation that the buyer is real

Email/Receipt:

o Wouldn't DeShawn get his own invoice instead of the buyer sending him an invoice?

* With an invoice this seems legitimate and DeShawn should check his account to confirm
he's received the money

o Makes me uncomfortable that the buyer has phone number and email
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ways to stay safe online.

Create a Poster to

° Teach Others About

Online Scams

° Share Your Document
with a Friend or Family

Member

2> 2>

Create a poster to teach others Share your document with a

how to identify and avoid online friend or family member to start

scams. a conversation about online

scams.

° Research How to Report Check an Email for
an Online Scam to Law Detailed Sender
Enforcement Information

Conduct research to learn how > Check email metadata and
to report an online scam to law headers. Use metadata to
enforcement. Prepare determine if an email is a scam.

information to report scams.
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