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Cyber security stands as a cornerstone to the stability and safety of technology. 

In the coming years, growth surrounding the use and transaction of individual 

data is set to become rampant, with more extensive data collection approaches 

stemming from the introduction of new online applications and technologies 

[1]. Ensuring the secure collection and storage of this data is vital, with guidance 

materials such as the DPA 2018 and GDPR 2016 enforcing strict measures 

protecting the handling of individual data.  

This project aimed to highlight the shortcomings of many network 

infrastructures, showcasing the weaknesses and vulnerabilities of systems 

across the digital world. The inclusion of a real-time network infrastructure will 

provide a genuine insight into how vulnerability assessments function, and their 

effect on an active infrastructure, something that is lacking within the field of 

study.  

Introduction ❶ 

• Review current work done on an existing real-time network to identify the 

importance of vulnerability assessment on securing a network infrastructure. 

• Explore existing literatures to identify the effectiveness, cost, accuracy, user-

friendly interface, and detailed reports of various vulnerability assessment 

tools. 

• Choose an appropriate research method for investigating and analysing the 

real-time network’s security posture. 

• Plan a vulnerability assessment using appropriate tools on the real-time 

network. 

• Analyse and compare the outcomes gathered from vulnerability 

assessments in the real-time network with the existing assessments. 

• Design and implement high threat vulnerabilities to demonstrate their 

impact within a simulated environment. 

• Propose appropriate mitigation measures to aid in the remediation of 

the NGO network based on the vulnerability assessment conducted. 

Objectives ❸ 

The aim of this project was to investigate and analyse a real-time network within 

an organisation, assessing its vulnerabilities and proposing mitigation strategies.  

Aim ❷ 

Subject to approval by the NGO involved, the external vulnerability assessment was 

conducted using a secure VPN connection provided by the network. The encrypted 

tunnel enabled a thorough assessment of the target network and its infrastructure 

without hindering the research project.  

The data collected was crucial for analysing the effectiveness of infrastructure security 

enhancements and for advancing the understanding of vulnerability assessments in 

securing a network. 

      

Methodology & Design ❹ 

 

Findings ❺ 

During phase 3, a total of 14 subnetwork assessments were conducted, where 

OpenVAS identified a total of 24 high-risk vulnerabilities on 10 individual host 

machines. However, it is important to note that the identified vulnerabilities were 

limited to just 7 distinct threats, which manifested at different frequencies across 

the various devices. 

Descriptions and corresponding remedial strategies of identified high-risk 

vulnerabilities were documented, with a comprehensive simulated demonstration 

of select threats revealing the potential consequences of exploitation within the 

NGO network. 

 

 

 

These remedial actions include implementing software patches and updates, 

migration to alternate services, and even prohibiting the use of particular network 

functionality as to restrict the actions of malicious attackers [3]. 

Mitigation ❻ 

• Phase 3 had exhibited a 23% upsurge in identified vulnerabilities across its 

subnetworks in comparison to phase 2.  

• It is important to note that although many of the vulnerabilities identified during 

phase 3 had previously gone undetected, a significant number of susceptible 

subnetworks from phase 2 no longer appear to exhibit any discernible threats. 

• 80 of the 129 vulnerabilities discovered during phase 2 were no longer present 

within the phase 3 scans, representing a 62% reduction in known threats. 

Severity Frequency 

High 15 

Medium 104 

Low 6 

Severity Frequency 

High 24 

Medium 117 

Low 13 

Phase 2 Vulnerability Distribution Phase 3 Vulnerability Distribution 

Through in-depth research and the conducted implementation, vulnerability 

assessments throughout this project have proven to be an essential tool for 

helping not only understand the security posture of existing network 

infrastructure, but also guide remedial action toward attaining a secure 

networking environment.  

The conducted network scans across each of the three phases have provided 

critical information for the NGO network involved and have been shown to of 

effectively enhanced the security of the network infrastructure. It is more crucial 

than ever that organisations remain vigilant, continuous awareness of 

infrastructure security posture can enable organisation to actively monitor and 

forestall cyber-threats through the mitigation of identified vulnerabilities. 

Conclusion ❼ 
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