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The purpose of today’s laboratory exercise is to hack a Webserver using domain fingerprinting

How to hack a Webserver using domain fingerprinting
Customers usually turn to the internet to get information and buy products and services. Towards that end, most organizations have websites. Most websites store valuable information such as credit card numbers, email address and passwords etc. This has made them targets to attackers. Defaced websites can also be used to communicate religious or political ideologies etc.
In this article, we will introduce you toweb servers hacking techniques and how you can protect servers from such attacks.
Topics covered in this tutorial
· Web server vulnerabilities
· Types of Web Servers
· Types of Attacks against Web Servers
· Effects of successful attacks
· Web server attack tools
· How to avoid attacks on Web server
· Hacking Activity: Hack a WebServer
Web server vulnerabilities
A web server is program that stores files (usually web pages) and makes them accessible via the network or internet. A web server requires both hardware and software. Attackers usually target the exploits in the software to gain authorized entry to the server. Let’s look at some of the common vulnerabilities that attackers take advantage of.
· Default settings– These settings such as default user id and passwords can be easily guessed by the attackers. Default settings might also allow perform certain tasks such as running commands on the server which can be exploited.
· Misconfigurationof operating systems and networks – certain configuration such as allowing users to execute commands on the server can be dangerous if the user does not have a good password.
· Bugs in the operating system and web servers– discovered bugs in the operating system or web server software can also be exploited to gain unauthorized access to the system.
In additional to the above mentioned web server vulnerabilities, the following can also led to unauthorized access
· Lack of security policy and procedures– lack of a security policy and procedures such as updating antivirus software, patching the operating system and web server software can create security loop holes for attackers.
[bookmark: 2]Types of Web Servers
The following is a list of the common web servers
· Apache– This is the commonly used web server on the internet. It is cross platform but is it’s usually installed on Linux. Most PHP websites are hosted on apache servers.
· Internet Information Services (IIS)– It is developed by Microsoft. It runs on windows and is the second most used web server on the internet. Most asp and aspx websites are hosted on IIS servers.
· Apache Tomcat – Most Java server pages (jsp) websites are hosted on this type of web server.
· Other web servers – These include Novell's Web Server and IBM’s Lotus Domino servers.
[bookmark: 3]Types of Attacks against Web Servers
Directory traversal attacks– This type of attacks exploits bugs in the web server to gain unauthorized access to files and folders that are not in the public domain. Once the attacker has gained access, they can download sensitive information, execute commands on the server or install malicious software.
· Denial of Service Attacks– With this type of attack, the web server may crash or become unavailable to the legitimate users.
· Domain Name System Hijacking – Withthis type of attacker, the DNS setting are changed to point to the attacker’s web server. All traffic that was supposed to be sent to the web server is redirected to the wrong one.
· Sniffing– Unencrypted data sent over the network may be intercepted and used to gain unauthorized access to the web server.
· Phishing– With this type of attack, the attack impersonates the websites and directs traffic to the fake website. Unsuspecting users may be tricked into submitting sensitive data such as login details, credit card numbers etc.
· Pharming– With this type of attack, the attacker compromises the Domain Name System (DNS) servers or on the user computer so that traffic is directed to a malicious site.
· Defacement– With this type of attack, the attacker replaces the organization’s website with a different page that contains the hacker’s name, images and may include background music and messages.
[bookmark: 4]Effects of successful attacks
· An organization’s reputation can be ruinedif the attacker edits the website content and includes malicious information or links to a porn website
· The web server can be used to install malicious software on users who visit the compromised website. The malicious software downloaded onto the visitor’s computer can be a virus, Trojan or botnet software etc.
· Compromised user data may be used for fraudulent activitieswhich may lead to business loss or lawsuits from the users who entrusted their details with the organization
Web server attack tools
Some of the common web server attack tools include;
· Metasploit– this is an open source tool for developing, testing and using exploit code. It can be used to discover vulnerabilities in web servers and write exploits that can be used to compromise the server.
· MPack– this is a web exploitation tool. It was written in PHP and is backed by MySQL as the database engine. Once a web server has been compromised using MPack, all traffic to it is redirected to malicious download websites.
· Zeus– this tool can be used to turn a compromised computer into a bot or zombie. A bot is a compromised computer which is used to perform internet based attacks. A botnet is a collection of compromised computers. The botnet can then be used in a denial of service attack or sending spam mails.
· Neosplit – this tool can be used to install programs, delete programs, replicating it etc.
[bookmark: 6]How to avoid attacks on Web server
An organization can adopt the following policy to protect itself against web server attacks.
· Patch management– this involves installing patches to help secure the server. A patch is an update that fixes a bug in software. The patches can be applied to the operating system and the web server system.
· Secure installation and configuration of the operating system
· Secure installation and configuration of the web server software
· Vulnerability scanning system– these include tools such as Snort, NMap, Scanner Access Now Easy (SANE)
· Firewalls can be used to stop simple DoS attacks by blocking all traffic coming the identify source IP addresses of the attacker.
· Antivirus software can be used to remove malicious software on the server
· Disabling Remote Administration
· Default accounts and unused accounts must be removedfrom the system
· Default ports  & settings (like FTP at port  21) should be changed to custom port & settings (FTP port at 5069)
[bookmark: 7]Hacking Activity: Hack a WebServer
In this practical scenario, we are going to look at the anatomy of a web server attack. We will assume we are targeting www.techpanda.org. We are not actually going to hack into it as this is illegal. We will only use the domain for educational purposes.
What we will need
· A target www.techpanda.org
· Bing search engine
· SQL Injection tools
· PHP Shell, we will use dk shell http://sourceforge.net/projects/icfdkshell/
Information gathering
We will need to get the IP address of our target and find other websites that share the same IP address.
We will use an online tool to find the target’s IP address and other websites sharing the IP address
· Enter the URL http://www.yougetsignal.com/tools/web-sites-on-web-server/ in your web browser
· Enter www.techpanda.org as the target
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Figure 1: Reverse IP Domain check.

· Click on Check button
· You will get the following results
[image: ]
Figure 2: Reverse IP Domain check.

Based on the above results, the IP address of the target is 72.52.250.40. The result also shows that there are 15 domains on the same web server.
Our next step is to scan the other websites for SQL injection vulnerabilities. Note: if we can find a SQL vulnerable on the target, then we would directly exploit it without considering other websites.
· Enter the URL www.bing.com into your web browser. This will only work with bing so don’t use other search engines such as google or yahoo
· Enter the following search query ip:72.52.250.40  .php?id=
Explanation
· “ip:72.52.250.40” limits the search to all the websites hosted on the web server with IP address 72.52.250.40  
· “.php?id=” search for URL GET variables used a parameters for SQL statements.
You will get the following results
[image: ]Figure 3: Bing Query search.

As you can see from the above results, all the websites using GET variables as parameters for SQL injection have been listed.
The next logic step would be to scan the listed websites for SQL Injection vulnerabilities. You can do this using manual SQL injection or using tools listed in this article on SQL Injection.
Uploading the PHP Shell
You are NOT advised to scan any of the websites listed in Figure 3 above, as this is illegal. However, you can create a free website and have it hosted from one of the following providers:
· https://www.sitebuilder.com/
· https://www.siteblog.com/
· https://www.websitebuilder.com/
Having created your free website, repeat the reverse IP domain check using your website as a target. Take note of the IP address of the website and all the domains hosted on the same webserver.
Next, login to your website and upload the PHP shell (dk.php) file as a media file. The file is provided to you separately by your module leader or the lab assistant.
· Open the URL where you uploaded the dk.php file.
· You will get the following window, showing all the domains hosted by your webserver.
[image: ]

· Clicking the Symlink button above will give you access to the files in the target domain.
Once you have access to the files, you can get login credentials to the database and do whatever you want such as defacement, downloading data such as emails etc.
Conclusion
· Web server stored valuable information and are accessible to the public domain. This makes them targets for attackers.
· The commonly used web servers include Apache and Internet Information Service IIS.
· Attacks against webservers take advantage of the bugs and misconfiguration in the operating system, webservers and networks.
· Popular webserver hacking tools include Neosploit, MPack and ZeuS.
· A good security policy can reduce the chances of been attacked.

Credit: This Lab exercise is culled and modified from Guru 99.
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Reverse IP Domain Check

Remote Address [www.techpanda.org | Check |

Find other sites hosted on a web server by entering a domain or IP address above.

about

Note: For those of you interested, as of May 2014, my database has grown to over 100 milion domain names. | am now
offering this domain list for purchase.

A reverse IP domain check takes a domain name of IP address pointing to a web server and searches for other sites known to
be hosted on that same web server. Data is gathered from search engine restts, which are not guaranteed to be complete.
1P-Address.org provides interesting visual reverse IP lookup tool. Knowing the other web Sites hosted on a web server is
important from both an SEO and web filtering perspective, particularly for those on shared web hosting plans.

More about this tool. Set an API Key.
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Reverse IP Domain Check

Remote Address [www.techpanda.org | Check |

] Found 15 domains hosted on the same web server as www.techpanda.org (72.52.250.40).
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about

Note: For those of you interested, as of May 2014, my database has grown to over 100 milion domain names. | am now
offering this domain list for purchase.

A reverse IP domain check takes a domain name of IP address pointing to a web server and searches for other sites known to
be hosted on that same web server. Data is gathered from search engine restts, which are not guaranteed to be complete.
1P-Address.org provides interesting visual reverse IP lookup tool. Knowing the other web Sites hosted on a web server is
important from both an SEO and web filtering perspective, particularly for those on shared web hosting plans.

More about this tool. Set an API Key.
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0 How not knowing computer servers makes you rookie. What Is Server? A server is a
‘computer program, which s a central unit of the networking system that controls

How to hack a Web Server - Meet Guru99
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How to hack a Web Server Detalls ... * php?id=" search for URL GET variables used a
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0 Verio Review. NTT Communications Company, Verio provides web hosting, domain
name registration, hosted Microsoft exchange and other web services
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