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[bookmark: _Toc216874073]1. Introduction and Scope
Modern enterprise networks are increasingly vulnerable to advanced persistent threats and lateral movement attacks as well as unauthorized remote access and abuse of legitimate network services. Due to the massive expansion of digital infrastructure and a heavy dependency on interconnected systems, perimeter-only security is no longer a viable solution. Therefore, it is an imperative for the effective protection of enterprise networks to have central management and security architectures with policies that govern traffic inspection, access control, monitoring, and prevention of threats. Thus, this Part 2 task responds to the enforcement of those conditions by implementing a suitable security solution using Check Point GAIA appliances for the protection of the enterprise network developed in Part 1.
Its major purpose is to protect the enterprise network through the installation and integration of a dedicated Check Point Security Gateway (A-GW) and a Security Management Server (A-SMS). These components together mark the base of a centrally administered security architecture wherein all aspects of policy creation, enforcement, logging, and monitoring are managed from a single control point. The SmartConsole management interface with centralized management allows for consistent enforcement of policies across the network while minimizing administrative error, an acknowledged risk factor in enterprise security failures. Due to these attributes of visibility, accountability, and rapid presence within the enterprise environments, centralized management is regarded as an industry best practice. 
A core area of focus for this task is the implementation of firewall controls regulating both inbound and outbound traffic flows on the basis of an enterprise security policy with validity. The firewall rule bases are designed on least-privilege principles and do not depend on permissive or default configurations, allowing only those protocols, services, and management connections for which explicit permission has been granted. Controlling inbound traffic helps safeguard the internal network segments and critical infrastructure from unauthorized external access, while controlling outbound traffic aids in limiting internal resource misuse, reducing opportunities for data exfiltration, and preventing compromised hosts from contacting external command-and-control servers. Controls in both inbound and outbound directions are complementary and a representation of actual enterprise security strategies as advised by well-known security frameworks. 
Adding to the basic enforcement of the firewall, network security is enhanced in this task by the enabling and validation of advanced security features available in the Check Point framework. These include intrusion prevention capability and application- or identity-aware controls where applicable. Such features are critical in the modern enterprise environment because many attacks are delivered over allowed services such as HTTP or HTTPS, rendering pure port blocking inadequate. By adding reduced inspection and contextual awareness, the security architecture is better able to catch malignant behavior, enforce acceptable use policies, and counter newly emerging threats. 
This task also covers operational readiness and compliance considerations. System health-checking, service availability, licensing status, and upgradeability are all scrutinized to ensure not only that the deployed security infrastructure operational but also that it is maintainable in a quasi-production environment. In regulated environments, for example, where security controls have to be demonstrably functioning and auditable, one can easily see that anything will stake in the effectiveness of deployed protections on account of misconfiguration or expired licensing. Accordingly, as a whole, this means validating those aspects such as management connectivity, API readiness, and update tools as part of the overall security posture. 
Timestamped screenshots accompany all the configurations and security controls implemented in this task, are organized in such a way as to allow live demonstration during the assessment time allotted, and support the transparency, reproducibility, and validation of the implemented controls. The live demonstration would also serve to demonstrate the practical application of enterprise network security principles using industry-standard tools. Taken collectively, this Part-2 task presents the design, implementation, and validation of a centrally managed enterprise network security solution with the weight of professional practice and contemporary security requirements.
[bookmark: _Toc216874074]2. Task 2.1 — Installation, Configuration, Licensing, and Connectivity 
[bookmark: _Toc216874075]2.1.1 GAIA appliances created and verified in SmartConsole
The use of two Check Point GAIA appliances: Security Gateway (A-GW) and Security Management Server (A-SMS) extended the enterprise network security infrastructure. Successful deployment and integration of the components were verified by Check Point SmartConsole, a centralized GUI for enterprise security gateways and management servers. "Gateways & Servers" inventory in SmartConsole confirms that both appliances are registered, reachable, and functioning under a common management framework. Security Gateway (A-GW) holds an IPv4 address of 10.1.1.1, while Security Management Server (A-SMS) operates on 10.1.1.101, with both systems running Check Point version R81.20. 
It is crucial since SmartConsole registration signals the establishment of a secure trust relationship between the management server and the enforcement gateway; thereby, centralized management becomes a fundamental requirement in the enterprise firewall architecture for consistent policy enforcement, central logging, and straightforward governance in the network. As proposed in NIST SP 800-41, centrally managed firewalls decrease configuration errors as well as increase security visibility compared to decentralized or standalone deployment, more so in complex enterprise settings (NIST, 2023). It therefore validates that the management plane of the enterprise security architecture has been implemented correctly.
[image: ]Figure 1: SmartConsole “Gateways & Servers” view showing A-GW (10.1.1.1) and A-SMS (10.1.1.101) running Check Point R81.20.
[bookmark: _Toc216874076]2.1.2 GAIA Portal verification (system overview and blades readiness)
After geolocation verification on behalf of the management layer, operational readiness of Security Gateway was confirmed through direct access to the GAIA Portal. The GAIA system overview explicitly states that the gateway is running Check Point Security Gateway R81.20 on Open Server" while providing visibility into securing blades available for enforcement such as Firewall, IPSec VPN, Intrusion Prevention System (IPS), Application Control, URL Filtering, Anti-Virus, and Anti-Bot," indicating that the gateway is capable of enforcing layered security controls rather than just basic packet filtering.
Such verification is important because modern enterprise threats use allowed protocols such as HTTPS to bypass firewall rules, which, in most cases, are defined by port numbers only. ISO/IEC 27033 refers to deep packet inspection and application-aware controls as the modern techniques of combating today's attacks by saying that effective network boundary protection has to evangelize such concept in (ISO/IEC, 2022). Hence, having different security blades testifies that the introduced gateway is possible to implement enterprise-grade security policy, which aligns with internationally accepted best practices.
[image: ]Figure 2: A-GW GAIA Portal System Overview showing Check Point Security Gateway R81.20 and available security blades.
[bookmark: _Toc216874077]2.1.3 Security Management Server (A-SMS) readiness and administration
The Security Management Server is opened through its portal GAIA System Overview to verify its operational status and administrative readiness in existence. The overview has shown that A-SMS runs on Check Point Security Management R81.20 and provides performance on management tasks such as policy creation, policy publishing, logging, and update coordination. As a result, from the standpoint of the central authority for security governance, the availability and stability of the management server are essential components of the integrity of the enterprise security deployment.
Separation of management and enforcement roles is a recognized principle in enterprise security design from a governance perspective. Management plane separation is a measure that ENISA indicates reduces the systemic risk through maintaining configuration integrity and audit trails in case of compromise of the gateway (ENISA, 2023). Therefore, A-SMS has been verified to enhance the resilience, accountability, and forensics readiness of the enterprise network security architecture.
[image: ]Figure 3: A-SMS GAIA Portal System Overview confirming active Security Management Server R81.20.
[bookmark: _Toc216874078]2.1.4 API and service readiness validation (management health check)
To counter checks that were done through graphical verification, the operational health of management services was further validated through the GAIA Terminal. Output from the terminal confirms that the API readiness test was passed, expressly stating that the server is up and ready to accept connections. This validation is highly critical for ensuring reliable operations of the SmartConsole for activities such as policy installations, publishing, and log retrieval throughout normal administrative operations and live demonstrations.
Focusing solely on graphical interfaces may mask backend service failures that interfere with security operations. To provide confidence in valid backend services and APIs for maintaining stable policy management and automation capabilities, Check Point operational guidance recommends the validation of such services (Check Point, 2024). Thus, the passing readiness test adds an extra measure of assurance that the actual management environment is operationally mature, and the longevity of its enterprise use is well assured..
[image: ]Figure 4: A-SMS terminal output showing successful API readiness test and management service availability.
[bookmark: _Toc216874079]2.1.5 Licensing and update verification 
Licensing compliance and update readiness were verified using Check Point SmartUpdate, which provides centralised visibility of managed devices, licenses, and software packages. The SmartUpdate Machines tree confirms that both A-GW and A-SMS are recognised under the management server and are eligible for centralised update and license management. This demonstrates that the deployed environment is operationally maintainable and capable of supporting licensed security features.
Licensing verification is a critical aspect of enterprise security assurance. Advanced protections such as IPS and threat prevention are dependent on valid licenses and regular updates, and expired licensing can silently weaken security posture. NIST SP 800-53 identifies configuration management and system maintenance as essential controls for sustaining long-term security effectiveness (NIST, 2022). By confirming licensing and update capability, this deployment ensures that the enterprise network remains protected beyond initial configuration and can adapt to evolving threat conditions.
[image: ]
Figure 5: smartUpdate Machines tree showing A-GW and A-SMS under centralised licensing and update management.
The methodology adopted in Task 2.1 presents systematic yet professionally aligned enterprise network security deployment precedents. This verification integrates many managerial considerations; a readiness check for all provided gateways, availability of services, and compliance with the licensing is conducted, with system interfaces declared to be authoritative. Thus, the act moves beyond surface-level configuration and establishes details of operation on the ground, with adequate justification to various stakeholders through selective evidentiary use. 
[bookmark: _Toc216874080]3. Task 2.2 — Firewall Policy: Inbound and Outbound Traffic Control 
[bookmark: _Toc216874081]3.1 The rationale for enterprise security policy 
A practical enterprise firewall policy must be grounded in the principle of least privilege, ensuring that network access is granted strictly on a need-to-use basis rather than convenience or default configurations. In complex enterprise environments, overly permissive firewall rules are a common root cause of security incidents by increasing the attack surface to allow an attacker to exploit some exposed service or move laterally across network segments. Hence, the firewall policy implemented in this task was structured in such a way as to clearly separate any public-facing services from their private networks, forbid any administrative access except those coming from authorized sources, and regulate outbound communications to lessen the impact of a potential compromise. 
[image: C:\Users\Admin\OneDrive\Desktop\use of AI\New folder\Screenshot 2025-12-17 at 04.07.04.png]
Figure 7: SmartConsole showing active Security Gateway (A-GW) and Security Management Server (A-SMS)
Inbound traffic restrictions are a fundamental mechanism for safeguarding internal assets from external reconnaissance and exploitation. Allowed in this context are only those services that are expressly deemed necessary for business purposes, and these are restricted to particular hosts rather than broad swathes of network segments. Furthermore, limits on administrative access are given through allowing management protocols only from approved administrative workstations or subnets. This reasoning is in line with enterprise security guidance, which emphasizes limiting access to management interfaces and never broadly exposing them (NIST SP 800-41, 2023). 
Outbound traffic control is equally important, but it often becomes a secondary consideration during firewall implementation. Unrestricted outbound connectivity allows compromised systems to establish communication freely with external command and control servers, either exfiltrating sensitive data or downloading additional malicious payloads. Sustaining outbound restrictions and logging all traffic introduces second defensive depth with firewall policy, reducing the degree and impact of internal compromise. This multilevel layering aligns with guidance provided by ISO/IEC 27033 regarding boundary protection and continuous network monitoring in enterprise networks (ISO/IEC, 2022).
[bookmark: _Toc216874082]3.2 Example of rules executed and demonstrated (inbound and outbound)
The firewall rule set was implemented and centrally managed using Check Point SmartConsole, with explicit rules created to control inbound and outbound traffic for ICMP, HTTP/HTTPS, SSH, FTP, and Telnet as required by the assessment brief. Figure 8 shows the SmartConsole Security Policy rule base, where explicit allow rules are positioned above explicit deny rules, and logging is enabled across the policy. This ordering is important in stateful firewall environments, as priority directly determines the enforcement consequence. 
[image: ]
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Figure 9: Firewall rule metadata confirming enforcement, ownership, and validation

Figure 6: SmartConsole Security Policy rule base showing explicit allow rules above explicit deny rules with logging enabled 
ICMP traffic was allowed for diagnostic communication only between trusted internal subnets to support legitimate troubleshooting, whereas ICMP traffic from untrusted networks was blocked. This configuration lessened risks of network reconnaissance and mapping exploits, usually conducted using ICMP probes. HTTP and HTTPS traffic were allowed wherever they were necessary for business operations, but inbound web access was restricted only to designated published services so as to avoid unnecessary exposure of internal systems. 
Administrative access using SSH was tightly restricted by allowing connections only from an approved administrative workstation or subnet to the gateway and servers. SSH traffic from general user networks was explicitly denied, significantly mitigating the threat of brute-force attacks and unauthorized configuration access. Inbound and outbound flow for legacy protocols such as FTP and Telnet was denied owing to their use of clear-text authentication and being highly susceptible to interception and credential theft. These protocols would only be considered for use in exceptional scenarios of legacy nature, with stringent host-level scoping and heightened monitoring.
The effectiveness of the firewall rules was tested under controlled conditions with resulting traffic events being logged in SmartConsole. Figure 9 shows log entries confirming the allowed traffic was permitted and the denied traffic was blocked as per policy. The logs thus provide tangible evidence of enforcement of ICMP, SSH, HTTP/HTTPS, FTP, and Telnet traffic. 
[image: ]
Figure 7: SmartConsole Logs & Monitor view showing logged allow and deny events for ICMP, SSH, HTTP/HTTPS, FTP, and Telnet traffic
rom an enterprise security angle, the existence of such logging on the firewall is non-negotiable. ENISA states that firewall logs are at the foundation of the security telemetry supporting real-time monitoring, anomaly detection, and post-incident forensic investigation (ENISA, 2023). Consistency and clarity of log entries certify that the firewall is enforcing the policy—a good indication, as opposed to being in mere static or theoretical configuration.
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Figure 10: SmartConsole – Firewall Rule Base (Outbound rules)
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Figure 11: Network object definition for controlled outbound destination (London Domain Server)
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Figure 12: Firewall rule base showing outbound traffic control and default deny cleanup rule

Justification and critical evaluation
The implemented firewall controls reduce the enterprise attack surface considerably by minimizing exposed services, blocking insecure legacy protocols, and restricting administrative access paths. In limiting outbound traffic, the policy also curtails the ability of compromised internal systems to communicate externally, thereby enhancing the damage limitation possibility of malware infections or misuse by insiders. These control measures meet corporate security policy expectations held across the board and are supported by best practice.
Nonetheless, firewall rules alone cannot address all threats to the enterprise. Insiders, encrypted traffic, and sophisticated application-layer attacks can easily bypass traditional port and protocol-based filtering mechanisms. This limitation accentuates the need for complementary controls such as intrusion prevention and application-aware inspection, which we will discuss later in the report. The firewall policy outlined in this task remains the pillar of security, providing a robust baseline that aligns with standards in protecting the enterprise network. 
[bookmark: _Toc216874083]4. Security Features That Were Added in Accordance With Standards 
[bookmark: _Toc216874084]4.1 Proposed improvements and rationale
While a thoughtfully devised firewall policy provides a very basic form of protection, in the contemporary enterprise threat environment, other security mechanisms need to be in place to address the attacks that intentionally seek to evade traditional port and protocol filtering. Modern-day adversaries routinely deliver malware, establish command-and-control channels, and exfiltrate data through HTTP and HTTPS, thus rendering any form of access control insufficient by itself. Therefore, additional security features were proposed where feasible within the laboratory environment, taking a defence-in-depth approach in accordance with recognized industry standards and Check Point best practice.
A central improvement in this architecture is the use of an Intrusion Prevention System (IPS) integrated directly into the security gate. IPS technology allows for real-time inspection of network traffic to detect and block known exploit signatures, protocol violations, and anomalous behaviours before they can reach an internal system. This becomes critical in enterprise environments, where the presence of exploitable vulnerabilities within internal systems may be caused by the existence of legacy systems, procrastinated patching, or third-party services. NIST SP 800-94 identifies intrusion prevention systems as a critical control in addressing network-based attacks that circumvent access controls, especially zero-day exploits and automated scanning activity (NIST, 2023). By deploying IPS at the gateway, the security architecture is enhanced from basic traffic filtering into proactive threat-avoidance mechanisms. 
In addition to IPS, identity-aware security controls were factored into the enhanced security design. Identity Awareness allows security policies concerning firewall rules and others to be enforced based on user identity or group, rather than just IP address. This is especially important in enterprise networks where all three conditions of dynamic addressing, shared devices, and remote access are usually met. In such an environment, IP-based controls can often be bypassed or rendered irrelevant. Identity-centred enforcement aligns security decisions with business roles and responsibilities, improving both the accuracy of protection and the relevance of policy. Due to the shortcomings of static network identifiers, identity-aware access control is increasingly becoming an integral part of network security architectures (ISO/IEC, 2022). 
Application Control and URL Filtering were also incorporated as proposed enhancements to mitigate risk from web-based threats and the use of unapproved applications. These controls allow traffic inspection/classification based on application type and web category, not just by port number. These functionalities will help enforce acceptable-use policies and reduce exposure to high-risk applications, malicious websites, and non-business activities that can user malware into the enterprise network. ENISA states that application-layer controls are fundamental to combatting the increasing use of encrypted and evasive attack techniques that traditional firewalls are unable to reliably detect (ENISA, 2023). 
These enhancements, taken together, reflect a layered approach to security that acknowledges the limitations of perimeter-only defenses. Instead of relying on one control for its entire security posture, the architecture incorporates access controls, threat prevention, identity context, and application awareness to enhance detection capabilities and lower the chance of a successful compromise. This directly relates to the brief's recommendation of deploying advanced features that have been supported by official guidelines and industry standard.
[bookmark: _Toc216874085]4.2 Enabling evidence capabilities and gateways 
The establishment and viability of these additional security features are buttressed by a visit to the GAIA Portal in Security Gateway. Correspondingly, this is confirmed by the view of the security blades housed under GAIA, as the advanced protection features include Intrusion Prevention System (IPS), Application Control, URL Filtering, and Identity Awareness on the deployed gateway. This confirms that the gateway is not just a basic firewall, but it has technical capabilities for advanced, standards-aligned security enforcement.
[image: ]
Figure 8: A-GW GAIA portal security blades list showing the presence of IPS, Application Control, URL Filtering, and Identity Awareness.
From a critical perspective, the availability of those blades is highly significant-it enables security controls to be enabled and fine-tuned in response to evolving threats without needing additional hardware or architectural redesign. Attackers usually bypass such firewall rules by putting malicious activities into allowed channels, especially encrypted web traffic. Thus, even if a communication is allowed, there is still a possibility of blocking any malicious payload, exploit attempt, or application violation through the IPS and application-layer controls, which provide a second layer of defense through the inspection of traffic content and behavior.
However, we must also acknowledge the operational challenges that accompany advanced security features. While IPS and application inspection improve security, they can slow down performance and sometimes, create false alarms, and hence must be keenly configured and maintained. This is because, when deploying these controls, there should be continuous monitoring and adjustment of rules to define alignment with business requirements to avoid hindering legitimate traffic. Despite having those considerations, the benefit of enhanced visibility and proactive threat prevention outweighs such risks in enterprise environments, especially when these controls are consolidated into a centrally managed security platform of Check Point GAIA. 
Incorporation of IPS, identity-aware controls, and application-layer enforcement necessitates a definite transition from a traditional firewall-centric security policy to a modern-layered enterprise defense model. These improvements affect a fundamental shortcoming in port-based filtering and improve the network's detection, prevention, and response capabilities towards sophisticated attacks. With advanced features, however, careful management must balance their efficacy with usability, while integrating them into this deployment demonstrates high alignment with acknowledged standards, industry best practices, and the objectives of the assessment task.
[bookmark: _Toc216874086]5. Conclusion 
This demonstration of Part 2 implements and validates an effective enterprise-grade network security architecture under Check Point technologies that has been designed and deployed. It showed the building of a centralized security structure within the enterprise topology by integrating a dedicated Security Gateway (A-GW) and Security Management Server (A-SMS) Reliability through SmartConsole means centralized management, consistent enforcement of policy, unified logging, and governance-influence improvement. With GAIA Portal and service-level checks, it is also confirmed that both management and enforcement components are operationally ready and stable. 
The firewall policy as implemented in this task embodies the principles of enterprise security best practice in having least privilege as principle and explicit control of both inward and outward traffic. The firewall policy enforces the exposure of services, tightly limited administrative access, and outbound controls that reduce attack surface and defend against common threats such as unauthorized access, credential interception, and malware command-and-control communication. These explicit rules for ICMP, FTP, HTTP, Telnet, and SSH with log evidence of allow and deny actions not just indicate that the configuration is right, but also active and verifiable policy enforcement. 
In addition to being a mere firewall solution, the deployment makes use of those advanced security capabilities made available in the Check Point ecosystem, viz intrusion prevention and application-layer controls. Usage of port-based filtering is enabled to be complemented with deeper inspection capabilities and contextual awareness to improve resilience against sophisticated attacks which exploit allowed services and encrypted traffic. Though this controls require tuning and continuous management to balance the effectiveness of security with performance, their availability and integration greatly boost the overall security posture. 
In summary, this Part 2 submission will present a defensible, standards-aligned enterprise network security implementation that integrates centralized management with least-privilege access control, comprehensive logging, and layered threat prevention. The environment has full evidence through validated screenshots and is prepared for live demonstration and hence clearly meets the technical and analytical requirements of the ACCA7032 assessment brief..
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