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[bookmark: _Toc228269038]1 INTRODUCTION
This assignment focuses on designing a work‑from‑home desktop computer suitable for an electrical engineer. The system must run multiple engineering software packages efficiently while also supporting report writing and online video meetings with colleagues and clients. In the second task, various outdated or weak cybersecurity measures were assessed, along with the associated risks and recommended mitigation strategies.
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[bookmark: _Toc228269039]2 TASK 1 - DESIGNING DESKTOP COMPUTER
[bookmark: _Toc225842546][bookmark: _Toc226539002][bookmark: _Toc228269040]2.1 Shopping list
To allow for effective design of the desktop computer, Table 1, shown below, was created. This allowed the student to document what parts were being selected as well as the price for each component, streamlining the design process.
[bookmark: _Toc225842434][bookmark: _Toc227146877][bookmark: _Toc228186019]Table 1: Components 
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[bookmark: _Toc225842547][bookmark: _Toc226539003][bookmark: _Toc228269041]2.2 Components contained in the shopping list
[bookmark: _Toc225842548][bookmark: _Toc226539004][bookmark: _Toc228269042]2.2.1 CPU
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[bookmark: _Toc225842419][bookmark: _Toc227146862][bookmark: _Toc228186083]Figure 1: INTEL Core i7-4700K
The student selected the Intel Core i7‑14700K unlocked processor, which reaches 5.5 GHz processing speed, well above the 4 GHz minimum recommended for professional use [1]. Its 20 cores also exceed the requirements for complex 3D modelling tasks common in engineering workflows [2], ensuring strong performance and reliability for daily operations.
[bookmark: _Toc225842549][bookmark: _Toc226539005][bookmark: _Toc228269043]2.2.2 CPU Cooling
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[bookmark: _Toc227146863][bookmark: _Toc228186084][bookmark: _Toc225842420]Figure 2: AXP90-X47 
Although not essential for basic function, the student chose to include a CPU cooler to prevent thermal throttling and reduce the risk of CPU damage [3]. They selected the Thermalright AXP90‑X46 air cooler instead of a water‑cooling system due to its greater reliability, lower cost, and the reduced risk of leaks or pump failure [4].
[bookmark: _Toc225842550][bookmark: _Toc226539006][bookmark: _Toc228269044]2.2.3 Motherboard
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[bookmark: _Toc227146864][bookmark: _Toc228186085][bookmark: _Toc225842421]Figure 3: MB ASRock Intel 
MB ASRock Intel 1700, the student chose this motherboard over others like the MSI PRO B760-P WIFI [5]. This was due to the ASRock supporting DDR5, while the MSI PRO B760-P WIFI only supported DDR4. As a result of this, a DDR4 system would not be as efficient when using 3D modelling software, which can contribute greatly to an engineer's daily routine [6]. DDR5 has another edge over DDR4, this being the Dual 32-bit subchannels vs DDR4’s single 64-bit, which improves data access efficiency by enabling the memory controller to process two independent 32-bit requests concurrently [7].
[bookmark: _Toc225842551][bookmark: _Toc226539007][bookmark: _Toc228269045]2.2.4 RAM
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[bookmark: _Toc225842422][bookmark: _Toc227146865][bookmark: _Toc228186086]Figure 4: ADATA 16GB RAM
The student selected two 16 GB ADATA Premier DDR5 modules, shown in Figure 4, providing a total of 32 GB. Although a single 16 GB module was originally planned, the choice was reconsidered after learning that SOLIDWORKS recommends 32 GB for optimal performance, essential for completing engineering tasks [8].
[bookmark: _Toc225842552][bookmark: _Toc226539008][bookmark: _Toc228269046]2.2.5 Storage
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[bookmark: _Toc225842423][bookmark: _Toc227146866][bookmark: _Toc228186087]Figure 5: Samsung 990 PRO 1TB SSD
The Samsung 990 PRO 1TB NVMe Internal SSD was the ideal choice for the student when looking for an SSD due to its being a NVMe, making the SSD incredibly fast, helping the electrical engineer avoid slow loading times, allowing for less waiting around, and hence improving efficiency [9].
[bookmark: _Toc225842553][bookmark: _Toc226539009][bookmark: _Toc228269047]2.2.6 GPU
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[bookmark: _Toc225842424][bookmark: _Toc227146867][bookmark: _Toc228186088]Figure 6: Sapphire technology GPU
The Graphics processor unit (GPU) is optimised for 3D graphics rendering and video processing [10]. The Sapphire technology Pure AMD Radeon RX 9060 is the selected piece of hardware, the 16GB of VRAM and 3290MHz GPU clock speed make it a well-priced yet high specification compared to other models like the ASRock Intel Arc B570 [11], which has a lower VRAM of 10GB and a GPU clock speed of 2600MHz, making it less effective at viewing large 3D models or carrying out complex electrical simulations[12].[image: ]
[bookmark: _Toc228186089]Figure 7: ASRock intel ARC B570 GPU

[bookmark: _Toc225842554][bookmark: _Toc226539010][bookmark: _Toc228269048]2.2.7 Power Supply
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[bookmark: _Toc225842425][bookmark: _Toc227146868][bookmark: _Toc228186090]Figure 8: MSI MAG A750L PCIE5 Power supply
This power supply was chosen due to the large room for improvement capable with a 750W power supply according to [13] a sweet spot for PSU is roughly 1.25 to 1.4 times the total power taken by the PC this being roughly 540W there is plenty of room to improve parts in the desktop computer while not having to worry about the amount of power you need.
[bookmark: _Toc225842555][bookmark: _Toc226539011][bookmark: _Toc228269049]2.2.8 Case
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[bookmark: _Toc225842426][bookmark: _Toc227146869][bookmark: _Toc228186091]Figure 9: Montech XR Case
The Montech XR case was selected for its strong cooling performance, featuring four high‑power fans and a mesh backing to enhance airflow. Since the CPU operates at high temperatures, substantial cooling is essential. The airflow provided by the Montech XR case helps maintain peak performance and prevents thermal‑related slowdowns [14].
[bookmark: _Toc225842556][bookmark: _Toc226539012][bookmark: _Toc228269050]2.2.9 Monitors
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[bookmark: _Toc225842427][bookmark: _Toc227146870][bookmark: _Toc228186092]Figure 10: LG Ultragear Monitor
For the student, this choice was difficult to go for a singular, large curved screen like the AOC CU34G4Z Wide Quad HD34” shown in figure 15 below [15], or two smaller flat screens, which may allow for a more seamless workflow due to the separation and simpler design. The benefits of multiple flat screens outweigh the pros of a curved screen. Firstly, flat monitors are more space-efficient and easier to mount; also, a curved monitor may cause lines on CAD drawings to look skewed, possibly hindering the engineer's progress[16].
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[bookmark: _Toc228186093]Figure 11: Large curved monitor
[bookmark: _Toc225842557][bookmark: _Toc226539013][bookmark: _Toc228269051]2.2.10 Keyboard & Mouse
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[bookmark: _Toc225842428][bookmark: _Toc227146871][bookmark: _Toc228186094]Figure 12: Logitech MK270 Keyboard and mouse
The Logitech MK270 is selected due to its affordable price point, ergonomic design, strong battery life and, lastly, plenty of keys allowing for customisation if wanted by using shortcuts[17].
[bookmark: _Toc225842558][bookmark: _Toc226539014][bookmark: _Toc228269052]2.2.11 Webcam Network connectivity and audio system
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[bookmark: _Toc225842430][bookmark: _Toc227146873][bookmark: _Toc228186096]Figure 14: Logitech H390 Headset
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[bookmark: _Toc225842431][bookmark: _Toc227146874][bookmark: _Toc228186097]Figure 15: UGREEN Ethernet Cable 5M
The PC will use Cat 8 wired Ethernet connection to provide a stable and reliable connection to the web, much more efficiently than a wireless connection, which may buffer or crash presentations[19]. To ensure security when accessing the company server that will hold all the secure documents, a VPN will be installed to prevent unwanted disruption and allow for a safe connection to the LAN[20].
[bookmark: _Toc226539030][bookmark: _Toc228269053]2.2.12 Software
[bookmark: _Toc225842573][bookmark: _Toc226539031]Windows 11 Pro supports all required engineering software, including SolidWorks, PSpice, and LabVIEW. Since SolidWorks is the most demanding of the three, the student ensured reliable performance by selecting Windows 11 Pro [8]. The operating system also provides strong built‑in security features to protect against cyber‑attacks [21] and supports productivity tools such as Office 365, Word, and Excel for report writing, budgeting, and cable scheduling.

[bookmark: _Toc228269054]3 TASK 2 – EVALUATION OF CYBERSECURITY
[bookmark: _Toc226539032][bookmark: _Toc228269055]3.1 Identifying and evaluating cybersecurity hazards
[bookmark: _Toc226539033][bookmark: _Toc228269056]3.1.1 Outdated firewall
With firewall being a necessary contributor to the safety of online browsing, not using up-to-date software could have dire consequences. With limited protection from attackers, cybercriminals could easily steal sensitive data that may have major financial implications, damage to reputation, and even legal ramifications, possibly causing the company to shut down [22]. 
[bookmark: _Toc228269057]3.1.2 Outdated firmware and default passwords
Firstly, outdated firmware may not use the most advanced security features like WPA3 encryption, designed for protection against modern threats [23]. Next, if your router model is listed as end of life, any discovered vulnerabilities will remain unpatched, leaving it only a matter of time before they’re exposed by online attacks [23]. As a result of weak default passwords, Emergency Alert Systems have been activated [24]. Moreover, with a malware called Stuxnet that was able to attack industrial control systems (SCADA), which would have major consequences due to the nature of the systems they control [25].
[bookmark: _Toc228269058]3.1.3  Sourcing from International suppliers 
With international suppliers often following different regulations when it comes to cybersecurity, this may cause breaches in the company’s security, with attackers compromising software updates provided by the international supplier. Data breaches via vendors occur when a vendor with inadequate security experiences a breach, leading to exposure of the company’s sensitive data[26], possibly resulting in large financial loss, like what happened with Marks & Spencer in April 2025[26].
[bookmark: _Toc228269059]3.1.4 Outdated operating systems 
Cybercriminals often use the same attacking mechanism when attempting to gain access to operating systems, so using outdated software, there may already be known exploits putting your system at risk[27]. Furthermore, outdated operating systems could result in compliance fines or even business shutdowns[27]. Lastly, companies using outdated software like Windows 7 are three times more likely to receive ransomware attacks as opposed to people on more up-to-date software[27].
[bookmark: _Toc228269060]3.1.5 Cybersecurity training
With employees being the backbone of any company, ensuring their safety when browsing online is vital. With phishing attacks becoming more common, being able to spot one is key. The failure to identify phishing attacks could result in lost revenue due to system downtime or lost trust from clients, both devastating to business[28].
[bookmark: _Toc228269061]3.2 Risk Prioritisation
To aid in the students ordering decisions, they used information in Appendix A.
An outdated firewall can have the most consequences due to it being the first line of defence against attackers. Without an up-to-date firewall, attackers can easily gain access to a system, with no security boundaries preventing lateral movement between different network areas. This results in the exploitation of the entire network, having large repercussions [29].
Outdated operating systems often contain unpatched exploits that are known to a variety of attackers, leaving you defenceless even to automated hacking programmes. This also breaches key UK regulations such as the GDPR, resulting in major fines or company shutdown[30]. With this in mind, it is necessary to keep operating systems updated.
The last high-priority risk identified is using outdated firmware and default passwords. Oftentimes, attackers can easily gain access to a system with outdated firmware. With a weak default password, this becomes even easier. With 60% of passwords being cracked using common default passwords [31], this is an easy fix that could save your company millions.
The fourth in priority order is sourcing from international suppliers; while this can be incredibly risky, it is mitigated by the likelihood of consequences, as some international suppliers use high-quality security systems. When using international suppliers, it is important to research recommended suppliers to ensure safety.
Lastly, lacking cybersecurity training, this comes in as the least important, not due to the risks associated with phishing emails. But the impact of these can be reduced by using strong internal defences, meaning cyber security training isn’t as important as the more serious risks come from structural weaknesses like outdated firmware.
[bookmark: _Toc228269062]3.3 Cybersecurity Strategy
[bookmark: _Toc228269063]3.3.1 Outdated firewall
To resolve this, install next-generation firewalls, which allow for better malware detection, VPN support for remote access and the ability to block unwanted content, providing safe browsing for your staff[32].
[bookmark: _Toc228269064]3.3.2 Firmware and default passwords 
To address these risks, the company should update all outdated firmware to ensure systems remain secure. Default passwords must also be replaced with strong alternatives at least 20 characters long and including numbers and symbols to maximise effectiveness [33]. Using multiple random words is additionally recommended to create robust passwords [33].
[bookmark: _Toc228269065]3.3.3 International suppliers 
To reduce the possible impact, any international suppliers must follow standards like ISO/IEC 27001. Due to its nature of continuous improvement, the company can be assured that a supplier following this standard will constantly be in tip-top shape to combat any potential threat posed to the business[34].
[bookmark: _Toc228269066]3.3.4 Outdated operating systems
Every workstation in the company should be installed with the latest available version operating system and ensure they include modern security features like Secure Boot. 
[bookmark: _Toc228269067]3.3.5 Cybersecurity training
To lessen the likelihood of a breach, the company should aim to implement training courses like the one offered by GRC solutions[35]. This will give employees greater knowledge and overall make their online browsing safer. Moreover, using regular phishing simulations to keep employees actively thinking will also be beneficial
[bookmark: _Toc228269068][bookmark: _Toc225842574][bookmark: _Toc226539034]3.4 Incident Response Plan
When creating this plan, I followed this chart from [36].
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[bookmark: _Toc228186098]Figure 16: Chart to show plan for responding to cybersecurity incidents.






[bookmark: _Toc228269069]3.4.1 Preparation
NCSC recommends, in the preparation phase, having a list of contacts to help identify an incident and how to best recover from it[36]. Next, keep a constant and secure monitoring system in place to alert you of any event no matter the severity. To prioritise severity, Table 2, taken from [36] will offer insight into this.
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[bookmark: _Toc228186020]Table 2: Severity ordering system.
[bookmark: _Toc228269070]3.4.2 Analyse 
This stage involves an in-depth technical analysis of the incident occurring[36]. Doing this to a high standard will enable a safer future, as experience in this area is highly beneficial. Analysis can be done by discovering how your affected systems would normally operate and searching for deviations from the normal operation.
[bookmark: _Toc228269071]3.4.3 Contain, Remediate, and Recover
Containment is often done by blocking activity, isolating systems or even taking the core business system offline to contain the incident[36]. Remediation involves removing the threat from your network; all actions must be done simultaneously, otherwise the attacker may bypass your removal attempts[36]. You should ensure this stage is successful before moving on to recovery. At this point, you can return to normal operating procedure and take all actions to be handled legally[36].
[bookmark: _Toc228269072]3.4.4 Post-Incident Review
In the aftermath of the incident, it is important to seek areas of improvement, such as security improvements, which could prevent the incident or if there was information missed in the analysis stage, all of which could possibly benefit the company in future[36].
[bookmark: _Toc228269073]3.5 Applicable Cybersecurity Standards
Previously mentioned standards, like ISO/IEC 27001 and GDPR, are followed strongly by this document as it includes categories such as training, supply chain risk management and strong network segmentation.





















[bookmark: _Toc228269074]4 Conclusion
Throughout Task 1, the student concludes that computer components vary in price and specification, with a wide variety of options for different applications like 3D modelling or basic Microsoft 365 applications.
After completing Task 2, the student found many ways to improve cyber safety to help prevent himself and his friend’s become victim to a cyber-attack, improving their safety online.
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