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1. Introduction
Digital forensics constitutes a specialised domain within forensic science, concerned with the systematic identification, preservation, acquisition, examination, analysis, and presentation of digital evidence. It is widely used in investigations involving cybercrime, cybercrime, financial fraud, intellectual property theft, insider threats, and incidents involving mobile devices, cloud infrastructures, and corporate security breaches. In contemporary environments, digital evidence is rarely confined to a single source. Instead, it is distributed across computers, smartphones, removable storage media, cloud-based platforms, communication applications, system logs, and broader internet activity. As a result, digital forensic professionals must understand not only technical tools, but also to clear understanding of legal procedures governing the admissibility and integrity of evidence.
The significance of digital forensics has grown in parallel with the increasing dependence of organisations on digital technologies. Cyber incidents such as ransomware, data breaches, phishing, insider attacks and intellectual property theft require investigators to reconstruct events and identify how data was accessed, modified or transferred. In this context, digital forensics supports both criminal investigations and corporate incident response. Its role extends further, contributing directly to cybersecurity by enabling organisations to identify root causes and strengthen defensive measures. Guidance from the National Institute of Standards and Technology (NIST) highlights the necessity of systematic evidence collection and analysis as integral components of incident response and cybersecurity risk management practices [1].




2. Current State of Digital Forensics and Tools
The current state of digital forensics is characterised by a strong reliance on specialised tools and an inherently multidisciplinary approach. Investigators are required to engage with a wide spectrum of digital environments as a computer system, mobile devices, cloud platforms, Internet of Things (IoT) technologies, connected vehicles, social media accounts, and encrypted messaging applications. The functionality of modern forensic tools extends well beyond simple data recovery. They are designed to interpret complex application artefacts, extract and correlate communications, reconstruct sequences of activity, and produce structured reports suitable for legal proceedings.
The variety of tools routinely used in digital forensic investigations include Cellebrite UFED, Cellebrite Physical Analyzer, FTK Imager, Exterro FTK, Autopsy, Magnet AXIOM, and XRY. Cellebrite UFED is used for mobile device acquisition, including extraction of call logs,  short message service (SMS) records, application data, media files and deleted artefacts. The extracted data is subsequently examined using Cellebrite Physical Analyzer, which facilitates the interpretation of communications from platforms such as WhatsApp and Facebook Messenger, as well as emails, contacts, and file system structures. 
Magnet AXIOM provides capabilities to recover, analyse and report data from mobile, computer, cloud and vehicle sources [2]. 
Tools such as FTK Imager and Exterro FTK are commonly used for disk imaging and file system analysis. FTK Imager allows investigators to create forensic images, verify data integrity through hashing, and preview evidence without altering the original source. 
Autopsy, based on The Sleuth Kit, is an open-source forensic platform used for file recovery, keyword searches, timeline analysis and metadata examination. Collectively, these tools support a range of established forensic techniques, including hashing, the use of write-blocking mechanisms, file carving, the recovery of deleted data, keyword-based searches, and the reconstruction of event timelines.
Despite these advancements, automation does not diminish the role of the investigator. The interpretation of digital artefacts remains a complex and context-dependent process. Professional judgement is essential is still required to interpret artefacts correctly, avoid false conclusions and explain findings in a legally defensible manner.





The fundamental stages of a digital forensic investigation are illustrated in Figure 1.



Figure 1: Proposed Digital Forensic Investigation Model (Created by Author)





Figure 2 expands this model by including the examination phase, providing a more detailed workflow of the forensic process.






Figure 2: Digital Forensic Process Flow (Created by Author)





As shown in Figure 3, the digital forensic process is often iterative, allowing investigators to revisit earlier stages when new evidence is identified.








Figure 3: Cyclical Digital Forensic Model (Created by Author)





3. Intersection of Digital Forensics and Cybersecurity
Digital forensics and cybersecurity are closely connected. Cybersecurity focuses on protecting systems, detecting threats and preventing incidents, while digital forensics focuses on investigating incident occurs seeking to reconstruct events and establish what has occurred. Together, they form the field known as Digital Forensics and Incident Response (DFIR). 
In a cybersecurity incident, forensic investigators collect evidence from endpoints, servers, firewalls, cloud platforms, logs and user devices. This evidence helps answer important questions: the method of initial compromise, the scope of system access, the presence or absence of malicious software, and the potential exfiltration of sensitive data. Guidance from the National Institute of Standards and Technology (NIST) emphasises the importance of deriving lessons from incident response and root cause analysis contribute to more effective cybersecurity risk management and strengthen organisational preparedness for future incidents [1].
Digital forensics is especially important in insider threat investigations. Individuals operating within an organisation may possess legitimate access to systems and data, which complicates the distinction between authorised and malicious behaviour. In such cases, forensic analysis is required to evaluate patterns of activity and determine intent. Evidence such as file access times, USB usage, emails, chat logs and cloud downloads can help reconstruct user behaviour.  This is of considerable significance in corporate environments, where incidents involving intellectual property theft or data leakage may result in substantial financial losses and reputational harm.
Beyond investigative functions, digital forensics also serves an important role in regulatory compliance and legal processes. Organisations may be required to demonstrate that digital evidence has been handled in accordance with established procedures, including the preservation of chain of custody and adherence to relevant reporting obligations. 
 In this way, digital forensics is not only a technical discipline but also a governance and legal support function.






4. Emerging Trends in Digital Forensics
A few emerging trends are influencing the direction of digital forensics. One major is the use of artificial intelligence and machine learning. This enables investigators to process substantial volumes of data with greater efficiency, facilitating tasks such as pattern recognition, image classification, anomaly detection, and the prioritisation of relevant evidence. This is useful because modern investigations may involve terabytes of data from multiple devices and accounts. Recent research and industry discussion identifies artificial intelligence, cloud computing, blockchain technologies, and the IoT as key drivers shaping the evolution of the field [3].
Cloud forensics represents another significant trend. Data storage increasingly uses platforms such as Google Drive, Microsoft 365, iCloud, and Dropbox, and enterprise cloud platforms. This creates challenges because digital evidence may be geographically dispersed across multiple jurisdictions and managed by third-party providers, complicating both access and legal acquisition. Investigators must therefore understand of cloud logs, access control mechanisms, synchronisation artefacts, and the legal processes for obtaining cloud evidence.
Mobile forensics continues to be one of the fastest-growing areas. Modern smartphones, function as repositories of user activity, containing communication records, location data (GPS), application usage, multimedia content, documents, authentication credentials, and financial information. A 2025 study highlights the reliance on tools such as Cellebrite UFED, XRY, Oxygen Forensics Detective, and Magnet AXIOM, reinforcing the role of mobile device analysis in contemporary investigations [4].  
IoT forensics is also expanding rapidly, as illustrated in Figure 4. Devices such as smart watches, home assistants, surveillance systems, connected vehicles, and industrial sensors can all serve as potential sources of evidential data. However, many IoT devices have limited storage space, proprietary systems, and inconsistent logging. These limitations complicate both data acquisition and interpretation.
Blockchain and cryptocurrency forensics are also growing because criminals increasingly use cryptocurrency for fraud, ransomware and money laundering. Blockchain investigations require analysing transactions across wallets, exchanges and mixers to establish transactional links and identify responsible parties.
Another trend is remote and enterprise-level forensic collection. Within large organisations, it is not always feasible to physically seize devices. Instead, investigators may be required to acquire data remotely from endpoints or cloud environments. Contemporary tools increasingly support such capabilities, enabling scalable evidence collection suited to corporate investigations.




As shown in Figure 4, the IoT forensics ecosystem, highlighting the variety of devices that may serve as potential sources of digital evidence.







Figure 4: IoT Forensics Ecosystem (Created by Author)




5. Key Challenges in Digital Forensics
Digital forensics is confronted by a range of significant challenges.  One of the most prominent issues is encryption.  Communication applications such as WhatsApp can make content difficult to access without device-level extraction or backups. Encryption protects privacy, but it also complicates lawful investigations. 
Another critical challenge is volume of data generated and stored on modern devices. Photographs, videos, messages, system logs, and application data can accumulate rapidly, resulting in datasets of substantial size and complexity. Investigators are therefore required to filter relevant evidence from vast quantities of unrelated information. This increases the need for automation, triage and strong investigative planning. 
The issue of anti-forensic techniques further complicates digital investigations. Suspects may delete files, hide data in archives, and deliberately attempt to obscure or destroy evidence. In response, investigators must employ a range of advanced techniques, including the examination of deleted files, analysis of slack space, interpretation of metadata, and review of synchronisation artefacts associated with cloud services and applications to identify hidden or destroyed evidence.
Legal and jurisdictional issues are also present ongoing challenges.  Digital evidence stored in cloud environments may reside across multiple geographic regions, each governed by distinct legal frameworks making it difficult to obtain quickly.  At the same time, privacy laws and data protection regulations require investigators to handle personal information carefully and only access data relevant to the investigation and that procedures remain compliant with applicable legislation.
Tool validation is another challenge. Different tools may interpret or parse data differently, especially with mobile applications that frequently update. This can affect the consistency of findings. To mitigate such risks, investigators are encouraged to corroborate critical evidence using multiple tools and methodologies. Cross-validation through platforms such as Cellebrite UFED, Cellebrite Physical Analyzer, Exterro FTK, and Autopsy can improve confidence in reliability of analytical results.


6. National and International Job Market
The job market for digital forensics is closely linked to the wider cybersecurity sector. A range of specialised roles exists within this domain, including Digital Forensic Analyst, Mobile Forensic Examiner, Incident Response Analyst, Malware Analyst, Cybercrime Investigator, eDiscovery Analyst, and Threat Intelligence Analyst. These roles exist in law enforcement, government agencies, private forensic companies, banks, consultancies, legal firms and corporate security teams.
In the United Kingdom (UK), demand for cybersecurity skills remains consistently high. Recent UK government’s cybersecurity labour market report  indicates an average of 2,698 postings per month in 2024, with a median salary of £55,000 [5]. Digital forensics is included within this wide cyber security employment market, especially in Digital Forensics and Incident Response (DFIR).
Internationally, the United States and Europe continue to demonstrate strong demand for digital forensic professionals. Market research suggests that the UK accounted for a notable proportion of the global digital forensics market in 2024, while the United States is expected to maintain a leading market in terms of revenue by 2030 [6]. The increasing cybercrime, the widespread of cloud technology, and the continued reliance on mobile devices are the factors that contribute to a growing need for professionals who possess expertise forensic, cybersecurity and legal frameworks. 
Employers typically seek for skills in forensic imaging, mobile extraction, chain of custody, Windows and Linux file systems, networking, cloud platforms, scripting, report writing and knowledge of tools such as Cellebrite, FTK, Autopsy and Magnet AXIOM. Interpersonal and communication skills are also important because digital forensic professionals  must explain complex technical findings in a clear and comprehensible manner to managers, lawyers, law enforcement  personnel, and judicial bodies.



7. Conclusion 
Digital forensics continues to develop that is essential for investigation of cybercrime, corporate incidents, and digital evidence. This state determines  by powerful forensic tools capable of analysing computers, mobile devices, cloud platforms and application data. The intersection between digital forensics and cybersecurity is especially important, as forensic investigation  not only supports incident response activities but also facilitates root cause analysis and contributes to the reduction of future risk. 
Advances in technology such as AI, cloud computing, IoT, blockchain and mobile applications  are introducing new possibilities for evidence collection and analysis. At the same time, they bring additional challenges such as strong encryption, large data volumes, anti-forensic techniques, legal restrictions and tool validation issues. 
The job market remains favourable, both within the UK and internationally, particularly for professionals with combined skills in digital forensics, cybersecurity and incident response. As reliance on digital systems intensifies, digital forensic investigators will remain essential to the work of law enforcement agencies, businesses and cybersecurity teams.
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[bookmark: _Toc228617666][bookmark: _Toc228741310]1. Case Background
This report presents the findings of a digital forensic investigation conducted on behalf of Quantum Tech. The investigation focuses on the unauthorized access and attempted theft of proprietary patent data related to an artificial intelligence (AI) chip design (ID: QT-AI-2025).
Initial internal findings identified Emma, a recently hired senior engineer, as the main suspect.  It is suspected that she attempted to extract and sell confidential intellectual property  to a competing organisation, NexGen Circuits by involving Joe as an intermediary, and Norman as a potential buyer.
Digital devices belonging to Emma, Joe, and Norman were seized under proper chain-of-custody procedures. These devices were subsequently subjected to forensic examination to assess the extent of everyone’s involvement and to identify evidential material relevant to the investigation.



[bookmark: _Toc228617667][bookmark: _Toc228741311]2. Evidence Inventory
The following devices were identified and analysed:
· Huawei smartphone - associated with Emma (Peter Dover)
· Samsung smartphone - associated with Joe 
· Nokia smartphone - associated with Norman 
· Ulefone smartphone - ownership not confirmed 

The case briefing refers to three smartphones and a single USB flash drive. However, no USB device was identified during the examination. Instead, four mobile devices were present and analysed. This inconsistency suggests that the initial information may have been incomplete or that additional evidence was not secured. 
All identified devices were processed in accordance with established forensic protocols, ensuring data integrity and proper chain of custody.

[bookmark: _Toc228617668][bookmark: _Toc228741312]3. Methodology
Data acquisition from the mobile devices was carried out using Cellebrite UFED, which supports forensically sound logical and physical extraction procedures. A Write Blocker was used where applicable to prevent any modification of the original data during acquisition. 
Extracted data was analysed using Cellebrite Physical Analyzer, This enabled detailed examination of communication artefacts, including WhatsApp and Facebook Messenger interactions, alongside stored files and associated metadata. Additional investigative procedures were conducted using FTK Imager and Exterro FTK (version 8.2), for file system exploration, keyword searching, and the validation of extracted data. 
To ensure evidential integrity, hash values (MD5 and SHA-1) were generated and verified following acquisition. The investigation focused on identifying relevant communication,  file transfer activity, and metadata associated with suspected data exfiltration activity. The figures presented below illustrate the acquisition process, device detection and the selection of relevant data within the forensic tools.
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[bookmark: _Toc228741326]Figure 1: Cellebrite UFED interface showing selection of mobile device extraction
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[bookmark: _Toc228741327]Figure 2: Physical connection of the mobile device to the forensic workstation
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[bookmark: _Toc228741328]Figure 3: Device detection screen displaying device properties within UFED
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[bookmark: _Toc228741329]Figure 4: Selection of data types for extraction (call logs, messages, files, media)
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[bookmark: _Toc228741330]Figure 5: Extracted data stored in forensic output directory
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[bookmark: _Toc228741331]Figure 6: Huawei device – extraction summary in Physical Analyzer
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[bookmark: _Toc228741332]Figure 7: Huawei – device information
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[bookmark: _Toc228741333]Figure 8: Nokia device – extraction summary
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[bookmark: _Toc228741334]Figure 9: Nokia – device information
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[bookmark: _Toc228741335]Figure 10: Samsung device – extraction summary
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[bookmark: _Toc228741336]Figure 11: Samsung – device information
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[bookmark: _Toc228741337]Figure 12: Ulefone device – extraction summary
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[bookmark: _Toc228741338]Figure 13: Ulefone – device information




[bookmark: _Toc228617669][bookmark: _Toc228741313]4. Findings
[bookmark: _Toc228617670][bookmark: _Toc228741314]4.1 Communication Analysis
Analysis of communication data identified multiple channels of interaction between the individuals under investigation (Emma, Joe, and Norman). 
WhatsApp messages indicate that Emma initiated contact with Joe on 21 August 2024, discussing access to sensitive company information related to technology. The content of this conversation suggests a clear intention to sell valuable data.  Within this context, Joe agreed to act as an intermediary and assist in finding a potential buyer. 
Additional communication was identified on Facebook Messenger on 31 January 2025 between an account operating under the name “Peter Dover” and Norman. Evidence suggests that “Peter Dover” is an alias used by Emma, as both identities are linked to the same Huawei device.

The content of these communications contains multiple references indicative of coordinated activity. 

· discussion of data transfer methods
· negotiation of terms (e.g. “blueprint”, “chunks”, “offshore” )
· financial arrangements 
· attempts to maintain secrecy and avoid detection (“ghosts”) 

Taken together, these findings demonstrate a pattern of coordinated communication consistent with an attempt to unauthorised transfer of sensitive information.
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[bookmark: _Toc228741339]Figure 14: WhatsApp conversation between Emma and Joe (Part 1)
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[bookmark: _Toc228741340]Figure 15: WhatsApp conversation between Emma and Joe (Part 2)
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[bookmark: _Toc228741341]Figure 16: WhatsApp conversation between Emma and Joe (Part 3)
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[bookmark: _Toc228741342]Figure 17: WhatsApp conversation between Emma and Joe (Part 4)
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[bookmark: _Toc228741343]Figure 18: WhatsApp conversation between Emma and Joe (Part 5)
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[bookmark: _Toc228741344]Figure 19: Facebook Messenger conversation between Peter Dover and Norman
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[bookmark: _Toc228741345]Figure 20: Continued conversation between Peter Dover and Norman
[bookmark: _Toc228617671][bookmark: _Toc228741315]4.2 Timeline of Events
The following timeline was reconstructed:
· 19 August 2024 - Failed email delivery identified (indicating attempted communication) 
· 21 August 2024 - Emma contacts Joe via WhatsApp regarding sensitive data 
· Same day - Discussion about selling valuable information 
· Same day - Joe agrees to find a buyer
· 25 August 2024 – Image file identified on Emma’s Huawei device 
· 20 November 2024 - Planned meeting in Manchester identified 
· 22 November 2024 - Manchester travel ticket identified (linked to planned meeting) 
· 31 January 2025 - Communication with Norman begins via Facebook 
· 31 January 2025 - ZIP file identified in WhatsApp Documents on Norman’s device 
· Final stage - Negotiation and agreement reached and plan to cease communication  
The reconstructed timeline indicates a clear progression from initial intent to coordinated negotiation and attempted execution of the planned activity.




[bookmark: _Toc228617672][bookmark: _Toc228741316]4.3 File Analysis
In addition, an image file was identified on Emma’s Huawei device, dated 25 August 2024. The file format suggests it may contain patent-related information; however, this could not be conclusively confirmed.
No complete version of the patent file (QT-AI-2025) was located on any of the examined devices. 
Although, the presence of shared files, related communications, suggests that data was likely prepared for transfer or partially transmitted. These findings are clear signs of a potential attempted data sale.
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[bookmark: _Toc228741346]Figure 21: ZIP file identified in WhatsApp Documents directory on Norman’s device
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[bookmark: _Toc228741347]Figure 22: Image gallery showing travel ticket on Norman’s device
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[bookmark: _Toc228741348]Figure 23: Travel ticket image identified on Norman’s device
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[bookmark: _Toc228741349]Figure 24: Extracted image files from Emma’s Huawei device
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[bookmark: _Toc228741350]Figure 25: Document image identified on Emma’s Huawei device




[bookmark: _Toc228617673][bookmark: _Toc228741317]4.4 Call Logs and Email Analysis
Call log analysis confirms ongoing communication between the individuals under investigation. 
An email delivery failure notification, dated 19 August 2024, sent from mailer-daemon@googlemail.com to dovp59@gmail.com, was identified. This account is associated with Emma’s Huawei device, linking the attempted communication directly to her activity. The finding aligns with the use of the alias “Peter Dover”, which has been observed in other communications originating from the same device. The failed delivery suggests an attempted but unsuccessful email transmission, potentially related to early-stage communication or file sharing activity. 
Taken collectively, the evidence strengthens the assessment of coordinated communication and potential data transfer activity.
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[bookmark: _Toc228741351]Figure 26: Call log records identified on Emma’s Huawei device
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[bookmark: _Toc228741352]Figure 27: Communication overview showing interaction records between involved parties
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[bookmark: _Toc228741353]Figure 28: Contact information associated with communication activity on Emma’s device
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[bookmark: _Toc228741354]Figure 29: Email record showing failed delivery from mailer-daemon to dovp59@gmail.com
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[bookmark: _Toc228741355]Figure 30: User account details linked to dovp59@gmail.com, suspected to be associated with Emma via the alias “Peter Dover”




[bookmark: _Toc228617674][bookmark: _Toc228741318]4.5 Suspect Profiling
Based on the available evidence, the roles of the involved individuals are assessed as follows:
· Emma (Primary Suspect): Initiated communication and had access to sensitive data. Likely involved in the attempted extraction and potential distribution of sensitive or proprietary information. Also used an alias (“Peter Dover”) to conceal identity. 
· Joe (Intermediary): Assisted in identifying and engaging with a potential buyer. 
· Norman (Potential Buyer): Engaged in negotiation and associated with received files (e.g. ZIP file identified on device), indicating involvement in the attempted acquisition of sensitive data. 
· Unknown (Ulefone Device): Ownership not confirmed; relevance could not be determined and requires further investigation.

[bookmark: _Toc228617675][bookmark: _Toc228741319]5. Conclusion
The forensic analysis identified multiple categories of digital evidence indicating unauthorized access to sensitive data and  its attempted dissemination. 
Although no complete patent file was recovered, communication logs, file artefacts, and the reconstructed timeline strongly suggest coordinated activity aimed at the transfer of proprietary data.
The use of multiple communication platforms, and an alias identity, suggests an effort to reduce the likelihood of detection.
Overall, the findings support the conclusion that there was a purposeful attempt to transfer confidential data, such activity is consistent with behaviours commonly associated with corporate espionage.



[bookmark: _Toc228617676][bookmark: _Toc228741320]6. Recommendations
Based on the findings, a series of corrective measures  is recommended to mitigate the risk of similar incidents. 

· Stricter access controls should be implemented to limit exposure to sensitive data. 
· Monitoring of employee activity and communications should be enhanced, particularly where access to critical information is involved.
· Restrictions on the use of external storage devices and the transfer of files beyond the organisational environment should be reinforced.
· Regular security audits should be conducted; this would assist in identifying vulnerabilities and ensuring ongoing compliance with established policies.
· Employee training programmes should be provided to raise awareness of data protection responsibilities and the risks associated with insider threats.

Collectively, these measures would reduce the risk of similar future incidents and improving the organisation’s overall security posture.
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