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[bookmark: _GoBack]The focus of this piece is to discuss how technology can be of use when committing crimes. These criminal acts that are committed via the use of technology and computers are classified as 'cyber-crimes' (Arora, 2016, p.540). Cybercrime has become increasingly more prominent over the years as more people now have access to the internet, and because technology is heavily relied on today in contemporary society. Furthermore, advancements in technology have aided criminals as it gives them more opportunities to commit a crime; criminals who commit cybercrime will tend to have extensive knowledge of computer networks and digital technology (Bosser and Berenblum, 2019, p.495). The structure of this essay will be first, to look at a brief background of cyber-crime; its history, legislation, and prevalence. Then, the various types of cyber-crime will be identified and discussed, including the categories that they fit into. Finally, the advantages and disadvantages technologies bring for criminals and society will be discussed and evaluated. 
The origin of cybercrimes can be traced back to around the 1980s; some key events will now be discussed. In 1981, Ian Murphy was the first person to be convicted of a cyber-crime after he hacked the American Telephone and Telegraphs company; he altered the billing clock so that rates were cheaper for people (Alansari et al, 2019, p.11). Then, a year later in 1982 the first virus to be installed onto an Apple computer occurred (Buch et al, 2017, p.22). Furthermore, the 'Morris Worm' is a famous cybercrime case that occurred in 1988, and it is regarded as the internet's (then ARPANET first attack as the worm program crashed around 6,000 computers (Sterling, 1992, p.50). 1994 is the year that is coined with the first online bank robbery- a US bank was the target and around 10 million dollars were stolen (FBI, 2014). There are many different types of cybercrimes and CPS (2017) name a few: hacking, malware/malicious software, grooming, stalking, phishing, identity theft, fraud, trolling, denial of service attack (DOS), and the dark web. Evidently, there are many different ways in which technology can be used to commit a crime, and the vast range of cybercrimes exhibits the challenges law enforcement face. Each act of cyber-crime will vary in its severity and targets will range from individuals, small and large businesses, to academia and governments (Monteith et al, 2021, p.1). Thus, it could be said that for these criminals, who use technology to commit their crimes, the world is their oyster to exploit. 
The prosecution of cybercrime is dependent on what type of offence it is, each crime will fall under a specific legislation/act. Many legislations can be applied to cybercrime, so this essay will only name a few. The Computer Misuse Act (1990) covers crimes against computers and securing unauthorised access, so this would include offences such as hacking or DOS (CPS, 2019). The Data Protection Act (2018) section 170 to 173 can also be used to prosecute cybercrimes as it includes offences that have knowingly obtained and disclosed personal data without consent, as well as selling disclosed personal data without consent (CPS, 2019). Phishing would fit here as the crime involves stealing personal and sensitive data by sending a fraudulent email or text message that looks real (Alansari et al, 2019, p.10). Moreover, the Fraud Act (2006) would be used to prosecute cyber-fraud offences and then the Theft Act (1968) and (1978), can also be applied to cyber-fraud along with identity theft (CPS, 2019). Finally, crimes that commit sexual abuse on children can be prosecuted under section 1 of Protection of Children Act (1978), section 160 of Criminal Justice Act (1988), and section 12, 14, 15 of Sexual Offences Act (2003) (CJS, 2019). For example, grooming or distributing child pornography would fit here. 
Since the pandemic (COVID-19), people's use of technology and the internet has increased and this, in turn, has impacted cybercrime- proliferating it (Monteith et al, 2021, p.1). People were forced to work from home and socialise via their technical devices and many criminals took advantage of this. World Economic Forum (2020) reports that there was a 50.1% increase in cybercrimes, and this is due to the new working style that COVID-19 forced upon society. In the US, cybercrime complaints between January-May 2020 alone reached the same amount as what 2019 had received in a full year (Monteith, 2019, p.1). Reflecting that COVID-19 has had a significant impact on cybercrime as it has aided it. The Department for Digital, Culture, Media, and Sport – DDCMS (2021) states that in the last 12 months, 39% of businesses and around 26% of charities had reported a cyber security breach or attack. However, this statistic was significantly higher for larger-scaled businesses; 65% for medium businesses and 64% for large businesses (DDCMS, 2021). Furthermore, Interpol (2020) states that between January-April, around '907,000 spam messages, 737 malware incidents, and 48,000 malicious URLs were detected' and they all related to COVID-19. Thus, it is clear that cybercrimes are currently becoming more frequent and are a bigger threat; it is a widespread global issue. Criminals are taking advantage of the pandemic and are using it as a method/tool to entice and trick people. An example of this is criminals that are phishing. They will send an e-mail or text message regarding COVID-19, pretending to be the government or NHS, and ask the user to click on a link or confirm their details. This scenario has been quite common; the global cybercrime survey found around 59% of member countries had reported significant uses of COVID-19 in phishing scams and online fraud (Interpol, 2020). 
All cybercrimes are distinguished by one of the two categories- 'cyber-dependant' crimes or 'cyber-enabled' crimes (Home Office, 2013, p.5). Cyber-dependant crimes are crimes that would not exist without the use of a computer or ICT; they are usually crimes against networks or other computers (Home Office, 2013, p.5). For example, hacking or spreading viruses. Whereas cyber-enabled crimes do not depend on ICT as they can exist without it, but using computers/ internet devices will aid them as it makes it easier to commit the offence and exacerbates it (Kirwan and Power, 2013, p.3). Some examples of this cybercrime would be fraud, theft, and sexual offences aimed at children such as child pornography or grooming. Bosser and Berenblum (2019, p.495) state that there are 4 categories that all cybercrimes will fit into and these are 'cyber-trespass', 'cyber-deception/theft', 'cyber-porn/obscenity', and 'cyber-violence'. The first category (cyber-trespass) is crimes that gain unauthorised access (Bosser and Berenblum, 2019, p.495). For example, hacking and DOS could fit here. The next category would include crimes such as identity theft, fraud, phishing, and piracy (Bosser and Berenblum, 2019, p.495). The cyber-porn/obscenity category would include crimes around distributing indecent materials (pornography) of children and grooming, whilst the last category fits crimes such as cyber-terrorism, trolling, cyber-extortion, and stalking (Bosser and Berenblum, 2019, p.495). The varying types of cybercrime and the scale at which they can span across just reflects the complexity of the issue. 
Technology being used as a tool to commit crime brings both its advantages and disadvantages. One benefit technology brings for criminals is that it gives them more opportunities to commit crimes (Nuth, 2008, p.437). This is because they can commit their acts on a much larger scale as technology gives them a further, faster reach, and greater choice of targets. This especially applies to cyber-terrorism as terrorists can radicalise individuals from all over the world and with ease. They are able to spread their ideas faster and further than they ever could before and use social media as a form of outreach (Greenberg, 2016, p.165). Despite this, technology also disadvantages criminals as it can be used against them; they are not the only ones who can benefit from its use. Security services can use technologies to catch offenders and to minimise/control criminal offences (Nuth, 2008, p.437). Furthermore, technology aids criminals as they are now able to commit crimes without being physically present (Nuth, 2008, p.438). This gives them more confidence in not being caught, and they are not restricted to where they can commit their crimes. Additionally, criminals no longer need to waste their time and resources on trying to gather information/intel (Nuth, 2008, p.442). The use of technology will allow them quicker access to the information they require. Moreover, the use of technology to commit crimes has not only had a detrimental impact on the individuals that fall victim to them, but also on society. Smith et al (2020, p.3) declares that in 2018 cybercrime cost the global economy just over $600 billion and now they believe that the new figure that they have estimated shows a rise of 50%, in just two years. This devastating cost is a combination of what is lost from cybercrimes, along with the cost that has been necessary to pay for cyber-security. Thus, technology being used as a means to commit crimes is unfavourable for society. 
In conclusion, cybercrimes are becoming far more prominent in recent years and it is only going to get worse. COVID-19 has exacerbated the issue, but these ongoing advancements in technology have always eventually meant that this would happen- criminals will take advantage. The statistics discussed in this piece have shown that criminals are favouring the use of technology to commit crimes, and this is the case globally. There are various forms of cybercrime and they will differ in terms of the categories they fit into, their impacts, and how they are prosecuted. Overall, it is evident that criminals benefit a great deal from using technology to commit their crimes at the detriment of society.
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