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In this report I will be researching the importance of data security as well as different approaches and technologies used within data security. This includes a specific deep dive on two topics, Cryptography and Physical Security.
[bookmark: _Toc185500922]Introduction
In the modern age where our day-to-day life is governed by technology information is one of if not the most valuable assets, from personal information to corporate business plans data is an important asset that needs to be protected. This is to ensure that no bad actors or cybercriminals can use other people’s data and information for their own benefit. Especially with the rise of working from home and cloud computing and storage This is where the art of strong data security becomes indispensable.
[bookmark: _Toc185500923]What is data security?
 Data security is exactly what it sounds like, securing data so that only those who are authorised can access the information that is being transmitted. Businesses rely on having strong data security as they are entrusted with many different people’s information. If there were to be any failure in their security systems then it can lead to loss of custom, damage to the company’s reputation and in some circumstances, they can even be sued.
There are many different methods that can accomplish a strong data security plan ranging from different encryption methods such as hashing, to the physical security on the buildings where the data is stored or being transmitted from.
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Within data security information is needed to be protected to help prevent against sensitive information such as banking information or passwords from getting into the hands of any bad actors. One essential tool to protect data is cryptography. Cryptography is obscuring data by encoding it so that only people or machines with permission can access and read the data. 
Cryptography encompasses four main principles: Confidentiality, Integrity, non-repudiation, and authentication[1].
Confidentiality ensures that the data that needs to be protected can only be accessed by those intended as the recipient. This can be achieved through encrypting the data so that only people with the key can decipher it.
Integrity assures that the encrypted information cannot be altered during transit between the sender or recipient of the data. Using encryption algorithms such as hashing which gives encrypted data unique values will display any difference if they have been altered or tampered as the hashed value will be different.
Non-repudiation establishes that the sender of the data cannot deny their action. This is done with digital signatures, time logs or other identifying features such as the Message Authentication Code of the sender.
Within cryptography there are many different methods to achieve a strong encryption to ensure that the data being sent between two participants is safe from unauthorised access or tampering.
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Hashing is a form of data processing. It is the process of transforming data from plain text into a set sized numerical value using a mathematical function called a hashing algorithm. The output of these hashing algorithms is called the hash value. Hash values are typically fixed in length so no matter how big the input the hash values will always be the same length.[2]
Because hashing uses a mathematical function to determine the hashed value if the input is the same the output will be the same. In circumstances like passwords these hashed values are compared to make sure they are identical to ensure that the password is correct as passwords shouldn’t be stored in plaintext only in a hashed format. Hashing is also almost completely irreversible which prevents bad actors from brute force decrypting the information.

[bookmark: _Toc185500927]Method 2: Encryption
Encryption is a form of data processing that enciphers information into an unreadable format using a key, this key can be used to both encrypt and decrypt the data. Encryption prevents any unauthorized parties from accessing the original data.
A benefit that encryption has is that it is reversable. This is because encryption is enciphered using a key it can be converted back into the original data which is helpful for data transfer as both the sender and recipient will have the key that can access the original data.
Encryption can also be used for data that is not in transit. This data is encrypted to ensure that is protected from any cyber threats such as data leaks. If a threat actor stole data and wanted to publish the data for their own gain the encrypted data would be useless as the key and algorithm used to encrypt the data are not available with it to decrypt.
The main difference between Hashing and Encryption is the fact that hashing is a one-way process as opposed to the reversible nature of encryption, thus leading to a few differing use cases. Hashing is better for storing passwords, this is because if only the hashed value is stored any bad actors that may get access to the database cannot get access to the passwords [3]. Whereas encryption is preferred in any case where the data that is being stored or transferred needs to be able to be read by any authorized personnel.
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If a person has physical access to the hard drive that stores the information they are after there is very little that can be done to prevent them from gaining access to it, even methods of encryption with enough time and power can eventually be brute forced to reveal the original data.
The focus of physical security is to secure the hardware and physical environment that houses sensitive data, this is includes data centres, servers, or even personal machine. Physical security aims to prevent theft of information or tampering of information by any unauthorized personnel.
Within physical security there are many different types of components that can help make data secure, these can range from things as simple as perimeter security such as fences, walls, and gates to more technologically advanced measures like intrusion detection systems and biometric access control.
As well as securing the physical location of the hardware and the data it houses, disposing of any old obsolete hardware that is no longer being used also needs to be done correctly as any determined person can still retrieve information even from wiped hard drives [4].
Physical security is not only about preventing non-authorized personnel getting access to data but protecting, data and systems from naturally occurring hazards such as power outages and even things like fires and floods.
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Access Control Systems are an integral part of physical security that encompasses a wide variety security measure, all of which prevent unauthorized personnel from gaining physical access to either the premises or in contact with any device that may hold important information.
The most basic way of implementing access control where a large amount of personnel need access would be to use a PIN code access point, these access points require a PIN to unlock doors or use certain devices. A major downside to this would be the fact that there is no way to revoke someone’s access if they already know the PIN without having to reset it.
A popular way of introducing access control systems to a data security policy would be to install key card entry points. Key cards are in notably superior when it comes to having varying levels of access for different teams of employees so they can only gain access to what they are working on or with. Key cards can also be programmed to only work within certain timeframes which ensures that holders do not have access when they are not needed [5] 
Key cards however come with the risk of being lost, stolen, or even duplicated by anyone who has even brief contact with them. This becomes a serious security risk as a non-authorized person may get access to important and confidential data. To lessen the likelihood that this happens there are a few measures that can be implemented. These measures may include regular training to ensure that employees or other cardholders are aware of the risks that may be posed if a card is stolen or duplicated and to report any stolen or lost cards immediately to ensure the security team can act fast and prevent any damage from being done. If a card does get lost or stolen there are certain types of key cards that can be remotely disabled which essentially makes the card useless if they get misplaced.
Another method of introducing access control with varying levels of access would be to put biometric scanners into use, these scanners use a person’s unique physical aspects such as a fingerprint to identify them.  This allows the security team to change access permissions of a person easily. A benefit of biometrics has over key cards is that they cannot be misplaced and are very hard to duplicate. 
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Surveillance and alarm systems are important pieces of physical security. It allows the for the security team to monitor the building and ensure that if there were any security breaches occur then they can be dealt with efficiently.

CCTV or Closed-Circuit Television uses live cameras that transmit to a central set of monitors and recording systems. These cameras cover specific areas in a property. These cameras allow for a member of the security team to monitor whoever enters a specific area in real time. Because CCTV is recorded and stored, if there were to be a break-in or security breach the recordings can be used as evidence in an investigation on how the breach occurred. Visible cameras can also be used as a deterrent to a potential bad actor as they know that they are being watched and are under surveillance. CCTV is also an easy way to implement security to a premises, so much so that many houses have CCTV installed in some way or another.[5]
Intrusion alarms provides a means to detect if there has been access to an area that is off-limits. These systems then triggers an alert to the security team which allows them to deal with the intruder. Intrusion alarms use a mix of sensors and cameras to detect movement. There may also be sensors that detect if a door or window has been broken into in play. Like the CCTV system intrusion alarms allow for real-time updates and alerts to the security team. However, one downside to intrusion detection systems such as sensors is that they can be disabled by power outages or even cyberattacks.
Surveillance systems are not solely used to detect break ins or intrusions, they are also used to detect any naturally occurring hazards to the premises or the data such as a fire breaking out. For these threats a number of detection systems are put in place, one detection system commonly used are smoke alarms, these alarms detect the presence of smoke and other fine airborne particulates and raise an alert to people within the premises, smoke alarms are a low cost solution to detecting fire, these alarms can also be connected to fire suppression systems that extinguish the fires and also back up the affected drives in case they become damaged or are unusable.
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Figure 1: Diagram of a firewall	9
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In this report I will discuss and design an information security approach for a threat intelligence consultancy company. This design needs to be comprehensive and protect the customers data from any bad actors or cyber criminals.
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Organizational Structure
The organisation of the security team is as important as having a security policy in place. Having a properly organised team allows for different levels of authorisation and also makes it easier to define the roles and responsibilities of each member.
CISO: the person who is in charge of the security team.
Security Operations Team: The team of Security Officers who focus on threat detection and incident response.
Compliance Team: conducts audits that ensures employees and customers are adhering to the information security policies. 
Risk Management Team: assess and eliminates any potential threats.
Policies Enforced and Implementation	
Firstly, there should be adequate physical security implemented, such as physical locks on the entry of the building and assuming budget allows it a security guard to ensure that whoever enters has clearance to be within the building or has an appointment to meet with a team member. There should also be turnstiles installed to count how many people enter and leave the building to ensure that it matches the expected number of entrants, such as amount of staff working. 
Access Control measures such as key cards and biometrics in higher security situations such as server rooms, should be implemented to ensure that personnel only have access to their corresponding clearance level. This prevents lower clearance employees from having access to sensitive data and or systems.
There could also be digital access control implemented which ensures only trusted team members have access to important data or certain controls. This helps mitigate against employees from either purposefully or accidentally altering or destroying data.
Surveillance systems are another important physical aspect that can be implemented. These systems provide a real-time view of any room within the building to ensure that there are no intruders or people where they shouldn’t be. There should be at least one security guard viewing the cameras at all times. Another form of surveillance that should be implemented would be firewalls, there are many different versions of a firewall however they all work by intercepting and analysing incoming and outgoing traffic to determine if they should be allowed through a set of pre given instructions this can be seen in the figure below. This would prevent people from accessing certain sites while on the internal network. Firewalls may also help with improving employee efficiency as employees would not be able to access websites that may distract them.
[image: A diagram of a firewall
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A policy that should be implemented for every customer would be to have a security expert check-in every month, they would ensure that the customers are following the other security policies and take any feedback that the customers may have to improve the business. 
There should be different networks for the organisation’s devices and personal devices. This would ensure that if an employee brings in any malicious software that it cannot interact with the sensitive information on the organisations network. This would also be in accordance with the EUs GDPR laws which states that sensitive information should not be able to be accessed by untrusted devices [6].
Another common policy that should be included is to have regularly changing passwords, this ensures that if there is an account breach or a password breach, the password would most likely be out of date and unusable. This policy would also mitigate password reuse between employees’ professional accounts and personal accounts. As well as this it can be a way to keep any dormant accounts on the system secure as even those accounts will have new updated passwords regularly.
Having regularly updated back-ups is a common way to protect data, regularly updated backups protect against a variety of things such as, cyber-attacks, employee error, and hardware failures. Having easily accessible backups ensures that there is little downtime if there is an issue with the main storage. If there is a corrupted file, then using the backup you can recover an earlier version that would not be corrupted. The policy that I would recommend would be to have either daily or hourly encrypted backups to a secure offsite facility. To ensure reliability. Having these backups in a separate secure location is an important aspect of this policy as if there was a power outage or a fire within the main premises the backup would be safe and unharmed.

[bookmark: _Toc185500936]Conclusion
I believe that the above proposed security unit and policies would meet the objectives and requirements of the company. Along with meeting these requirements the security unit would meet GDPR requirements of data protection. It is my belief that CSS will be in a position to uphold a safe and resilient business environment by concentrating on a strong organisational structure, clear policies, governance strategies, and strong protection systems.
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