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[bookmark: _Toc233665462]Task 1 – Research Report
[bookmark: _Toc233660680]Introduction
Computer networks and virtualised infrastructure play a vital part in modern organisations, ensuring the provision of reliable IT services. Network Operating Systems and Services enable administrators to efficiently manage servers, users, applications and resources. Virtualisation technology has therefore become a necessity due to the cost saving it offers for hardware, the fact that it allows for better resource utilisation and its ease of administration. This report discusses four important networking concepts: hypervisors, IP addressing, routing and network services. These technologies are the backbone of today's enterprise networks and are crucial for creating and operating secure, scalable networks.
[bookmark: _Toc233660681]1. Hypervisors
A hypervisor is a program that is used to generate and manage virtual machines (VMs). It enables several operating systems to share hardware resources like CPU, memory and storage on a single physical server.
There are two types of hypervisors:
[bookmark: _Toc233660682]Type 1 Hypervisor (Bare-Metal)
A type 1 hypervisor is being installed directly on the physical hardware and does not need a host OS. They are VMware ESXi, Microsoft Hyper-V and Proxmox Virtual Environment. These hypervisors provide high performance, better security and efficient resource management.
[bookmark: _Toc233660683]Type 2 Hypervisor (Hosted)
A Type 2 hypervisor is based on an underlying operating system like Windows or Linux. These include Oracle VirtualBox and VMware Workstation. The hypervisors are easier to install, but are resource-hungry and rely on the host OS.
[bookmark: _Toc233660684]Selected Hypervisor – Proxmox Virtual Environment
Proxmox Virtual Environment (PVE) was chosen for this project because it is an open source enterprise virtualisation platform, which is compatible with Kernel-based Virtual Machines (KVM) and Linux Containers (LXC). It provides a web-based management interface, snapshot functionality, backup options and flexible networking features.
The major advantages of Proxmox include:
· No licensing cost
· Web based easy management.
· The support for high availability and clustering.
· In-built backup and restore capabilities.
· Virtual machines support for Windows and Linux.
Thus, Proxmox can be a good choice for SMBs as it provides enterprise-level features at a lower price.
[bookmark: _Toc233660685]2. IP Addressing
An IP address is a logical address given to a device on a network. It helps computers to communicate and to send packets of data to their destinations.
[bookmark: _Toc233660686]IPv4
IP version 6 has a 128-bit address and is capable of offering a very large number of addresses. It was created to address the problem of IP address exhaustion, which is caused by IPv4.
192.168.10.10
IPv4 remains the most widely used addressing protocol in enterprise environments.
[bookmark: _Toc233660687]IPv6
IPv6 uses a 128-bit addressing system and provides an extremely large number of addresses. It was developed to overcome IPv4 address exhaustion.
Example:
2001:0db8:85a3:0000:0000:8a2e:0370:7334
[bookmark: _Toc233660688]Subnetting
Subnetting divides a network into smaller networks. It improves performance, reduces broadcast traffic and increases security.
Example:
Network: 192.168.10.0/24
Subnet Mask: 255.255.255.0
[bookmark: _Toc233660689]Variable Length Subnet Masking (VLSM)
The benefit of VLSM is that administrators can divide the network into subnets of varying sizes as needed for business. It improves address utilisation and reduces wastage of IP addresses.
In this project, the following addressing scheme is used:
In this project, the following addressing scheme is used
Windows Server: 192.168.10.10/24
Debian Server: 192.168.10.20/24
Gateway: 192.168.10.1/24
IP planning is crucial since it helps to guarantee effective communication and streamline network issues.
[bookmark: _Toc233660690]3. Routing
Routing forward the data packets from one network to another. A routing table is used by routers to decide how to route network traffic.
[bookmark: _Toc233660691]Static Routing
Static routes are manually configured by administrators. They are simple and consume very few system resources.
Advantages:
· Simple to set up in small networks.
· Provides greater security.
· Consumes very little CPU and bandwidth.
Disadvantages:
· Not easy to maintain in large scale environments.
· Requires manual updates.
[bookmark: _Toc233660692]Dynamic Routing
Dynamic routing relies on routing protocols like RIP, OSPF and EIGRP for automatic sharing of routing information.
Advantages:
· Automatically adapts to network changes.
· Suitable for large networks.
· Provides redundancy.
Disadvantages:
· Requires more resources.
· More complex to configure.
It is the best solution for this project due to having only two servers in a small environment. Dynamic routing would make things unnecessarily complex.
[bookmark: _Toc233660693]4. Network Services
The network services deliver the critical functionality to the users and the devices associated to a network.
[bookmark: _Toc233660694]Dynamic Host Configuration Protocol (DHCP)
DHCP automatically assigns IP addresses and network settings to devices. It reduces administrative effort and prevents configuration errors.
[bookmark: _Toc233660695]Domain Name System (DNS)
DNS translates a domain name to IP address. If DNS didn't exist, users would have to memorize the numeric IP address of each server and site.
[bookmark: _Toc233660696]Active Directory Domain Services (AD DS)
AD DS is a directory service provided by Microsoft to hold information about computers, security policies and users. It enables the centralised administration and authentication.
[bookmark: _Toc233660697]Certificate Authority (CA)
Digital certificates are issued by a Certificate Authority for the purpose of authentication and encryption. Certificates are crucial for secure communication and are used in HTTPS and enterprise security infrastructure.
These services enhance security, streamline management, and empower organisations to efficiently manage their IT assets.
[bookmark: _Toc233660698]Conclusion
The concept of virtualisation, IP addressing, routing and network services are core elements of modern network infrastructures. Organisations can save hardware costs and make better use of resources with hypervisors. IP addressing and routing are critical for efficient communication among devices and network services like DHCP, DNS and Active Directory are used to manage and secure the network. Proxmox Virtual Environment, combined with Windows Server 2022 and Debian Server, is a showcase of how this can be done to create a reliable and scalable network infrastructure.

[bookmark: _Toc233660699][bookmark: _Toc233665463]Task 2 – Practical Implementation Report
[bookmark: _Toc233660700]Introduction
The hands-on component of this project was to design and deploy a small virtual network infrastructure with the help of Proxmox Virtual Environment (PVE). The network is comprised of two virtual machines: Windows Server 2022 and Debian Server. The goal was to get to know virtualisation technologies, server operating systems, IP configuration and network connectivity testing.
The implementation took place within a controlled virtual environment to minimise the hardware requirements and maximise the use of resources..
[bookmark: _Toc233660701]Objectives
The aims of the implementation of this practical are:
· Set up and configure Proxmox Virtual Environment.
· Make and set up 2 virtual machines.
· Set up the static IP addresses.
· Set up and configure services on the network.
· Check virtual machine network connectivity.
· Know how to operate and troubleshoot a server.
[bookmark: _Toc233660702]System Requirements
[bookmark: _Toc233660703]Hardware Requirements
	Component
	Specification

	Processor
	Intel Core i5 or higher

	RAM
	Minimum 8 GB

	Storage
	200 GB SSD

	Network
	Gigabit Ethernet


[bookmark: _Toc233660704]Software Requirements
	Software
	Version

	Proxmox VE
	Latest Stable Release

	Windows Server
	2022

	Debian Server
	Debian 12

	Web Browser
	Google Chrome or Firefox



[bookmark: _Toc233660705]Hypervisor Selection
The choice of Proxmox Virtual Environment for virtualisation was made due to its free and open-source enterprise virtualisation platform. It can be used to run Linux and Windows servers, with the help of Linux Containers (LXC) and Kernel-based Virtual Machines (KVM).
The major advantages of Proxmox are:
· Free and open source
· Easy web-based management
· Snapshot support
· Backup and restore functionality
· High performance virtualisation
· Enterprise-level features
[bookmark: _Toc233660706]Network Topology
The network topology used in this project is shown below.
                    Proxmox Server
                           |
        -------------------------------------
        |                                   |
Windows Server 2022                 Debian Server
192.168.10.10                      192.168.10.20
Gateway:
192.168.10.1
Subnet:
255.255.255.0

[bookmark: _Toc233660707]IP Addressing Scheme
	Device
	IP Address
	Subnet Mask
	Gateway

	Windows Server 2022
	192.168.10.10
	255.255.255.0
	192.168.10.1

	Debian Server
	192.168.10.20
	255.255.255.0
	192.168.10.1


The addressing scheme was conceived with a private Class C network, as there are only two virtual machines in the environment, and it doesn't need to support a large address space.
[bookmark: _Toc233660708]Step 1 – Installing Proxmox VE
Downloaded Proxmox ISO from the official website and installed it on the physical server.
Installation steps:
Select Install Proxmox VE.
[image: ]
[image: ]
Accept the licence agreement.
[image: ]

Configure storage.
[image: ]
 
Configure Location And Time Zone
[image: ]
Configure admin or password.
[image: ]
Configure network settings.
                                                                                   
[image: ]
Complete installation and reboot.
[image: ]
[bookmark: _Toc233660709]Step 2 – Uploading ISO Images
After installation, the Proxmox web interface was opened and the following ISO images were uploaded:
Windows Server 2022 ISO
[image: ]
[image: ]

Debian 12 ISO
[image: ]
[image: ]

[bookmark: _Toc233660710]Step 3 – Creating Windows Server 2022 Virtual Machine
The following specifications were configured:
	Setting
	Value

	CPU
	2 Cores

	Memory
	4 GB

	Disk
	80 GB

	Network Adapter
	VirtIO


The operating system was installed successfully.
Administrator credentials:
Username: Administrator
Password: NotebooK@123
[image: ][image: ]
[image: ][image: ]
[image: ][image: ]
[image: ][image: ]

[bookmark: _Toc233660711]Step 4 – Creating Debian Server Virtual Machine
The following configuration was used:
	Setting
	Value

	CPU
	2 Cores

	Memory
	2 GB

	Disk
	40 GB

	Network Adapter
	VirtIO


User credentials:
Username: localadmin
Password: NotebooK@123
[image: ][image: ]
[image: ][image: ]
[image: ][image: ]
[image: ][image: ]

[bookmark: _Toc233660712]Step 5 – Configuring Network Settings
[bookmark: _Toc233660713]Windows Server Configuration
The following static IP address was configured:
IP Address: 192.168.10.10
Subnet Mask: 255.255.255.0
Gateway: 192.168.10.1
Preferred DNS: 192.168.10.10
[image: ][image: ]

[bookmark: _Toc233660714]Debian Server Configuration
The following network configuration was applied:
IP Address: 192.168.10.20
Subnet Mask: 255.255.255.0
Gateway: 192.168.10.1
DNS Server: 192.168.10.10
[image: ][image: ]
[bookmark: _Toc233660715]Step 6 – Installing Server Roles
The following services were installed on Windows Server:
Active Directory Domain Services
[image: ][image: ]
[image: ][image: ]

DNS Server
[image: ]

DHCP Server
[image: ]
[image: ][image: ]
[image: ][image: ]
[image: ][image: ]
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[image: ][image: ]

The following services were installed on Debian:
OpenSSH Server
[image: ]
Apache Web Server
[image: ]

[bookmark: _Toc233660716]Step 7 – Connectivity Testing
[bookmark: _Toc233660717]Test 1 – Ping from Windows to Debian
Command:
ping 192.168.10.20
Result:
Reply received successfully.
[image: ]

[bookmark: _Toc233660718]Test 2 – Ping from Debian to Windows
Command:
ping 192.168.10.10
Result:
Reply received successfully.
[image: ]

Network Verification
The successful ping responses confirmed:
· Correct IP addressing
· Proper network connectivity.
· Functional virtual switch configuration
· Successful communication between operating systems.
Problems Encountered
During implementation several issues were encountered:
· Incorrect IP address configuration.
· DNS configuration errors.
· Firewall blocking ICMP traffic
· Incorrect network adapter selection.
· Each issue was identified and corrected through troubleshooting and testing.
Security Considerations
The following security measures were implemented:
· Strong administrator passwords
· Static IP configuration.
· Firewall enabled
· Limited access to management interfaces.
· Regular system updates.
[bookmark: _Toc233660719]Conclusion
The implementation was successful in setting up a virtualised network environment with Proxmox Virtual Environment. Two successful virtual machine creations and configurations. A static IP addresses were assigned and connectivity was tested using ping. The project has increased the knowledge about virtualisation, server administration, IP configuration and troubleshooting skills. The implementation also demonstrated the importance of planning, documentation and testing in enterprise network environments.
[bookmark: _Toc233660720][bookmark: _Toc233665464]Task 3 – Reflection Report
[bookmark: _Toc233660721]Reflection on the Implementation of Network Operating Systems and Services
This project involved hands-on experience in creating and deploying a virtualised network infrastructure with Proxmox Virtual Environment, Windows Server 2022 and Debian Server. This is a project I was able to do because I had a basic understanding of virtualisation and server operating systems prior to starting. But, the actual application really enhanced my knowledge and technical skills.
The first obstacle that we faced in the project was to install and configure the virtual machines. There were some networking problems due to wrong IP Addresses and DNS setups. These issues caused the servers to be unable to communicate with each other. The problems were identified and solved by examining the network configuration and employing troubleshooting tools like ping and ipconfig commands.
Another hurdle was to grasp the connection between VNET and PNET. The virtual switches and the correct network adapters needed to be set up using careful planning. It was an activity that enabled me to grasp and have a basic understanding of the working of enterprise virtual environments and how different operating systems communicate with each other.
The project also enhanced my knowledge about the operating of the server. The installation and configuration of services like Active Directory, DNS and DHCP proved that the centralised approach to service management and authentication is essential in modern organisations. Likewise, setting up services on Debian gave hands-on experience with Linux server administration and command-line administration.
I also learned the importance of the proper documentation and planning. Pre-planning an IP addressing scheme for implementation minimized configuration errors and made troubleshooting easier. Using screenshots and detailed documentation also reinforced the need to keep a record during system deployment projects.
This project was very useful as it was a mix of theory and implementation. It helped me to develop a better understanding of virtualisation technologies, networking concepts and server administration skills. This project will be valuable to future academic research and IT careers.
[bookmark: _Toc233660722]Conclusion
The project was successful in virtualising the network environment and showcasing its use of Proxmox Virtual Environment. Successfully deployed and configured two virtual machines with Windows Server 2022 and Debian Server. Network connectivity was achieved by using appropriate IP addressing and configuring network services.
The project validated the knowledge gained in virtualisation, administration and troubleshooting techniques. It also demonstrated the importance of planning, documentation and testing when deploying enterprise network infrastructures. The experience and competency acquired by this implementation has helped me to gain a much deeper understanding of Network Operating Systems and Services.
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etc/netuork/inter
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source /etc/netuork/interfaces.d/x

J# The loopback network interface
auto 1o
iface lo inet loophack

|# The primary netuork interface

a1 low-hotplug ens18

iface ensig inet static
address 192.168.10.20
netmask 255.255.255.0
gateuay 192.168.10.1
dns-nameservers 192.168.10.10
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rontesilyia-2436974: "% systemctl status ssh
ssh.service - OpenBSD Secure Shell server

Loaded: loaded (/libssystemd/systen/ssh.service; enabled; preset: enabled)
Active: active (running) since Mon 2026-86-23 15 6 BST; Smin ago

Docs: man:sshd (8)
man:sshd_config(5)
( Main PID: 1300 (sshd)
‘ Tasks: 1 (limit: 2306)
Hemory: 2,34
cRU: 78ms
CBroup: /system.slice/ssh.service

‘ “1306 "sshd: susr/sbinssshd -D [listener] @ of 16-100 startups”

Jun 55 5ilvia-2436974 systemd[1]:
Jun 156 Silvia-2436974 sshd [1300] :
Jun 56 5ilvia-2436974 sshd[1308] :
Jun 56 5ilvia-2436974 systemd[1]:

rontesilvia-2436974: 7% _
]

Starting ssh.service - OpenBSD Secure Shell server.
Server listening on 0.0.6.0 port 22.

Server listening on :: port 22.

Started ssh.service - DpenBSD Secure Shell server.
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ro0te35ilyia-2436974: "% systenctl status apache2
apache2.service - The Apache HTTP Server
Loaded: loaded (/1ibssystemd/systenapache?.service; enabled; preset: enabled)
Active: active (running) since Mon 2026-86-23 15 4 BST; 6min ago
Docs: htips://httpd.apache.org/docs/2.4/
Main PID: 1598 (apachez)
( Tasks: 55 (limit: 2306)
‘ Hemory: 11.2H
CPU: 220ms
: /system.slicesapache2.service
1598 /usr/shinsapache2 -k start
‘ 1606 /usr/shinsapachez -k start
1601 /usr/shinsapachez -k start

Jun 04 5ilvia-2436974 systemd[1]: Starting apache2.service - The Apache HTTP Server...
84 5ilvia-2436974 apachect1[1597): AHGOSSS: apache2: Could not reliably determine the server's fully qualified domain name, using 127.0.1.1. Set

04 Silyia-2436374 systemd[1]: Started apachez.service - The Apache HTTF Server.
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Administra

Jiicrosoft Windows [Version 16..25116.1606]
(c) Microsoft Corporation. All rights reserved

C: \Users\Administratorsping 192.168.16.20

Pinging 192.168.10.20 with 32 bytes of data:
Reply from 192.168.16.20: bytes-32 time=ims
Reply from 192.168.10.20: byte:
[Reply from 192.168.10.20: byte:

[Reply from 192.168.10.20: byte:

Ping statistics for 192.168.10.20:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = ims, Average = ims

:\Users\Administrator>
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rontesilyia-2436974: 4 ping 192.168.10.10

PING 192.168.10.10 (192.168.10.10) 56(84) butes of data
bytes from 192.168.10.10: icmp_seq=1 tt1=128 time=1.36 ms
bytes from 192.168.10.10: icmp_seq=2 tt1=128 time=1.48 ms

bytes from 192.168.16.18 28 40 ms
bytes from 192.168.16.18 28 28 ms
bytes from 192.168.16.18 28 93 ms
bytes from 192.168.16.18 28 41 ms
bytes from 192.168.10.10: icmp_seq=1 17 ms
bytes from 192.168.16.18 28 39 ms
bytes from 192.168.16.18 28 46 ms
bytes from 192.168.10.18: icmp_seq=10 tt1=128 time=1.23 ms

bytes from 192.168.10.18: icmp_seq=11 tt1=128 time=1.51 ms

152.168.10.10 ping statistics
packets transmitted, 11 received, 0% packet loss, time 16020ms
rtt minsavg/max/mdev = 1.165/1.433/2.086/0.223 ms
rootesilvia-2436974: "%
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