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[bookmark: _Toc229514386]Introduction
This report explores the key functions of General Operating Systems and demonstrates practical use of commands in PowerShell and Bash scripts. It examines core tools available for the management of operating systems, essential administrative commands in Windows and Linux, and scripting techniques for supporting system administration.
[bookmark: _Toc229514387]Task 1: Key Functions of General Operating Systems
[bookmark: _Toc229514388]Memory & Process Management 
Memory Management is the process of “controlling and organising a computer’s memory by allocating portions, called blocks […] to improve the overall system performance” [1]. Process Management is essential for ensuring system stability by managing the execution of programs [2]. Memory and Process Management are the basis of operating system functionality without which “a computer would be unable to multithread, safeguard data, or pool hardware resources” [3].
As an alternative to Task Manager, the Resource Monitor offers more real-time information about CPU, Disk, Memory, and Network usage [4].
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Figure 1: Screenshot of Windows Task Manager.
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Figure 2: Screenshot of Windows Resource Monitor.
[bookmark: _Toc229514389]Device Management: I/O Devices
Device Management is an important function for the “implementation, operation, and maintenance of a device by an operating system”, and the managed Input and Output (I/O) devices [5]. I/O Devices are “assigned to processes by the device management system based on their importance”, and drivers are used “to establish a connection between these devices with the system” [5].
In Windows, Device Manager displays the hardware on the computer, and it can be used to “install/update/remove the drivers for the device” [6] and “change hardware configuration options, […] disable and enable hardware, and identify conflicts between hardware devices” [7].
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Figure 3: Screenshot of Windows Device Manager.
[bookmark: _Toc229514390]File & Directory Management
File Management “refers to the various methods and tools used to manage files and folders” such as disk utilities and file managers [8]. Windows file manager uses a hierarchical structure by organising “files and folders in a tree-like format” [9].
A directory is a “place/area/location where a set of file(s) will be stored […] which contains details about [the] files” [10] and Directory Management refers to the organisation of “folders (directories) on a storage medium such as a hard disk” [11]. In Windows, Computer Management provides access to admin tools like Disk Management, providing information about the system’s hard disks [12].
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[bookmark: _Ref228546846]Figure 4: Screenshot of Computer Management
[bookmark: _Toc229514391]System Performance Monitoring
System Performance Monitoring is an essential function to “effectively manage system resources” by “evaluating and examining systems” [13]. It visualises how resources are being used by “translating the invisible flows of data and computation into understandable metrics” [14].
In Windows, Performance Monitor makes “system calls to retrieve system counters” and “provides an interface to monitor […] system counters on a graph in real-time” [13]. Similarly, the Reliability Monitor users Performance Counters to identify “software issues affecting system performance” [15]. Event Viewer shows the contents of application, security, and system event logs to “help identify the cause of system problems” [13]. 
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Figure 5: Screenshot of Windows Performance Monitor.
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Figure 6: Screenshot of Windows Reliability Monitor.
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Figure 7: Screenshot of Windows Event Viewer.
[bookmark: _Toc229514392]System Security
System Security is a critical function which uses in-built anti-virus and firewall programs “to prevent a person from illegally using” or interfering with resources in a computer system [16]. Such malicious attacks can target “single-user systems such as […] tablets or smartphones” and, along with a secure OS, “application-specific security is also necessary” because “an OS poorly isolates one application from another” [17]. The Windows Security package provides “layers of security” in real-time using antivirus, firewalls, and more [18].
[image: ]
Figure 8: Screenshot of Windows Security.
[bookmark: _Toc229514393]Task 2: Use of Windows OS CLI Commands
[bookmark: _Toc229514394]Process Management
There are several PowerShell commands designed for working directly with processes which allow the user to “start, stop, and administer the processes” on their system [19]. 
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[bookmark: _Ref228711021]Figure 9: Screenshot of MS PowerShell Command: Get-Process
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[bookmark: _Ref228783602]Figure 10: Screenshot of MS PowerShell Command: Stop-Process
[Get-Process] lists all processes currently running and [Stop-Process] can stop a system process  [19] which allows for the identification of problematic programs and their immediate termination.
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[bookmark: _Ref228711288]Figure 11: Screenshot of MS PowerShell Command: Get-Process | Select-Object
[Select-Object] can limit or reorder the standard return of [Get-Process] [20] which can enhance the readability of the output.
[bookmark: _Toc229514395]File & Directory Management
PowerShell can “easily manage files and folders” in a system and it can “perform tasks like create, copy, rename, and delete files and folders” [21].
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[bookmark: _Ref228785940]Figure 12: Screenshot of MS PowerShell Command: Get-ChildItem
[Get-ChildItem] returns all items directly within a directory and the [Where-Object] parameter can be used to filter the list [22] which aids users in the filtering of files and folders to locate required items.
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Figure 13: Screenshot of MS PowerShell Command: New-Item (with Item-Type Directory and File)
[New-Item] creates items and, when followed by the [-Path] parameter, in a specified location; and the [-ItemType] parameter specifies whether the new item is a file or directory [22]. 
[bookmark: _Toc229514396]Network Testing/Monitoring
PowerShell is a “versatile network troubleshooting and automation tool” due to its automation capabilities and troubleshooting efficiency [23]. 
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Figure 14: Screenshot of MS PowerShell Command: ipconfig
[ipconfig] can be used to view IP address information [23] which can help diagnose connection problems. 
[image: ]
Figure 15: Screenshot of MS PowerShell Command:Get-NetIPAddress
[Get-NetIPAddress] “provides comprehensive information” about all network adapters in a system [23] which helps to diagnose network issues by seeing how adapters are configured.
[bookmark: _Toc229514397]User Management
PowerShell can be used for “setting up new users, controlling access, or removing accounts” [24].
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Figure 16: Screenshot of MS PowerShell Command: Get-LocalUser
[Get-LocalUser] provides a view of “all local user accounts […] including system accounts” [24] which allows for the auditing and troubleshooting of system users.
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Figure 17: Screenshot of MS PowerShell Commands: Enable-LocalUSer and Disable-LocalUser
[Disable-LocalUser] and [Enable-LocalUser] can disable/enable a user account and are important aspects of User Management because “regularly reviewing and modifying user accounts is essential for maintaining security” [24].
[bookmark: _Toc229514398]Task Scheduling
PowerShell provides commands for creating, updating, and enabling-disabling scheduled tasks to help automate repetitive tasks, such as “backups, updates, and system maintenance” [25].
[image: ]
Figure 18: Screenshot of MS PowerShell Command: Write-Host
[Get-ScheduledTask] returns a list of the existing scheduled tasks [26] which allows users to view all automated jobs on the system for the purposes of review and troubleshooting when necessary.
[image: ]
Figure 19: Screenshot of MS PowerShell Command: Get-ScheduledTask | Where-Object | Select-Object
The additional parameters [ | Where-Object | Select-Object] allows the user to filter down to a task state (such as “Running”) and return part of the task list values [27].
[bookmark: _Toc229514399]Task 3: Use of Linux OS CLI Commands
[bookmark: _Toc229514400]Process Management
Linux provides a “robust environment for managing processes in the background” and Bash commands can “manipulate and control processes” [28].
[image: ]
Figure 20: Screenshot of Bash Command: ps
[ps] displays all active processes and includes “detailed information like user ID, CPU and memory usage, Process ID, and the command that started the process” [28].
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Figure 21: Screenshot of Bash Command: top
[top] provides “a dynamic real-time view of running processes” by CPU usage which helps to determine processes with high CPU usage [28].
[bookmark: _Toc229514401]File & Directory Management
The “basic file management tools” in Bash can also be used to “monitor and control many aspects of [a] computer” including files [29].
[image: ]
Figure 22: Screenshot of Return to User's Home Directory
[cd /] changes the current working directory to the root directory of the file system, then [cd ~] changes it to the user’s home directory [30].
[image: ]
Figure 23: Screenshot of Bash Commands to change file permissions (Symbolic and Octal Methods)
[chmod] modifies file and directory permissions and controls read, write, and execute permissions for a file [31]. Group permissions are “represented by a three-digit octal number or symbolic notation” [31].
[bookmark: _Toc229514402]Network Testing/Monitoring
Bash commands can help monitor “network connections used by a specific process” for “troubleshooting and performance optimization” [32].
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Figure 24: Screenshot of Bash Command: ifconfig
[ifconfig] is used to “configure network interfaces, display their current configuration, and activate or deactivate them as needed” [33].
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Figure 25: Screenshot of Bash Command: netstat
[netstat] acts as a “basic network traffic monitoring tool” which displays “connection and routing table [information] on all local ports” and provides quick insights into local traffic [33].
[bookmark: _Toc229514403]User Management
Bash scripts can manage “common user account operations” such as creating, deleting, and modifying users [34].
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Figure 26: Screenshot of Bash Command: adduser
[adduser] adds a new user “with a group and Home directory for that user” [35]. By appending the [groupname] parameter, a user can be added to a group directly.
[image: ]
Figure 27: Screenshot of Bash Command [userdel] with [cat /etc/passwd] ran before and after to display user deleted
[userdel] removes “the user account but keeps the home directory and files” which can be removed at the same time by appending [-r] [36].
[bookmark: _Toc229514404]Task Scheduling
The [cron] “daemon is one of the most powerful utilities in a Linux environment” [37] and can be used to “schedule automated updates [and] generate reports” [38].
[image: ]
Figure 28: Screenshot of Bash Command: cat /etc/crontab
Each scheduled task or “cron job” is defined in a “crontab, which is a configuration file that specifies shell commands to run periodically on a given schedule” [37].
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Figure 29: Screenshot of Bash Commands: crontab-e, crontab-l, and crontab-r
[image: ]
Figure 30: Screenshot of Nano interface after entering Bash Command: crontab-e
For the current user, [crontab -l] lists the crontab entries, [crontab -e] edits the crontab file, [crontab -r] removes the file [39] as used in the above example.


[bookmark: _Toc229514405]Task 4: Use of Windows OS Scripts
[bookmark: _Toc229514406]Code
A PowerShell script for a Process Management Menu allowing users to execute basic process management commands:
[image: ]
Figure 31: Screenshot of PowerShell Process Management Menu script (Part 1 of 2)
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Figure 32: Screenshot of PowerShell Process Management Menu script (Part 2 of 2)
[bookmark: _Toc229514407]Output
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Figure 33: Screenshot of Option 1 in the PowerShell Process Management Menu.
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Figure 34: Screenshot of Option 2 in the PowerShell Process Management Menu.
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Figure 35: Screenshot of Option 3 in the PowerShell Process Management Menu.
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Figure 36: Screenshot of Option 4 in the PowerShell Process Management Menu.
[image: ]
Figure 37: Screenshot of Option 5 in the PowerShell Process Management Menu.
[bookmark: _Toc229514408]Variables
[image: ]
Figure 38: Screenshot of initial $userChoice variable in PowerShell Process Management Menu.
Variables are containers which store values which can be referenced in the wider script. In this example, [$userChoice] is used to store a value that is not “5”, acting as the initial trigger for the While Loop. This variable is then overwritten by the Read-Host on line 28.
[bookmark: _Toc229514409]If Statement
[image: ]
Figure 39: Screenshot of If...Else Statement in PowerShell Process Management Menu.
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Figure 40: Screenshot of output when Else statement triggered.
If Statements test a condition and execute code if the condition is fulfilled as true. In this example, if the array [$validChoices] contains the user input [$userChoice] then the Switch Statement will execute, else a message will display and the While Loop retriggers.
[bookmark: _Toc229514410]While Loop
[image: ]
Figure 41: Screenshot of While Loop in PowerShell Process Management Menu.
Similarly, While Loops contain a condition which repeatedly executes a block of code until the condition is fulfilled as true. In this example, while the user input does not equal “5”, the menu function and Read-Host will be displayed in readiness to trigger the If…Else Statement.
[bookmark: _Toc229514411]Array
[image: ]
Figure 42: Screenshot of $validChoices array in PowerShell Process Management Menu.
Arrays can be conceptualised as “a variable that stores multiple values” allowing users to “represent and manipulate a group of related data as a single entity” [40]. Here the conditions of the Switch Statement are stored in an array to check the validity of the user’s input to select a menu option.
[bookmark: _Toc229514412]User Input 
[image: ]
Figure 43: Screenshot of Read-Host command in PowerShell Process Management Menu.
[Read-Host] reads a “line of input from the console” and can be used “to prompt a user for input” [41]. In this example, the user is prompted to select option 1 to 5 of the Process Management Menu, and their input will replace the 0-value stored in [$userChoice] at Line 23.
[bookmark: _Toc229514413]Switch Statement
[image: ]
Figure 44: Screenshot of Switch Statement in PowerShell Process Management Menu.
Switch Statements are “similar to a series of if statements” but more straightforward because they list each condition and the corresponding action [42]. In this example, a valid user input [$userChoice] is taken as the <test-expression> and is matched to a <result-to-be-matched> returning an <action-statement> [42].
[bookmark: _Toc229514414]Function
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Figure 45: Screenshot of show_Menu Function in PowerShell Process Management Menu.
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Figure 46: Screenshot of call (line 27) for show_Menu function in PowerShell Process Management Menu.
[image: ]
Figure 47: Screenshot of output with show_Menu appearing above Read-Host command in PowerShell Process Management Menu.
Functions are blocks of code “that can be called by name” and which can “take input and return output” [43]. Microsoft recommended naming conventions were followed using “a Pascal case name with an approved verb and a singular noun” [44]. In these examples, the Show-Menu on Line 27 calls the function from Line 1.


[bookmark: _Toc229514415]Task 5: Use of Linux OS Scripts
[bookmark: _Toc229514416]Variables
[image: ]
Figure 48: Screenshot of code for Bash Variables.
[image: ]
Figure 49: Screenshot of output for Bash Variables.
In Bash, variables are “assigned without spaces around the equals sign” and its contents are retrieved by prefixing its name with [$] or wrapping it with [${}] [45]. In this example, two variables are used to modify the file name.
[bookmark: _Toc229514417]If Statement
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Figure 50: Screenshot of code for Bash If Statement.
[image: ]
Figure 51: Screenshot of output for Bash If Statement.
In Bash, several common test operators can qualify conditions such as [-f] for “file exists and is a regular file” and [-s] “file exists and is not empty” [45]. This example contains use of If…Else statements and nested If statements which enable the use of “more complex logic” [46].
[bookmark: _Toc229514418]While Loop
[image: ]
Figure 52: Screenshot of code for Bash While Loop.
[image: ]
Figure 53: Screenshot of output for Bash While Loop.
In this example, [-f] checks if the file exists and, while it does not exist, the program will wait 1 day before rechecking. When the file exists, the While Loop does not execute and the echo on Line 9 is finally executed.
[bookmark: _Toc229514419]Array
[image: ]
Figure 54: Screenshot of code for Bash Array.
[image: ]
Figure 55: Screenshot of output for Bash Array.
The syntax [ ${archived_reports[@]} ] returns the array length and a For Loop uses the variable [counter] to return each numeric index of the array (0 to 2). The [+=] operator is used to append a new report name “without specifying an index” and the repeated code correctly executes [40].


[bookmark: _Toc229514420]User Input, Switch Statement, and Function
A Bash script for a User Management Menu that incorporates three different commands:
[bookmark: _Toc229514421]Code
[image: ]
Figure 56: Screenshot of code for Bash User Input, Switch Statement, and Function
[bookmark: _Toc229514422]Output
 [image: ]
Figure 57: Screenshot of output for Bash User Input, Switch Statement, and Function
[bookmark: _Toc229514423]User Input
[read] reads a line of standard input from the user, the [-r] flag is included to “prevent backslash interpretation” [45] and the [-p] flag displays a prompt string “without a trailing newline” [47]. In this example, user input includes selecting the menu option and inputting a username to be added/removed.
[bookmark: _Toc229514424]Switch Statement 
[case] is “Bash’s equivalent of a switch” by matching “a value against patterns” [45] and is used when “a decision has to be made against multiple choices” [48]. It works as a “replacement for multiple if-statements” by improving the readability of the code [48]. In this example, it is used to call the corresponding function based on the User Input.
[bookmark: _Toc229514425]Function
A For Loop iterates the [list_users] array as a list, [add_user] appends the User Input to the [users] array, while [remove_user] uses the syntax [ ${parameter/pattern/string} ] with [@] subscripted to the array variable so the “pattern removal operation is applied to each member of the array in turn” and, as the “expansion of string is null, matches of pattern are deleted” which in this instance is the User Input username [49].
[bookmark: _Toc229514426]Conclusion
This report has demonstrated the key functions of General Operating Systems and some of the in-built tools that support these functions. It has also documented the use of Microsoft PowerShell and Linux Bash commands and how they can be combined into scripts to form the foundation of more complex system management tools. These example scripts illustrated the functional similarities between PowerShell and Bash, as well as the syntactical differences that distinguish the two languages.
Collectively, these findings emphasise the importance of in-built system management and monitoring tools, as well as the need for command-line proficiency to develop versatile system administration solutions.

References

[1] 	Geeks for Geeks, “Memory Management in Operating Systems,” Geek for Geeks, 16 January 2026. [Online]. Available: https://www.geeksforgeeks.org/operating-systems/memory-management-in-operating-system/. [Accessed 9 February 2026].
[2] 	J. Aiman, “Process Management in Operating Systems,” Mind Scribes, 24 June 2025. [Online]. Available: https://mindscribes.com/process-management-in-operating-system/. [Accessed 9 February 2026].
[3] 	Y. Panchal, “How Operating Systems Manage Memory and Processes,” Medium, 22 October 2025. [Online]. Available: https://medium.com/@yash.panchal24/how-operating-systems-manage-memory-and-processes-74f538e5064b. [Accessed 9 February 2026].
[4] 	S. Nzube, “Using Resource Monitor in Windows 10: Improve Your Windows Performance!,” Auslogics, 8 February 2021. [Online]. Available: https://www.auslogics.com/en/articles/how-to-use-resource-monitor-in-windows-10/. [Accessed 1 May 2026].
[5] 	Geeks for Geeks, “Device Management in Operating Systems,” Geeks for Geeks, 23 July 2025. [Online]. Available: https://www.geeksforgeeks.org/operating-systems/device-management-in-operating-system/. [Accessed 1 May 2026].
[6] 	Microsoft, “Device Manager,” Microsoft, 29 January 2019. [Online]. Available: https://learn.microsoft.com/en-us/shows/inside/device-manager. [Accessed 1 May 2026].
[7] 	T. Fisher, “What Is Device Manager?,” Lifewire, 19 July 2023. [Online]. Available: https://www.lifewire.com/device-manager-2625860. [Accessed 1 May 2026].
[8] 	BMS Control Systems, “What Is File Management In Operating System?,” BMS Control Systems, 3 October 2024. [Online]. Available: https://bmscontrols.co.uk/blog/what-is-file-management-in-operating-system/. [Accessed 1 May 2026].
[9] 	Geeks for Geeks, “Windows File System Structure,” Geeks for Geeks, 8 August 2025. [Online]. Available: https://www.geeksforgeeks.org/ethical-hacking/windows-file-system-structure/. [Accessed 1 May 2026].
[10] 	Tutorials Point, “File and Directory Management,” Tutorials Point, 27 November 2020. [Online]. Available: https://www.tutorialspoint.com/computer_concepts/computer_concepts_file_directory_management.htm. [Accessed 1 May 2026].
[11] 	PC Mag, “Definition of directory management,” PC Mag, 21 January 2021. [Online]. Available: https://www.pcmag.com/encyclopedia/term/directory-management. [Accessed 1 May 2026].
[12] 	Computer Hope, “What Is Computer Management?,” Computer Hope, 23 December 2025. [Online]. Available: https://www.computerhope.com/jargon/c/compmana.htm. [Accessed 1 May 2026].
[13] 	A. Brooks, “Operating System and Process Monitoring Tools,” Washington University in St. Louis, St. Louis, 2006.
[14] 	Techietory, “What Is System Performance Monitoring?,” Techietory, 14 February 2026. [Online]. Available: https://techietory.com/os/what-is-system-performance-monitoring/. [Accessed 1 May 2026].
[15] 	Dell, “How to Use Windows Reliability Monitor to Identify Software Issues,” Dell, 21 July 2025. [Online]. Available: https://www.dell.com/support/kbdoc/en-uk/000178177/how-to-use-windows-reliability-monitor-to-identify-software-issues. [Accessed 3 May 2026].
[16] 	Geeks for Geeks, “Operating System Security,” Geeks for Geeks, 23 July 2025. [Online]. Available: https://www.geeksforgeeks.org/operating-systems/operating-system-security/. [Accessed 3 May 2026].
[17] 	D. C. Marinescu, “Chapter 9 - Cloud Security,” in Cloud Computing: Theory and Practice, Burlington, Massachusetts, Morgan Kaufmann Publishers, 2013, pp. 273-300.
[18] 	Microsoft, “Windows Securty: Defender Antivirus, SmartScreen, and More,” Microsoft, 29 March 2024. [Online]. Available: https://www.microsoft.com/en-gb/windows/comprehensive-security?r=1. [Accessed 3 May 2026].
[19] 	M. Simmons, “PowerShell for Process Management: Starting, Stopping, and Monitoring Processes,” I Love PowerShell, 29 March 202. [Online]. Available: basics/powershell-for-process-management-starting-stopping-and-monitoring-processes/. [Accessed 3 May 2026].
[20] 	Microsoft, “Select-Object (Microsoft.PowerShell.Utility),” Microsoft, 5 September 2024. [Online]. Available: https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.utility/select-object?view=powershell-7.5. [Accessed 3 May 2026].
[21] 	Rakesh, “Managing Files And Folders In PoweShell,” C# Corner, 23 June 2017. [Online]. Available: https://www.c-sharpcorner.com/article/managing-files-and-folders-in-powershell/. [Accessed 3 May 2026].
[22] 	Microsoft, “Working with files and folders - PowerShell,” Microsoft, 31 January 2025. [Online]. Available: https://learn.microsoft.com/en-us/powershell/scripting/samples/working-with-files-and-folders?view=powershell-7.5. [Accessed 3 May 2026].
[23] 	S. Neumeier, “Essential PowerShell Networking Commands for Moden IT Pros,” Paessler PRTG, 15 December 2025. [Online]. Available: https://blog.paessler.com/know-your-network-with-powershell-and-tcp. [Accessed 3 May 2026].
[24] 	S. Rajack, “Managing Local Users and Groups using PoweShell,” SharePoint Diary, 24 September 2025. [Online]. Available: https://www.sharepointdiary.com/2022/03/managing-local-users-and-groups-using-powershell.html. [Accessed 3 May 2026].
[25] 	S. Rajack, “How to Create Scheduled Tasks in PowerShell?,” SharePoint Diary, 11 January 2026. [Online]. Available: https://www.sharepointdiary.com/2022/06/create-scheduled-task-in-powershell.html. [Accessed 3 May 2026].
[26] 	A. Howell, “Learn to automate with PowerShell and Task Scheduler,” TechTarget, 7 February 2025. [Online]. Available: https://www.techtarget.com/searchwindowsserver/tutorial/Learn-how-to-create-a-scheduled-task-with-PowerShell. [Accessed 3 May 2026].
[27] 	ShellSpells, “Scheduled Tasks,” ShellSpells, 27 February 2024. [Online]. Available: https://www.shellspells.net/windows/system-ops/scheduled-tasks. [Accessed 3 May 2026].
[28] 	Linux Bash, “Process management and background processing,” Linux Bash, 1 January 2025. [Online]. Available: https://linuxbash.sh/post/process-management-and-background-processing. [Accessed 4 May 2026].
[29] 	UC Berkeley, “File Management,” UC Berkeley, 9 April 2025. [Online]. Available: https://computing.stat.berkeley.edu/tutorial-using-bash/file-management.html. [Accessed 4 May 2026].
[30] 	Geeks for Geeks, “Changing the Directory in Linux,” Geeks for Geeks, 9 Jan 2026. [Online]. Available: https://www.geeksforgeeks.org/linux-unix/cd-command-in-linux-with-examples/. [Accessed 4 May 2026].
[31] 	Geeks for Geeks, “chmod Command in Linux,” Geeks for Geeks, 17 April 2026. [Online]. Available: https://www.geeksforgeeks.org/linux-unix/chmod-command-linux/. [Accessed 4 May 2026].
[32] 	D. Romanoff, “How to Monitor Network Connections of a Process with a Bash Script,” DEV, 3 March 2025. [Online]. Available: https://dev.to/dm8ry/how-to-monitor-network-connections-of-a-process-with-a-bash-script-2ee4. [Accessed 4 May 2026].
[33] 	CheckMK, “Basic and advanced tools for Linux network monitoring,” CheckMK, 31 March 2023. [Online]. Available: https://checkmk.com/guides/linux-network-monitoring. [Accessed 4 May 2026].
[34] 	Linux Bash, “Creating a Bash Script for Managing User Accounts,” Linux Bash, 1 December 2024. [Online]. Available: https://linuxbash.sh/post/creating-a-bash-script-for-managing-user-accounts. [Accessed 4 May 2026].
[35] 	G. Jevtic, “How to Add User to Sudoers or Sudo Group on Ubuntu,” Phoenix NAP, 3 April 2024. [Online]. Available: https://phoenixnap.com/kb/how-to-create-sudo-user-on-ubuntu. [Accessed 4 May 2026].
[36] 	D. Panovski, “How to Remove a User in Linux,” Linuxize, 6 May 2026. [Online]. Available: https://linuxize.com/post/how-to-delete-users-in-linux-using-the-userdel-command/. [Accessed 8 May 2026].
[37] 	Linux Bash, “Scheduling Tasks with 'cron' and 'at',” Linux Bash, 1 January 2025. [Online]. Available: https://linuxbash.sh/post/scheduling-tasks-with-cron-and-at. [Accessed 8 April 2026].
[38] 	Linode, “Using Cron to Schedule Tasks for Certain Times or Intervals,” Linode, 15 March 2018. [Online]. Available: https://www.linode.com/docs/guides/schedule-tasks-with-cron/. [Accessed 8 May 2026].
[39] 	W3Schools, “Bash crontab Command,” W3Schools, 24 April 2025. [Online]. Available: https://web.archive.org/web/20250424131631/https://www.w3schools.com/bash/bash_cron.php. [Accessed 8 May 2026].
[40] 	D. Panovski, “Bash Arrays,” Linuxize, 25 February 2026. [Online]. Available: https://linuxize.com/post/bash-arrays/. [Accessed 8 May 2026].
[41] 	Microsoft, “Read-Host (Microsoft.PowerShell.Utility),” Microsoft, 24 January 2025. [Online]. Available: https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.utility/read-host?view=powershell-7.5. [Accessed 8 May 2026].
[42] 	Microsoft, “about_Switch - PowerShell,” Microsoft, 24 January 2025. [Online]. Available: https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_switch?view=powershell-7.5. [Accessed 8 May 2026].
[43] 	Microsoft, “about_Functions - PowerShell,” Microsoft, 19 February 2025. [Online]. Available: https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_functions?view=powershell-7.5. [Accessed 8 May 2026].
[44] 	Microsoft, “Functions - PowerShell,” Microsoft, 6 April 2026. [Online]. Available: https://learn.microsoft.com/en-us/powershell/scripting/learn/ps101/09-functions?view=powershell-7.6. [Accessed 8 May 2026].
[45] 	CB.VU, “Bash Fundamentals: Variables, Loops, and Conditionals,” CB.VU, 2026. [Online]. Available: https://cb.vu/shell-scripting/bash-fundamentals. [Accessed 8 May 2026].
[46] 	W3Schools, “Bash If...Else,” W3Schools, 2 May 2025. [Online]. Available: https://www.w3schools.com/bash/bash_conditions.php. [Accessed 8 May 2026].
[47] 	M. Kerrisk, “bash(1) - Linux manual page,” 7 April 2025. [Online]. Available: https://man7.org/linux/man-pages/man1/bash.1.html. [Accessed 8 May 2026].
[48] 	Geeks for Geeks, “Bash Scripting - Case Statement,” Geeks for Geeks, 15 September 2023. [Online]. Available: https://www.geeksforgeeks.org/linux-unix/bash-scripting-case-statement/. [Accessed 8 May 2026].
[49] 	GNU Project, “Shell Parameter Expansion (Bash Reference Manual),” 18 May 2025. [Online]. Available: https://www.gnu.org/software/bash/manual/html_node/Shell-Parameter-Expansion.html. [Accessed 8 May 2026].
[50] 	Amazing Algorithms, “What is General-purpose operating system?,” Amazing Algorithms, 2026. [Online]. Available: https://amazingalgorithms.com/definitions/general-purpose-operating-system/. [Accessed 2 February 2026].
[51] 	S. Robinson and M. Goad, “What is a Mobile Operating System?,” TechTarget, 24 July 2025. [Online]. Available: https://www.techtarget.com/searchmobilecomputing/definition/mobile-operating-system. [Accessed 2 February 2026].
[52] 	Geeks for Geeks, “What is a Network Operating System?,” Geeks for Geeks, 3 October 2025. [Online]. Available: https://www.geeksforgeeks.org/operating-systems/what-is-a-network-operating-system/. [Accessed 2 February 2026].
[53] 	E. Costagli, “What is a Real-Time Operating System (RTOS)?,” Wittenstein High Integrity Systems, 23 February 2024. [Online]. Available: https://www.highintegritysystems.com/rtos/what-is-an-rtos/. [Accessed 2 February 2026].
[54] 	B. Lutkevich, B. Posey and I. Wigmore, “What is an Embedded Operating System?,” TechTarget, 13 December 2021. [Online]. Available: https://www.techtarget.com/iotagenda/definition/embedded-operating-system. [Accessed 2 February 2026].
[55] 	H. Hayat, K. Chilukuri, D. Hayat and F. Trotolo, “Best AI Operating Systems: A Comprehensive Overview,” Walturn, 5 March 2025. [Online]. Available: https://www.walturn.com/insights/best-ai-operating-systems-a-comprehensive-overview. [Accessed 2 February 2026].
[56] 	SpinQ Technology, “Quantum Computer Operating System: The Key to Quantum Power,” SpinQ Technology, 19 January 2025. [Online]. Available: https://www.spinquanta.com/news-detail/quantum-computer-operating-system-the-key-to-quantum-power20250116104617. [Accessed 2 February 2026].





[bookmark: _Toc229514428]Appendix 1: Tutorial Activity
Definitions of Different Operating Systems
Research and briefly define different types of Operating Systems (OSs) that are used today (300-400 with several citations):
General-purpose Operating Systems: such as Linux, Windows, and MacOS.
A general-purpose operating system (GPOS) is a software platform that “manages hardware resources and regulates the execution of programs” [50]. These operating systems provide a generic platform which “allows users to run different programs and perform various computing tasks on a single device” [50]. They are widely utilised in “personal computers, workstations, servers, and enterprise systems” [50].
Mobile Operating Systems: such as Android and Apple iOS.
A mobile operating system is software that “enables smartphones, tablets, and other devices to run applications and programs” [51]. The two most popular mobile operating systems are Apple’s iOS and Google’s Android OS. These operating systems offer a wide variety of features which includes “calling and messaging, internet and cellular data activity, […] interactive user interfaces” and access to third-party applications [51].
Network Operating Systems: allow users on a network to share resources
A network operating system (NOS) is software that “connects multiple devices and computers on the network and allows them to share resources on the network” [52]. Example NOSs include Microsoft Windows Server and UNIX/Linux [52]. The main functions of a NOS include “creating and managing user accounts on the network”, controlling access to resources on the network”, and providing “communication services between the devices on the network” [52].
Real-time Operating Systems: such as ATMs, Airplane Systems, Heart-pacemakers, industrial control systems
A real-time operating system (RTOS) is a software component that rapidly switches “between individual programming threads (or Tasks) to give the impression that multiple programs are executed simultaneously” [53]. RTOS is designed for applications which require “precise task scheduling and low-latency response, often used in embedded systems [53]. RTOS examples include “engine control units”, “devices like pacemakers and medical monitoring systems”, and “radar processing” [53].
Embedded Operating Systems: electric vehicles, smart-meters, drones, smartwatches
An embedded operating system is “a specialized operating system (OS) designed to perform a specific task for a device that is not a computer” [54]. The primary role of an embedded OS is running code that allows the device to operate, and it will often work within an embedded system [54]. An embedded system is “a computer that supports a machine”, performing one task in the bigger machine, and examples includes “computer systems in cars”, “ATMs”, “Smart meters” and more [54].
AI & Quantum Operating Systems
An Artificial Intelligence operating system (AI OS) is a specialised operating system that is “optimized for machine learning, deep learning, and neural network computations” and it forms “the foundation of intelligent computing environments” [55]. AI operating systems are particularly relevant in “domains that require adaptive learning and autonomous decision making” [55].
A quantum computer operating system (QCOS) is a specialised software layer that is “designed to manage quantum hardware, coordinate quantum resources, and facilitate the execution of quantum algorithms” [56]. The primary function of a QCOS is to “bridge the gap between quantum software and quantum hardware” and the development of QCOS will be “key to unlocking the full potential of quantum technology” [56].


[bookmark: _Toc229514429]Appendix 2: Lecture Activities
Lecture 1: Module Introduction, History & Types of Operating Systems
1. What is an Operating System?
· An Operating System (OS) is system software that cats as an intermediary between a user and the computer’s hardware.
2. What does an Operating System do?
· The OS manages resources like the CPU, memory, and storage. Providing a user with a graphic or command line interface to interact with the device.
3. What are the five most commonly used OSs today?
· Windows
· Android
· Apple
· iOS
· Linux
4. Which Operating System do you use?
· Android (Phone) and Windows (PC).
5. Which Operating System is the best?
· Linux for its reliability, ubiquity, and open-source nature.
Lecture 2: Operating System Functions
1. A list of common OS functions?
· Process Management
· Memory Management
· File System Management
· Device Management
· I/O Management
· Security & Access Control
· Networking
· User Interface Management
2. What are the key functions of an Operating System?
· Memory & Process Management
· Device Management: I/O Devices
· File & Directory Management
· System Performance Monitoring
· System Security


Lecture 3: System Monitoring & Batch Commands
1. Document and list the OS System Monitoring & Management tools covered during the Lecture:
· Power User / Admin Menu includes System Admin tools such as:
· File Explorer
· Settings
· Task Manager
· PowerShell
· Computer Management
· Disk Management
· Network Management
· Device Manager
· System Information
· Computer Management is a collection of admin tools which includes:
· Task Scheduler
· Event Viewer
· Shared Folders
· Device Manager
· Performance Monitor
· Local Users and Groups
· Storage/Disk Management
· Services Manager
· Event Viewer: view system event logs and find further information about significant computer events.
· Windows System Debug Tool: analyse and fix issues.
· System Diagnostic: check the status of critical aspects of the system and identify issues.
· Performance Monitor: monitors usage of CPU, memory, device, and storage.
· Resource Monitor: monitor system performance and display information about hardware.
· Reliability Monitor: provides a stability score with any failures or warning that contributed to the score.
· Windows Sysinternals Suite: helps users to manage Windows Systems and applications.
· SysInformer: monitor system resources, with detailed information about running processes, network activity, and more.
· RAM Map: detailed insight into how an OS is using RAM.

Lecture 4: Linux & Bash
1. What are some of the most common standard sub-directories in Linux OSs and what do they do?
· /bin: stores essential library executables, including the bash shell.
· /boot: stores essential files required for the Linux boot process.
· /dev: contains device files, treating hardware and virtual devices as files that can be read from or written to.
· /etc: acts as central location for system-wide configuration files.
· /home: stores user home directories.
· /mnt: standard directory designated for temporary mount points.
· /sbin: contains executable programs primarily used for system administration, maintenance, and recovery tasks.
· /usr: stores User System Resources.
2. Which of the following permissions does the following command allow for the User, Group & Others? chmod 644 newfile.txt
· User: Read and Write, but not Execute.
· Group: Read, but not Write or Execute.
· Other: Read, but not Write or Execute.
Lecture 5: Batch Scripting
1. Document key syntax areas of the Batch script language covered during the lecture:
· @Echo off: hides the commands from being printed in the prompt and cleans up the CLI.
· Title: changes the title text at the top of the prompt window.
· PAUSE: pauses the execution of a file and prevents the command prompt from automatically closing so we can see the output.
· :: : two colons allow comments to be added to the file.
· REM: command used to add comments to the file.
· Set: command used to create variables.
· %: variable names are enclosed in percentage symbols to display the value of the variable.
· Goto: transfers control from one part of the script to another part, in the same file. Command is followed by a Label name defined by the coder.
· If Else: decision making structures: first the If condition is checked and if true then statement1 is executed, else statement2 is executed.
· For Loop: allows us to iterate through something until a condition is met, two % symbols before the variable declaration.
· Array: a row of elements that have numeric indices starting at zero; assigned values by using the set command.
· Functions: self-contained block of code that performs a specific task; requires a label, a body, and an exit.
Lecture 6: Bash Scripting
1. Document and list the key features (key syntax areas) of the Bash script language covered during the Lecture:
· #!/bin/bash: first line of a bash file; the path tells the OS the location of the bash interpreter that will run the command/script.
· #: allows users to include single line commands.
· <<COMMENTS and COMMENTS: allows multi-line comments by enclosing text between the two commands.
· Sleep: pause the script for time specified, defaults to seconds but can also support minutes, hours, and days.
· Variables: value is assigned to a variable name using the assignment operator, and users do not need to specify the value type.
· $: used to access the variable in the code, by preceding the variable name with a $ symbol.
· Read: command takes user input and assigns it as a value to a variable name declared after the read command.
· If…Then…Else…Fi: If statement checks the value of a condition, Then specifies the outcome if true, Else specifies the outcome if the condition is false, and Fi closes the if statement.
· For…Loop: uses “do” to start and “done” to end the code statement and end the loop.
· Until…Loop: used to repeatedly execute command until the loop’s condition evaluates to true.
· While…Loop: used to repeatedly execute command while the loop’s condition evaluates to true.
· Arrays: “declare” followed by a name for the array and the assignment operator then list of array elements in parentheses is used.
· Case Statement: takes a value and tests it against multiple conditions until it finds a value, then executes the code associated with the value.
· Functions: self-contained blocks of code that can be called and reused whenever needed. Parentheses are not used when calling functions in Bash.
Lecture 7: Introduction to MS PowerShell Commands
1. Document and list key PowerShell Commands covered during the Lecture:
· Verb & Noun Pair: commands consist of a verb and noun paid, such as “Get-Process”.
· Get: to get something.
· Start: to run something.
· Out: to output something.
· Stop: to stop something that is running.
· Set: to set/define something.
· New: to create something.
· Get-Process: show a list of all processes running on the system and their IDs.
· | more: after any command limits the output to one screen.
· Get-Help: displays general information about PowerShell or a specific command.
· Start-Process & Stop-Process: commands that start and stop a process.
· Get-CimInstance: can be used to show process information.
· | Format-List: displays data in a list.
· Format-Table: default output is tabular format but this command can be used to edit which columns are displayed.
· Export-CSV: export PowerShell to a CSV/Excel file.
· ConvertTo-HTML: creates a report in a HTML format.
· Write-Host: mainly used to output text information.
· Get-Childitem: lists folders and files in the current working directory.
· Set-Location: command to change directory.
· New-Item: create a new item/file/folder when command is followed by the -Path parameter and destination address.
· Remove-Item: delete files/folders/other data from a specified directory.
· Move-Item: move an item/file/folder and its contents to a specified destination.
· Copy-Item: copy and paste files and folders to a different folder.
· Get-History: view all recently used commands.
· >: create or overwrite a file.
· >>: add and append text to an existing file.
· Set-Content: to create or overwrite a file.
· Get-Content & Clear-Content: view the content of a file/item and delete the contents without deleting the file/item itself.
· Read-Host: followed by a string in quotes to prompt a user for input.
· Variables: declare a variable using the $ symbol followed by the variable name and assignment operator.
· Get-Scheduled Task: view a list of scheduled tasks on Windows.
· Get-LocalUser: view users.
· New-LocalUser & Remove-LocalUser: create a new user account and remove a user account.
Lecture 8: Introduction to MS PowerShell Scripting
1. Document and list key PowerShell Syntax areas covered during the Lecture:
· Write-Host: sends text directly to the console, bypassing the pipeline so the output cannot be captured.
· Write-Output: sends objects into the pipeline so the output can be captured.
· Start-Sleep: used the same way as the Batch pause command.
· #: create a code comment on a single line.
· <# and #>: to create multi-line comments.
· SHIFT + ENTER: type scripts on multiple lines.
· Variables: start with a $ symbol.
· Arrays: use the @ symbol and parentheses () to declare an array, each array element is separated by commas.
· For Loop: executes sequence of statements multiple times.
· Foreach Loop: enhanced for loop and is mainly used to traverse collection of elements including arrays.
· While Loop: repeats a statement(s) while a given condition is true. Tests the condition before executing the loop.
· Do…While Loop: like a While Loop, except that the condition is tested at the end of the loop.
· If Statement: Boolean expression followed by a code statement.
· Switch Statement: allows a value to be tested for equality against a list of values.
· Functions: name a block of code which can be called into the script.
· Read-Host: prompt the user of an input.


[bookmark: _Toc229514430]Appendix 3: Evidence of Engagement with One Online Certified Course
Several screenshots demonstrating engagement with the ‘Manage Active Directory Domain Services using PowerShell cmdlets’ module from Microsoft’s learning pathway Maintain system administration tasks in Windows PowerShell.
[image: ]
Figure 58: Screenshot of learning pathway overview.
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Figure 59: Screenshot of module overview with list of modules.
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Figure 60: Screenshot of module unit 1 ‘Introduction’.
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Figure 61: Screenshot of module unit 2 ‘Manage user accounts in PowerShell’.
[image: ]
Figure 62: Screenshot of module unit 3 'Manage groups and group memberships in PowerShell'.
[image: ]
Figure 63: Screenshot of module unit 4 'Manage computer accounts in PowerShell'.
[image: ]
Figure 64: Screenshot of module unit 5 'Manage organizational units and Active Directory objects in PowerShell'.
[image: ]
Figure 65: Screenshot of module unit 6 'Module assessment' and confirmation “module assessment passed”.
[image: ]
Figure 66: Screenshot of module unit 7 'Summary'.
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Windows\systen32>

Path

C:\Program
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PS C:\Mindows\system32>

Get-Process msedge | Select-Object Name, Id, Path
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PS C:\Windows\system32> Get-ChildItem | more

Directory: C:\Windows\systen32

LastiriteTime Length Name

36/69/2625 XLOCALAPPDATAS:

a 03:22
a 06/08/2005  22:24 Suserprofiles
a 07/12/2019  ©9:49 0400

a 20/69/2625  19:48 1028

a 20/69/2625  19:48 1029

a 20/69/2625  19:48 1031

a 20/69/2625  19:48 1033

a 20/69/2625  19:48 1036

a 20/69/2625  19:48 1040

a 20/69/2625  19:48 1041

a 20/69/2625  19:48 1042

a 20/69/2625  19:48 1045

a 20/69/2625  19:48 1046

a 20/69/2625  19:48 1049

a 20/69/2625  19:48 1055

a 20/69/2625  19:48 2052

a 20/69/2625  19:48 3082

a 13/66/2625  12:35 AdvancedInstallers
a 07/12/2019 am-et

a 07/12/2019 AppLocker

a 02/09/2025 appraiser

a 13/66/2625 AppV

a ©05/08/2025 ar-sa

a ©05/08/2025 bg-B6

a 07/03/2026 Boot

a 07/12/2019 Bthprops

a 07/03/2026 CatRoot.

a 22/63/2626 catroot2

a 06/02/2026 Codelntegrity
a 13/66/2625 com

a 07/11/2025 compatrel

a 22/63/2626 config

a 07/12/2019 Coniguration
a 07/12/2019 ContainersettingsProviders
a 05/08/2025 es-z

a 05/08/2025 da-DK

a 13/66/2625 DOFs

a 05/08/2025 de-DE

a 13/66/2625 Diagsves

a 07/11/2025 Dism

a 06/02/2026 downlevel

a 07/03/2026 drivers

a 07/12/2019 Driverstate
a 07/03/2026 DriverStore
a 07/12/2019 dsc

a o05/08/2025 el-GR

a 13/66/2625 en

a 05/08/2025 en-G8

a 07/03/2026 en-us

a 05/08/2025 es-es

a ©05/08/2025 es-x

a 05/08/2025 et-ge

a 13/66/2625 F12

a 07/12/2019 #£-Adln-S

a 05/08/2025 #H-FL

a ©05/08/2025 #r-A

a 05/08/2025 £r-FR

a 07/12/2019 GroupPolicyUsers
a 05/08/2025 he-TL

a ©05/08/2025 hr-HR

a 05/08/2025 hu-HU

a 07/12/2019 Hydrogen

a 07/12/2019 ias

d ©7/12/2019 fcsxml
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\Users\soac-azure> New-Item -Fath

-ItemType Directory
Directory: C:\temp

LastiriteTime Length Name

09/05/2026

Users\soac-azure: New-Ttem -Path C:\temp\New Folder\file.txt' -ItemType File
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PS C:\Windows\system32> ipconfig

Windows TP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix .
Ipua Address. . . . . . . .. ..: 10.130.7.193
Subnet Mask . . . . . ... ...:255.255.255.0
Default Gateway . . . . . . . . . : 10.130.7.254

uni.local

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix .
Ipua Address. . . . . . . . ... :192.168.56.1
Subnet Mask . . . . . ... ...:255.255.255.0
Default Gateway . . . . . . . . .
PS C:\Windows\system32>
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\Users\soac-azure> Get-LocalUser

Enabled Description

DefaultAccount  False A user account managed by the system.
Guest False Built-in account for guest access to the computer/domain
soac-azure True  Built-in account for administering the computer/domain

WDAGUEilityAccount False A user account managed and used by the system for Windows Defender Application Guard scen...
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PS C:\Users\soac-azure> Enable-LocalUser -Name Guest
PS C:\Users\soac-azure> Get-LocalUser

Name Enabled Description

DefaultAccount  False A user account managed by the system.
Guest True  Built-in account for guest access to the computer/domain
soac-azure True  Built-in account for administering the computer/domain

WDAGUEilityAccount False A user account managed and used by the system for Windows Defender Application Guard scen...

PS C:\Users\soac-azure> Disable-LocalUser -Nane Guest
PS C:\Users\soac-azure> Get-LocalUser

Name Enabled Description

DefaultAccount  False A user account managed by the system.
Guest False Built-in account for guest access to the computer/domain
soac-azure True  Built-in account for administering the computer/domain

WDAGUtilityAccount False A user account managed and used by the system for Windows Defender Application Guard scen...
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PS C:\Windows\system32> Get-ScheduledTask

TaskPath

\

\

\

\

\AsUS\

\AsUS\

\AsUS\

\AsUS\

\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\Office\
\Microsoft\Windows\.NET Framework\
\Microsoft\Windows\.NET Framework\
\Microsoft\Windows\.NET Framework\
\Microsoft\Windows\.NET Framework\
\Microsoft\Windows\AccountHealth\

\Microsoft\Windows\Active Directory Rights ...
\Microsoft\Windows\Active Directory Rights ...

\Microsoft\Windows\AppID\
\Microsoft\Windows\AppID\
\Microsoft\Windows\Application Experience\

TaskName

NVIDIA App SelfUpdate_{B2FE195...
OneDrive Per-Machine Standalon
OneDrive Reporting Task-
OneDrive Startup Task-S-
AcPowerNotification
ArmourySocketServer
Framework Service
P568PowerAgent_sdk
Office Actions Server
Office Automatic Updates 2.0
Office Background Push Mainten...
Office ClickToRun Service Monitor
Office Feature Updates

Office Feature Updates Logon
Office Performance Monitor
Office Startup Maintenance

_NET Framework NGEN vii..30319
_NET Framework NGEN vii.0.30319 64
NET Framework NGEN vii.0.30319...
_NET Framework NGEN vii.0.30319...
RecoverabilityToastTask

AD RMS Rights Policy Template ...
AD RMS Rights Policy Template ...
PolicyConverter
VerifiedPublisherCertStoreCheck
MareBackup

Running
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Disabled
Disabled
Ready
Disabled
Ready
Ready
Ready
Ready
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PS C:\Windows\system32> Get-ScheduledTask | Where-Object State -eq "Running” | Select-Object TaskName, State

TaskNane State
AcPowerNotification Running
SystemSoundsService Running
CacheTask Running
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14soac@IMGWLAAzure: /mnt/c/Users/soac-azure$ ps
PID TTY TIME CHD
372 pts/6  €0:00:60 bash
575 pts/@  ©0:00:00 ps
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1450ac@IMGWL4AzZure: /mnt/c/Users/soac-azure$ top
top - 15:56:54 up 2 min, 1 user, load average:
top - 15:56:58 up 2 min, 1 user, load average: 6.23, 6.20, 6.68

top - 15:51:04 up 2 min, 1 user, load average: 6.21, 6.20, 6.68

Tasks: 34 total, 1 running, 33 sleeping, © stopped, © zombie

%Cpu(s): 6.5 us, 6.9 sy, .0 ni, 98.3 id, 0.6 wa, 6.0 hi, 6.3 si, 0.0 st
UiB Mem :  7941.2 total, 7089.5 free,  394.5 used,  457.2 buff/cache
MiB Swap:  2648. total, 2648.8 free, 0.0 used.  7397.6 avail Mem

©.25, 0.21, 0.08

1 root 20 © 166012 11668 81925 1.7 ©.1 3.31 systend
544 root 20 © 43144 37460 101125 .7 ©.5 3.56 python3
119 systemd+ 20 @ 25532 13616 8966 S 0.3 0.2 ©0:60.41 systemd-resolve
527 root 20 © 154364 68636 17468 5 0.3 0.8 6.48 python3.1e
851 lasoac 20 © 7808 3712 3672 R 0.3 6.0 0:00.09 top
2 root 20 @ 3120 2176 20485 ©.6 0.6 0:00.05 init-systemd(Ub
7 root 20 6 3120 1792 17925 0.6 0.6 ©:60.00 init
52 root 19 -1 30472 14848 14686 S ©.6 ©.2 0:00.37 systemd-journal
86 root 20 © 23160 6016 4668 S ©.6 ©.1 0:00.44 systemd-udevd
104 root 20 © 449 1284 11525 ©.6 0.6 6:00.80 snapfuse
106 root 20 © 4856 1664 11525 0.6 0.6 2.22 snapfuse
107 root 20 @ 449 644 5125 0.6 0.0 6:00.00 snapfuse
108 root 20 6 4789 1544 11525 0.6 0.6 0.02 snapfuse
109 root 20 @ 4496 644 5125 ©.6 0.0 6:00.00 snapfuse
116 root 20 © 4628 768 6405 ©.6 0.0 6:00.00 snapfuse
111 root 20 © 4844 1868 11525 0.6 0.6 3.61 snapfuse
112 root 20 © 449 644 5125 ©.6 0.0 6:00.00 snapfuse
151 root 20 @ 4364 2432 23045 0.6 0.6 ©:60.00 Cron
153 message+ 20 @ 8660 4480 4696 S 0.0 ©.1 ©:60.11 dbus-daemon
157 root 20 © 30160 18688 10112 S ©.6 0.2 0:00.29 networkd-dispat
158 syslog 26 @ 222480 5376 43525 0.0 0.1 ©:60.65 rsyslogd
166 root 20 01924032 43156 253445 0.6 0.5 2.27 snapd
168 root 20 © 15320 7296 65285 0.6 ©.1 0:00.29 systemd-logind
235 root 20 @ 4776 3456 32005 0.6 0.6 0:00.59 subiquity-serve
237 root 20 © 167220 21248 133125 0.6 ©.3 0:00.24 unattended-upgr
241 root 20 @ 3235 2176 20485 0.6 0.6 0:00.01 agetty
244 root 20 @ 3192 2176 20485 0.6 ©.6 0:00.00 agetty




image22.png




image23.png
14s50ac@IMGuL4Azure:~$ cd /home/l4soac
1450ac@INGHLAAZUre:~$ touch File.txt
1450ac@INGHL4AZUre:~$ echo "Hello World™ > file.txt
1a50ac@INGHLAAZUre:~$ cat File.txt

110 world

1450ac@INGHLAAZUre:~S 15 -1

otal 4

-ru-r--r-- 1 l4soac 14soac 12 May 9 16:54 file.txt
1450ac@INGHLAAZUre:~$ chmod usx File.txt
1450ac@INGHL4AZUre:~$ chmod 755 File.txt
1450ac@INGHLAAZUre S 15 -1

otal 4

_pwxr-xr-x 1 14soac 14soac 12 May O 16:54 file.txt
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14soac@IMGHLAAzure: /mnt/c/Users/soac-azure$ ifconfig
ethe: Flags-4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1560
inet 172.19.132.154 netmask 255.255.240.6 broadcast 172.19.143.255
inet6 fes6::215:5dff:fe6f:2887 prefixlen 64 scopeid 6x20<link>
ether 00 7 txqueuelen 1600 (Ethernet)
RX packets 160 bytes 216261 (216.2 KB)
RX errors @ dropped 6 overruns © frame ©
TX packets 37 bytes 2753 (2.7 K8)
TX errors @ dropped @ overruns @ carrier 8 collisions @

lo: flags-73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.6.6.1 netmask 255.6.0.6
ineté ::1 prefixlen 128 scopeid @x10<host>
loop txqueuelen 1660 (Local Loopback)
RX packets @ bytes © (.6 B)
RX errors @ dropped 6 overruns @ frame ©
TX packets 6 bytes @ (0.0 B)
TX errors @ dropped @ overruns @ carrier 8 collisions @
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l4soac@IMGWL4Azure: /mnt/c/Users/soac-azure$ netstat
Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address

Foreign Address

Active UNIX domain sockets (w/o servers)

Proto.
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix

RefCnt Flags

W0 W W W W W W W W W W W W N W W W W

Type
STREAM
STREAM
DGRAM
STREAM
DGRAM
STREAM
STREAM
STREAM
DGRAM
DGRAM
DGRAM
STREAM
STREAM
DGRAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
DGRAM
STREAM
DGRAM
DGRAM
STREAM
STREAM
STREAM
STREAM

State
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED

I-Node
615
3458
1811
1832
3548
2242
15547
672
1810
1808
4300
355
759
1542
379%
796
16513
2039
699
662
3300
301
5148
2324
1633
15055
661
403
12055
a11
413
2026
2275
700
3499

State
path
/run/systend/journal/stdout

/run/systend/journal/stdout

/run/dbus/systen_bus_socket
/run/systemd/journal/stdout

/run/user/1600/systend/notify

/run/dbus/system_bus_socket
/var/run/chrony/chronyd. sock
/run/dbus/system_bus_socket

/run/systend/journal/stdout
/tmp/ . X11-unix/Xe

/run/dbus/system_bus_socket
/tmp/dbus-FAXZCBUPHH
/run/systemd/notify
/run/dbus/systen_bus_socket

/run/systemd/journal/syslog

/run/systend/journal/dev-log
/run/systend/journal/socket
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lasoac@inGuLahzure:/mnt/c/Users/soac-azure$ sudo adduser testuser
Adding user "testuser’
Adding new group “testuser’ (1601) .
Adding new user “testuser’ (1661) with group “testuser’
Creating home directory °/home/testuser
Copying files from */etc/skel’
New password:
Retype new password:
passud: password updated successfully
Changing the user information for testuser
Enter the new value, or press ENTER for the default
Full Name []: Test
Room Number []: 1
vork Phone []: @
Home Phone []: @
Other []: N/A
Is the information correct? [Y/n] Y
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l4soac:x:1600:1000:, , , : /home/l4soac:/bin/bash
testuser:x:1001:1001:Test User,8,0,0,0: /home/testuser: /bin/bash
1450ac@IHGHLAAZuUre : /mnt/c/Users/soac-azure$ sudo userdel testuser
1450ac@IHGHLAAZuUre : /mnt/c/Users/soac-azure$ cat /etc/passud
:0:0:r00t:/root: /bin/bash

usr/sbin: /usr/sbin/nologin

sys sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin: /bin/sync
60:games: /usr/games : /usr/sbin/nologin
12:man: /var/cache/man: /usr/sbin/nologin
p:/var/spool/lpd: /usr/sbin/nologin
i1:/usr/sbin/nologin
news:x:9:9:news: /var/spool /news  /usr/sbin/nologin
uucp: /var/spool /uucp: /usr/sbin/nologin
bin: /usr/sbin/nologin

Jusr/sbin/nologin
rcd: /run/ircd: /usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/1ib/gnats:/usr/sbin/nologin
nobody : x: 65534165534 nobody : /nonexistent : /usr/sbin/nologin
systemd-network:x:160:162:systend Network Management,, ,:/run/systend:/usr/sbin/nologin
systemd-resolve:x:101:163:systend Resolver, ,, :/run/systemd:/usr/sbin/nologin
messagebus:x:102 nonexistent: /usr/sbin/nologin
systemd-timesync:x:163:106:systend Time Synchronization,,,:
syslog:x:164:111: : /home/syslog: /usr/sbin/nologin
/nonexistent: /usr/sbin/nologin

run/uuidd: /usr/sbin/nologin

: :/nonexistent : /usr/sbin/nologin

., :/home/14s0ac: /bin/bash
mnt/c/Users/soac-azure$ o

run/systend:

usr/sbin/nologin

1450ac@IMGHL4AZUre
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l4soac@IMGHLAAzure: /mnt/c/Users/soac-azure$ cat /etc/crontab
# /etc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the “crontab’

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields,
# that none of the other crontabs do.

SHELL=/bin/sh
# You can also override PATH, but by default, newer versions inherit it from the environment
#PATH=/usr/local/sbin:/usr/local/bin: /sbin:/bin:/usr/sbin: /usr/bin

# Example of job definition:
# . - minute (e - 59)

] . - hour (8 - 23)

# ] | . - day of month (1 - 31)

e || - month (1 - 12) OR jan,feb,mar,apr ...

e || - day of week (8 - 6) (Sunday=6 or 7) OR sun,mon,tue,wed, thu,fri,sat

# 1 11

# * * * % * yser-name command to be executed

17 *  *** oot cd / & run-parts --report /etc/cron.hourly

256 *** root test -x /usr/sbin/anacron || ( cd / & run-parts --report /etc/cron.daily )
476 **7 root test -x /usr/sbin/anacron || ( cd / & run-parts --report /etc/cron.weekly )
526 1** root test -x /usr/sbin/anacron || ( cd / & run-parts --report /etc/cron.monthly )
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l4soac@NGuLaAzure:/mnt/c/Users/soac-azure$ sudo service cron start
1450ac@IMGHLAAZure : /mnt/c/Users/soac-azure$ crontab -e

no crontab for 14soac - using an empty one

crontab: installing new crontab
1450ac@IHGHLAAZUre : /mnt/c/Users/soac-azure$ crontab -1

30 16 * * * echo "Cronjob test” > /home/lasoac/cron-test-file.txt
1450ac@IMGHLAAZure : /mnt/c/Users/soac-azure$ crontab -r
1450ac@INGHLAAZuUre : /mnt/c/Users/soac-azure$ crontab -1

no crontab for l4soac
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ure: /mnt/c/L

36 16 * * * echo "Cronjob test” > /home/l4soac/cron-test-file.txt.

Execute

Help write out vhere Ts cut
Exit i Read File Replace paste B Justify
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1 reference.
function Show-Menu {
Write-Host PROCESS MANAGEMENT MENU
Write-Host "1. List all processes”
Write-Host "2. View details of a specific process”
Write-Host "3. List processes over a memory threshold"
Write-Host "4. Stop a process”
Write-Host "S. Exit”

1 reference
function Get-ProcessesExceedingMemoryThreshold {
$memoryThreshold = [int]$memoryThreshold
Write-Host " nProcesses using more than $memoryThreshold bytes of memory:
Get-Process | Where-Object { $_.workingSet -gt $memoryThreshold } |
Select-Object Name, Id, Workingset
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Clear-Host

Write-Host "Welcome to the PowerShell PROCESS MANAGEMENT MENU

$validChoices =

Suserchoice = @

ec”,

while ($userchoice -ne “5") {

Show-Menu

Suserchoice = Read-Host “Enter your choice (1-5)"

if ($validChoices -contains $userChoice) {

suitch ($userchoice) {

=

e

¥
else {

{

Get-Process | Select-Object Name, Id, CPU, Workingset

{
$choiceProcesshane = Read-Host "Enter process name to view"
Get-Process -Name $choiceProcesshame | Format-List *

{
$memoryThreshold = Read-Host "Enter memory threshold in bytes”
Get-ProcessesExceedingMemoryThreshold

{

$choiceProcessId = Read-Host “Enter Process ID to stop”
Stop-Process -Id $choiceProcessId -Force

Mrite-Host "Process $choiceProcessId stopped.

{

Mrite-Host "Exiting script..

Write-Host "Invalid choice. Try again.”
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3. List processes over a memory threshold
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5. Exit
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Processes using more than 100009060 bytes of memory:
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11956 153628672
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1. List all processes

2. View details of a specific process

3. List processes over a memory threshold
4. Stop a process

5. Exit

Enter your choice (1-5): 4

Enter Process ID to stop: 15868

Process 15808 stopped.
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3. List processes over a memory threshold
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5. Exit
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Exiting script. ..

PS C:\Users\edwar> |
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if ($validChoices -contains $userChoice) {

suitch ($userchoice) {

g g
Get-Process | Select-Object Name, Id, CPU, Workingset
}
o g
$choiceProcesshane = Read-Host "Enter process name to view"
Get-Process -Name $choiceProcesshame | Format-List *
}
3 g
$memoryThreshold = Read-Host “Enter memory threshold in bytes”
Get-ProcessesExceedingMemoryThreshold
}
. g
$choiceProcessId = Read-Host “Enter Process ID to stop”
Stop-Process -Id $choiceProcessId -Force
Mrite-Host "Process $choiceProcessId stopped.”
}
g g
Write-Host "Exiting script...”
}
¥
¥
else {

Write-Host "Invalid choice. Try again.”
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1. List all processes

2. View details of a specific process

3. List processes over a memory threshold
4. Stop a process

5. Exit

Enter your choice (1-5): 8

Invalid choice. Try again.
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while ($userChoice -ne "5") {

Show-Menu
SuserChoice

= Read-Host "Enter your choice (1-5)"

if ($validChoices -contains $userChoice) {

suitch ($userchoice) {

¥
else {

{

Get-Process | Select-Object Name, Id, CPU, Workingset

{
$choiceProcesshane = Read-Host "Enter process name to view"
Get-Process -Name $choiceProcesshame | Format-List *

{
$memoryThreshold = Read-Host "Enter memory threshold in bytes”
Get-ProcessesExceedingMemoryThreshold

{

$choiceProcessId = Read-Host “Enter Process ID to stop”
Stop-Process -Id $choiceProcessId -Force

Mrite-Host "Process $choiceProcessId stopped.

{

Write-Host "Exiting script...”

Write-Host "Invalid choice. Try again.”
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Read-Host "Enter your choice (1-5)"
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switch ($userChoice) {

{

Get-Process | Select-Object Name, Id, CPU, Workingset

{
$choiceProcesshane = Read-Host "Enter process name to view"
Get-Process -Name $choiceProcesshame | Format-List *

{
$memoryThreshold = Read-Host "Enter memory threshold in bytes”
Get-ProcessesExceedingMemoryThreshold

{

$choiceProcessId = Read-Host “Enter Process ID to stop”
Stop-Process -Id $choiceProcessId -Force

Mrite-Host "Process $choiceProcessId stopped.”

{

Mrite-Host "Exiting script.
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1 reference
function Show-Menu {
Write-Host PROCESS MANAGEMENT MENU
Write-Host "1. List all processes”
Write-Host "2. View details of a specific process”
Write-Host "3. List processes over a memory threshold"
Write-Host "4. Stop a process”
Write-Host "S. Exit”
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5. Exit

Enter your choice (1-5): |
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#1/bin/bash

file_name-"report"
current_year-$(date +%Y)

o1 "${file_name} final ${current_year}.txt"
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report_final 2026.txt
...Program finished with exit code 0

Press ENTER to exit console.[]
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10
11
12
13

#!/bin/bash

file_required="report_final_2026. txt"

if [

il

[ f ${file_required} 11; then
if [[ -s ${file_required} 11; then

ccho "${file_required} exists and is not empty.
else

ccho "${file_required} exists bus is empty."
i
else
“cho "${file_required} does not exist.”
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report_final 2026.txt does not exist.
...Program finished with exit code 0

Press ENTER to exit console.[]
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#1/bin/bash

eport_final_2026. txt"

File not found — please check back tomorrow."
sleep 1d

done

echo "File found - proceed to check contents.”|
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#1/bin/bash

archived_reports=(

"report_final_2023.txt’
"report_final_2024.txt'
"report_final_2025. txt!

)

ccho -e "There are ${#archived_reports[@]} reports in the archive:\n"

do

for counter in "${archived_reports[@]
“ho "${counter}”
done

archived_reports+=( "report_final 2026.txt" )

ccho -e "\nThere are ${#archived_reports[@]} reports in the archive:\n"

for counter in "${archived_reports[@1}"; do
“ho "${counter}"
donel
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There are 3 reports in the archive:

report_final_2023.txt
report_final 2024.txt
report_final_2025.txt

There are 4 reports in the archive:

report_final_2023.txt
report_final 2024.txt
report_final 2025.txt
report_final 2026.txt

...Program finished with exit code 0
Press ENTER to exit console.[]
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#!/bin/bash

list_users() {
for counter in "${users[@]}";
i "${counter}"
done

¥

add_user() {
read -rp "
users:-

nter new username:
‘${username}” )

¥

remove_user() {
read -rp "

nter username to remove

do

" username

users=( "${users[@]/$username}" )

¥

goodbye_message() {
echo "Goodbye!™

¥

users=()

echo "Welcome to the Bash User Management

choice=0

while [[ "${choice}" != 4 1]; do
echo -e "\n1) List Users"
echo "2) Add User”
echo "3) Remove User™
echo -e "4) Quit\n"
read -rp "Select an option: "

case "${choice}" in
1) list_users ;;
2) add_user ;;
3) remove_user ;;
4) goodbye message ;;
esac
donel

choice

username

Menu!™
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Welcome to the Bash User Management Menu!

1) List Users
2) add User

3) Remove User
4) ouit

select an option: 2
Enter new username: ABC123

1) List Users
2) add User

3) Remove User
4) ouit

select an option: 2
Enter new username: DEF456

1) List Users
2) add User

3) Remove User
4) ouit

select an option: 1
ABC123
DEF456

1) List Users
2) add User

3) Remove User
4) ouit

select an option: 3
Enter username to remove: DEF456

1) List Users
2) add User

3) Remove User
4) ouit

select an option: 1
ABC123

1) List Users
2) add User

3) Remove User
4) ouit

select an option: 4
Goodbye !

Program finished with exit code 0




image58.png
3000

Maintain system administration tasks in
Windows PowerShell

2hr3 min - Learning Path - 4 Modules

At a glance
€ Level ® Product
Intermediate Azure, Microsoft Entra ID, Azure Cloud
Shell, Azure Powershell, Azure Virtual
Machines, Microsoft 365
R Role B subject
Administrator Architecture, Storage, Virtual machine

This learning path covers cmlets that are commonly used for system administration tasks related to
Active Directory, network configuration, server administration, and Windows 10 device administration.
Prerequisites

« Familiarty with Windows networking technologies and implementation.

* Familiarity with Windows Server administration, maintenance, and troubleshooting.
* Familiarity with Windows PowerShell and its commands to perform specific tasks.

Get started with Azure
Choose the Azure account that's right for you. Pay as you go or try Azure free for up to 30 days. Sign up. &
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Manage Active Directory Domain Services using PowerShell cmdlets LS

40

= Module » 7 Units

This module covers the cmdlets that are used to administer Active Directory Domain Services.

Overview ~
Introduction
3min

Manage user accounts in Powershell
8min

Manage groups and group memberships in PowerShell
7min

Manage computer accounts in PowerShell
6min

Manage organizational units and Active Directory objects in PowerShell
10min

Module assessment
3min

Summary
3min
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Introduction

3 minutes

Active Directory Domain Services (AD DS) and its related services form the core of Windows Server-based networks. The
AD DS database stores information about the objects that are part of the network environment, such as accounts for
users, computers, and groups. The AD DS database is searchable and provides a mechanism for applying configuration
and security settings for all of those objects.

You can use the Active Directory module for Windows PowerShell to automate AD DS administration. By using PowerShell
for AD DS administration tasks, you can speed them up by making bulk updates instead of updating AD DS objects
individually. If you don't have the Active Directory module installed on your machine, you'll need to download the correct
Remote Server Administration Tools (RSAT) package for your operating system. RSAT is included as a set of Features on
Demand, starting with the Windows 10 October 2018 Update. To install an RSAT package, open Settings and go to
Optional features. On Windows 11, select View features; on Windows 10, select Add a feature. Search for and install
RSAT: Active Directory Domain Services and Lightweight Directory Services Tools.

® Note

The Active Directory module for Windows PowerShell works for both Windows PowerShell and PowerShell.

In this module, you'll learn about the cmdlets used for administering AD DS. To find Active Directory cmdlets, search for
the prefix #, which most Active Directory cmdlets have in the noun part of the cmdlet name.

Learning objectives

After completing this module, you'll be able to:

o Identify user management cmlets.

o List group management cmdlets.

« Describe the cmdlets for managing computer objects.

« Describe the cmdlets for managing organizational units (OUs) and Active Directory objects.





image61.png
Manage user accounts in PowerShell

8 minutes

User management is a core responsibility of administrators. You can use the Active Directory module for Windows
PowerShell cmdlets to create, modify, and delete user accounts individually or in bulk. User account cmdlets have the
word “User” or “Account” in the noun part of the name. To identify the available cmdlets, include them in wildcard name
searches when you're using Get-Help or Get-Command.

The following table lists common cmdlets for managing user accounts.

Table 1: Cmdlets for user account management

Crmdlet

New-ADUser

Enable-ADAccount

2 Expand table

Creates a user account

Retrieves a user account

Modifies properties of a user account

Deletes a user account

Resets the password of a user account

Unlocks a user account that's been locked after exceeding the permitted number of incorrect sign-in
attempts.

Enables a user account
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Manage groups and group memberships

in PowerShell

7 minutes
The management of Active Directory groups closely relates to the management of users. You can use the Active Directory
module for Windows PowerShell cmdlets to create and delete groups and to modify group properties. You can also use
these cmdlets to change the group membership.

Managing groups

Cmdlets for modifying groups have the text “group” in their names. Cmdlets that modify group membership by adding
members to a group, for example, have the text “groupmember” in their names. Cmdlets that modify the groups that a
user, computer, or other Active Directory object is a member of have the text “principalgroupmembership” in their names.

The following table lists some common cmdlets for managing groups.

Table 1: Cmdlets for group management

Cmdlet Description
New-ADGroup Creates a new group

Set-ADGroup Modifies properties of a group
Get-ADGroup Displays properties of a group

Remove-ADGroup Deletes a group
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Manage computer accounts in PowerShell

6 minutes.

‘The Active Directory module for Windows PowerShell also has cmdlets to create, modify, and delete computer accounts.

You can use these cmdlets for individual operations or as part of a script to perform bulk operations. The cmdlets for

managing computer objects have the text “computer” in their names.

The following table lists cmdlets that you can use to manage computer accounts.

Table 1: Cmdlets for computer account management

Cmdlet

Remove-ADComputer:

‘Test-ComputerSecureChannel

Reset-ComputertachinePassword

23 Expand table

Description

Creates a new computer account

Modifies properties of a computer account

Displays properties of a computer account

Deletes a computer account

Verifies o repairs the trust relationship between a computer and the domain

Resets the password for a computer account
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Manage organizational units and Active

Directory objects in PowerShell

10 minutes

Windows PowerShell provides cmdlets that you can use to create, modify, and delete Active Directory Domain Services
(AD DS) Organizational Units (OUs). Like the cmdlets for users, groups, and computers, you can use these cmlets for
individual operations or as part of a script to perform bulk operations. OU management cmlets have the text

“organizationalunit” in the name.
The following table lsts cmdlets that you can use to manage OUs.

Table 1: Cmalets for OU management

(. Expand table

Cmdiet Description
New-ADOrganizationalUnit Creates an OU
Set-ADOrganizationalUnit Modifies properties of an OU
Get-ADOrganizationalUnit Displays properties of an OU
Remove-ADOrganizationalUnit Deletes an OU

Creating new OUs

You can use the New-ADOrganizationalUnit cmdlet to create a new OU to represent departments or physical locations
within your organization.
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Module assessment

3 minutes

/\ Module assessment passed

Great job! You passed the module assessment. Sign i to save progress.

Score: 100% —
N——

Use the following questions to check what you've leamed in this module.

1. You need to create a Global security group named Group1. Which type of parameter will you use to specify a Global
group when using the New-ADGroup Powershell cmdlet?

Ko‘ ~GroupScope + Correct )

-Name

~GroupCategory

2. You need to use PowerShell to review the Department and email address for an Active Directory user named User1.
How will you format the PowerShell command?

Get-ADUser -Filter * -Properties *

C ®  Get-ADUser -Identity Userl -Properties Department,EmailAddress V Correct )

Get-ADUser -Identity Userd -Properties *
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Summary

3 minutes

You can use the Active Directory module for Windows PowerShell to automate Active Directory Domain Services (AD DS)
‘administration. In this module, you've leamed about the cmdlets used for administering AD DS. The following are the key
takeaways:

The Active Directory module for Windows PowerShell cmdlets can help with user management, which is a core:
responsibility of administrators. It helps create, modify, and delete user accounts individually or in bulk.

« You can use the Active Directory module for Windows Powershell cmdlets to create and delete groups and to modify
group properties. You can also use these cmdlets to change the group membership.

The Active Directory module for Windows PowerShell also has cmdlets to create, modify, and delete computer
‘accounts. You can use these cmdlets for individual operations or as part of a script to perform bulk operations.
PowerShell provides cmdlets that you can use to create, modify, and delete Active Directory Domain Services (AD
DS) Organizational Units (OUs). You can also use these cmdlets for individual operations or as part of a script to
perform bulk operations.

The Active Directory module provides cmdlets that allow you to create, delete, and modify those objects that don't
have their own management cmdlets.

Additi

To leam more, go through the following document:

nal reading

o PowerShell 7 Module Compatibility

Get started with Azure

Choose the Azure account that's right for you. Pay as you go or try Azure free for up to 30 days. Sign up.

All units complete:
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